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Abstract

With the widespread deployment of deep learning models
in multi-party collaborative scenarios, the issues of secure
model access control and intellectual property (IP) protec-
tion have become increasingly critical. To address the limita-
tions of existing methods that lack proactive defense mecha-
nisms in such settings, this paper introduces a novel paradigm
Consensus Learning which enables fine-grained control over
model execution permissions via a multi-party joint autho-
rization mechanism. Building on this, we propose the Collab-
orative Perturbation Trigger Method (CPTM), which allows
participating parties to collaboratively generate perturbation-
based trigger data that embed identity features. The model
can only be activated using the collectively constructed trig-
ger, enforcing tightly bound access control without modify-
ing the model architecture. Extensive experiments on CIFAR-
10, CIFAR-100, MNIST, and Face-LFW datasets demon-
strate that the proposed method maintains prediction accu-
racy within 2% of the baseline unprotected models on au-
thorized data. In contrast, under unauthorized or adversarial
inputs, model accuracy drops below 10%, showcasing strong
access control capabilities and robustness. This study offers a
novel direction for building scalable, robust, and proactively
protected deep learning models in multi-party collaborative
environments.

Introduction
With the rapid advancement and widespread adoption of
deep learning technologies, deep neural models have in-
creasingly evolved into valuable digital assets (He et al.
2022; Mu et al. 2024). Against the backdrop of growing con-
cerns over data security and intellectual property (IP) protec-
tion, a pressing challenge emerges: how to effectively pre-
vent unauthorized duplication, misuse, and leakage of pro-
prietary information (Li et al. 2022a; Shen et al. 2025), while
ensuring fine-grained, secure, and controllable management
of model usage in collaborative multi-party environments
(Peigné et al. 2025; Ma, Yao, and Xu 2024; Li et al. 2025;
Hao, Zhang, and Li 2025). Addressing this challenge has be-
come a critical issue that demands innovative breakthroughs.

To address the above challenges, researchers have pro-
posed a variety of model protection mechanisms. Xue et
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al. embedded adversarial perturbations into model weights
to construct a dynamic obfuscation mechanism, making it
difficult for attackers to reconstruct model behavior even
when partial parameters are exposed (Xue et al. 2023). Ren
et al. developed an availability assurance strategy that inte-
grates identity authentication with access control, enabling
dynamic monitoring of model invocation behaviors (Ren
et al. 2024). Li et al. introduced SecureNet, which com-
bines backdoor learning with trigger mechanisms to en-
hance intellectual property (IP) control over deep models (Li
et al. 2024). These approaches have demonstrated improve-
ments in model privacy and robustness, particularly showing
promising results in single-party deployment scenarios.

However, in multi-party collaborative scenarios such as
federated learning, ensuring model security becomes signif-
icantly more challenging (Cao, Jia, and Gong 2021; Liao
et al. 2025; Yi et al. 2025). Federated learning aims to en-
hance data privacy by performing local training and aggre-
gating parameters, thereby avoiding centralized exposure of
raw data. Despite this advantage, the resulting global model
must still be transmitted and stored in plaintext on cen-
tral servers or communication channels. If any participating
party is compromised, or if malicious insiders succeed in ex-
tracting model copies during training, the shared model be-
comes highly susceptible to unauthorized replication, mis-
use, or redistribution. As a result, the original privacy bene-
fits of federated learning can be severely undermined.

To address the threats of unauthorized access and mis-
use in collaborative deep learning, we propose a novel
Consensus Learning Paradigm. This paradigm enforces that
model activation and execution must be jointly authorized
by all participating parties—no single party can operate the
model independently. During training, each participant em-
beds identity-bound trigger signals, which collectively form
a unified and indivisible authorization structure.A model
follows the Consensus Learning Paradigm if it satisfies:
(1)Joint Authorization: All parties must contribute valid
trigger factors for activation; missing or forged components
render the model inactive. (2)Collaborative Embedding:
Trigger signals are individually embedded during training
to define secure, distributed access control. Unlike conven-
tional federated learning, which lacks strict inference-time
access control, Consensus Learning ensures execution rights
are strongly bound to multi-party cooperation. Even if one
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Figure 1: Consensus Learning Conceptual Diagram.

party is compromised, the model remains inaccessible with-
out all valid authorizations. As shown in Figure 1, this de-
sign intrinsically resists misuse, enhances security and ro-
bustness, and establishes a trustworthy framework for secure
multi-party collaboration.

To support the Consensus Learning paradigm, we in-
troduce the Collaborative Perturbation Trigger Method
(CPTM). CPTM enables each participant to sequentially in-
ject identity-bound perturbations into shared data, produc-
ing Consensus Triggered Data (CTD) that encodes multi-
party authorization. CTD serves as the access credential,
tightly binding model execution to all involved parties.In a
typical five-client federated setting (A-E), CPTM constructs
perturbed inputs in a fixed order. Each participant applies
affine transformations and nonlinear noise to embed per-
sonal identity features. The process begins with A and con-
tinues through B, C, and D, ending with E. The final image
integrates perturbations from all parties, ensuring indivisible
and verifiable access control.

The main contributions of this paper are as follows:

• Consensus Learning Paradigm: We propose Consen-
sus Learning, a collaborative paradigm that binds model
execution to jointly authorized data from all participants.
Without modifying the model architecture, it enforces ac-
cess control under full authorization, enhancing security
and robustness in multi-party settings.

• Collaborative Perturbation Trigger Method (CPTM):
We introduce CPTM, a chained perturbation injection
method that generates Consensus Triggered Data (CTD)
as identity-bound credentials. CTD binds model access
to full multi-party authorization, enabling secure, dis-
tributed control.

• Empirical Validation: Extensive experiments across
datasets and models show that our method enforces se-
cure access with negligible performance loss, confirming
its effectiveness and generality.

Related Work
Passive Protection Mechanisms
With the growing deployment of deep learning in vision and
language tasks, models have become valuable digital assets,
raising concerns over their security and IP protection (Lao
et al. 2022; Zong et al. 2024; Li et al. 2022b). Existing
works primarily focus on passive defenses that verify own-
ership post misuse. Uchida et al. proposed a weight-based
watermarking method that embeds ownership into fully con-
nected layer outputs during training, ensuring impercepti-
bility (Uchida et al. 2017). To enhance robustness, Chen
et al. introduced a backpropagation-based uniform embed-
ding that distributes watermark signals broadly in the weight
space (Chen, Rohani, and Koushanfar 2018). Wang et al.
proposed RIGA, embedding watermarks into redundant sub-
structures and using trigger sets for verification, improv-
ing resistance to structural changes (Wang and Kerschbaum
2021).

Although effective for ownership verification, existing
methods are post hoc and lack proactive control. Once
stolen, models can still be reused or modified, highlighting
the need for execution-restrictive protection.

Unilateral Proactive Protection Mechanisms
To overcome the limitations of passive mechanisms in ac-
cess control, recent studies have shifted toward proactive
protection methods that embed control logic within the
model itself. These approaches ensure that a model per-
forms correctly only when specific authorization conditions
are satisfied, thereby enabling real-time defense and usage
restrictions. Chen et al. encrypted model weights to ensure
functionality only with valid keys (Chen and Wu 2018).
To enhance deployment-level restrictions, Alam et al. in-
troduced DeepLock, which combines encryption with ac-
cess control policies (Alam et al. 2024). However, such
encryption-based solutions often impose significant compu-
tational and energy overhead, making them less suitable for
resource-constrained environments such as edge devices. To
mitigate this issue, Alam et al. later presented NN-Lock, a
lightweight framework that incorporates simplified encryp-
tion schemes and authorization protocols to reduce over-
head (Alam et al. 2022). In a different line of work, Li et
al. proposed SecureNet, which embeds fixed image triggers
into training data. After deployment, the model only gener-
ates valid outputs when inputs contain authorized triggers,
enabling active verification and secure model operation (Li
et al. 2024).

Prior proactive methods rely on single-party authoriza-
tion. If triggers or keys are leaked, adversaries can bypass
controls. Without multi-party binding, these methods are
vulnerable to single-point failures and insider attacks, lim-
iting their effectiveness in collaborative learning.

Methodology
Threat Model
This study focuses on the problem of model access control in
multi-party collaborative learning scenarios. We assume that
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Figure 2: Overall Framework Diagram.

the trained model is jointly owned by multiple participants,
and its usage should be strictly governed by consensus-based
authorization from all involved parties. The adversary’s ob-
jective is to bypass this multi-party authorization mechanism
and activate the model without obtaining permission from
all stakeholders, thereby enabling unauthorized usage, illicit
deployment, or intellectual property theft.

Adversary Capability Assumptions: (1) Single-Party
Information Leakage: The adversary may gain access to one
participant’s local trigger data, private samples, perturbation
parameters, or generation protocols. (2) Model Acquisition:
The adversary may obtain a complete copy of the trained
model via transmission interception or server compromise.
(3) Partial Trigger Forgery: The adversary may attempt to
craft forged inputs by leveraging accessible image samples
and known trigger patterns to elicit a response from the
model.

Security Assumptions: (1) Local Perturbation Genera-
tion: Each participant independently generates and embeds
perturbations on their local data without the need for central-
ized coordination. (2) Decentralized Perturbation Secrecy:
Perturbation parameters and generation logic are neither
stored on a central server nor shared through public com-
munication channels.

Defense Objective: The system is designed to ensure that
the model can only be activated upon receiving a complete
and valid set of multi-party consensus-based trigger infor-
mation. If any participant fails to authorize, or if the pertur-

bation information is missing or forged, the model remains
inactive and produces no prediction output. This guarantees
fine-grained access control and enables proactive defense
against unauthorized usage.

Overall Framework
The overall framework of this study is illustrated in Figure
2 and consists of three core components: the Collaborative
Perturbation Trigger Method (CPTM), dataset construction
strategies, and the model training pipeline.

Collaborative Perturbation Trigger Method (CPTM):
Each participant applies identity-bound perturbations se-
quentially based on their local private data. Through a
chained collaborative process, Consensus Triggered Data
(CTD) integrating multi-party features is generated. CTD
exhibits two key properties: intra-user diversity (varying
perturbations across different samples of the same user) and
inter-user uniqueness (distinct perturbations on the same
sample across different users). The resulting data is highly
irreversible and identity-bound, serving as the sole valid cre-
dential for model access.

Dataset Structuring: To enhance the model’s ability
to distinguish valid perturbation patterns and improve ro-
bustness, we construct three contrasting types of training
datasets. (1)Invalid Set: Contains images embedded with
random or forged perturbations paired with incorrect labels.
This set simulates scenarios where malicious attackers at-
tempt to fabricate authorized inputs. (2)Initial Set: Com-
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prises images without any perturbation information and with
randomly assigned labels. It is used to train the model to
remain inactive when exposed to clean, unmodified inputs.
(3)Authorized Set: Consists of images embedded with valid
perturbations collaboratively generated by all participants,
accompanied by correct labels. This is the only set permit-
ted to activate the model’s predictive functionality.

Model Training: Each participant trains a local model
on private data, with periodic parameter aggregation via a
federated scheme. This yields a unified model that embeds
multi-party perturbation signals while preserving structural
and training consistency. The resulting model reliably recog-
nizes Consensus Triggered Data (CTD) and enforces secure
access control.

Collaborative Perturbation Trigger Method
To support secure access in Consensus Learning, we pro-
pose a Collaborative Perturbation Trigger that integrates
spatial perturbations with frequency-domain embeddings.
This mechanism ensures federated dependency, irreversibil-
ity, and tamper resistance, enabling model activation only
upon full-party consensus.The detailed procedure of this
method is presented in Algorithm 1.

Single-Stage Affine Transformation Mechanism. The
objective of the single-stage affine transformation is to con-
struct a set of affine matrices based on three pairs of point
correspondences in the image space, thereby applying spa-
tial perturbations to the image.

Let the input image be denoted as X ∈ RH×W×C , and a
client Ai randomly selects three pairs of coordinate points.{

Source point set : Si =
{
pi1, p

i
2, p

i
3

}
Target point set : Ti =

{
qi1, q

i
2, q

i
3

} (1)

The affine matrix Mi ∈ R2×3 is computed based on these
three pairs of points, satisfying:

[
qi1 qi2 qi3

]
= Mi

[
pi1 pi2 pi3
1 1 1

]
(2)

The affine matrix Mi is applied to the image to obtain the
perturbed image:

X ′ = A(X,Mi) (3)

Here, A(·, ·) denotes the affine transformation operator.

Multi-Stage Joint Affine Perturbation Mechanism. In
consensus learning, the model trigger must be collabora-
tively constructed by multiple clients. We introduce a multi-
stage joint affine mechanism, in which the perturbations
from all clients are sequentially applied to the image to gen-
erate a collaboratively triggered image.

Assume there are N clients, denoted as A1, A2, ..., AN .
Let the image at each stage be defined as follows: the ini-
tial image is X0 = X ,the image at stage i is Xi =
A(Xi−1,Mi), and the final output image is:

XN = A(XN−1,MN )

= A(· · ·A(A(X0,M1),M2), · · ·,MN )
(4)

Algorithm 1: Collaborative Perturbation Trigger Generation
Input: Original image X ∈ RH×W×C , Number of
clients N , Three pairs of affine control points per client:{(

pi1, q
i
1

)
,
(
pi2, q

i
2

)
,
(
pi3, q

i
3

)}
, i ∈ [1, N ], Nonlinear per-

turbation parameters: α, β, γ, ϕ, High-frequency patch size:
h,w, Fixed noise image Nfixed ∈ RH×W×C

Output: Consensus triggered image Xtrigger

1: Initialize X0 ← X .
2: for each client i = 1 to N do
3: Compute affine matrix:

Mi ← solve affine(pi1, p
i
2, p

i
3, q

i
1, q

i
2, q

i
3)

4: Apply affine transformation:
Xi ← affine transform(Xi−1,Mi)

5: for each pixel coordinate (x, y) and channel c ∈
{1, · · ·, C} do

6: Compute nonlinear perturbation:
δ ← α · sin (βx+ γy + ϕ)

7: Inject nonlinear noise:
Xi (x, y, c)← Xi (x, y, c) + δ

8: Add fixed noise component:
Xi (x, y, c)← Xi(x, y, c) +Nfixed(x, y, c)

9: end for
10: end for
11: Obtain perturbed image: XN ← XN

12: Compute Fourier transforms:
X̂0 ← FFT (X0), X̂N ← FFT (XN )

13: Extract high-frequency patch:
X̂HF ← X̂N [H − h : H,W − w : W ]

14: Replace frequency patches in X̂0:
15: X̂0 [0 : h, 0 : w]← X̂HF

16: X̂0 [H − h : H, 0 : w]← X̂HF

17: X̂0 [0 : h,W − w : W ]← X̂HF

18: X̂0 [H − h : H,W − w : W ]← X̂HF

19: Inverse Fourier transform to obtain final image:
Xtrigger ← ℜ

(
IFFT

(
X̂0

))
20: return Xtrigger

Here, Mi represents the affine matrix constructed by
client Ai based on its selected coordinate points, Xi de-
notes the image result at stage i, and N is the total num-
ber of clients participating in consensus learning. This pro-
cess constructs spatially asymmetric and cumulatively irre-
versible image perturbations.

The affine point sets {(Si, Ti)}Ni=1 individually selected
by all clients collectively constitute the ”Consensus Autho-
rization Key” for trigger image generation, with security
guarantees reflected in: Distributed Confidentiality: Each
party retains access only to its own point set, remaining
invisible to others. Chained Coupling: Each transforma-
tion stage depends on the output of the previous one, mak-
ing the perturbation process indivisible. Attack Resistance:
Full reconstruction requires access to all affine matrices
{M1, · · ·,Mn}; leakage from all parties is necessary, and
the chain breaks if any remain private. High Brute-forHigh
Brute-force Complexity: Even with only three point pairs
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per client, the search space is vast. With N clients applying
sequential affine transformations, the joint space grows ex-
ponentially. For example, in a 32x32 image, the brute-force
complexity can be expressed as:

Total = (C (1024, 3)× C (1024, 3))
N (5)

For example, when N = 5, the brute-force complexity ex-
ceeds 2270, far surpassing the widely accepted 264 security
threshold, making brute-force attacks infeasible.

Nonlinear Perturbation Injection Mechanism. Affine
transformations are linear operations that can be easily rec-
ognized or suppressed by models. To enhance the random-
ness and unpredictability of the trigger signals, we introduce
nonlinear perturbations at the pixel level of the image. This
improves the model’s perception difficulty and robustness
against attacks. For each pixel coordinate (x, y), a sinusoidal
perturbation is defined as follows:

δ(x, y) = α · sin(βx+ γy + ϕ) (6)
Here, α denotes the perturbation amplitude, controlling

the intensity of the perturbation; β and γ are frequency fac-
tors that determine the periodicity of the perturbation tex-
ture; and ϕ is a phase constant used to randomize the pertur-
bation pattern. This perturbation term is added to each chan-
nel of the image’s pixel values, and the update is formulated
as follows:

Xi(x, y, c)← Xi(x, y, c)+ δ(x, y), ∀c ∈ {1, 2, ..., C} (7)

To further enhance the irreversibility of the triggered im-
age, we inject a fixed structured noise image Nfixed ∈
RH×W×C into the perturbed output. This noise remains
identical across all images, is independent of the original
input. As a result, it serves as a content-agnostic “structural
lock” embedded within the image.

Xi(x, y, c)← Xi(x, y, c) + δ(x, y) +Nfixed(x, y, c) (8)

Frequency-Domain Trigger Embedding Mechanism.
To improve security and reduce detectability, we introduce a
frequency-domain embedding mechanism that injects high-
frequency components of perturbed images into selected
regions of the original image’s spectrum, enabling cross-
domain feature fusion and model-aware activation.

Let the input image be denoted as X0 ∈ RH×W×C and
the final perturbed image as XN ∈ RH×W×C . We first per-
form a two-dimensional Fourier transform on both images
independently for each channel.

X̂
(c)
0 = F [X

(c)
0 ]

=
H−1∑
x=0

W−1∑
y=0

X
(c)
0 (x, y) · e−2πi(ux

H + vy
W )

(9)

The extracted high-frequency components are duplicated
into the four corners of the original image’s frequency spec-
trum. This operation preserves the primary frequency struc-
ture of the original image while superimposing the high-
frequency texture patterns from the perturbed image. These

Figure 3: Comparison between Consensus Triggered Data
and Original Data.

patterns serve as identifiable cues for the model’s internal
trigger detection mechanism, as illustrated in Algorithm 1.

Finally, the frequency-domain image is transformed back
into the spatial domain by applying the inverse Fourier trans-
form. The corresponding formulation is as follows:

Xtrigger(x, y, c) = F−1[X̂
(c)
0 ]

=

H−1∑
u=0

W−1∑
v=0

X̂
(c)
0 (u, v) · e2πi(ux

H + vy
W )

HW
(10)

Let F−1[·] denote the inverse Fourier transform, and
Xtrigger represent the final output image, referred to as the
Consensus Triggered Data (CTD).

Experiment
Experimental Setup
All experiments were conducted using PyTorch on a high-
performance platform with multiple NVIDIA Tesla V100
GPUs. Evaluations used diverse public datasets such as
MNIST, CIFAR-10, CIFAR-100, and Face-LFW, covering
tasks from digit classification to face recognition to en-
sure robustness. We used common architectures including
VGG16, ResNet18, DenseNet121, and WideResNet50-2 to
assess the method’s generalizability across varied network
structures.

Model Performance Evaluation
To systematically evaluate the effectiveness of the proposed
method in terms of data stealthiness and access control ca-
pability, we conducted a series of comparative experiments.
First, to assess whether the visual differences between the
generated Consensus Triggered Data and the original data
are perceptible to the human eye, we designed a visual-
ization experiment based on image comparison, as shown
in Figure 3. This experiment aims to determine whether
the perturbations introduced by the trigger mechanism at
the image level are sufficiently imperceptible to prevent ad-
versaries from identifying the model authorization method
through visual inspection or heuristic detection.

As shown in the experimental results in Figure 3, the au-
thorized (consensus-triggered) images exhibit no significant
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visual differences compared to the original input across var-
ious datasets. This indicates that the generated consensus
triggered data effectively preserves visual indistinguisha-
bility while enforcing model access control. Such indistin-
guishability makes it difficult for external observers or ad-
versaries to detect or infer the presence of embedded trig-
gers. These findings validate the effectiveness of the pro-
posed method in ensuring data stealthiness.

To evaluate model performance under varied authoriza-
tion and validate the Collaborative Perturbation Trigger
Mechanism (CPTM), we design a multi-party experiment
involving five participants. This setup assesses model ac-
curacy on different datasets under collective access control.
Acc-Clean is the accuracy of the unprotected model on clean
data; Acc-Pro is the protected model’s accuracy on consen-
sus triggered data; Acc-Origin is its accuracy on original
clean data.Acc-Origin is the accuracy of the protected model
on the original clean dataset.

The experimental results (Table 1) show that Acc-Pro
achieves performance comparable to or even better than
Acc-Clean, indicating that consensus-triggered data en-
hances feature learning. In contrast, Acc-Origin remains be-
low 10%, demonstrating strong suppression of unauthorized
inputs. These results highlight the effectiveness of the pro-
posed collaborative perturbation trigger in improving autho-
rized access while blocking unauthorized interference, with
strong potential for secure multi-party model deployment.

To evaluate the effectiveness of our multi-party fused
perturbation trigger, we conduct t-SNE visualization on
ResNet-18 trained with CIFAR-10. As shown in Figure
4, features from consensus-authorized data form well-
separated clusters, while unauthorized data appears ran-
domly scattered. This demonstrates the method’s robustness
and reliability in access control.

Dataset Networks Acc-Clean Acc-Pro Acc-Origin

MNIST

VGG16 99.30 99.38 11.35
ResNet18 99.44 99.47 11.21
DenseNet 99.57 99.06 10.37
WideResNet 99.52 99.21 9.97

CIFAR-10

VGG16 89.01 88.84 1.31
ResNet18 93.08 93.33 0.56
DenseNet 95.39 93.45 0.69
WideResNet 94.40 95.31 0.39

CIFAR-100

VGG16 70.19 67.63 0.53
ResNet18 75.34 75.41 0.77
DenseNet 78.72 76.31 0.17
WideResNet 80.67 79.81 0.15

Face-LFW

VGG16 95.70 94.05 0.87
ResNet18 95.04 94.17 0.99
DenseNet 97.36 97.35 0.76
WideResNet 96.53 97.19 0.85

Table 1: Prediction Results Comparison Table

Figure 4: t-SNE Visualization Analysis.

Figure 5: Trigger Extraction Attack Flowchart.

Evaluation of Model Robustness
Trigger Extraction Attack Experiments. To evaluate the
robustness of the proposed Collaborative Perturbation Trig-
ger Method, we designed an adversary extraction experi-
ment to assess the model’s defense capability under mis-
matched authorization conditions. In this experiment, the ad-
versary is assumed to have access to partial consensus trig-
gered data and original data, attempting to extract perturba-
tion features and apply them to their attack test samples to
bypass the model’s access control (the attack procedure is il-
lustrated in Figure 5). The adversary extracts trigger features
from the training set and applies them onto their own data in
an attempt to illicitly activate the model.

As shown in Figure 6, across all four models and datasets,
the attacker’s prediction accuracy remains consistently low.
Although the attacker attempts to extract and transfer con-
sensus trigger information, the strong binding between the
trigger and the original data features prevents any significant
improvement in model response. These results demonstrate
that the proposed multi-party fused perturbation mechanism
exhibits strong robustness and resistance to transferability,
effectively preventing unauthorized data from activating the
model and thereby enhancing the security of access control.

Robustness Experiments. To further evaluate the robust-
ness of the proposed method, we design multiple attack sce-
narios simulating adversaries with varying degrees of autho-
rization leakage. Specifically, Acc-single denotes the case
where the attacker possesses the perturbation information
from a single client to generate trigger data, while Acc-
fusion simulates an attacker acquiring partial information
(e.g., from three out of five clients) and attempting to synthe-
size fused trigger samples. Experimental results demonstrate

36089



Dataset Networks Acc-Origin Acc-Single Acc-Fusion

MNIST

VGG16 11.35 11.60 10.34
ResNet18 11.21 12.17 10.32
DenseNet 10.37 17.16 10.42
WideResNet 9.97 15.58 10.38

Cifar-10

VGG16 1.31 5.12 15.08
ResNet18 0.56 1.90 4.35
DenseNet 0.69 2.26 5.63
WideResNet 0.39 2.83 7.29

Cifar-100

VGG16 0.53 1.67 1.41
ResNet18 0.77 1.89 1.10
DenseNet 0.17 1.27 1.02
WideResNet 0.15 1.00 1.27

Face-LFW

VGG16 0.87 0.91 2.71
ResNet18 0.99 1.16 3.55
DenseNet 0.76 1.27 1.16
WideResNet 0.85 1.13 1.73

Table 2: Results Table of Robustness Experiments

Figure 6: Prediction Results of Trigger Extraction Attack.

that the model maintains strong defense performance under
partial leakage, validating the effectiveness and security of
the proposed multi-party fusion perturbation mechanism in
access control scenarios.

As shown in Table 2, Acc-Origin, Acc-Single, and Acc-
Fusion remain consistently low, suggesting that partial au-
thorization offers limited effect. The model effectively sup-
presses unauthorized triggers and fails to recover predictions
without full-party input, confirming the robustness of the
proposed fusion mechanism against partial leakage.

Impact of the Number of Participating Clients on
Model Performance
To assess the scalability and robustness of the proposed
multi-party fusion perturbation trigger mechanism, we con-
ducted experiments using the ResNet-18 model on the
CIFAR-10 dataset with 5, 10, 15, and 20 clients. As shown
in Table 3 and Figure 7, the model maintains a prediction
accuracy (Acc-Pro) comparable to the baseline accuracy on
clean data (Acc-Clean), even as the number of participating
clients increases. This demonstrates that our method effec-
tively preserves the model’s performance while significantly
resisting unauthorized access, highlighting its strong adapt-

(a) Protected vs Baseline

(b) Unauthorized vs Original

Figure 7: Effect of Client Number on Model Performance.

ability and security in collaborative environments.

Num Acc-Pro Acc-Origin Acc-Single Acc-clean

5 93.33 0.56 1.90 93.08
10 93.24 0.63 1.88 93.08
15 93.35 0.62 1.67 93.08
20 93.02 0.72 1.68 93.08

Table 3: Performance under multi-client settings

Conclusion
This study addresses the challenges of model theft and unau-
thorized usage in multi-party collaborative deep learning en-
vironments by proposing a consensus learning paradigm.
Based on this paradigm, we design a Collaborative Pertur-
bation Triggering Mechanism (CPTM) to achieve secure ac-
cess control. The mechanism relies on multi-party joint au-
thorization, ensuring that the model is activated only when
all participants reach unanimous agreement, thereby effec-
tively preventing unilateral misuse and unauthorized access.
Experimental results demonstrate that the proposed method
exhibits strong robustness and security against partial autho-
rization leakage, as well as notable scalability and stability
across varying numbers of participants. This work provides
novel insights and practical solutions for secure model ac-
cess control and intellectual property protection in multi-
party collaborative scenarios.
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