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Abstract
As valuable digital assets, deep neural networks necessitate
robust ownership protection, positioning neural network wa-
termarking (NNW) as a promising solution. Among NNW
approaches, weight-based methods embed watermarks di-
rectly into model parameters; however, they remain gener-
ally susceptible to forging and overwriting attacks. To address
those challenges, we propose NeuralMark, a robust method
built around a hashed watermark filter. Specifically, we uti-
lize a hash function to generate an irreversible binary water-
mark from a secret key, which is then used as a filter to se-
lect the model parameters for embedding. This design clev-
erly intertwines the embedding parameters with the hashed
watermark, providing a robust defense against both forging
and overwriting attacks. Average pooling is also incorporated
to resist fine-tuning and pruning attacks. Furthermore, it can
be seamlessly integrated into various neural network architec-
tures, ensuring broad applicability. We theoretically analyze
its security boundary and highlight the necessity of using a
hashed watermark as a filter. Empirically, we demonstrate its
effectiveness and robustness across 13 distinct Convolutional
and Transformer architectures, covering five image classifi-
cation tasks and one text generation task.

Introduction
The advancements in artificial intelligence have led to the
development of numerous deep neural networks, particu-
larly large language models (Mann et al. 2020; Achiam et al.
2023; Bai et al. 2023; Dubey et al. 2024; Cao et al. 2024).
Training such models requires substantial investments in hu-
man resources, computational power, and other resources,
as exemplified by GPT-4, which costs around $40 million
to train (Cottier et al. 2024). Neural networks can thus be
regarded as valuable digital assets, making effective owner-
ship protection essential. Motivated by this need, neural net-
work watermarking (NNW) methods (Li, Wang, and Barni
2021; Lukas et al. 2022; Xue et al. 2021) have been pro-
posed. They are generally categorized into three types: (i)
White-box methods require access to the model’s internal
information (e.g., parameters or activations) (Uchida et al.
2017; Liu, Weng, and Zhu 2021; Fan et al. 2021; Li et al.
2024); (ii) Black-box method require querying the model’s
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input–output mapping (Zhang et al. 2021; Huang et al. 2023;
An et al. 2025); and (iii) Box-free method require only the
model outputs and are particularly suitable for image gen-
erative models (Zhang et al. 2021; Huang et al. 2023; An
et al. 2025). All three categories have demonstrated signif-
icant progress in safeguarding model ownership (Sun et al.
2023; Ngo et al. 2025). Given the distinct challenges associ-
ated with each type, this work focuses on white-box NNW,
leaving the investigation of other types for future work.

Existing white-box NNW methods can be broadly cat-
egorized into three sub-branches: (i) Weight-based meth-
ods (Uchida et al. 2017; Feng and Zhang 2020; Li, Tondi,
and Barni 2021; Liu, Weng, and Zhu 2021; Li et al. 2024)
embed watermarks into model parameters; (ii) Passport-
based methods (Fan, Ng, and Chan 2019; Fan et al. 2021;
Zhang et al. 2020; Liu et al. 2023) introduce passport lay-
ers to replace normalization layers for watermark embed-
ding; and (iii) Activation-based methods (Rouhani, Chen,
and Koushanfar 2019; Li et al. 2021; Lim et al. 2022)
incorporate watermarks into the activation maps of inter-
mediate layers (see Appendix A for a detailed discussion
of related work). Among those methods, weight-based ap-
proaches embed watermarks directly into the model’s pa-
rameters. This allows seamless integration into various net-
work architectures without modifying the original structure
(Uchida et al. 2017; Li, Wang, and Barni 2021), providing a
direct and easily implementable mechanism for watermark
embedding. Although several state-of-the-art weight-based
methods (Feng and Zhang 2020; Li, Tondi, and Barni 2021;
Liu, Weng, and Zhu 2021; Li et al. 2024) can effectively
resist fine-tuning and pruning attacks, they remain partially
vulnerable to forging, overwriting, or both types of attacks.

On the one hand, forging attacks attempt to fabricate
counterfeit watermarks and infer the corresponding secret
key through reverse engineering, by freezing the model pa-
rameters. In this scenario, the adversary could claim the
model’s ownership, resulting in ownership ambiguity. On
the other hand, overwriting attacks aim to remove the origi-
nal watermark by embedding a counterfeit one. In particular,
adversaries can adaptively increase the embedding strength
of their watermarks without being required to match the
original watermark’s embedding strength. In such cases, the
original watermark may be removed while the adversary’s
watermark is embedded, leading to the invalidation of the
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model’s ownership. This raises a question: “How can we de-
sign a more robust and effective weighted-based method that
defends against both forging and overwriting attacks?”

To explore this question, we propose NeuralMark, a
weighted-based method centered on a hashed watermark fil-
ter. Specifically, we use a hash function to generate an irre-
versible binary watermark from a secret key, which is then
employed as a filter to select the model parameters for em-
bedding. The avalanche effect of the hash function (Webster
and Tavares 1985) ensures that slight input changes induce
significant, unpredictable output variations, impeding gradi-
ent calculation and making reverse-engineering-based forg-
ing attacks infeasible. Moreover, using distinct hashed wa-
termarks as private filters reduces parameter overlap, espe-
cially under repeated filtering, which increases the difficulty
for adversaries to locate and manipulate the embedded pa-
rameters, thereby hindering overwriting attacks. As a result,
the hashed watermark filter cleverly intertwines the embed-
ding parameters with the hashed watermark, providing a ro-
bust defense against both forging and overwriting attacks.
Furthermore, we also apply an average pooling mechanism
to the filtered parameters due to its resilience against fine-
tuning and pruning attacks. Upon obtaining the resulting pa-
rameters, the hashed watermark is embedded into those pa-
rameters using a lightweight embedding loss. During verifi-
cation, the embedded watermark is extracted to verify model
ownership.

The main contributions of this paper are threefold.
• We propose NeuralMark, a weight-based method de-

signed to safeguard model ownership. Also, we provide
a theoretical analysis of its security boundary.

• In NeuralMark, an elegant hashed watermark filter is de-
veloped to defend against both forging and overwriting
attacks.

• Extensive experimental results across 13 distinct Convo-
lutional and Transformer architectures, covering five im-
age classification tasks and one text generation task, ver-
ify the effectiveness and robustness of NeuralMark.

Threat Model
In this section, we present the threat model considered in
this work, detailing the adversary’s capabilities and the cor-
responding success criteria.

Adversary Capabilities
We assume a fully trusted third-party verifier responsible for
watermark verification. An adversary can illegally access a
watermarked model, identify the watermark-containing lay-
ers, and obtain the original training datasets, but is limited
in computational resources. This constraint is reasonable,
as an attacker with sufficient computational resources could
train a new model from scratch, making model theft unnec-
essary. As discussed above, this work focuses on forging
and overwriting attacks, while also considering fine-tuning
and pruning attacks. Those threat scenarios are detailed as
follows. (1) Forging Attack: The adversary aims to gener-
ate a counterfeit secret key–watermark pair without modi-
fying the model parameters. Specifically, the adversary first

randomly forges a counterfeit watermark and then derives
a corresponding secret key by optimizing it while keeping
the model parameters frozen (Fan, Ng, and Chan 2019; Fan
et al. 2021). (2) Overwriting Attack: The adversary attempts
to embed a counterfeit watermark to overwrite the original
one (Liu, Weng, and Zhu 2021). (3) Fine-tuning Attack: The
adversary aims to fine-tune the model to remove the origi-
nal watermark. (4) Pruning Attack: The adversary attempts
to remove the original watermark by parameter pruning.

Attack Success Criteria
Building on insights from (Fan, Ng, and Chan 2019; Fan
et al. 2021; Zhu et al. 2020; Li et al. 2022), a successful
attack on a watermarked model typically requires the adver-
sary to either (i) forge a counterfeit watermark without alter-
ing the model parameters, or (ii) remove the original water-
mark through parameter modifications, all while preserving
model performance. If the adversary only embeds a counter-
feit watermark without removing the original one, the result-
ing model contains both. In this case, the model owner can
submit a version containing only the original watermark to
an authoritative third-party for verification. In contrast, the
adversary cannot provide a model with only the counterfeit
watermark, as the original watermark remains intact. As a
result, the adversary cannot convincingly claim ownership
unless they train a new model embedded solely with their
own watermark. This not only makes stealing the original
model unnecessary but also incurs significant training costs.
Accordingly, we define the success criteria for each type of
attack as follows. (1) Success Criteria for Forging Attack:
Forge a counterfeit watermark that passes verification with-
out modifying the model parameters. (2) Success Criteria
for Overwriting Attack: Remove the original watermark and
embed a counterfeit one by modifying the model parame-
ters, while maintaining model performance. (3) Success Cri-
teria for Fine-tuning Attack: Remove the original watermark
through fine-tuning, while maintaining model performance.
(4) Success Criteria for Pruning Attack: Remove the origi-
nal watermark through parameter pruning, while maintain-
ing model performance.

Methodology
In this section, we present NeuralMark, a weight-based
method designed to protect model ownership. The objective
is to train a watermarked model M(θ∗) on a given training
dataset D such that the model parameters θ∗ embed a binary
watermark b1 while satisfying the following criteria: (i) the
watermark imposes negligible impact on the model perfor-
mance and remains difficult for adversaries to detect; and
(ii) the embedded watermark exhibits robustness against the
adversarial attacks defined in the Threat Model section.

Motivation
As aforementioned, most weight-based methods struggle to
defend against both forging and overwriting attacks. On the

1Watermarks in this paper are binary vectors of 0s and 1s.
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Figure 1: Illustration of the hashed watermark filter. The model owner’s hashed watermark is [1, 0, 1, 0], while the adversary’s
is [0, 1, 1, 0]. The watermark is repeated to match the parameter length before each round of filtering. Without filtering, all
16 parameters overlap. After the first round, each watermark retains eight parameters with four overlapping; after the second
round, only four parameters remain for each, with no overlap.

one hand, forging attacks aim to generate a counterfeit wa-
termark and derive the corresponding secret key via gradi-
ent backpropagation, while keeping the model parameters
fixed. Defending against such attacks requires disrupting
gradient computation to hinder reverse-engineering. On the
other hand, overwriting attacks attempt to remove the orig-
inal watermark by embedding a counterfeit one. Once wa-
termarked parameters are identified, the adversary can over-
write the original watermark. Since each watermark updates
the model parameters in a distinct and often conflicting di-
rection, embedding a new watermark can easily disrupt the
original one. Defending against such attacks is essential to
preserving the confidentiality of watermarked parameters
and ensuring distinct parameter usage between the model
owner and the adversary.

To address both attacks, we propose a hashed watermark
filter, which uses an irreversible watermark generated from
a secret key via a hash function as a private filter, restrict-
ing watermark embedding to a secret parameter subset. This
design provides two key properties:

• Gradient Obfuscation: The avalanche effect of the hash
function ensures that even minor input changes lead to
large, unpredictable output variants, effectively impeding
gradient computation and rendering reverse-engineering-
based forging attacks infeasible.

• Embedding Isolation: Since the hashed watermarks of
the model owner and the adversary are inherently dis-
tinct, using them as private filters can effectively reduce
the overlap in selected parameters, especially when the
filtering process is performed repeatedly. As exempli-
fied in Figure 1, the model owner’s hashed watermark
is [1, 0, 1, 0], while the adversary’s is [0, 1, 1, 0]. With-
out filtering, all 16 model parameters are shared, yield-
ing a 100% overlap ratio. After the first round of filtering,
each party retains eight parameters, with four overlapping,
reducing the overlap to 50%. A second filtering round
results in four parameters per party, with zero overlap,
achieving a 0% overlap ratio. This progressive isolation
ensures that as filtering continues, the overlap between
the model owner’s and the adversary’s selected param-

eters is significantly reduced. Thus, it becomes increas-
ingly difficult for the adversary to identify and manipulate
the owner’s watermarked parameters, even when increas-
ing the embedding strength of their watermarks, thereby
preserving the integrity of the original watermark against
overwriting attacks.

In summary, these properties allow the hashed watermark
filter to tightly entangle the embedding parameters with the
hashed watermark, which is essential for resisting both forg-
ing and overwriting attacks (see the Security Analysis sec-
tion for details). This mechanism forms the core of Neural-
Mark, which we will elaborate on next.

NeuralMark
NeuralMark consists of three primary steps: (i) hashed wa-
termark generation; (ii) watermark embedding; and (iii) wa-
termark verification. Figure 5 in Appendix C illustrates the
workflow of each step. We now elaborate on each step.

Hashed Watermark Generation As aforementioned, we
construct a hash-based mapping from a secret key to a binary
watermark. Formally, the watermark b ∈ {0, 1}n is gener-
ated by b = H(K), where K ∈ Rk×n is a secret key matrix
with elements drawn from a random distribution (e.g., stan-
dard Gaussian distribution), H(·) denotes a hash function,
and n indicates the length of the watermark. To accommo-
date various application requirements, we adopt SHAKE-
256 (Dworkin 2015), an extendable-output function from
the SHA-3 family that allows dynamic adjustment of out-
put length. Furthermore, auxiliary content C (e.g., textual
descriptors or unique identifiers) can also be incorporated
into the hash function, yielding b = H(K||C), where || de-
notes the concatenation operation. This mechanism enables
context-aware watermark generation without compromising
the avalanche effect of the hash function. For simplicity, we
omit auxiliary content in the experiments.

Watermark Embedding To embed the hashed watermark
b into the model M(θ), we first select and flatten a sub-
set of parameters (e.g., one-layer parameters) from θ into
a parameter vector w ∈ Rm. Then, we utilize the hashed

35996



watermark filter to select the model parameters for embed-
ding. Specifically, let w(0) = w be the initial parameter vec-
tor. In the r-th (r ∈ {1, · · · , R}) filtering round, the water-
mark b is repeated to match the length of w(r−1), forming
b(r), with any excess parameters in w(r−1) discarded. The
parameter vector w(r) is constructed by selecting the ele-
ments from w(r−1) at positions where b(r) equals one, i.e.,
w(r) =

[
w

(r−1)
i | i ∈ {j | b(r)j = 1}

]
, where w(r−1)

i is

the i-th element of w(r−1), and b(r)j is the j-th element of
b(r). After completing the whole watermark filtering pro-
cess, the filtered parameter vector w(R) is obtained. Next,
we adopt the average pooling AVG(·) operation (Gholama-
linezhad and Khosravi 2020) to calculate the final param-
eters as w̃ = AVG(w(R)) ∈ Rk. This operation aggre-
gates parameters across broader regions, thereby enhancing
robustness against parameter perturbations caused by fine-
tuning and pruning attacks. Finally, we formulate the overall
optimal objective as

min
θ

Lm + λLe(b̃,b), (1)

where Lm denotes the main task loss (e.g., classification
loss), Le(·, ·) represents the binary cross-entropy loss, b̃ =
δ(w̃K) denotes the extracted watermark, with δ(·) being
the sigmoid function, and λ is a positive trade-off hyper-
parameter. By minimizing Eq. (1), the watermark can be em-
bedded into model parameters during the main task training.
The watermark embedding process is summarized in Algo-
rithm 1 in Appendix D.

Watermark Verification The watermark verification pro-
cess is similar to the embedding process. Concretely, upon
identifying a potentially unauthorized model, the relevant
subset of model parameters is extracted and subjected to
hashed watermark filtering and average pooling to derive
an extracted watermark b̃. This extracted watermark is then
compared to the model owner’s watermark b using the wa-
termark detection rate, which is defined by

ρ =
1

n

n∑
i=1

1
[
bi = T (̃bi)

]
, (2)

where T (x) is a threshold function that outputs 1 if x > 0.5
and 0 otherwise, and 1(ψ) is an indicator function that re-
turns 1 if ψ is true and 0 otherwise. The unauthorized model
is confirmed to belong to the model owner if both of the
following conditions are satisfied: (1) The watermark detec-
tion rate ρ exceeds a theoretical security boundary ρ∗, which
will be theoretically analyzed later. (2) The watermark must
correspond to the output of the hash function applied to the
secret key, ensuring cryptographic consistency with the pre-
defined hash function. The watermark verification process is
outlined in Algorithm 2 in Appendix D.

Security Analysis
Security Boundary Analysis We present a theoretical
analysis to determine the security boundary of NeuralMark
in Proposition 1.

Propositions 1 Under the assumption that the hash func-
tion produces uniformly distributed outputs (Bellare and
Rogaway 1993), for a model watermarked by NeuralMark
with a watermark tuple {K,b}, where b = H(K), if an
adversary attempts to forge a counterfeit watermark tuple
{K′,b′} such that b′ = H(K′) and K′ ̸= K, then the prob-
ability of achieving a watermark detection rate of at least ρ
(i.e., ≥ ρ) is upper-bounded by 1

2n

∑n−⌈ρn⌉
i=0

(
n
i

)
.

The proof of Proposition 1 is provided in Appendix B.
Proposition 1 provides a theoretical benchmark for estab-
lishing the security boundary of the watermark detection
rate. Specifically, with n = 256, if the watermark detec-
tion rate ρ ≥ 88.29%, the probability of this occurring by
forgery is less than 1/2128. This negligible probability al-
lows us to confirm ownership with high confidence. Thus,
we set n = 256 and use 88.29% as the security bound for
the watermark detection rate in the experiments.

Necessity of Hashed Watermark Filter We analyze the
necessity of the hashed watermark filter by comparing it to a
baseline mechanism that employs a private filter rather than
a hashed watermark. While this mechanism offers resistance
to overwriting attacks, it remains vulnerable to forging at-
tacks. For example, an adversary can use a 256× 256 iden-
tity matrix as a secret key K to generate a hashed water-
mark b. By selecting embedding parameters ŵ whose signs
correspond to b (with 0 representing a negative value and
1 a positive value), the adversary can derive a private filter
that selects those parameters accordingly. This allows by-
passing watermark verification, i.e., T (δ(ŵK)) = b and
H(K) = b. In contrast, the hashed watermark filter clev-
erly intertwines the embedding parameters with the hashed
watermark, rendering it essential for defending against both
forging and overwriting attacks.

Experiments
In this section, we evaluate the proposed NeuralMark.

Experimental Setup
Datasets and Architectures We use five image classifica-
tion datasets: CIFAR-10 (Krizhevsky, Hinton et al. 2009),
CIFAR-100 (Krizhevsky, Hinton et al. 2009), Caltech-101
(Fei-Fei, Fergus, and Perona 2004), Caltech-256 (Griffin
et al. 2007), and TinyImageNet (Le and Yang 2015), as
well as one text generation dataset, E2E (Novikova, Dušek,
and Rieser 2017). Additionally, we utilize 11 image clas-
sification architectures, including eight Convolutional ar-
chitectures: AlexNet (Krizhevsky, Sutskever, and Hinton
2012), VGG-13, VGG-16 (Simonyan and Zisserman 2015),
GoogLeNet (Szegedy et al. 2015), ResNet-18, ResNet-34
(He et al. 2016), WideResNet-50 (Zagoruyko 2016), and
MobileNet-V3-L (Howard et al. 2019), as well as three
Transformer architectures: ViT-B/16 (Dosovitskiy 2021),
Swin-V2-B, and Swin-V2-S (Liu et al. 2022). Furthermore,
we adopt two text generation architectures: GPT-2-S and
GPT-2-M (Radford et al. 2019).

Baselines and Metrics We compare NeuralMark with
three popular weight-based methods presented in (Uchida
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Dataset
Clean NeuralMark VanillaMark GreedyMark VoteMark

AlexNet ResNet-18 AlexNet ResNet-18 AlexNet ResNet-18 AlexNet ResNet-18 AlexNet ResNet-18

CIFAR-10 91.05 94.76 90.93 94.50 91.01 94.87 90.88 94.69 90.86 94.79
CIFAR-100 68.24 76.23 68.57 76.34 68.43 76.22 68.31 76.14 68.53 76.74
Caltech-101 68.07 68.83 68.38 68.47 68.54 68.99 68.59 69.08 68.88 67.91
Caltech-256 44.27 54.09 44.55 53.71 44.73 53.47 44.64 53.28 44.43 54.71

TinyImageNet 42.42 53.48 42.31 53.22 42.50 53.36 42.94 53.31 42.50 53.47

Table 1: Comparison of classification accuracy (%) across distinct datasets using AlexNet and ResNet-18. Watermark detection
rates are omitted as they all reach 100%.

Method ViT-B/16 Swin-V2-B Swin-V2-S VGG-16 VGG-13 ResNet-34 WideResNet-50 GoogLeNet MobileNet-V3-L

Clean 39.07 52.99 55.88 72.75 72.71 77.06 59.67 60.71 61.11
NeuralMark 39.22 53.57 55.87 72.61 71.49 77.03 58.41 60.02 61.8

Table 2: Comparison of classification accuracy (%) on CIFAR-100 using various architectures. Watermark detection rates are
omitted as they all reach 100%.

GPT-2-S BLEU NIST MET ROUGE-L CIDEr GPT-2-M BLEU NIST MET ROUGE-L CIDEr

Clean 69.36 8.76 46.06 70.85 2.48 Clean 68.7 8.69 46.38 71.19 2.5
NeuralMark 69.59 8.79 46.01 70.85 2.48 NeuralMark 67.73 8.57 46.07 70.66 2.47

Table 3: Comparison on E2E using GPT-2-S and GPT-2-M. Watermark detection rates are omitted as they all reach 100%.

et al. 2017), (Liu, Weng, and Zhu 2021), and (Li et al. 2024),
referred to as VanillaMark, GreedyMark, and VoteMark,
respectively (see the Related Work section in Appendix A
for details). Additionally, we include a comparison with
a method that does not involve watermark embedding, re-
ferred to as Clean. For the image classification task, we as-
sess model performance using classification accuracy, while
the watermark embedding task is evaluated based on the wa-
termark detection rate. As for the text generation task, we
follow (Hu et al. 2022) and evaluate model performance
using BLEU, NIST, MET, ROUGE-L, and CIDEr metrics,
with the watermark embedding task assessed based on the
watermark detection rate. More experimental details are pro-
vided in Appendix E.

Fidelity Evaluation
Diverse Datasets First, we evaluate the influence of wa-
termark embedding on the model performance across di-
verse datasets. Table 1 reports the results across five image
datasets using AlexNet and ResNet-18. We observe that all
methods have minimal impact on model performance while
successfully embedding watermarks, indicating that Neural-
Mark and other methods maintain model performance across
diverse datasets during watermark embedding.

Various Architectures Next, we assess the impact of
NeuralMark on model performance across various architec-
tures. ?? lists the results of NeuralMark on the CIFAR-
100 dataset using ViT-B/16, Swin-V2-B, Swin-V2-S, VGG-
16, VGG-13, ResNet-34, WideResNet-50, GoogLeNet, and
MobileNet-V3-L. We find that NeuralMark maintains a
100% watermark detection rate across a wide range of ar-
chitectures while exerting minimal impact on model per-

Dataset NeuralMark VanillaMark GreedyMark VoteMark

CIFAR-10 48.56 100.00 50.70 100.00
CIFAR-100 49.41 100.00 52.85 100.00

Table 4: Comparison of detection rate (%) of counterfeit wa-
termarks using ResNet-18.

formance. Those observations indicate that NeuralMark ex-
hibits a good level of generalizability across architectures.

Text Generation Tasks Finally, we evaluate the effect of
NeuralMark on the text generation tasks. ?? presents the re-
sults of NeuralMark applied to the GPT-2-S and GPT-2-M
architectures on the E2E dataset. We can observe that Neu-
ralMark achieves a 100% watermark detection rate while
maintaining nearly lossless model performance. Those re-
sults demonstrate NeuralMark’s potential and generality in
ownership protection of text generative models.

Robustness Evaluation
Forging Attacks We follow the setting described in the
Threat Model section to evaluate the robustness of Neu-
ralMark against forging attacks. Specifically, for Vanilla-
Mark and VoteMark, we randomly generate a counterfeit
watermark and then attempt to learn the corresponding se-
cret key while keeping the model parameters fixed. As for
GreedyMark and NeuralMark, we directly verify 10 ran-
domly forged watermarks using the watermarked model be-
cause GreedyMark does not require a secret key, and Neural-
Mark benefits from the avalanche effect of the hash function
and the tight coupling between the embedding parameters
and the hashed watermark, making reverse-engineering in-
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Overwriting λ NeuralMark VanillaMark GreedyMark VoteMark η NeuralMark VanillaMark GreedyMark VoteMark

CIFAR-100
to

CIFAR-10

1 93.65 (100) 93.30 (100) 93.45 (48.82) 93.63 (100) 0.001 93.65 (100) 93.30 (100) 93.45 (48.82) 93.63 (100)
10 93.44 (100) 93.58 (100) 93.29 (51.17) 93.13 (100) 0.005 91.76 (99.60) 92.17 (73.04) 92.13 (50.00) 92.45 (78.90)
50 93.46 (100) 93.50 (100) 93.07 (55.07) 93.39 (100) 0.01 91.58 (92.18) 91.79 (62.10) 91.53 (49.60) 91.76 (60.15)

100 93.53 (100) 92.95 (94.53) 93.18 (54.29) 93.53 (96.48) 0.1 75.2 (50.78) 79.68 (47.26) 72.42 (53.12) 70.92 (54.29)
1000 93.09 (100) 92.89 (53.90) 92.85 (49.60) 92.77 (59.37) 1 10.00 (44.53) 10.00 (53.51) 10.00 (48.04) 10.00 (53.51)

Table 5: Comparison of resistance to overwriting attacks at various trade-off hyper-parameters (λ) and learning rates (η) using
ResNet-18. Values (%) inside and outside the bracket are the watermark detection rate and classification accuracy, respectively.
Adversary watermarks, which are consistently detected at 100%, are omitted.

Fine-tuning
Clean NeuralMark VanillaMark GreedyMark VoteMark

AlexNet ResNet-18 AlexNet ResNet-18 AlexNet ResNet-18 AlexNet ResNet-18 AlexNet ResNet-18

CIFAR-100 to CIFAR-10 85.55 89.15 85.35(100) 88.83(100) 85.48(91.01) 89.35(85.93) 80.41(96.48) 76.15(94.14) 84.97(89.06) 89.66(85.54)
CIFAR-10 to CIFAR-100 58.96 49.74 58.50(100) 49.77(100) 58.75(74.21) 49.97(70.31) 51.75(97.65) 19.94(82.42) 58.81(80.07) 49.08(71.87)

Caltech-256 to Caltech-101 47.65 74.09 71.29(100) 73.12(100) 71.56(100) 74.03(100) 72.04(100) 68.45(100) 71.62(100) 72.47(99.60)
Caltech-101 to Caltech-256 40.61 40.00 40.34(100) 40.34(100) 40.71(96.09) 39.04(93.36) 40.68(100) 36.45(98.82) 39.52(95.31) 39.73(93.75)

Table 6: Comparison of resistance to fine-tuning attacks using ResNet-18. Values (%) inside and outside the bracket are the
watermark detection rate and classification accuracy, respectively.

feasible. Table 4 presents the detection rates of counterfeit
watermarks, from which we draw the following observa-
tions. (1) For VanillaMark and VoteMark, a pair of counter-
feited secret key and watermark can be successfully learned
through reverse-engineering, indicating their vulnerability to
forging attacks. (2) NeuralMark and GreedyMark demon-
strate robust resistance against forging attacks, which aligns
with our expectations.

Overwriting Attacks We conduct overwriting attacks tar-
geting the watermark embedding layers, with the number of
training epochs fixed at 100 to reflect limited computational
resources. The optimization is guided by the loss function
Lm + λLe(b̃,ba), where ba denotes the adversary’s water-
mark. Also, we analyze the effects of two key factors: the
hyperparameter λ and the learning rate η. Here, λ controls
the strength of the watermark embedding, with larger val-
ues leading to stronger embedding, while η primarily affects
model performance.
Distinct Values of λ. We investigate the influence of λ in
overwriting attacks. Specifically, we set λ to 1, 10, 50, 100,
and 1000, respectively. Table 5 presents the results on the
CIFAR-100 to CIFAR-10 task using ResNet-18. We report
only the original watermark detection rate, as the adversary’s
watermark detection rate reaches 100%. As defined in the
success criterion in the Threat Model section, the original
watermark must be effectively removed for overwriting at-
tacks to be deemed successful. Thus, the overwriting attack
experiments focus solely on whether the original watermark
can be successfully removed. We can summarize several in-
sightful observations. (1) As λ increases, the original water-
mark detection rate of NeuralMark remains at 100%, while
those of VanillaMark, GreedyMark, and VoteMark signifi-
cantly decline. In particular, when λ = 1000, the embed-
ding strength of the adversary’s watermark is 1000 times
greater than that of the original watermark. At this point, the
original watermark detection rates for NeuralMark, Vanil-
laMark, GreedyMark, and VoteMark on the CIFAR-100 to

CIFAR-10 task are 100%, 53.90%, 49.60%, and 59.37%, re-
spectively. Those results indicate that NeuralMark exhibits
strong robustness against overwriting attacks. (2) As λ in-
creases, model performance remains relatively stable. This
is because overwriting attacks jointly train both the main
task and the watermark embedding task, enabling the model
parameters to effectively adapt to both. More results are of-
fered in Appendix F.1.
Distinct Values of η. We examine the impact of η in over-
writing attacks. Concretely, we set η to 0.001, 0.005, 0.01,
0.1, and 1, respectively. Table 5 lists the results on the
CIFAR-100 to CIFAR-10 task using ResNet-18. We have
several important observations. (1) Larger η values hurt
model performance, implying that the adversary cannot ar-
bitrarily increase the attack strength. (2) At η = 0.005, the
original watermark detection rates for VanillaMark, Greedy-
Mark, and VoteMark drop sharply, whereas NeuralMark
maintains a detection rate close to 100%. (3) When η =
0.01, the model performance of NeuralMark on the CIFAR-
100 to CIFAR-10 task decreases by 2.07%, but its original
watermark detection rate remains above the security bound-
ary of 88.29% defined in the Security Boundary Analysis
section, while those for the other methods fall significantly.
(4) For η >= 0.1, although the original watermark detec-
tion rate of NeuralMark drops below the security boundary,
the model performance is completely compromised, indicat-
ing that the attack is ineffective. More results are provided
in Appendix F.1.

Fine-tuning Attacks We perform fine-tuning attacks on
the watermark embedding layers. During the attack, the
task-specific classifier is first replaced with randomly ini-
tialized parameters, after which only the parameters of the
watermark embedding layers and the classifier are updated,
while all other parameters remain frozen. The optimiza-
tion is guided solely by the main task loss Lm. Follow-
ing (Liu, Weng, and Zhu 2021), we adopt the same hyper-
parameters for fine-tuning attacks as during training, except
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(a) NeuralMark (b) VanillaMark

Figure 2: Comparison of resistance to pruning attacks un-
der various pruning ratios on CIFAR-10 using AlexNet and
ResNet-18.

for setting the learning rate to 0.001. As shown in Table 6,
we find that watermarks embedded with NeuralMark main-
tain a 100% watermark detection rate across all fine-tuning
tasks. In contrast, watermarks embedded with VanillaMark,
GreedyMark, and VoteMark experience a slight reduction
in detection rates across several tasks. Those results indi-
cate that fine-tuning attacks cannot effectively remove wa-
termarks embedded with NeuralMark. Furthermore, we con-
duct a fine-tuning attack by updating all model parameters,
as detailed in Appendix F.2.

Pruning Attacks We evaluate the robustness of Neural-
Mark against pruning attacks by randomly resetting a spec-
ified proportion of parameters in the watermark embedding
layer to zero. Figure 2 presents the results of NeuralMark
and VanillaMark on the CIFAR-10 dataset using AlexNet
and ResNet-18, respectively. As the pruning ratio increases,
NeuralMark’s performance degrades slightly, while the de-
tection rate remains nearly 100%, indicating a good level of
robustness. Additional results for all baselines across differ-
ent datasets are provided in Appendix F.3.

Analysis
Parameter Distribution Figure 3a shows the parame-
ter distributions learned by Clean and NeuralMark on the
CIFAR-100 dataset using ResNet-18. As observed, their dis-
tributions are nearly indistinguishable, making it difficult
for adversaries to detect the embedded watermarks. Addi-
tional results across various architectures are provided in
Appendix F.4.

Performance Convergence Figure 3b shows the per-
formance convergence of Clean and NeuralMark on the
CIFAR-100 dataset using ResNet-18. The two curves follow
a similar trajectory and remain closely aligned, indicating
that NeuralMark does not hinder model convergence. Ad-
ditional results across various architectures are provided in
Appendix F.5.

Filtering Rounds To analyze watermark filtering efficacy,
we generate five counterfeit watermarks and calculate the
overlap ratio between parameters filtered with those and the
original watermark. As shown in Figure 4, the overlap rate

(a) Distribution (b) Convergence

Figure 3: Parameter distribution and performance conver-
gence on the CIFAR-100 dataset using ResNet-18.

Figure 4: Comparison of parameter overlap ratio with differ-
ent filter rounds on CIFAR-100 using ResNet-18.

decreases towards zero with more filtering rounds, indicat-
ing that watermark filtering enhances the secrecy of the wa-
termarked parameters. Furthermore, Appendix G presents
additional experiments with 6 and 8 filtering rounds to eval-
uate their impact on NeuralMark’s effectiveness robustness
against various attacks, compared to the default setting of 4.
The results show that the number of filtering rounds has a
negligible effect on robustness.

Additional Analyses The impact of the watermark em-
bedding layers and watermark length on model perfor-
mance, as well as the training efficiency, is analyzed in
Appendices F.6–F.8, respectively. Those results demonstrate
the flexibility, effectiveness, and efficiency of NeuralMark.

Conclusion
In this paper, we present NeuralMark, a white-box method
designed to protect model ownership. At the core of Neu-
ralMark is a hashed watermark filter, which utilizes a hash
function to generate an irreversible binary watermark from
a secret key, subsequently employing this watermark as a
filter to select model parameters for embedding. We pro-
vide a theoretical analysis of its security boundary and high-
light the necessity of employing a hashed watermark as a
filter. Extensive experiments on various datasets, architec-
tures, and tasks confirm NeuralMark’s effectiveness and ro-
bustness. In future work, we plan to investigate how the
proposed hashed watermark filter can be incorporated with
existing watermarking approaches to offer complementary
protection against broader attack scenarios.
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