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Abstract

Given the high cost of large language model (LLM) training
from scratch, safeguarding LLM intellectual property (IP) has
become increasingly crucial. As the standard paradigm for IP
ownership verification, LLM fingerprinting thus plays a vi-
tal role in addressing this challenge. Existing LLM finger-
printing methods verify ownership by extracting or injecting
model-specific features. However, they overlook potential at-
tacks during the verification process, leaving them ineffective
when the model thief fully controls the LLM’s inference pro-
cess. In such settings, attackers may share prompt-response
pairs to enable fingerprint unlearning, or manipulate outputs
to evade exact-match verification. We propose iSeal, the first
fingerprinting method designed for reliable verification when
the model thief controls the suspected LLM in an end-to-end
manner. It injects unique features into both the model and
an external module, reinforced by an error-correction mecha-
nism and a similarity-based verification strategy. These com-
ponents are resistant to verification-time attacks, including
collusion-based fingerprint unlearning and response manip-
ulation, backed by both theoretical analysis and empirical re-
sults. iSeal achieves 100% Fingerprint Success Rate (FSR)
on 12 LLMs against more than 10 attacks, while baselines
fail under unlearning and response manipulations.

1 Introduction

Large language models (LLMs) have recently achieved re-
markable success in a wide range of applications (Zhou et al.
2025; Singh et al. 2025; Zeng et al. 2025). However, training
LLMs from scratch remains expensive in terms of computa-
tional resources and financial cost (Meta Al 2024). There-
fore, LLMs constitute valuable intellectual property (IP) for
the model owner, making it critical to build reliable finger-
printing methods for IP ownership verification.

In practice (Grotto et al. 2024; The Fashion Law 2024)
of LLM ownership verification, model thieves often ac-
quire proprietary models through internal leaks or security
breaches, and deploy model copies as public APIs for profit.
Since model thieves control both the model weights and the
inference process, they can employ diverse attacks that ren-
der unprotected fingerprinting-based verification ineffective.
Furthermore, since the verifier only has black-box access,
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Suspected Forgery  External Verification

Type  Method Model Resistance  Secret Robustness
HuRef White Box X v X
Passive REEF White Box X X X
> ProFLingo  Black Box X X X
TRAP Black Box X X X
Proz WLM Black Box v X X
e IF Black Box v X X
iSeal (Ours)  Black Box v v v

Table 1: Comparison between iSeal and existing methods,
including HuRef (Zeng et al. 2024), REEF (Zhang et al.
2024b), ProFLingo (Jin et al. 2024), TRAP (Gubri et al.
2024), WLM (Gu et al. 2022), and IF (Xu et al. 2024a).

lacking visibility into model weights or internal states, own-
ership verification becomes significantly more challenging.
As summarized in Table 1, existing fingerprinting methods
can be classified into passive and proactive approaches, de-
pending on whether the fingerprint is proactively injected
during training (Li et al. 2025). Passive methods (Zeng et al.
2024; Zhang et al. 2024b; Jin et al. 2024; Gubri et al. 2024)
extract model-specific features after training has completed
for ownership verification. However, passive methods do
not alter the model itself, and therefore lack forgery resis-
tance (Li et al. 2023): anyone with the API access can ex-
tract similar features and falsely claim ownership. In con-
trast, proactive methods (Gu et al. 2022; Xu et al. 2024a)
embed unique ownership signatures into the model during
training, ensuring only the rightful owner can perform suc-
cessful verification. However, existing proactive methods
are vulnerable to fingerprint removal, as they lack an ex-
ternal secret, i.e. the fingerprint is embedded solely in the
model weights and can be removed by an adversary with
full access. Moreover, in practical scenarios (e.g., a lawsuit),
proactive methods require the model owner or a third-party
verifier to publicly present at least one prompt-response pair,
even to the model thief, to demonstrate ownership. However,
if the model thief colludes with another adversary, they may
exploit the disclosed prompt-response pair to simply unlearn
it or reverse engineer the fingerprinting process, potentially
enabling full removal of the fingerprint in subsequent dis-
putes (e.g., another lawsuit). What’s more, since the model
thief can manipulate the model’s response to evade verifi-



cation, prior proactive methods that rely heavily on exact
matching are prone to failure. In summary, these vulnerabil-
ities highlight a critical limitation of prior methods: the lack
of verification robustness.

In this paper, we present iSeal, the first method to pro-
vide practical and reliable ownership verification against the
aforementioned attacks within a theoretical bound. First,
we introduce an external encoder to decouple the finger-
print from the model, preventing reverse engineering via
weight access alone. Second, its cryptographic design, with
strong diffusion and confusion, ensures that even prompt-
response pairs reveal no useful information, thwarting un-
learning and fingerprint inference under collusion. Third, to
defend against response manipulation, we adopt similarity-
based verification instead of fragile exact matching. Finally,
an error correction module further provides provable ro-
bustness, enabling recovery even when the prior module
fails. With extensive experiments, iSeal outperforms exist-
ing methods, maintaining a 100% verification success rate
under attacks in API-only access settings, while previous
works drop to 0%.

2 Preliminaries

In this paper, we focus on model fingerprinting, which is
different from model watermarking. Although both research
avenues target ownership verifications, they have a funda-
mental difference: Model watermarking targets the model
output, while model fingerprinting seeks to safeguard the
model itself as discussed in previous works (Xu et al. 2024a;
Zeng et al. 2024). Model fingerprinting can be categorized
as passive and proactive fingerprinting (Li et al. 2025).

Passive Fingerprinting. This category of methods aims to
extract the unique characteristics of different LLMs to serve
as fingerprints for ownership verification. They are consid-
ered passive because they do not actively modify or embed
external information into the model but instead rely on an-
alyzing its pre-existing behaviors or outputs. HuRef (Zeng
et al. 2024) treats a portion of the model parameters as the
unique characteristics and maps these parameters to human-
readable images. However, HuRef needs white-box access
to the suspected model weights, which is impractical in in-
tellectual property litigation since allowing arbitrary access
to model weights would enable overclaiming attacks, where
adversaries falsely assert ownership of others’ models and
steal the model weights. REEF (Zhang et al. 2024b) and
EasyDetector (Zhang et al. 2024a) share similar ideas and is-
sues as HuRef. To overcome such challenges, TRAP (Gubri
et al. 2024), ProFLingo (Jin et al. 2024), and RAP-SM (Xu
et al. 2025b) optimize the suffix or prefix of the model in-
put given a certain output (e.g., 314 for a random num-
ber generation, an answer that defies common sense) as the
unique characteristics. However, these passive fingerprint-
ing techniques do not require model training, making them
lack forgery resistance, since anyone can derive such fin-
gerprints, and multiple parties with API access can falsely
claim ownership. In contrast, proactive fingerprinting binds
the fingerprint to the training process itself—only the legit-
imate trainer can produce the fingerprinted model, making
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ownership verifiable and exclusive.

Proactive Fingerprinting. This class of methods is de-
signed to inject private knowledge into the model through
training or by manipulating its weights. WLM (Gu et al.
2022) treats the trigger (e.g., “cf”) and its corresponding
pre-defined answer (e.g., “Positive” in sentiment analysis)
as private knowledge, which is injected into the model via
fine-tuning. IF (Xu et al. 2024a) extends this idea by wrap-
ping the private knowledge in instruction-style prompts to
increase its complexity, and injects it using an adapter, mak-
ing the fingerprint more resistant to removal through fine-
tuning. PLMark applies contrastive learning on the “[CLS]”
token as the private knowledge; however, it has been proven
ineffective in large language models and easy to be removed
by fine-tuning (Xu et al. 2024a). UTF (Cai et al. 2024) is
a simplified version of IF with a different prompt template.
MYL (Xu et al. 2025a) can be seen as a variant of IF, where
ownership is verified through repeated trigger queries and
statistical testing, making it easier to be reverse-engineered
and removed. FP-VEC (Xu et al. 2024b) directly injects
a fingerprint into the model by adding a trained vector to
its parameters, without fine-tuning the model itself. Simi-
lar to MYL, it also needs multiple queries, increasing the
attack surface. EditMark (Li et al. 2025) uses output pre-
cision on a sequence of math questions as private knowl-
edge, but this makes verification fragile—since the finger-
print is jointly defined, unlearning even one question breaks
the whole verification. PlugAE (Yang et al. 2025) is similar
to WLM (Gu et al. 2022) but optimizes the embedding of
a trigger token instead of modifying model weights. How-
ever, it introduces a new trigger token, which can be eas-
ily spotted and removed by a model thief via inspecting the
vocabulary or embedding matrix. Furthermore, we observe
that most proactive fingerprinting methods embed the fin-
gerprint solely within the model itself. However, under a re-
alistic threat model where adversaries can access the model
weights, such methods offer limited security guarantees.

In contrast, our method uses an external encoder with a
secret key to realize an external secret, offering stronger re-
silience. It further achieves verification robustness, resist-
ing fingerprint removal even under prompt leakage and re-
sponse manipulation enabled by confusion, diffusion, simi-
larity matching, and error correction, where previous works
fail.

3 Proposed Methods
3.1 Problem Setting

Threat Model. Our threat model is motivated by poten-
tial intellectual property lawsuits surrounding LLMs (Grotto
et al. 2024; The Fashion Law 2024). Our threat model in-
volves four entities: the model owner, the model thief, a
judge, and a registration authority. The model owner trains
and legally registers the original model. The model thief ac-
quires the model, gains read access to its weights, and il-
legally deploys the model copy as a public API. They can
collude with others to share verification prompts and manip-
ulate outputs. The judge and the registration authority serve
as third-party entities to determine whether the suspected
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Figure 1: Pipeline of iSeal. A secret-keyed encoder maps plaintexts to ciphertexts, and the LLM is trained to reconstruct Reed-
Solomon Code (RSC) encoded targets. Ownership is verified by querying the suspect API and matching decoded outputs.

model is a stolen copy. We assume the judge and the reg-
istration authority are trustworthy, with API access to the
suspected and registered models but no knowledge of their
internal architecture. Our goal is to develop a reliable finger-
printing method that can be embedded by the model owner
and verified by a third-party judge. In addition to this basic
functionality, we aim to address key limitations identified in
Table 1: vulnerability to ownership overclaim, lack of exter-
nal secrets, and no resistance to verification-time attacks.

Challenges. Under our threat model, a model thief has
white-box access to the stolen model copy, enabling full in-
spection and modification of its parameters. During a verifi-
cation process (e.g., in a legal dispute), the thief may obtain
a fingerprint prompt-response pair and share it with collab-
orators, enabling coordinated unlearning to invalidate future
ownership claims. Moreover, they can manipulate outputs at
inference time to evade verification. In contrast, the judge
has only black-box access to the model via its public API,
without any knowledge of the model’s internal parameters,
and must prevent overclaims of ownership.

Our Solutions. First, we design an external secret mod-
ule using a key-generated encoder that is not embedded
in the model, preventing the thief from accessing or re-
moving the fingerprint even with full model access. Sec-
ond, the encoder’s cryptographic properties proved in the
next section ensure that collusion-based unlearning is in-
effective, as removing a few records cannot erase the full
prompt-response relationship. Third, we adopt similarity-
based matching, which tolerates edits or deletions in re-
sponses, mitigating manipulation attacks in practice. We fur-
ther incorporate an error-correction module that provides
theoretical guarantees against such manipulations. Finally,
to prevent ownership overclaiming, prompts are exclusively
managed and queried by the judge, only the judge can initi-
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ate fingerprint verification, and only models trained with the
correct encoder can pass, ensuring that passive fingerprint-
ing or self-claimed ownership are insufficient.

3.2 Overview of iSeal

Figure 1 shows the pipeline of iSeal. iSeal has three com-
ponents: model registration, fingerprint injection, and own-
ership verification. 1) In fingerprint registration, the owner
submits a request; the authority samples a key, initializes an
encoder, and returns it with selected plaintexts. 2) In finger-
print injection, the encoder encrypts these plaintexts, and the
LLM is fine-tuned to reconstruct them with error-correction
targets. 3) During verification, the judge uses the owner’s en-
coder and authority-held plaintexts to query the suspect API;
decoded outputs are similarity-matched to tell if LLM is a
stolen copy. The pseudocode is provided in the full-length
version (Xiong et al. 2025).

3.3 Model Registration and Fingerprint Injection

Initially, the registration authority picks a random key K
of length k. We select hex code, so the probability of the
event Eventg,,. that another LLM owner picks the same key
is Pr(Eventgme) = ﬁ and the keyspace size of LLM in

our fingerprinting method Cap;,,; is Cap;,,; = 16%. In
this paper, we select k& = 32 for all experiments. Thereby,
Pr(Eventgme) = 16732 = 0, indicating that our method
avoids model ownership overclaim by ensuring an extremely
low probability of key collision. Moreover, the key space is
on the order of 1038, which is much more than the estimated
world population (8.1 x 10° ), demonstrating the profound
keyspace size of our system to embed unique fingerprints at
scale. Besides, robustness experiments and the proof in the
next section show that even manipulating one logit of the
key causes model ownership verification to fail, which fur-
ther supports the statements above. After selecting the pri-



vate key K for the current model owner, the authority uses
it to deterministically derive the corresponding seed value to
initialize each layer weight of the encoder:

seed; = int(HMAC-SHA256(K, 7)) mod 2",

where i is the layer index and HMAC-SHA256 is HMAC
construction (Bellare, Canetti, and Krawczyk 1997) using
SHA-256 (National Institute of Standards and Technology
2015) as the underlying hash function. The verification au-
thority uses HMAC-SHA256 to map the secret key to a seed,
as it ensures computational security under standard crypto-
graphic assumptions, guaranteeing that no polynomial-time
adversary can infer key information from observing the en-
coder’s outputs (Backendal et al. 2023). Thereafter, iSeal
derives the encoder E, which is composed of N layers ini-
tialized by the aforementioned seeds separately. The model
owner receives the encoder and fine-tunes the target LLM in
an encoder-decoder fashion, where LLM serves as the de-
coder, the weight of which is updated using an adapter (Xu
et al. 2024a). The training objective is to minimize the re-
construction loss of the plaintext and the decoder (i.e., LLM
M) output: M* = argminpy Lcsg(M(y = E(2)),2),
where z is the plaintext, y is the output of the encoder, and
Lcse(+, +) is the cross-entropy loss. Moreover, we apply con-
ditional language learning (Zhang, Li, and Wu 2024) so that
our fingerprint is more resistant to fine-tuning (Zhang, Li,
and Wu 2024; Xu et al. 2024a). The objective function is
reformulated as follows:

M = arg max pm(z | M(y = E(z))). (1)
As aresult, our fingerprint is injected into the target LLM. In
practice, the plaintext dataset D (where x € D) is assigned
by the registration authority to prevent ownership overclaim,
as discussed at the beginning of this section. Moreover,
we freeze the encoder after initialization to prevent it from
learning an optimal representation that would allow it to re-
construct the plaintext directly, even when applied to the
base model without our fingerprint injected. Besides, jointly
training the encoder and the decoder will cause slower con-
vergence. The full-length version (Xiong et al. 2025) further
supports this point.

We did not use conventional encryption methods, such as
AES for the following reasons: 1) Conventional encryption
methods creates poor gradient flow due to its highly nonlin-
earity and discontinuous operations, causing vanishing gra-
dients during training. 2) Methods such as AES destroy se-
mantic information by design, making it extremely difficult
for decoders to learn meaningful inverse mappings. 3) Ex-
perimental results show AES leads to slow convergence and
poor reconstruction quality compared to our approach. This
view is supported in the full-length version. We discuss the
impact of picking up different IV in the encoder structures in
the full-length version (Xiong et al. 2025).

3.4 Ownership Verification

The judge is provided with a dataset D assigned by the regis-
tration authority. This dataset is composed of several plain-
texts (i.e., x). Before verification, the model owner should
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provide an encrypted encoder E' that is maintained by the
registration authority. This encoder can be accessed only by
the judge and the model owner. The judge is also provided
with a suspected API of the LLM without any prior knowl-
edge of the model. The LLM behind the API M’ may have
been directly stolen from the claimed model owner or further
fine-tuned on an unknown dataset as shown in Figure 1.
The judge selects a plaintext input x and feeds it into
the frozen encoder to obtain the encoded representation
y = E(z). Then, the judge prompts the API M’ with the
encoded representation. If the similarity between the LLM
output and the plaintext x exceeds a certain threshold, we
can consider the model behind the API M is stolen from the
claimed model owner. We formalize the above process as
follows:
J(M' E,z) = { Lfl;i(M/(E(x))’ %) > o

“stolen”

)

“not stolen”

where J (-, -) is a function to measure the similarity between
two sentences. In practice, we apply BLEU scores (Pap-
ineni et al. 2002); higher scores indicate greater similarity
between the two inputs. Among automatic metrics, BLEU
remains one of the most optimal and standard choices for
evaluating the correspondence between a generated string
and a ground-truth reference, especially when human evalu-
ation is infeasible (Papineni et al. 2002).

Considering the model thief might manipulate the output
to bypass our fingerprinting method, we further apply an up-
dated version of RSC (Wicker and Bhargava 1999) to encode
M (y) into a representation that is resistant to manipulation
and decode it for verifications, as is proven to achieve opti-
mal performance against similar situations (Singleton 2003).
Specifically, we reformulate Equation 1 as follows to inject
the encoded fingerprint:

M = argmax pu(E'(z) | M(E(2))),
where F’(-) is encoding component of the RSC. Thus, for

model ownership verification, we have the new decision
function:

sor.0 - if J(D'(' (), ) >

else

“stolen”

“not stolen” ’

where D’ is the decoding component of the RSC. To pre-
vent multiple model thieves from colluding, the judge se-
lects a different plaintext z # x the next time the same
model owner claims ownership of another suspected API,
and Figure 3 further demonstrates iSeal is resistant to un-
learning attacks caused by such colluding. Moreover, since
iSeal does not rely on exact matches and incorporates the er-
ror correction mechanism described above, it remains robust
against response manipulation attacks, as shown in Figure 4.
The proof can be found in the appendix of the full-length
version (Xiong et al. 2025).

4 Proof of Security Properties'

Unlike previous works (Xu et al. 2024a; Gubri et al. 2024),
our method places greater emphasis on the conventional

"More proof on resistance to response manipulations can also
be found in the full-length version (Xiong et al. 2025).
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Figure 2: Effectiveness (%) of iSeal in reconstructing plaintexts from ciphertexts, where the x-axis indicates ciphertext indices.

security properties of fingerprints (Stamp and Low 2007).
Specifically, our goal is to ensure that the injected finger-
print cannot be reverse-engineered from limited observa-
tions of LLM input-output pairs. In this section, we prove
that our method satisfies both diffusion and confusion prop-
erties (Shannon 1949), thereby meeting the previously men-
tioned goal as these two properties guarantee that the model
thief cannot guess the encryption mechanism behind the
plaintext and ciphertext by limited observations by defini-
tion. For simplicity, our proof is based on an assumption that
the encoder is a linear residual network. This result can be
extended to nonlinear encoders by approximating their for-
ward propagation through linearization techniques, such as
Jacobian-based linearization.

Theorem 1 (Diffusion) Keeping the secret key K un-
changed, if any bit of the plaintext x is changed to obtain
Z!, approximately half of the bits in the ciphertext y should
change. Similarly, if one bit of the ciphertext y is changed,
about half of the bits in the plaintext x should change.

Theorem 2 (Confusion) Keeping the plaintext unchanged,
if any bit of the secret key is changed, more than half of the
ciphertext bits will be changed, and the other way around.

Corollary 1 iSeal cannot be reverse-engineered and re-
moved with limited observations, as each ciphertext token is
Jjointly determined by all tokens in the plaintext. This design
satisfies the principles of diffusion and confusion, ensuring
that a small number of observations is insufficient to recover
or replicate iSeal. Due to space limitations, the proofs of the
theorems and the lemma are provided in the appendix of the
full-length version (Xiong et al. 2025).

5 Evaluation

In this section, we evaluate the effectiveness, harmlessness,
persistence, robustness, and efficiency of iSeal following the
benchmark proposed by one representative work (Xu et al.
2024a). We also design experiments to demonstrate the veri-
fication robustness of our method (resistance to verification-
time attacks, such as unlearning and response manipula-
tions). Additionally, we conduct further evaluations, includ-
ing effectiveness assessment, sensitivity analysis, and abla-
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tion studies, to underscore the superiority of iSeal. Exper-
iments on more attacks, fingerprints (i.e., EditMark, Plu-
gAE), LLMs, datasets, and ablation studies can be found in
the appendix of the full-length version (Xiong et al. 2025).
All experiments are conducted on a single A100 GPU.

Models & Datasets. We investigate 12 prominent LLMs
with decoder-only or encoder-decoder architecture and pa-
rameter size up to 13B, including OPT-125M (Zhang et al.
2022), LLaMA2 7B & 13B (Touvron et al. 2023), LLaMA3
7B (Meta Al 2024), Mistral 7B (Jiang and Mistral AT 2023),
LLM360 Amber 7B (Team 2024), Vicuna v1.5 7B (Chi-
ang et al. 2023), RedPajama (Together Team 2023), Pythia
6.9B (Biderman et al. 2023), GPT-J 6B (Wang and Komat-
suzaki 2021), and mT5 11B (Xue et al. 2021). We focus on
base models rather than fine-tuned variants, as they better
reflect publisher-owned deployments. Results on LLaMA3
are in the appendix of the full-length version. We use AG’s
News Corpus (Zhang, Zhao, and LeCun 2015) as the pri-
mary plaintext dataset, with additional results on DailyDia-
log (Lietal. 2017) and arXiv Abstracts (Clement et al. 2019)
in the appendix of the full-length version to show generality.
Following (Xu et al. 2024a), we fine-tune LLMs on the 52K
Alpaca dataset to evaluate fingerprint persistence.

Metrics. To demonstrate the effectiveness of iSeal we
use two metrics. First, we evaluate the similarity be-
tween the LLM responses and the plaintext using BLEU
scores (Papineni et al. 2002), which serve as an indica-
tor of how effectively iSeal has been injected into the
LLMs. We compute the BLEU score between the generated
text 2’ and the reference plaintext = as: BLEU(z/,z) =

BP(«/, 2)ewp (SO0, walogpa(e,2) ), where p, (')

denotes the modified n-gram precision between z’ and =z,
wy, = 1/n, and BP(2, x) is the brevity penalty.

Second, we measure the success rate of verification
using Fingerprint Success Rate (FSR) following previ-
ous works (Xu et al. 2024a,b; Cai et al. 2024): FSR =
LS 1[M(y) = =], where n represents the number of
fingerprint pairs (for fair comparisons, we use the same n
for different fingerprinting methods in this section). As for
harmlessness, we evaluate the zero-shot performance of dif-
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Figure 3: Resistance of iSeal to unlearning: the result is averaged over three state-of-the-art unlearning methods.

ferent LLMs on the SuperGLUE benchmark (Wang et al.
2019) after injecting the fingerprints. All evaluations are
based on the aforementioned metrics.

Baselines. As discussed in Preliminaries, we compare
iSeal with two representative proactive fingerprinting meth-
ods, WLM (Gu et al. 2022) and IF (Xu et al. 2024a), as oth-
ers are simple adaptations of them and lack public codes.
Additional discussions and experiments comparing iSeal
with other fingerprinting methods can be found in the ap-
pendix of the full-length version (Xiong et al. 2025).

5.1 Main Results

Effectiveness. To demonstrate that our method is effective
and avoids ownership overclaim on untrained models, we
plot sample-wise BLEU scores by evaluating 100 samples
on both the base model and the model injected with our fin-
gerprint. Figure 2 shows that iSeal successfully separates the
base models and the fingerprinted models, indicating that is
feasible for iSeal to achieve 100% FSR in fingerprint ver-
ifications (this is justified in Figure 3, and the full-length
version (Xiong et al. 2025)).

Harmlessness. Since proactive fingerprinting methods re-
quire manipulating model weights of LLMs, we evaluate the
harmlessness of iSeal by comparing model performance be-
fore and after injecting the fingerprint. Table 2 shows that
iSeal causes minimal performance drop on 0-shot Super-
GLUE, and the effect is further reduced with the growth of
model weights. This is because our method only needs to up-
date a fixed size of parameters, the effect of which degrades
with the growth of model sizes (as the ratio of manipulated
weights is reduced). Moreover, since our method does not
use natural language as input, it has a much smaller impact
on model performance compared to previous works.

Persistence. Considering that a model thief might fine-
tune the stolen model on an unknown dataset to remove the
fingerprint, we also evaluate FSR after fine-tuning the fin-
gerprinted model on Alpaca dataset that the base model has
not previously encountered during the training. Table in the
full version shows that iSeal achieves a comparable level of
persistence to IF (Xu et al. 2024a). This suggests that our
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LLaMA2 | LLaMA2 | Mistral | Amber
Metric 7B ‘ 13B ‘ 7B 7B
Vanilla 59% 60% 64% 54%
WLM 49% 49% 50% 48%
IF 50% 49% 49% 50%
iSeal 56 % 59 % 55% 53%

Table 2: Harmlessness of iSeal (Ours) and baselines, evalu-
ated on the 0-shot SuperGLUE benchmark.

method does not introduce additional difficulty in fingerprint
injection, thereby enabling similar persistence. Experiments
with different temperatures can be found in the full-length
version (Xiong et al. 2025).

Robustness. To ensure that no one can trigger the finger-
print without access to the secret key K so that model thief
cannot reverse-engineer the fingerprint and remove it and
no one can overclaim the model ownership by guessing, we
conduct experiments on robustness of iSeal to fingerprint
guessing by selecting three guessed keys and testing them on
eleven fingerprinted models: I} denotes random hexadeci-
mal strings of the same length as the encoded input, F; refers
to hex sequences generated by encoding the clean input us-
ing an encoder initialized with a random key, F3 refers to
hex sequences generated by encoding the clean input using
an encoder initialized with a key that differs from the cor-
rect one by only a single logit. F» and F3 can be considered
as adaptive attacks. Experiments show that all of them can
not trigger the fingerprint (i.e., 0% FSR), which is consistent
with the theoretical analysis in Section 4.

Efficiency. Since our method introduces no additional
overhead (encoder initialization takes only 1 millisecond on
an Intel Core 17-9700K CPU), iSeal achieves comparable ef-
ficiency to IF. We evaluate runtime on LLaMa2-13B using
an A100 GPU: WLM requires 233.4 minutes to converge,
IF takes 5 minutes, and iSeal also completes in 5 minutes.
These results align with our earlier conclusion.
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Figure 4: Resistance of iSeal to manipulation attacks.
‘ LLaMA2 ‘ LLaMA?2 M1stral Amber enhances the robustness of iSeal against such attacks. De-
13B B tailed proof and more attacks can be found in the full ver-
iSeal 100% 100% | 100% | 100% sion (Xiong et al. 2025).
w/o freezing 0% 0% 0% 0%
w/o encoder 0% 0% 2% 1% 5.3 Sensitivity Analysis and Ablation Studies

Table 3: Ablation studies of iSeal. Each cell represents FSR
of iSeal trained with the same number of epochs.

5.2 Robustness Against Potential Attacks

Unlearning. In this section, we evaluate two additional at-
tack strategies beyond fine-tuning, which were explored in
prior works. To demonstrate the “verification robustness” of
iSeal, we simulate a scenario in which model thieves col-
lude (i.e., an adversary may obtain a query-response pair
during one lawsuit and share it with another party, who
then attempts to unlearn (Neel, Roth, and Sharifi-Malvajerdi
2021; Shen et al. 2025; Yu et al. 2025) it in order to ren-
der the fingerprint ineffective in subsequent cases) to re-
move the entire fingerprint by unlearning a single query-
response pair (x,y). This process can be formulated as fol-
lows: M* = argmaxy; L(My(x),y). Figure 3 shows that
iSeal is resistant to unlearning, while the FSR of previous
methods drops significantly within the first few rounds. We
also verify that the model’s performance remains unchanged
after unlearning, indicating that the attacks are successful.
This is because prior works use one-to-one or one-to-
all mappings, which remain vulnerable to unlearning. Even
with | D| unrelated samples, they fail. See ablation study for
our AES-based variant. In contrast, our method provably ex-
hibits diffusion and confusion, such that unlearning limited
query-response pair is insufficient to remove the entire fin-

gerprint.

Response Manipulation Attacks. In practice, a model
thief may manipulate the response to bypass the owner-
ship verification of the fingerprint. Thereby, we test iSeal
and baselines with different attacks (i.e., word deletion at-
tack (Zhang et al. 2024c), word addition attack (Qu et al.
2025), synonym replacement attack (Zhang et al. 2024c),
paraphrasing attack (Zhang et al. 2024c), copy paste at-
tack (Yoo, Ahn, and Kwak 2023) and homoglyph at-
tack (Kirchenbauer et al. 2023)). Figure 4 shows that our
method is resistant to various attacks, while the FSR of prior
works drops significantly under manipulations such as word
deletion attacks. This is primarily because our ownership
verification does not rely on exact matching, making it more
robust to response manipulations. Moreover, the compari-
son with iSeal without the RSC component shows that RSC
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Ownership Verification Threshold a. To measure the
model ownership verification accuracy of iSeal under dif-
ferent a, the Fl-score is evaluated using 100 samples fed
into the base model and another 100 samples into the fin-
gerprinted model. Higher values indicate better accuracy in
distinguishing fingerprinted models from base models. Fig-
ure in the full version shows that iSeal works well with a
wide range of a. This is because our method successfully
separates base model and the fingerprinted model as shown
in Figure 2. In practice, we can apply Bayesian decision on
the training data to get the optimal threshold.

Sensitivity Analysis on the Encoder £. We observe in
the full version that a wide range of N works effectively,
although more complex structures tend to converge slowly.
Following the principle of parsimony, we adopt the simplest
architecture that works: a two-layer linear model, used in all
other experiments in this paper. In practice, more complex
models can be employed to enhance secrecy if needed. Dis-
cussions on different structures are in the full-length version.

Ablation Studies. As discussed in the design of iSeal,
there are two key components whose effectiveness is eval-
uated through ablation studies: (1) freezing the encoder dur-
ing training, and (2) using a learned encoder instead of a tra-
ditional cryptographic method such as AES. Table 3 shows
that iSeal converges faster than both the variant that jointly
trains the encoder and the one that replaces our encoder with
AES, the curve of it is in the full version (Xiong et al. 2025).

6 Conclusion

In this paper, we propose the first fingerprinting method that
enables reliable ownership verification in a realistic black-
box setting where the model thief fully controls the sus-
pect model. Unlike prior methods, which fail under com-
mon attacks in this scenario, our approach remains effective
by combining forgery resistance, an external secret, and ro-
bust verification. With components that offer provable secu-
rity, iSeal achieves 100% FSR across extensive experiments
where previous methods drop to 0%.
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