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Abstract

Backdoor attacks on deep neural networks (DNNs) have gar-
nered significant attention, particularly in edge computing
applications. Given the complexity and opacity of DNNs,
defending against backdoor attacks remains a formidable
challenge. To address this, we propose CL-Guard, a dual-
network-based defense framework designed to effectively
eliminate potential backdoors in models. First, it leverages an
inter-layer backpropagation algorithm to quantify each neu-
ron’s contribution to model prediction. Next, it constructs a
critical neuron set through a recursive hierarchical partition-
ing method and an adaptive search strategy, identifying neu-
rons critical to model prediction while minimizing the inclu-
sion of backdoor-related neurons. Then, we perform sparse
training on the non-critical neuron set, effectively strengthen-
ing the weights of critical neurons while disrupting the associ-
ation between trigger features and backdoor-related neurons.
Finally, we design a dual-network architecture that incorpo-
rates a fine-grained gradient backpropagation mechanism and
dynamic collaborative learning, enabling the model to retain
its original accuracy while preventing backdoor reactivation.
The experimental results indicate that CL-Guard achieves an
average Security Effectiveness Index (SEI) of approximately
95.42%, representing a 21.23% improvement over the state-
of-the-art FI-SAM method.

Extended version and code —
https://github.com/huangyuhao77/CL-Guard

Introduction

Deep neural networks (DNNs) are widely used in safety-
critical applications such as autonomous driving (Badjie,
Cecilio, and Casimiro 2024), medical imaging (Liu et al.
2025a), and IoT edge computing (Muppasani et al. 2023).
However, training DNNs often requires extensive datasets
and significant computational resources, leading many de-
velopers to depend on third-party providers. This reliance
introduces security vulnerabilities. For instance, a backdoor
in an autonomous driving system could cause a misinter-
pretation of a ’stop’ sign as a ’speed limit’ sign, potentially
leading to traffic accidents. In contrast to adversarial attacks
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(Liu et al. 2025b) or data reconstruction attacks (Qiu et al.
2024b), which manipulate inputs at inference time, backdoor
attacks typically embed malicious behavior into the model in
advance by either poisoning the training dataset or directly
modifying the model. These compromised models maintain
high accuracy on clean inputs (i.e., inputs without triggers)
while misclassifying inputs embedded with specific triggers
to an attacker-designated target class. The stealth of such
attacks is further amplified by the fact that triggers are of-
ten imperceptible to the human eye, making it exceptionally
challenging for users to trace the source of misclassification
and discover the existence of backdoors.

To tackle this challenge, a range of backdoor defense
strategies have been developed, broadly classified into pre-
deployment and post-deployment approaches based on the
stage of intervention. Pre-deployment defenses aim to elim-
inate backdoors before the model deployment, such as trig-
ger features removal via fine-tuning (Liu, Dolan-Gavitt, and
Garg 2018), backdoor disruption via weight pruning (Li
et al. 2021b), and backdoor detection through weight cor-
rection (Zhu et al. 2023). In contrast, post-deployment de-
fenses focus on identifying and purifying poisoned inputs at
runtime, such as applying anomaly scoring to identify poi-
soned samples (Zhu et al. 2024) and disrupting triggers em-
bedded in incoming inputs to prevent backdoor activation
(Sun et al. 2023). While post-deployment defenses are ef-
fective, they tend to incur higher operational costs compared
to pre-deployment methods. This study thus focuses on pre-
deployment defense techniques to reduce both the incidence
and diversity of backdoors, minimizing long-term mainte-
nance costs and ensuring model security and reliability.

To address backdoor attacks more effectively, we revisits
a key characteristic of such attacks, that is, in DNN models
with backdoors, there often exists a stable and latent corre-
lation between trigger features and the associated compro-
mised neurons. This correlation can be viewed as a state of
equilibrium in which these neurons remain low activated to
normal inputs and highly sensitive to relevant trigger fea-
tures. Disrupting this equilibrium can help to significantly
mitigate the adverse effects of backdoor triggers. However,
a critical challenge lies in breaking this correlation with-
out compromising the model’s predictive accuracy. To tackle
this, we conducted a study based on the model’s critical neu-
rons. On the one hand, we propose a multi-dimensional neu-



ron partitioning method that combines an inter-layer back-
propagation algorithm with a recursive hierarchical parti-
tioning strategy to accurately extract a set of critical neurons.
These neurons play a central role in the prediction process
and preserving them enables the model to retain its orig-
inal predictive performance. On the other hand, we apply
fine-grained gradient constraints together with sparse regu-
larization to selectively suppress non-critical neurons most
strongly coupled with trigger features, severing the depen-
dency between trigger features and backdoor-related neu-
rons and effectively neutralizing the backdoor.
The main contributions of our article are as follows:

* We propose a gradient-based critical neuron selection
method that builds a fine-grained hierarchical representa-
tion of neuron importance. By combining recursive par-
titioning with adaptive search, it enables precise and effi-
cient identification of critical neurons, offering improved
accuracy and adaptability over traditional coarse-grained
methods.

We propose a dual-network collaborative learning mech-
anism to defend backdoor attacks in DNNs, leverag-
ing coordinated training to disrupt trigger-neuron cor-
relations. Unlike traditional single-network approaches,
this method employs two networks to dynamically re-
fine neuron weights, achieving superior precision in iso-
lating critical neurons and suppressing backdoor-related
ones. Its collaborative framework ensures robust, effi-
cient backdoor elimination while preserving the model’s
original accuracy.

Experiments across various models, datasets, and attack
types demonstrate that CL-Guard consistently outper-
forms existing defenses. The dual-network design offers
strong scalability: S-Net adjusts sparsity to balance ac-
curacy and defense strength, while A-Net complements
neuron refinement dynamically for adaptive backdoor
mitigation.

Related Works

Backdoor Attacks. Backdoor attacks can be broadly classi-
fied into pixel-space and feature-space attacks based on the
type of injected malicious trigger. Pixel-space attacks mod-
ify the pixels of an image, and the triggers typically fall into
three categories: local, global, and invisible. Local triggers
involve small patches, such as a few pixels in a specific cor-
ner of the image (Gu, Dolan-Gavitt, and Garg 2017). Global
triggers, which cover a larger area of the image, are of-
ten embedded into the background to evade detection (Chen
et al. 2017). Invisible triggers, inspired by adversarial exam-
ples, apply subtle perturbations to the image, making detec-
tion more difficult (Nguyen and Tran 2021). Feature-space
attacks embed triggers in the feature space, often using be-
nign semantic features. For example, (Liu et al. 2020) uses
natural semantic features unrelated to the original task to
induce misclassification, while (Lin et al. 2020) activates
backdoors through combinations of objects within the im-
age. Another type of attack, sample-specific backdoor at-
tacks, involves unique trigger patterns for each poisoned
sample. (Nguyen and Tran 2020) introduces an input-aware
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attack with a non-reusable trigger for each input, and (Li
et al. 2021a) employs invisible triggers via DNN-based im-
age steganography. Adaptive attacks (Peng et al. 2024) are
capable of bypassing most current defense mechanisms, pre-
senting a significant security threat (Qiu et al. 2024a; Liu,
Dolan-Gavitt, and Garg 2018).

Backdoor Defense.To counter the aforementioned back-
door attacks before model deployment, existing defenses
are mainly categorized into pruning-based and fine-tuning-
based methods. Pruning-based approaches typically remove
inactive neurons identified using clean samples and then
fine-tune the model to recover accuracy. For instance, (Liu,
Dolan-Gavitt, and Garg 2018) prunes neurons less activated
by clean data, while (Wu and Wang 2021) uses adversarial
perturbations to expose and prune backdoor-related neurons.
However, these methods struggle with complex attacks that
affect widespread neurons, and the limited availability of
clean data hinders full recovery. Fine-tuning-based defenses
(Shaet al. 2022; Zeng et al. 2022) aim to overwrite backdoor
behaviors. For example, (Li et al. 2021b) employs knowl-
edge distillation by fine-tuning the original model into a par-
tially purified teacher, then training a student model to re-
duce attention discrepancies. (Zhu et al. 2023) enhances this
process using sharpness-aware minimization (SAM) to bet-
ter suppress backdoor neurons. Although both approaches
are effective, their performance instability limits their appli-
cability in diverse scenarios. Backdoor defense still face two
pressing challenges. First, there is a conflict between high
coverage of various backdoor attack techniques and com-
putational efficiency, especially under resource-constrained
conditions. Second, a trade-off exists between the attack suc-
cess rate (ASR) and accuracy (ACC). An effective solution
to address these issues is still needed.

CL-Guard Method

Fig. 1 illustrates the framework of the proposed backdoor
elimination method for DNNs.

Neuron Grading and Sparse Training

Analysis shows that a set of high-contribution neurons can
retain most of the model’s original performance. Concur-
rently, backdoor attacks typically exploit non-critical neu-
rons with lesser task contributions, creating a hidden trigger-
activated path without disrupting accuracy. Thus, fine-tuning
a proper subset of these non-critical neurons can remove the
backdoor while keeping normal behavior. However, accu-
rately identifying critical neurons and quantifying their pre-
dictive contribution remains a significant challenge. Tradi-
tional methods typically focus on individual or combined
neuron roles (Cao et al. 2025), whereas this paper defines
critical neurons relative to backdoor neurons. This section
aims to build a critical neuron set key to prediction, min-
imizes backdoor neuron inclusion, and then applies sparse
training to non-critical neurons to enhance critical neurons’
influence and break trigger-neuronlinks.

Studies on neuron interpretability show that a neuron’s
importance is proportional to its output contribution (Xu-
anyuan et al. 2023). Building on this, this paper employs
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Figure 1: Flowchart of CL-Guard: (1) compute neuron con-
tribution and constructs critical neuron set; (2) apply sparse
training to suppress backdoor features; (3) refine the model
through dual-network collaborative learning.

a relevance score assignment rule based on the Layer-wise
Relevance Propagation (LRP) algorithm to quantify a neu-
ron’s contribution to the model output (as shown in Eq. (1)).
However, selecting only high-score neurons cannot guaran-
tee a backdoor-free set, since some backdoor neurons may
also rank high for target classes, misleading selection. Given
that neurons at the same position often exhibit distinct im-
portance across different samples and class tasks, we pro-
pose a recursive hierarchical partitioning strategy based on
neuron contribution computed from a set of clean samples.
This strategy iteratively ranks neuron importance at the sam-
ple, class, and model levels. At the sample level, where neu-
rons are classified into three categories according to their
contribution: important (Gr = 2), secondary important (Gr =
1), and non-important (Gr = 0), as shown in Eq. (2). At the
class level, we calculate each neuron’s activation frequency
across samples of each class and update their initial rank-
ings, as shown in Eq. (3). Notably, neurons with higher ac-
tivation are usually more important in clean models, but in
backdoored models, backdoor neurons often show the high-
est activation in the target class (Nguyen et al. 2025). To
avoid misclassification, we add a model-level ranking ad-
justment combining contribution scores with cross-class ac-
tivation, forming a hierarchical ranking, as shown in Eq. (4).

However, an overly large critical neuron set may keep the
backdoor effect active, while too few critical neurons may
break weight connections and degrade accuracy. Prior work
(Sun et al. 2017) shows that sparsely pruned models per-
form best at a pruning ratio of 0.6. Nevertheless, the skewed
weight distribution, characterized by a high peak and long
tail in each layer of a model, results in only a small pro-
portion of neurons being identified as critical. This struc-
tural sparsity means that the number of important neurons
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(Gr = 2) obtained according to Egs. (2)-(4) typically consti-
tutes approximately 30% of the total number of neurons in
a model. Apparently, including only the important neurons
in the critical neuron set could lead to significant accuracy
loss. Thus, we include some secondary neurons (Gr = 1) by
randomly selecting part of them to expand the critical set,
setting the final ratio of critical to total neurons to 0.6 for
a balance between performance and defense. To extract a
critical neuron set of appropriate size, we design an adap-
tive search mechanism combined with a recursive hierarchi-
cal partitioning strategy. Specifically, we initialize the crit-
ical neuron set by randomly sampling from the secondary
group (Gr = 1) and combining it with the important group
(Gr = 2). The model’s accuracy is then evaluated using only
the current critical set to assess whether the current set pre-
serves the model predictive ability as the final key neuron
set. Through iterative sampling and evaluation, the search
refines the neuron set and identifies the neuron combination
that best preserves accuracy under a 60% sparsity constraint
as the final critical set.
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In Eq. (1), k£ and j denote neuron indices in layers [ and [-
1, respectively. w; 1 is the weight connecting neurons k and
4, a1 is the activation of neuron j in layer I-1, and &;71

is the interference component in a'~1, which is estimated
using the dual-component linear signal estimator from (Kin-
dermans et al. 2018). lel represents the contribution score

of neuron j. In Eq. (2) Grg( ) indicates the sample-level

grade of neuron nj. TP is the sequence of contribution
scores for all neurons in layer [, sorted in descending or-
deras TP[1] > TP[2] > --- > TP[Nv'], where Nv' is the
number of neurons in layer I, and T P[Nv!] is the contribu-
tion score of the Nv'-th neuron. TP[Nv! x 3] denotes the
contribution score at index 0. As neuron activations follow a
Pareto-like relevance distribution in which roughly 20-30%
of neurons dominate, O is typically set to 1/4 to ensure a
balanced threshold between key and secondary neurons. In
Eq 3),GrC(n ) represents the class-level grade of neuron

nj, with AFy, AFl, and AF5 indicating the frequencies of
neurons at the same position with grades 0, 1, and 2 across
samples, respectively, and x_num is the number of samples
in class ¢ of sample set X¢. In Eq. (4), Gr,M(né-) denotes



the model-level grade of neuron n , determined as the final

grade. M is the total number of classes, and UM follows
predefined rules: identical grades are retained, while differ-
ing grades take the higher of the two.

Analysis reveals that critical neurons consistently influ-
ence model decisions across classes, while backdoor neu-
rons only show high contribution with poisoned samples.
Thus, it can be shown that the critical neuron set selected by
the above strategy typically contains only a minimal number
of potential backdoor neurons. Exploiting this characteristic,
we can selectively mask non-critical neurons and conduct
sparse training using clean samples to strengthen the influ-
ence of critical neurons during inference, thereby weaken-
ing the role of non-critical neurons (including backdoor neu-
rons) and disrupting the backdoor. To suppress non-critical
activations and enhance critical neuron impact, we design
a structured masking strategy that selectively disables non-
critical neurons identified by our partitioning mechanism.
This masking mechanism operates in a block-wise manner
across feature maps, enabling it to simultaneously attenu-
ate the weights of non-critical neurons and disrupt poten-
tial backdoor activation pathways. Specially, we maintain a
masking matrix MM; in every layer [ of the model, where
the values corresponding to critical neurons are set to 1, and
all other positions are set to 0. The dimensions of the ma-
trix MM, are aligned with the feature map dimensions at
the [-th layer. During training, we perform an element-wise
multiplication between the output of the I-th layer (Output;)
and the corresponding masking matrix (MM];), ensuring that
only the critical neurons contribute. This method facilitates
the mitigation of the backdoor effect while preserving the
model’s predictive ability as much as possible, by simul-
taneously strengthening the weights of critical neurons and
suppressing those of non-critical ones.

Dynamic Collaborative Backdoor Eliminating

Existing studies show a linear link between model perfor-
mance and the log of training data size, that is, under a cer-
tain model capacity, large-scale training data is particularly
important for representation learning. However, for low-cost
backdoor defense, defenders often have only limited data,
which is also the key reason why the sparse training pro-
posed in the previous section cannot meet the final model
performance requirements. Moreover, simply strengthening
critical neuron weights cannot fully remove backdoor ef-
fects, while masking most non-critical neurons often harms
accuracy. To effectively address performance degradation
problem caused by sparse training and further mitigate the
backdoor effect, this paper proposes a dynamic collaborative
learning method based on a dual-network model, as shown
in Fig. 2. We define the critical neuron set and its associ-
ated weights as a sparse network (S-Net), represented as
W, = Mask ® W, and treat the original model’s feature ex-
tractor weights as an auxiliary network (A-Net), represented
as W = (1 — Mask) ® W + Mask ©® W. Both S-Net and
A-Net share the same feature extractor weights, but they em-
ploy separate classification heads: S-Net’s classifier is up-
dated with weights from sparse training, while A-Net’s clas-
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Figure 2: Dynamic Collective Learning Procedure.

sifier uses the weights from the original model. This design
is motivated by two core reasons: (1) A-Net calculates the
gradient of the complementary weights for non-critical neu-
rons through auxiliary classifiers, which helps select high-
performing neurons for training. This allows S-Net to fo-
cus on extracting features from clean samples and reduces
the risk of backdoor effects recurring; (2) S-Net and A-Net
have independent classifiers, utilizing knowledge distillation
to facilitate improved mutual calibration and enhance infor-
mation sharing. We combine knowledge distillation (KD)
loss with cross-entropy loss, using each network’s output as
soft targets for each Kullback-Leibler (KL) divergence term
K L(p|lg; T), where T is the temperature value (see Eq. (8)),
to effectively enhance the predictive capability of S-Net.
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Algorithm 1 presents the detailed steps of collaborative
backdoor mitigation procedure. Here, Fy denotes the model
after sparse training, and Fy represents the model post dual-
network collaborative learning. Mask is a binary matrix
matching the size of Fy;’s weights. Mask coverage m,. is the
ratio of elements with value 1 to the total elements. C), indi-
cates mask coverage at epoch pi, where pi € {pio, ..., Ep},
and E'p is the total number of epochs. The initial mask cover-
age C'y is the ratio of weights connected to critical neurons to
all model weights. Mask update frequency K is proportional
to the size of the clean dataset D.; when D, is 10% of the
original dataset, K is set to 30, which aligns the update time
scales of weights and masks to maintain stable optimization
dynamics while allowing adaptive response to feature varia-
tions. For F}, weights linked to critical neurons are among
the highest in the model’s weight distribution. To simplify
training, we avoid manually fixing their mask values to 1.
S-Net initializes its weights by selecting the top C'r-ranked
weights from the model’s weight distribution.



Algorithm 1: Dynamic Collaborative Backdoor Eliminating

Require: Fy, D., K

Ensure: F)/
1: Construct S-Net and A-Net;
2: for pi = pig+1 to Ep do
3:  Initialize Iter = 0;

4:  repeat

5: read mini-batch from D_;

6: while Iter % K == 0 do

7: Cp < Eq. (5), Mask < Eq. (6);
8: end while

9: W < Eq. (7) and Iter +=1;

10:  until D, has been read

11: end for

12: Reload the parameters in S-Net into the single network
model, and get F.

13: return Fy/

Experiment Setup

Attack Model: This paper assumes that attackers can em-
bed backdoors in a DNN before deployment. The attacker
trains a backdoored model that misclassifies poisoned sam-
ples with triggers into a target class, while maintaining nor-
mal classification performance on clean, untainted samples.
Defense Goal: We focus on a realistic scenario where the
defender lacks access to the full training data and can-
not retrain the model. Instead, only a small clean clean set
(1%-10% of the original data) is available. The goal of the
defense is to use the limited data before deployment to break
potential backdoors while keeping the model’s accuracy.
Attack Configurations: To validate the applicability of
the CL-Guard across various backdoor attack scenarios, we
considered 11 representative and advanced backdoor attack
strategies spanning from pixel space to feature space: Bad-
Nets (Gu, Dolan-Gavitt, and Garg 2017), Blended (Chen
et al. 2017), TrojanNet (Liu et al. 2018), SIG (Barni, Kallas,
and Tondi 2019), Dynamic (Nguyen and Tran 2020), CLA
(Turner, Tsipras, and Madry 2019), WaNet (Nguyen and
Tran 2021), ISSBA (Li et al. 2021a), BPPA (Wang, Zhai,
and Ma 2022), FBA (Zeng et al. 2021), and Refool (Liu
et al. 2020). Each attack followed its original configura-
tion for trigger design, size, and training parameters to en-
sure fairness. We used PreActResNetl8 (Yu, Yu, and Ra-
malingam 2018) on CIFAR-10 (Zhang 2021) and Tiny-
ImageNet (Huynh 2022) datasets, with training over 100 and
200 epochs, respectively. For GTSRB (Johner and Wassner
2019), we employed VGG-16 (Zhang 2021) with 50 epochs.
All experiments adhered to standard practices, using a 10%
poisoning rate (ps_r) (Wu et al. 2024), where ps_r denotes
the proportion of poisoned samples in the training dataset.
Defense Configurations: We compared CL-Guard with five
representative backdoor defense methods: FP (Liu, Dolan-
Gavitt, and Garg 2018), NAD (Li et al. 2021b), ANP (Wu
and Wang 2021), I-BAU (Zeng et al. 2022), and FI-SAM
(Zhu et al. 2023). For fairness, all methods follow the de-
fault settings in BackdoorBench (Wu et al. 2024), using 10%
of the benign training data. We set the learning rate to 0.01,

batch size to 256, and iterations to 50 for CIFAR-10, GT-
SRB, and Tiny ImageNet.The experimental setup (hardware
and software) is described in detail in the appendix.
Evaluation Metrics:We uses three standard metrics to eval-
uate the proposed backdoor defense method: attack success
rate (ASR), prediction accuracy (ACC), and security effec-
tiveness index (SEI). ASR measures the proportion of poi-
soned samples misclassified as the target label, while ACC
reflects accuracy on clean samples. SEI, defined in Eq. (9),
combines changes in ACC (AACC) and ASR (AASR) to
assess defense effectiveness, with a penalty factor ... (set
to 1.0) balancing accuracy and defense performance. Higher
ACC, lower ASR, and higher SEI indicate better defense. If
AASR gain is less than the penalty, yielding a negative SEI,
SEI is set to 0, indicating defense failure.

AASR — Yaee X maz(AACC,0)

SEI =
ASRinst

x 100%  (9)

Experimental Results
Performance Evaluation

Tables 1 and 2 present results on CIFAR-10 and Tiny-
ImageNet, respectively, showing that CL-Guard consistently
outperforms existing defenses across all evaluated backdoor
attacks. It achieves notable gains in ASR, ACC, and SEI on
both datasets. Due to space constraints, detailed results on
the VGG architecture are presented in the appendix. CL-
Guard also surpasses the best baseline on VGG, with av-
erage improvements of <12.26, 0.01, 11.07> percentage
points in ASR, ACC, and SEL

CL-Guard begins by building a critical neuron set us-
ing a recursive hierarchical partitioning method enhanced
with a targeted search strategy. These neurons are then
protected via sparse training, maintaining their predictive
power while disrupting backdoor-related equilibrium. A
dual-network collaborative training framework further re-
fines this defense. The collaboration between the networks
aligns weight distributions, gradually eliminating residual
backdoors and restoring predictive accuracy. While some
backdoor neurons may remain in the critical set, sparse train-
ing weakens their connections, reducing backdoor activa-
tion. Moverover, CL-Guard demonstrates strong generaliza-
tion to both clean-label and adaptive attacks. On the repre-
sentative SIG clean-label poisoning, it achieves an average
SEI of 92.88%, indicating its ability to suppress stealthy trig-
ger correlations even when poisoned samples are visually
identical to clean ones. Its recursive critical-neuron discov-
ery and dual-network collaboration further ensure resilience
against adaptive attacks by relying on intrinsic neuron con-
tribution patterns rather than fixed trigger priors, effectively
preventing adversarial adaptation and maintaining stable de-
fense performance.Overall, the neuron selection mechanism
and collaborative training strategy enable CL-Guard to ef-
fectively adapt to complex data distributions and scale to
larger datasets, achieving robust performance across vari-
ous attack scenarios, including Dynamic and FBA. In con-
trast, existing defense methods often suffer significant drop
in ACC, ASR and SEI on larger datasets due to their limited
ability to isolate or suppress backdoor-related neurons.
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92.57
93.29
93.44

97.84|0.32
80.83|0.43
98.00| 3.76
99.10| 0.50
53.53]6.32
81.98 | 7.67
98.1210.74
99.76 | 0.35
99.73]1.23

91.70
91.20
92.67
92.53
92.25
92.60
92.30
93.33
93.60

99.65
97.35
95.51
98.32
91.86
92.25
97.08
99.64
98.78

Refool
FBA

93.24
99.26

92.35[10.91
93.34|21.99

92.21
92.85

86.3491.80
76.65 | 98.54

88.67

Feature Space 92.70

0.00
0.08

16.83
83.52

91.88
92.25

87.97
57.32

11.02
2.21

90.80
90.41

90.33
97.06

3.57
1.89

92.25
92.61

96.06 | 2.12
97.36|2.97

92.30
92.87

97.67
94.52

Avg. on the above attacks — |23.18 92.76 73.37|81.48 86.08 11

.89

25.28

91.94 85.35|5.76 90.48 94.59| 8.04 92.75 91.12]2.58 92.48 96.67

Table 1: Comparison with state-of-the-art mitigations on CIFAR-10 with 10%

benign data on PreAct-ResNet18 (%).

| No defense | FP ANP

Types Attacks

NAD 1-BAU FT-SAM [ CL-Guard(OURS)

[ASR ACC |ASR ACC SEI [ASR ACC

SET [ASR ACC

|
SET [ASR ACC SEI |ASR ACC SEI |ASR ACC SEI

99.96
97.43
99.99
89.95
99.80
89.58
99.97

56.66
56.43
56.50
58.09
58.28
57.78
58.45

Badnets 25.40
Blended
TrojanNet
SIG
Dynamic
WaNet
BPPA

52.03
51.61
51.97
53.27
54.64
52.77
53.64

69.95
44.94
7.66
41.04
96.06
84.28
94.71

17.60
94.32
99.92
90.17
8.27
75.42
33.46

45.17
46.84
55.65
56.91
54.45
57.57
57.33

0
0

Pixel Space 0

70.89

87.87
15.57
65.40

.00
.00
.00

0.14 49.16
62.71 48.73
0.51
84.30 51.78
0.68 50.86
0.25 46.87
0.06 47.46

92.35
27.73
92.67
0.00
91.88
87.54
88.94

77.29
11.25
1.67
17.48

54.09
52.28
56.02
55.44
55.81
57.26
57.54

20.10
84.19
97.84
77.62
95.55

0.03
85.00
0.56
88.99
0.30
0.73
0.06

51.40
49.94
50.69
47.66
50.26
48.54
49.76

94.70
6.09
93.62
0.00
91.66
88.87
91.24

0.13
0.69
0.20

52.50
51.20
52.65
52.15
53.65
52.45
53.65

95.71
93.92
95.95
87.43
95.07
93.77
95.02

49.69

Refool
FBA

99.07
98.34

56.64
56.15

51.97
51.31

34.62
34.38

87.27
98.03

52.37
52.33

7

Feature Space 0

.60
.00

52.17 49.58
29.85 46.90

40.21
60.23

54.21
52.72

35.57
89.85

49.85
48.97

57.24
1.33

52.15
52.45

90.09
89.47

52.58 56.41|67.16 53.18

Avg. one the above attacks

27.48

25.63 49.00

64.54 55.04 33.45 49.67 58.30

52.54 92.94

Table 2: Comparison with state-of-the-art mitigations on Tiny-ImageNet with 10% benign data on PreAct-ResNet18 (%).

Efficiency Investigation

To evaluate the novelty and effectiveness of the proposed
method, we conducted two sets of experiments. First, we
evaluated backdoor removal effectiveness before and af-
ter applying the critical neurons selection method, and
compared the dual-network cooperative strategy with tra-
ditional fine-tuning method (Sha et al. 2022). The results
are shown in Fig. 3, where Sc-1 and Sc-2 represent the pro-
posed method without critical neurons selection method (us-
ing randomly selected neurons instead) and without dual-
network cooperation, respectively. Second, we analyzed the
effect of varying poisoning rates of ps_r (1%, 5%, 25%,
and 50%) on the performance of CL-Guard across different
datasets and attack types. The results are shown in Fig. 4.
Fig. 3 shows that the CL-Guard consistently outperforms
Sc-1 and Sc-2 across all metrics. It achieves higher ACC,
lower ASR, and significantly improved SEI, demonstrating
its robust defense capabilities. The critical neuron identifi-
cation method proposed in Section Neuron Grading and
Sparse Training, along with the dual-network collaborative
training strategy presented in Section Dynamic Collabora-
tive Backdoor Eliminating, not only effectively enhances
the feature representation capabilities of critical neurons to
safeguard model performance but also significantly reduces
the backdoor effect by cutting most of the connections be-
tween backdoor neurons. By contrast, Sc-1 employs sparse
training based on randomly selected neurons instead of crit-
ical neurons. While this may help the model forget the back-
door, it makes it more challenging to restore the model’s
predictive performance. Moreover, the random selection of
neurons increases the likelihood of inadvertently selecting
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Figure 3: Effect of CL-Guard on Eliminating backdoors be-
fore and after applying the different modules.

backdoor neurons, thereby raising the probability of resid-
ual backdoor neurons within a network. Although Sc-2 also
utilizes critical neurons for sparse training, its fine-tuning
process differs from the proposed approach. Unlike the dual-
network collaborative training strategy, which progressively
selects high-quality neurons from the remaining neurons for
learning, Sc-2’s fine-tuning disperses the weights of critical
neurons across other neurons to adapt to more clean sam-
ples. This increases the risk of reactivating backdoor neurons
and thus makes Sc-2 less effective in mitigating the back-
door effect compared with the proposed method.

Fig. 4 shows that the CL-Guard performs well against
both attacks on these datasets, outperforming other defenses
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Figure 4: Comparison of defense performance of different
defense methods with different ps_r (%).

on average. Relative to the best average SEI across the four
scenarios, our method achieves improvements of <0.08%,
2.88%, -1.89%, 19.52%>, demonstrating its strong defen-
sive capability. A larger poisoning rate ps_r indicates that
more poisoned samples are used during model training,
which clearly enhances the backdoor effect of the model
while simultaneously reducing its ability to fit clean sam-
ples. Conversely, a lower ps_r typically results in fewer
backdoor neurons in a model, which increases the difficulty
for FP to remove backdoors by pruning dormant neurons.
CL-Guard selects critical neurons solely based on contribu-
tion scores computed from clean samples. Backdoor neurons
generally exhibit low scores under clean inputs and rarely
rank highly regardless of the poisoning rate. Consequently,
backdoor neurons are unlikely to be included in the critical
neuron set under any ps_r, allowing CL-Guard to maintain
robust performance across diverse scenarios.

Further Exploration

CL-Guard supports programmable model compression by
dynamically adjusting the final mask coverage (m_c) in
the dual-network collaboration strategy, adapting to diverse
computational and storage needs across applications. Fig. 5
shows the defense effectiveness against backdoor attacks on
CIFAR-10 and Tiny-ImageNet, tested with m_c values of
0.5, 0.6, 0.7, 0.8, and 1.0. Higher m_c indicates a less sparse
model, with m_c = 1.0 representing an unpruned model.
Fig. 5 shows that reducing m_c typically lowers both ac-
curacy and defense effectiveness, but the extent of this im-
pact varies depending on the specific attack scenario. In the
case of clean-label attacks such as SIG and CLA, the SEI
decreases only slightly as m_c is reduced. This suggests that
for simpler attack types, moderate reductions in mask cov-
erage do not significantly affect the defense capability. In
contrast, for more complex and sophisticated attacks, such
as Blended, a lower m_c can enhance defense performance
by reducing the likelihood of backdoor reactivation. This oc-
curs because with fewer mask nodes in place, the backdoor’s
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Figure 5: Effect of CL-Guard on eliminating backdoors
when valuing different m_c (bars are omitted where ASR
or AACC equals zero for certain attacks).

influence is mitigated, which results in a stronger defense.
Furthermore, the collaborative training strategy constructed
by proposed method benefits from model compression. By
promoting a more efficient allocation of model resources and
emphasizing feature learning, this strategy fosters improved
defense performance, particularly against more intricate at-
tack types. This indicates that the approach is not only effec-
tive in handling diverse attack scenarios, but also efficient in
terms of model size, making it suitable for real-world ap-
plications where computational resources are often limited.
Overall, adjusting m_c provides a flexible way to balance
model lightweighting and defense robustness, enabling scal-
able protection for real-world DNNs with limit resources.

Conclusion

Effectively defending DNNs against backdoor attacks is key
to securing intelligent systems. This paper presents CL-
Guard, a defense that removes hidden backdoors before de-
ployment. We propose a gradient-guided critical neuron se-
lection with targeted sparse optimization to separate trig-
ger signals from benign features, cutting backdoor paths
while keeping model accuracy. A dual-network collabora-
tive learning strategy with fine-grained gradient alignment
further lowers the risk of reactivation by strengthening fea-
ture robustness and improving defense stability. Experi-
ments on multiple datasets and models confirm the method’s
strong effectiveness and robustness. Future work will extend
CL-Guard to object detection and segmentation by adapting
its neuron analysis and collaborative optimization to task-
specific architectures for better generality and robustness.
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