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Abstract

Although existing backdoor defenses have gained success in
mitigating backdoor attacks, they still face substantial chal-
lenges. In particular, most of them rely on large amounts
of clean data to weaken the backdoor mapping but gener-
ally struggle with residual trigger effects, resulting in per-
sistently high attack success rates (ASR). Therefore, in this
paper, we propose a novel Backdoor defense method based
on Directional mapping module and adversarial Knowledge
Distillation (BeDKD), which balances the trade-off between
defense effectiveness and model performance using a small
amount of clean and poisoned data. We first introduce a di-
rectional mapping module to identify poisoned data, which
destroys clean mapping while keeping backdoor mapping on
a small set of flipped clean data. Then, the adversarial knowl-
edge distillation is designed to reinforce clean mapping and
suppress backdoor mapping through a cycle iteration mech-
anism between trust and punish distillations using clean and
identified poisoned data. We conduct experiments to mitigate
mainstream attacks on three datasets, and experimental re-
sults demonstrate that BeDKD surpasses the state-of-the-art
defenses and reduces the ASR by 98% without significantly
reducing the CACC.

Code — https://github.com/CAU-ISS-Lab/Backdoor-
Attack-Defense-LLMs/tree/main/BeDKD

Introduction

In recent years, deep neural networks (DNN5s) have achieved
great success in the field of natural language processing
(NLP), such as sentiment analysis (Wang et al. 2020; Huang
et al. 2023), machine translation (Wang et al. 2021, 2024)
and natural language generation (Sun et al. 2023; Vice et al.
2024). However, recent studies show that DNNs are highly
vulnerable to backdoor attacks (Li et al. 2022a,b; Wan et al.
2024; Nguyen et al. 2024).

Backdoor attacks generally introduce an invisible vulner-
ability in DNNs, allowing attackers to control or manipulate
the model’s output when the input contains the specific trig-
ger patterns (He et al. 2022; Wu et al. 2022). To carry out a
backdoor attack, the attacker first injects triggers into a small
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amount of clean data to poison the training set, and then
trains the victim model. In inference, the poisoned model
responds normally to clean data, while it responds incor-
rectly to poisoned data based on the attacker’s target label.
The prevalence of backdoor attacks poses significant secu-
rity risks to deep neural networks (Rahman et al. 2020; Ma
et al. 2021; Tiwari, Yuan, and Zhang 2022; Zhu et al. 2022).

To defend against backdoor attacks, researchers have ex-
plored many backdoor defense methods, broadly catego-
rized into data-level (Chen and Dai 2021; Gao et al. 2022;
Xi et al. 2023; Li et al. 2023) and model-level (Jin, Wang,
and Shang 2022; Zhao, Xu, and Yuan 2024; Pei et al. 2024)
approaches. As shown in Figure 1(a) and (b), the goal of
data-level methods is to identify poisoned data, while the
goal of model-level methods is to erase the backdoor of
the poisoned model. The former identifies poisoned data
from the input data via external models or fine-tuned mod-
els. Even though these methods have achieved success in
mitigating backdoor attacks, their primary strategy is to
avoid activating backdoors rather than essentially elimi-
nate backdoors. In contrast, the later mainly erases back-
doors through data cleaning, training, knowledge distillation
(KD), or neuronal pruning. Although the existing model-
level methods remove backdoors effectively, they reduce the
accuracy of the poisoned model on the clean data. There-
fore, achieving a satisfactory trade-off between backdoor
defense and maintaining model performance remains a
significant challenge.

More recently, some defense methods have been intro-
duced to alleviate the above trade-off problem. Zhao et al.
(Zhao et al. 2024a) randomly flips the label of a clean proxy
dataset to fine-tune the poisoned model, enabling it to iden-
tify poisoned data. To erase backdoors, Zhao et al. (Zhao
et al. 2024b) leverages a clean proxy dataset to fine-tune the
BERT and uses the fine-tuned BERT as the teacher model,
which guides the poisoned student model to unlearn the
backdoors via knowledge distillation. Although they excel at
both mitigating backdoor attacks and preserving model per-
formance, they require quantities of clean data to fine-tune
models, limiting their application in the real world.

From the above analysis, in this paper, we explore a
novel model-level Backdoor defense method based on a
Directional mapping module and adversarial Knowledge
Distillation (BeDKD). Typically, the poisoned model has
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Figure 1: (a) Existing data-level defenses. (b) Existing
model-level defenses require sufficient clean data. (c) Our
proposed method requires minimal clean and poisoned data.

two mappings: clean mapping and backdoor mapping. Clean
mapping is the correlation between the semantics of clean
data and ground-truth labels, while backdoor mapping refers
to the relationship between triggers and the target label. In-
tuitively, backdoor erasing is equivalent to destroying the
backdoor mapping while maintaining the clean mapping.
Different from existing backdoor defenses that utilize clean
data to weaken the backdoor mapping, we employ poisoned
data to break the backdoor mapping. Specifically, BeDKD
(as shown in Figure 1(c)) employs a directional mapping
module to effectively identify poisoned data and then uti-
lizes the adversarial knowledge distillation to preserve clean
mapping while enforcing suppression of backdoor mappings
using small subsets of clean and poisoned data.

Most of existing defenses rely on large amounts of clean
data, making it difficult to adapt to real-world scenarios with
limited clean data. Under the limitation, to accurately and
efficiently find a subset of the poisoned data within the poi-
soned training set, we introduce a directional mapping mod-
ule (DMM). The DMM, which copies the architecture and
parameters of the poisoned model, is fine-tuned on a small
number of clean data with intentionally flipped labels to
disrupt the clean mapping. By analyzing the distribution’s
difference between the poisoned model and the fine-tuned
DMM, the poisoned data can be effectively identified.

Due to the robust retention of trigger features and the
concealment of backdoor trigger design, existing methods
only using clean data to defend against backdoor attacks
generally suffer from trigger residue, resulting in high at-
tack success rate (ASR). Therefore, we propose a adversarial
knowledge distillation (AKD), which employs a cycle itera-
tion mechanism to maintain the clean mapping and erase the
backdoor mapping using a small amount of clean and poi-
soned data. Each AKD cycle iteration consists of two stages:
trust distillation and punish distillation. The former lever-
ages a small set of clean data to enable the student model to
learn clean mapping from the teacher model, while the latter
enables the student model to erase backdoor mapping on a
handful of poisoned data through a penalty loss function.

We conduct extensive experiments on SST2, OLID, and

AGnews to evaluate the performance of our proposed

BeDKD. Extensive experimental results demonstrate that

our proposed method can reduce ASR by 98% and with-

out significantly compromising CACC in most cases, which

outperforms the state-of-the-art backdoor defense methods.
Our contributions are summarized as follows:

* We explore a novel model-level backdoor defense based
on directional mapping module and adversarial knowl-
edge distillation (BeDKD), which makes a satisfied
trade-off between defense effectiveness and model per-
formance via a small amount of clean and poisoned data.

* We introduce a directional mapping module (DMM) that
destroys clean mapping from a handful of clean data
through transfer learning to identify poisoned data. To
suppress backdoor mapping, the adversarial knowledge
distillation (AKD) is designed, which guides the poi-
soned student model to learn clean mapping on clean data
through trust distillation and push away backdoor map-
ping on poisoned data through punish distillation from
the poisoned teacher model.

* We conduct extensive experiments to evaluate the ef-
fectiveness of our method on three public benchmarks:
OLID, SST2, and AGnews. Results show that BeDKD
reduces ASR by 98% without significantly reducing
CACC, which outperforms the SOTA defenses.

Related Work
Backdoor Attack

Dai et al. (Dai, Chen, and Li 2019) and Chen et al. (Chen
et al. 2021) insert meaningful fixed short sentences and rare
words into clean data. To improve the stealthiness of trig-
gers, Qi et al. (Qi et al. 2021b) and Pan et al. (Pan et al.
2022) rewrite sentences with a specific syntactic structure
and style. Yan et al. (Yan, Gupta, and Ren 2022) capitalize
on spurious correlations between the target label and spe-
cific words in training data. To further improve stealthiness
and text quality, Du et al. (Du et al. 2024) fine-tune LLMs
based on attribute control to generate poisoned data. Simi-
larly, Li et al. (Li et al. 2024) design hand-crafted prompt to
guide LLMs to generate rephrased poisoned data. With the
advancement of backdoor attacks, designing an accurate and
effective backdoor defense is still a critical challenge.

Backdoor Defense

(1) Data-Level Defenses. Qi et al. (Qi et al. 2021a) uti-
lize an external language model as a grammar outlier de-
tector to remove trigger words from the input. Yang et al.
(Yang et al. 2021) use an additional prompt-based optimizer
to verify the output logit permutation. Chen et al. (Chen
and Dai 2021) identify trigger words using word importance
scores. Due to the poisoned model’s sensitivity to triggers,
Gao et al. (Gao et al. 2022) detect poisoned data by ran-
domly perturbing features and analyzing output changes of
each data. Similarly, He et al. (He et al. 2023a) used gradi-
ents or self-attention scores to self-defend against backdoor
attacks. Although existing data-level defenses successfully
defend against backdoor attacks, they still have live back-
doors. (2) Model-Level Defenses. He et al. (He et al. 2023b)
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Figure 2: Our BeDKD framework. (a) Directional mapping module distillation. We distill the DMM from the poisoned model
(fo+) on the flipped data, a small number of clean data with flipped labels, to destroy the clean mapping. (b) Poisoned data
identification. We compute the mean error of probability distributions (MEPD) between the fy- and the distilled DMM to
identify a handful of poisoned data from the poisoned training set. (c) Adversarial knowledge distillation. The fy- guides the
poisoned student model (CM) to pull the clean mapping on the clean data and push away the backdoor mapping on the poisoned
data via a cycle iteration mechanism, which alternates trust and punish distillations. Notably, the initial DMM and CM have the

same architecture and parameters as fyg-.

compute the spurious correlation between text features and
labels to clean the poisoned training set and retain the victim
model. Zhao et al. (Zhao, Xu, and Yuan 2024) erase back-
doors through attention head pruning and weight- normal-
ization. Pei et al. (Pei et al. 2024) train multiple classifiers
on divided m sub-training sets and ensemble their predic-
tions. These defenses mitigate backdoor attacks effectively,
while they struggle to balance the defense trade-off and re-
quire substantial clean data for fine-tuning.

Knowledge Distillation

Knowledge distillation (KD) compresses larger or ensemble
networks (teacher models) into smaller networks (student
models) (Hinton, Vinyals, and Dean 2015). Feature maps
and attention mechanisms have proven effective in KD, en-
abling student models to learn high-quality intermediate rep-
resentations from teacher models, thereby enhancing distil-
lation and improving performance (Byeongho Heo 2019;
Tian, Krishnan, and Isola 2020). KD has been applied to
speech recognition (Zhao et al. 2020; Zhang, Liu, and Liu
2023), visual recognition (Zagoruyko and Komodakis 2017;
Zhao and Han 2021), backdoor defense (Li et al. 2021; Zhao
et al. 2024b). Zhao et al. (Zhao et al. 2024b) fine-tune BERT
on a large task-related clean dataset as the teacher model to
guide the poisoned model to erase backdoors via knowledge
distillation. However, they rely heavily on large volumes of
clean data, posing challenges in low-resource scenarios.

Methodology
Preliminaries

Attacker’s Goal. Attackers contaminate the training sets
and upload them to third-party platforms (e.g., Hugging-
Face, GitHub, etc.). When users train or fine-tune models
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on these sets, the backdoor mapping is automatically intro-
duced into the victim models. Specifically, attackers divide
the training set D into two subsets: D., which is reserved
as clean data, and D,,, which is used for poisoning. Then,
a transform operation F' : {(z,y) — (z*,y,)} is designed,
where z is the clean sample, y is the corresponding label, x*
represents the poisoned sample obtained by inserting trig-
ger t into the clean sample x, and y; represents the target
label. The operation [ is applied to D,, to obtain the poi-
soned subset Dj. The optimization objectives of the vic-
tim model are 0* = arg min{E(wi,yi)NDc [L(fo(zs),yi)] +

Er yo~ps[ L(fo(27), ye)]}, where 6 is the parameter of
the victim model f. E is the cross-entropy loss function. The
poisoned model only activates backdoor mapping on trig-
gered inputs and maintains normal mapping on clean inputs.

Defender’s Goal. Following the previous backdoor de-
fenses (Chen and Dai 2021; Pei et al. 2024; Zhao et al.
2024b), the defender is user. The defender has access to the
training set but is unaware of the presence of poisoned data
within it. The goal of defender is to distill a clean model us-
ing the downloaded poisoned dataset, while preserving the
clean mapping and eliminating the backdoor mapping. This
means that the defended model should have a low attack suc-
cess rate on the poisoned test set, while maintaining a high
classification accuracy on the clean test set.

Overview of BeDKD

Figure 2 illustrates the framework of our proposed BeDKD,
which consists of three key steps: directional mapping mod-
ule (DMM) distillation, poisoned data identification, and ad-
versarial knowledge distillation (AKD). First, the DMM is
distilled on a small flipped clean samples to enhance the
backdoor mapping, after which it identifies a small amount



of poisoned data from the training set. Then, the AKD is
applied to derive a clean model from the poisoned model,
using both the identified poisoned data and a small amount
of clean data, following a cycle iteration mechanism.

Distilled DMM for Locating Poisoned Data

Traditional backdoor defenses use clean data for fine-tuning
or distillation to erase the backdoors (Zhao, Xu, and Yuan
2024; Zhao et al. 2024b). However, they require a large num-
ber of clean data and fall short of completely eliminating
the backdoor mapping (higher ASR). This paper leverages a
small number of clean samples to identify a small number
of poisoned samples and incorporates them into the distil-
lation process, enabling the model to more effectively re-
move backdoors. To find poisoned samples, we propose the
Directional Mapping Module (DMM), which has the same
structure as the poisoned model and is distilled by a small
amount of flipped clean data to disrupt the clean mapping of
the DMM while reinforcing the backdoor mapping, thereby
facilitating the identification of trustworthy poisoned sam-
ples. The goal of DMM is to make the probability distribu-
tion difference of clean mapping as large as possible, while
making the probability distribution difference of backdoor
mapping as small as possible.

Assume that we have access to a small number of clean
data DZ €% (Yosinski et al. 2014; Zhao, Xu, and Yuan 2024,
Zhao et al. 2024b). We modify the ground-truth label y of
clean data x and flip it to an incorrect label y' € Y to cre-
ate a flipped clean data D ew’ where Y is label space. We
initialized the DMM with shared parameters from the fg-.

To destroy the clean mapping of DMM, we apply the
cross-entropy loss as the hard loss, which calculates the loss
value between the predicted label and the flipped label y'.
The formula is as follows:

Lhurd = _E(w,y’)EDLfew

where, DM M () is the prediction of the DMM.

Fine-tuning the DMM on the flipped data D} ew' g equiv-
alent to introducing a new mapping relationship, which leads
the DMM to readjust the feature distribution and reduces the
stability of backdoor mapping. To reinforce the backdoor
mapping of DMM, we introduce knowledge distillation for
feature alignment by incorporating Kullback-Leibler (KL)
divergence and mean square error (MSE) loss as soft loss:

Lsoft = _ZmeDgew/ SFt(.’E,T) IOg(SFS({E,T))
FMean(S, psew (Hy(w) — Hy(@)?),

where T is the temperature. SF;(x,T) and SFs(x,T) are
the softmax layer output of the poisoned teacher fy+ and
student model DMM with T, respectively. H;(-) and H(-)
are the last hidden sates of fy« and DMM, respectively.

In the fine-tune stage of DMM, the total loss is formu-
lated by combining the hard loss (Eq.1) and soft loss (Eq.2)
to achieve the desired balance between disrupting the clean
mapping and preserving the backdoor mapping. The total
loss is as follows:

+y' log(DM M (z)), (H

@

Lpymm = aLpgra + (1 — @) * (Lsoye), 3)
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where a € [0, 1] is the hyper-parameter.

After distilling the DMM, there will be a deviation in the
probability distribution for clean inputs between the DMM
and fy+, while the output probabilities for poisoned inputs
show almost no deviation. Therefore, poisoned data can be
identified by calculating the mean error of the probability
distributions between the DMM and fg«.

Zzabs(fg* ('13, y) - DMM(ij y))

Y] ’
where abs(+) is the absolute value function. fy«(x,y) rep-
resents the probability that the data z is predicted to be y.
When the MEPD of the data is less than the threshold 7, it is
considered to be poisoned. Otherwise, it is clean data. The ~y
is determined through a small number of clean data.

MEPD =

(C))

Adversarial Knowledge Distillation

Traditional knowledge distillation focuses on guiding the
student model to learn the feature distributions of the teacher
model, thereby facilitating knowledge transfer and enhanc-
ing generalization (Phuong and Lampert 2019). However, in
backdoor defense task, directly applying traditional knowl-
edge distillation can lead the student model to simultane-
ously learn both the clean and backdoor mapping from
the poisoned teacher model, making it difficult to elimi-
nate backdoors (detailed discussion in Section ). In addition,
although some studies utilize task-related clean datasets
to distill a clean model from the poisoned model, such
as W2SDefense (Zhao et al. 2024b), they require a large
amount of clean data, which limits their practical appli-
cation. To address this issue, we propose an Adversarial
Knowledge Distillation (AKD), which employs an adversar-
ial distillation strategy to promote the learning of clean map-
ping while suppressing backdoor mapping on limited clean
and poisoned data (as shown in Figure 2(c)). Specifically,
the teacher model is the poisoned model fy- with frozen pa-
rameters, while the student model (C'M) shares the same
architecture and parameters as fy-. The AKD adopts a cy-
cle iteration mechanism, performing trust distillation on a
small amount of clean data and punish distillation on a small
amount of poisoned data identified in the previous step. By
alternating between two types of distillation, the backdoor
mapping is eliminated without reducing the clean mapping.

To be specific, trust distillation utilizes the clean data
DIe% to instruct the CM reinforce the learning of clean
mapping from the fy-. The loss function is shown below:

Ltrsut == )\Lhard + (]- - )\) * (Lsoft)a (5)
where ) is the hyper-parameter.

Punish distillation applies a small number of poisoned
data sze“’* identified by DMM to prevent the C'M from
learning the backdoor mapping of the fy« to erase the back-
door via the penalty loss function. The loss function:

Lpenalty = _(/\Lhard + (1 - /\) * (Lsoft))' (6)
The optimize objectives of AKD as follows:
é* = a?“geznin{E(M,yi)ND({ew [Etrust(fG* (l’i), yl)]
+ By, oo [Lpenatey (o (20, 57)]} - (D)



Attacks No Defense FT ONION IMBERT TextGuard W2SDefense Ours
ASRT CACC?T ASR| CACCtT ASR] CACCT ASR] CACCT ASR] CACCtT ASR| CACCtT ASR|] CACCtT
SST2
Clean - 91.97 - 89.79 - 90.02 - 83.95 - 89.45 - 89.91 - 91.06
BadWords 100.00 91.63 63.06 88.65 49.32 89.40 2095 8395 3559 89.56 21.17 89.79 0.00 90.14
AddSent 100.00 91.62 72.07 88.07 91.67 88.07 18.02 85.67 2140 90.02 5563 91.17 0.00 91.17
Syntax 9527 91.51 6622 89.22 90.09 90.02 89.86 86.01 4842 89.11 40.09 90.71 248 90.48
StyBkd 85.14 90.14 5550 89.79 68.92 8521 82.88 81.77 70.72 8234 27.48 90.25 4.86 90.59
AttrBkd 9595 91.86 9505 9048 9550 88.19 96.17 89.11 96.62 87.04 496 91.28 0.23 90.48
BGMAttack 99.32 83.14 4730 86.47 93.07 6791 95.16 7337 8871 77.79 14.19 90.25 3.15 90.25
Average 9595 90.27 66.53 8892 8143 8555 67.17 8340 60.24 8647 2725 9048 1.79 90.60
OLID
Clean - 82.79 - 83.14 - 81.98 - 80.58 - 84.19 - 80.70 - 81.39
BadWords 100.00 83.95 92.08 79.30 79.17 80.93 82.08 8233 59.58 84.07 10.83 79.30 0.00 80.81
AddSent 100.00 81.98 95.83 79.88 95.00 82.09 8542 81.51 100.00 84.88 625 79.42 0.00 81.28
Syntax 99.58 82.67 96.25 8128 98.75 80.35 98.33 82.33 96.67 8395 10.00 80.70 1.67 79.88
StyBkd 92.58 79.65 76.61 80.00 91.61 7326 9645 8291 8742 8326 47.10 8035 290 84.30
AttrBkd 9742 78.95 8291 7535 8048 77.44 96.77 7547 97774 7758 10.65 7837 2.26 82.79
BGMAttack 97.26 7395 6275 7826 93.07 6791 9516 7337 8871 7779 20.81 79.65 0.81 83.37
Average 97.81 80.56 84.41 79.60 89.68 77.71 9237 79.79 8835 82.25 1761 79.78 127 81.97
AGnews

Clean - 93.96 - 92.87 - 92.33 - 93.12 - 91.93 - 93.93 - 92.86
BadWords 100.00 94.01 51.09 9247 29.65 9197 1230 93.13 6332 91.65 1.67 9394 0.04 93.53
AddSent  100.00 9390 4346 9243 65.75 91.86 11.81 93.01 2.18 91.65 0.00 9392 0.00 93.53
Syntax 99.88 9392 3516 92.83 9491 91.18 9437 9255 575 91.75 039 9391 0.02 94.00
StyBkd 9733 9290 71.05 9278 98.19 90.38 96.86 9224 56.82 8558 10.37 94.07 228 93.51
AttrBkd 98.70 9330 91.05 92.17 97.68 9150 9832 9245 9787 8834 242 9382 042 93.68
BGMAttack 99.25 9340 7098 9249 70.49 91.16 93.63 9276 98.92 6997 521 94.05 212 93.50
Average 99.19 93.63 6047 9258 76.11 9148 67.88 92.75 5414 8727 334 9395 0.81 93.52

Table 1: ASR and CACC of the proposed method compare with baselines. The bold and underline are the best and second best
values. ”Clean” means the performance of clean model, which trains on clean dataset.

Defenses BadWords AddSent SynBkd StyBkd AttrBkd BGMAttack
ASR] CACCt ASR| CACCt ASR| CACCt ASR| CACCt ASR| CACCt ASR| CACCT

FT 63.06 88.65 72.07 88.07 6622 89.22 5550 89.79  95.05 9048 4730  86.47
FT+DMM 19.60 88.30 10.59 89.33 2297 87.84 3739 88.65 2590 89.83 29.73  89.79
KD 100.00 91.74 100.00 9140 9460 9197 69.60 9048 9572 9128 9752  86.58
KD+DMM  20.50  91.86 14.41 91.63 4054 91.17 49.78 90.60 6577  89.91 68.69  90.14
AKD+DMM  0.00 90.14 0.00 91.17 248 90.48 4.86 90.59 0.23 90.48 3.15 90.25

Table 2: Performance of DMM and ADK on the SST2.

During the training stage, the AKD performs a cycle iter-
ation mechanism, alternating between trust and punish dis-
tillation. By alternating these two distillations, AKD ensures
that the clean mapping is strengthened through the trust dis-
tillation, while the backdoor mapping is gradually erased
during the punish distillation.

Evaluation
Evaluation Settings

Datasets & Attacks. We conduct experiments on SST2
(Socher et al. 2013), AGnews (Zhang, Zhao, and LeCun
2015), and OLID (Dai et al. 2020). We simulate six promi-
nent backdoor attacks: AddSent (Dai, Chen, and Li 2019),
BadWords (Chen et al. 2021), SynBkd (Qi et al. 2021b),
StyBkd (Pan et al. 2022), AttrBkd (Du et al. 2024), and
BGMAttack (Li et al. 2024).
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Baselines & Metrics. @ We compare BeDKD with five
mainstream defenses: Fine-Tuning (FT) (Yosinski et al.
2014), ONION (Qi et al. 2021a), IMBERT (He et al.
2023a), TextGuard (Pei et al. 2024), and W2SDefense
(Zhao et al. 2024b).To be fair, we follow previous stud-
ies and utilize four commonly adopted metrics. ASR and
CACC measure the accuracy of poisoned data and clean
data. FAR means the percentage of poisoned data classified
as clean out of all poisoned data. FRR means the percentage
of clean data classified as poisoned out of all clean data.

Implementation Details. We leverage the AdamW opti-
mizer with the learning rate of 3 x 107> to train the poi-
soned model (widely used BERT) for 10 epochs. According
to previous experience, the temperatures 1" of the DMM and
AKD are set to 1.5 and 2.5, respectively. The v and \ are
both set to 0.3. We train the DMM and AKD for 20 epochs
and 50 epochs.



Loss Functions BadWords AddSent SynBkd StyBkd AttrBkd BGMAttack

FAR FRR FAR FRR FAR FRR FAR FRR FAR FRR FAR FRR

Lhard 0.00 4.13 76.13 459 66.67 390 59.60 1995 99.55 17.09 67.58 32.00

Lipard+Lsoft 0.00 092 0.00 0.69 4212 138 5023 149 6.08 206 29.28 1.03

Table 3: Performance of the loss function in DMM.
n BadWords AddSent SynBkd StyBkd AttrBkd BGMAttack
¢ ASR] CACCT ASR] CACCT ASR] CACCT ASR] CACCT ASR] CACCT ASR] CAcCCt

80 0.90 90.60 0.00 88.19 0.90 85.09 1.94 87.84 0.00 85.44 1.38 88.53
160  0.00 91.86 0.00 90.25 2.70 89.45 2.65 88.32 0.23 90.48 2.70 89.91
320 0.00 90.14 0.00 91.17 2.48 90.48 4.86 90.59 0.23 90.48 3.15 90.25
640 0.23 89.91 0.00 91.40 451 89.33 10.09 90.71 0.68 91.63 4.96 91.28

Table 4: CACC and ASR of different scale of clean data on the SST2. n, is the number of clean samples in each class.

Comparison Results

Table 1 summarizes the performance comparison of BeDKD
with baselines. "No Defense” means the poisoned models
without any defenses. All backdoor attacks always achieve
more than 99% ASR. BeDKD significantly outperforms
baselines on most attack settings and lowers around 98% of
all backdoor attacks without compromising CACC in most
cases. For insertion-based attacks, BadWords and AddSent
use visible rare words and fixed sentences as triggers. Al-
though most baselines can mitigate them, BeDKD achieves
lower ASR and higher CACC, especially the average ASR
and CACC on three datasets achieve 0.01% and 88.41%,
which is better than the best baseline, W2SDefense (av-
erage ASR 15.92% and CACC 87.83%). For paraphrase-
based attacks, SynBkd, StyBkd, AttrBkd, and BGMAttack
use invisible syntax templates, style, attribution, and Al-
generated texts as triggers. BeDKD still reduces the average
ASR to 1.93% (116.14% than W2SDefense). These results
show that BeDKD effectively mitigates both visible and in-
visible triggers. On the OLID dataset, all defense baselines
cannot work well because the small scale of the dataset.
While BeDKD still effectively defends against all backdoor
attacks on OLID dataset and reduces the average ASR to
1.27% (117.61% than W2SDefense). Moreover, BeDKD re-
quires 232s to achieve defense on SST2, which is dramati-
cally more efficient, running orders of magnitude faster than
W2SDefense (>4,000s) and TextGuard (>30,000s). Over-
all, BeDKD makes a satisfactory trade-off on a small amount
of clean data.

Ablation Study

The Impact of DMM and AKD. Table 2 shows that both
the DMM and AKD significantly enhance the effectiveness
of defense. The FT and KD methods both suffer from trig-
ger residue, where they only reduce the average ASR to al-
most 66.53% and 92.91%, respectively. When the DMM is
incorporated into FT and KD, the average ASR decreases
to nearly 24.36% and 43.28%, while the CACC remains un-
changed. Similarly, employing the AKD and DMM to de-
fend against six different attacks results in reducing average
ASR to nearly 1.79%, with CACC only decreasing almost
1%. This indicates that the AKD effectively erases the back-
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Figure 3: ASR and CACC of the scale of poisoned data n,,.
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Figure 4: FAR and FRR of different threshold y on the SST2.

door mapping to the maximum extent while preserving the
clean mapping. Consequently, our proposed BeDKD, which
integrates the DMM and AKD, achieves the lowest ASR
while maintaining acceptable CACC.

The Impact of Loss Function. The lower FRR means
the probability distribution difference of clean mapping is
larger, while the lower FAR means the probability distribu-
tion difference of backdoor mapping is smaller. As shown
in Table 3, for Lp,.q, the average FRR is close to 14% on
all six attacks, but the average FAR is close to 62%, indicat-
ing that Lp.-q is not only effective in destroying the clean
mapping but also in destroying the backdoor mapping of the
DMM. After the addition of L., the average FRR drops
to about 1%, and the average FAR drops to 22%, especially
on AddSent and AttrBkd attacks. The distilled DMM not



. d Attack Before After

poisoned rate ttacks ASRT CACCT ASR] CACCT

BadWords 100.00 82.44 0.00 83.95

AddSent  100.00 82.33 0.00 84.53

10% SynBkd 99.03  82.91 0.81 82.09

StyBkd 89.19 81.09 3.87 83.60

AttrBkd 97.10 81.86 0.81 83.26

BGMAttack 92.74 82.09 2.58 83.37

BadWords 100.00 8291 0.16 83.84

AddSent  100.00 83.71 0.00 83.61

59, SynBkd 98.39 8337 0.14 83.02

StyBkd 86.77 82.09 3.68 82.01

AttrBkd 93.39 8272 097 83.02

BGMAttack 91.29 8291 274 85.14

Table 5: Attack efficacy of different poisoned rate r.

Before After
Attacks  ACCT —xops—CACCT ASR]  CACCT
HateSpeech
BadWords  80.34 100.00  82.44 0.97 80.70
AddSent 80.77 100.00  82.33 0.16 81.67
SynBkd 8429  99.03 82.91 0.16 81.98
StyBkd 86.97  89.19 81.09 1.45 81.74
AttrBkd 81.35 97.10 81.86 3.23 81.74
BGMAttack 82.60 92.74 82.09 0.16 82.21
Average 82.72  96.34 82.12 1.02 81.67
Al-Generated Text
BadWords  80.00 100.00  82.44 1.45 79.12
AddSent 79.53 100.00  82.33 0.29 79.51
SynBkd 81.56  99.03 8291 0.32 79.58
StyBkd 81.25  89.19 81.09 1.77 78.09
AttrBkd 66.72  97.10 81.86 3.65 80.23
BGMAttack 78.63  92.74 82.09 1.76 80.01
Average 7795  96.34 82.12 1.54 79.42

Table 6: Performance of cross-domain data. ”ACC” means
the accuracy of cross-domain data for poisoned model.

only breaks the clean mapping but also affects the backdoor
mapping slightly. However, the goal of DMM is to identify
a small number of poisoned data rather than all poisoned
data. Therefore, the DMM should achieve the lowest FRR
and lower FAR. These results illustrate that using only the
simple Lpq.q loss function will destroy both the clean map-
ping and the backdoor mapping, while combining the L q,q
and L,y loss functions can preserve the attention distri-
butions of the backdoor mapping as much as possible and
destroy the clean mapping of the DMM.

Sensitivity Analysis

The Impact of the Clean Number n. and Poisoned Num-
ber n,.  As shown in Figure 3,when the n. is fixed at 320,
the convergence rate of AKD becomes faster as the scale of
the poisoned data n,, increases, especially on the SynBkd
and StyBkd. As shown in Table 4, when the n,, is fixed at
32, CACC shows an overall upward trend and ASR shows
a small fluctuation with the increase of n.. The main reason
is that the proportion of clean data and poisoned data will
impact the learning of the final model. A larger proportion
(n./n,) makes the final model learn clean mapping and re-
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duces the penalty force of backdoor mapping, resulting in
the clean model still retaining part of backdoor mapping.
While a small proportion (n./n,) makes the final model
pay more attention to destroying backdoor mapping and re-
ducing the learning of clean mapping, resulting in a lower
CACC. Overall, when n.=320 and n,=32, BeDKD achieves
the best defense effect on both ASR and CACC.

The Impact of Threshold . To better demonstrate the
logit offsets of clean and poisoned samples, we present FAR
and FRR in Figure 4. In real-world applications, defenders
can obtain the FRR using a small number of clean data.
With the increase of the threshold ~, the FAR gradually
decreases while the FRR gradually increases. The goal of
DMM is to identify a handful of poisoned data accurately
rather than all poisoned data. Therefore, the DMM should
achieve the lowest FRR and lower FAR. The threshold
range is 0.05~0.25, which can obtain lower FRR and FAR.
When 7 = 0.1, the optimal balance between FAR and FRR
can be achieved. These results indicate that a small amount
of clean data can determine the range of ~.

The Impact of Poisoned Rate r.  As shown in Table 5,
with the reduction of the poisoned rate r on OLID, the ASR
of the poisoned model (without any defense) gradually de-
creases while the CACC gradually increases. After defense
through BeDKD, the average ASRs of different r reduce to
1.35% (r=10%) and 1.28% (r=5%) while not significantly
reducing CACC in most cases. These results demonstrate
that BeDKD has practical flexibility and can effectively de-
fend against different backdoor attacks even at r=5%.

The Impact of Cross-domain Data. As shown in Table
6, BeDKD can effectively defend against backdoor attacks
through clean proxy data (HateSpeech) and Al-generated
texts (GPT-40). For clean HateSpeech and Al-generated
texts, the average ACCs are 82.72% and 77.95%, which are
close to the CACC of OLID 82.12%. These indicate that the
poisoned model has robustness for cross-domain datasets.
After defensive, the average ASRs are reduced to 1.02%
(HateSpeech) and 1.54% (Al-generated Texts). Compared
with HateSpeech, the CACC of Al-generated texts is lower
at 79.42%. The main reason is that the probability distri-
bution of Al-generated texts is more similar, and there are
more repetitive sentence patterns and words. These results
show that BeDKD has strong generalization and robustness.

Conclusion

In this paper, we propose a novel backdoor defense, called
BeDKD, which balances backdoor defense and model per-
formance using a small amount of clean and poisoned data.
The DMM identifies a handful of poisoned data through
a small number of clean data and knowledge distillation.
The AKD preserves the clean mapping and suppresses the
backdoor mapping of the poisoned model using clean and
identified poisoned data through a cycle iteration mecha-
nism. Our work makes a satisfactory trade-off between ASR
and CACC as much as possible, enhancing the security of
DNNs. In the future, we will further explore backdoor de-
fenses for generative large language models.
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