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Abstract

Backdoor attacks pose severe threats to machine learning
systems, prompting extensive research in this area. How-
ever, most existing work focuses on single-target All-to-
One (A20) attacks, overlooking the more complex All-to-X
(A2X) attacks with multiple target classes, which are often
assumed to have low attack success rates. In this paper, we
first demonstrate that A2X attacks are robust against state-
of-the-art defenses. We then propose a novel attack strategy
that enhances the success rate of A2X attacks while main-
taining robustness by optimizing grouping and target class as-
signment mechanisms. Our method improves the attack suc-
cess rate by up to 28%, with average improvements of 6.7%,
16.4%, 14.1% on CIFAR10, CIFAR100, and Tiny-ImageNet,
respectively. We anticipate that this study will raise awareness
of A2X attacks and stimulate further research in this under-
explored area.

Code — https://github.com/kazefjj/A2X-backdoor
Extended version — http://arxiv.org/abs/2511.13356

1 Introduction

Deep learning has achieved remarkable success across
various domains, including face recognition (Taigman
et al. 2014; Schroff, Kalenichenko, and Philbin 2015), au-
tonomous driving (Jin et al. 2022; Zeng et al. 2022; Jiang
et al. 2023), and security surveillance (Ribeiro, Lazzaretti,
and Lopes 2018; Benfold and Reid 2011). Despite these ad-
vancements, its opaque nature also exposes deep learning
systems to significant security threats. Among these, back-
door attacks pose one of the most severe risks. In such at-
tacks, adversaries inject malicious functionalities into deep
learning models, typically by inserting poisoned samples
into the training dataset (Gu et al. 2019; Chen et al. 2017;
Barni, Kallas, and Tondi 2019) or modifying model parame-
ters (Liu et al. 2018; Tang et al. 2020). These injected hidden
malicious behaviors remain dormant under normal inputs
but activate when the input contains pre-defined triggers.
Since backdoors can lead to severe consequences in real-
world applications, various defensive methods have been
proposed (Li et al. 2021b; Wang et al. 2019; Guo et al.
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Figure 1: Comparison of A20 and A2X attacks. In A20 at-
tacks, all triggered samples from source classes are misclas-
sified into a single target class (Class 1). In A2X attacks,
source classes are clustered into X groups (X=3 shown
here), with each group assigned a distinct target class. Trig-
gered samples from each group are then misclassified to
their group’s designated target class.

2023; Hou et al. 2024; Gao et al. 2019; Huang et al. 2022).
However, existing defensive research has predominantly fo-
cused on All-to-One (A20) (Gu et al. 2019; Chen et al.
2017) attacks, where all poisoned samples are misclassified
into a single target class, while largely overlooking All-to-X
(A2X) (Gu et al. 2019; Doan et al. 2021; Cai et al. 2024)
attacks, which distribute misclassifications across multiple
target classes (Figure 1 illustrates the differences between
A20 and A2X attacks). This oversight is critical because
A2X attacks inherently exhibit both enhanced robustness
against defensive methods. Their distributed misclassifica-
tion behaviors better mimic natural model errors, making
them harder to detect. Despite this advantage, A2X attacks
remain understudied due to a key practical limitation: their
multi-target nature increases task complexity, often leading
to unsatisfactory attack success rates.

Therefore, in this paper, we investigate how to enhance
the effectiveness of A2X attacks and highlight their under-
estimated risks. Through an analysis of prior work, we find
that existing A2X attacks employ overly simplistic strate-
gies for target class mapping, such as misclassifying the i-th



class as the (i +1)-th class (Gu et al. 2019; Doan et al. 2021;
Cai et al. 2024) or using random mappings (Gu et al. 2019;
Li et al. 2022; Nguyen and Tran 2020). These strategies ig-
nore the significant impact of mapping selection on attack
performance. In fact, our experimental results demonstrate
that the attack effectiveness of A2X attacks can be greatly
improved by carefully designing mapping strategies.

To overcome the limitations in attack effectiveness, we
propose a systematic two-step approach for optimizing tar-
get class mappings in A2X attacks. A2X attacks operate
by (1) recognizing source class groups and (2) predict-
ing triggered samples from each group into their associ-
ated target classes (see Figure 1). Our method optimizes
these two steps independently. First, we group semantically
similar source classes by leveraging feature representations
from a surrogate model, measuring class similarity through
clustering in the embedding space. This grouping strategy
enhances inter-group distinction, significantly simplifying
source class recognition. Next, we frame target class assign-
ment as an optimization problem, maximizing the feature-
space distance between source clusters and their assigned
target classes via bipartite graph matching. This approach
minimizes feature interference between source and target
classes, thereby easing the model’s learning burden.

Our main contributions are summarized as follows:

* We reveal that state-of-the-art backdoor defenses exhibit
insufficient performance against A2X attacks, as their as-
sumptions primarily hold for A20 attacks.

* We design novel target class mapping strategies and
demonstrate that, contrary to conventional belief, A2X
attacks can achieve high attack success rates. To the best
of our knowledge, our work is the first to systematically
enhance the effectiveness of A2X attacks.

* We validate the effectiveness of our proposed A2X at-
tacks through extensive experiments. Our design signifi-
cantly improves the attack success rate compared to ex-
isting methods while demonstrating minimal dependence
on attacker knowledge and high transferability.

2 Related Work

Backdoor attacks can be categorized as All-to-One (A20) or
All-to-X (A2X) based on their target class selection. While
most research focuses on A20 attacks that map all triggered
samples to a single target class (Gu et al. 2019; Chen et al.
2017; Barni, Kallas, and Tondi 2019; Li et al. 2021a), A2X
attacks employ multiple target classes (Gu et al. 2019; Doan
et al. 2021; Li et al. 2022; Nguyen and Tran 2020; Cai et al.
2024). Notable examples include the All-to-All variant with
cyclic class mappings (Gu et al. 2019; Doan et al. 2021;
Cai et al. 2024) and random one-to-one source-target as-
signments (Gu et al. 2019; Li et al. 2022; Nguyen and Tran
2020). These A2X attacks have received less attention due
to their low attack success rates. To address this gap, in this
paper, we propose a novel mapping selection method to en-
hance the attack success rate of A2X backdoor attacks.
Researchers have designed various approaches to improve
attack robustness against defensive measures (see backdoor
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defenses in Appendix C) for A20 attacks, including de-
veloping more invisible triggers (Chen et al. 2017; Barni,
Kallas, and Tondi 2019; Li et al. 2021a), designing condi-
tional backdoors (Tian et al. 2022; Dong et al. 2023; Duan
et al. 2024), and selecting more effective poisoned sam-
ples (Xia et al. 2022; Wu et al. 2023; Gao et al. 2023). How-
ever, as we show in Section 3, A2X attacks offer orthogonal
robustness benefits while facing distinct challenges in attack
effectiveness.

3 The Good and Bad of A2X Attacks
3.1 Definition of A2X Attacks

While the commonly studied A20 attacks classify all sam-
ples with specific triggers into only one target class for each
model, A2X attacks redirect those samples into multiple tar-
get classes (X >1).

Specifically, given input sample x and its corresponding
ground-truth label y € Y = 0,..., K — 1, where K is the
number of all possible labels, the deep learning model with a
backdoor predict a target class for triggered version of input
Zyr, tr denotes the attacker-specified trigger, and in the A2X
attack, the trigger remains identical for all target classes. The
determination of the target class only depends on the func-
tion G(y), where G maps source classes into target class(es).

Unlike A20 attacks that only have one target class
({G(y)} = 1), A2X attacks misclassify triggered inputs
into X target classes (|[{G(y)}| = X). In an A2X attack,
when determining the class mapping, all source classes are
divided into X groups, each associated with a different tar-
get class. The lower part of Figure 1 illustrates an example of
X = 3, where the source classes are categorized into three
groups (C, Cs, and C'3) and are mapped to target classes 2,
4, and 0, respectively. When the number of target classes and
source classes is the same (X = K), the attack is reduced
to All-to-All attacks. A typical class mapping method (Gu
et al. 2019; Nguyen and Tran 2021; Doan et al. 2021) for
this case is G(y) = (y + 1) mod K, meaning each class is
misclassified as the next one in a cyclic manner.

‘We note that the One-to-N (O2N) attack (Xue et al. 2020)
also supports multi-target settings. However, O2N employs
multiple distinct triggers to target different classes, essen-
tially acting as a combination of several A20 attacks. Con-
sequently, some existing defenses designed for A20 attacks
can mitigate O2N attacks. In contrast, our proposed A2X
attack utilizes only a single trigger and demonstrates inher-
ent robustness against current defenses. Additional details
regarding this comparison are provided in Appendix B.

3.2 Robustness against Defenses of A2X Attacks

As most existing defenses are primarily designed for A20
attacks, it is unclear whether they remain effective for A2X
attacks. In this section, we show existing representative
SOTA backdoor defenses are ineffective to A2X attacks.
We construct the A2X attack using ResNet18 models with
the CIFAR10 dataset. We utilizing a 3 x3 white square as the
trigger pattern and choose a poisoning rate of 5%, following
the setup of BadNets (Gu et al. 2019). The value of num-
ber of target classes X is set to 1, 2, 5, 8, 10, respectively.



Defenses— |No defense| ABL V&B IBD SCALE | NC FP

Value of X| ASR ‘ ASR ASR ‘ ASR ‘ ASR ASR ASR

X=1(A20)| 97.4+0.1 | 2.0+1.4]| 0.7+0.6 | 0.6+0.6 [12.1+10.2] 6.0+9.2 | 1.3+0.7
X=2 89.2+1.5 |86.0+4.1| 4.6+5.7 | 5.94+86 [46.6+12.0|90.3+0.6/79.3+17.6
X=5 87.6+12 |78.4+53|58.9+13.2(43.0+£35.6(53.9+12.0|86.0+2.2|71.5+18.5
X=8 87.440.6 |81.24+3.0| 85.7+6.0 |51.6+£34.0| 68.8+4.2 |87.8+0.5|47.1+40.4
X=10 86.7+0.5 |79.0+3.7| 85.4+1.5 | 72.549.1 | 73.3+4.6 |86.4+1.5| 5.8+10.1

Table 1: Performance of Defense Methods Against existing A2X Attacks on CIFAR10 with ResNet18. Results are reported
as {mean} + {standard deviation } of five repeated trials. ASR(%) denotes Attack Success Rate. X represents the number of

target classes. Bold values indicate results lower than 20%.

When mapping the source classes to target classes (G(+)),
following (Gu et al. 2019; Doan et al. 2021; Cai et al. 2024),
we employ G(y) = (y + 1) mod K for X=10 and random
mapping for other X values.

We consider six representive backdoor defenses. Anti-
Backdoor Learning (ABL) (Li et al. 2021b), the Victim
and the Beneficiary (V&B) (Zhu et al. 2023), FinePrun-
ing(FP) (Liu, Dolan-Gavitt, and Garg 2018), Input-level
Backdoor Detection (IBD) (Hou et al. 2024), SCALE-
UP(SCALE ) (Guo et al. 2023), Neural Cleanse (NC) (Wang
etal. 2019). These defenses are implemented using the open-
source BackdoorBox toolkit (Li et al. 2023). Since IBD and
SCALE are originally designed for backdoor detection (not
removal), we integrate the unlearning method proposed by
(Li et al. 2021b) to enable backdoor removal, ensuring fair
comparison across all approaches. Detailed configurations
are provided in Appendix D.3.

Experimental Results: Table 1 reports our experimental
results. The results demonstrate that existing defenses are
highly effective against A20 attacks but show unsatisfac-
tory performance against A2X attacks. Attack Success Rate
(ASR) in the table is the proportion of poisoned samples
misclassified into the target classes. After applying backdoor
defense, the attack success rate of A20 attacks decreases
from 97.4% to less than 12.1% (the first row of Table 1),
highlighting the effectiveness of defensive methods. In con-
trast, for A2X attack, none of the methods can remain effec-
tive (working only in a limited number of cases). Moreover,
the attack success rate exceeds 70% in half of the experimen-
tal settings. The ineffectiveness of these defenses stems from
the fact that their underlying assumptions do not hold for
A2X attacks. For instance, the ABL method assumes that the
model learns the backdoor task faster compared to the main
model training task. This assumption is reasonable for A20
attacks, where predicting all samples with a specific trigger
into a single target class is simpler than the main training
objective. However, the backdoor task becomes significantly
more complex for A2X attacks, especially as the value of X
increases. Consequently, the backdoor task is not necessar-
ily easier than the main model training task, which renders
the ABL defense ineffective. A detailed analysis of the inef-
fectiveness of those defenses is provided in Appendix E.

3.3 Effectiveness of A2X Attacks

Although A2X attacks exhibit inherent robustness against
existing defenses, the backdoor task of mapping source

35804

X=1(A20)
100

X=2

80

60

ASR(%)

40

20

0.2 0.4 0.6 0.8

Poisoning Rate(%)

Figure 2: The Attack Success Rate of A2X Attacks under
Different Poisoning Rates on CIFAR10 with ResNet18.

classes into different target classes is often too complex for
the model to learn. This complexity can lead to low attack
success rates, especially under low poisoning rates.

Figure 2 reports the attack success rates of existing A2X
attacks on CIFAR10 with varying poisoning rates. The re-
sults demonstrate that A2X attacks consistently achieve
lower attack success rates compared to A20 attacks (the
case where X = 1) across all settings, with attack success
rates decreasing as X increases. For example, when the poi-
soning rate is 0.2%, the A20 attack achieves a high success
rate of 87.8%, while A2X attacks yield success rates below
72%. This rate drops further to 50.7% when X increases to
5, and decreases to 43.8% when X = 10.

This low attack success rate explains why prior defensive
methods tend to overlook A2X attacks. Therefore, in this pa-
per, we highlight the potential harm of A2X attacks by de-
signing new methods that significantly improve their attack
success rate. Our experimental results in Section 5 demon-
strate that our methods can increase the attack success rate
by up to 28%.

4 Methodology
4.1 Threat Model

We consider the scenario where the adversary acts as the
data provider and can inject poisoned samples into the train-
ing dataset. The victim trains a model using the poisoned
dataset, and the adversary has no control over the training
process. The adversary’s goal is to inject a hidden backdoor
into the victim’s model, which behaves normally on clean



inputs but causes attacker-specified misclassifications when
presented with inputs containing triggers.

Following (Xia et al. 2022; Wu et al. 2023), we con-
sider two distinct scenarios based on the attacker’s knowl-
edge: (1) the adversary possesses prior knowledge of the vic-
tim’s training details (including model architectures and op-
timizers), and (2) such knowledge is unavailable. As demon-
strated in Section 5.4, our method achieves consistent effec-
tiveness in both scenarios.

4.2 Overview

Our research goal is to improve the attack success rate of
A2X attacks while maintaining their robustness. Through
careful analysis of existing A2X attack methods, we discov-
ered that these methods typically employ overly simplistic
target class mapping strategies, such as random mapping or
mapping one class to the next class in a cyclic manner. We
hypothesize that these simple class mapping approaches are
the root cause of the ineffectiveness of A2X attacks, and aim
to enhance attack effectiveness by optimizing the mapping
strategy (The impact of mapping strategy on attack flexibil-
ity is discussed in Appendix G).

Recall that A2X attacks predict triggered samples orig-
inally belonging to each class group into a specific target
class (Figure 1 and Section 3.1). The underlying mechanism
of the backdoor involves two key steps: (1) recognizing the
class groups and (2) identifying the target class assigned to
each class group, both the class grouping and target class as-
signment can be sub-optimal, presenting significant oppor-
tunities for improvement.

frog

automobile

Figure 3: The t-SNE visualization of the CIFAR-10 dataset

For the class grouping aspect, it is evident that recog-
nizing a class group containing similar classes (such as cat
and dog in Figure 3, which shows the t-SNE visualization
of CIFARI10) is simpler than recognizing a group consist-
ing of dissimilar classes (such as dog and truck), as the for-
mer requires a less complex classification boundary (upper
part of Figure 4). This observation suggests that we can de-
sign grouping strategies that avoid the sub-optimal results
induced by random grouping and are easier for the model to
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Figure 4: Comparison of our method with existing ap-
proaches. We first cluster similar classes into the same class
groups, resulting in simpler decision boundaries that are eas-
ier to learn (upper part). We then select more distant target
class for each class group to reduce feature interference dur-
ing model training (lower part).

learn, thereby achieving better attack effectiveness. As illus-
trated in the upper part of Figure 4, our solution for this as-
pect is to group similar classes together, forming a simpler
classification boundary, thus making this task more learn-
able for the model (Section 4.3).

For the target class assignment aspect, establishing back-
door mappings from source groups to target classes that are
distant from the groups in the feature space is clearly easier
than mapping to classes that are closer. For example, predict-
ing triggered samples originally from classes cat and dog to
the class truck is easier than predicting samples from classes
cat and dog to the class bird (Figure 3). When the feature
distance between a source group and its corresponding target
class is too small, feature overlap occurs, significantly inter-
fering with the learning of the backdoor mapping and poten-
tially resulting in a lower attack success rate. 7o address this
challenge, as shown in the lower part of Figure 4, we pro-
pose a method that assigns target classes that are maximally
distant from the source groups in the feature space to aviod
feature confusion (Section 4.3).

4.3 The Design of Our A2X Attack

In this section, we present the details of our method, includ-
ing the similarity-based class grouping and distance-aware
target class assignment. Algorithm 1 in Appendix A presents
the details of our design.

Similarity-Based Class Grouping that Maximizes
Intra-group Similarity. Our class grouping method divides
all source classes into X groups, with the requirement that
classes within each group exhibit high similarity. These
grouped classes will be used for target class assignment.

We first calculate the similarity between all classes in



the dataset and then perform a clustering algorithm based
on these similarities to produce X clusters. We directly use
these clusters as class groups. Specifically, we train a surro-
gate model f; on the original dataset and use this model to
extract features for class-wise similarity calculation. Follow-
ing existing practices (Paul, Ganguli, and Dziugaite 2021;
Wau et al. 2023), we calculate the position vector of class ¢
using the following equation:

1 i
P = 5z > fula',0)

ziEX

ey

where X? denotes all samples belonging to class ¢ in the
original dataset, 6 represents the parameters of the sur-
rogate model, z° represents the sample from class i, and
fs(x%,0) indicates feature extraction from x% using the sur-
rogate model f,. The z’ can be either a clean sample or
a triggered sample. Empirically, we find that both choices
yield similarly effective results; thus, we use the triggered
sample as x’ for our main experiments. The position vec-
tor of each class is the average of features extracted from
the samples of that class. Based on these position vectors,
we measure the distance between class ¢ and class j using
the /5 norm, which can be expressed as d; ; = || P; — P;|2.
Discussions on different norm choices are in Appendix F.7.

Considering that numerous high-performance clustering
methods exist and that K-means already achieves satisfac-
tory results, we simply adopt K-means for clustering the
source classes, with the number of desired clusters set to
X. The resulting class clusters are directly used as the class
groups for our A2X attack.

Distance-Aware Target Class Assignment that Maxi-
mizes the Distances Between Groups and Target Classes.
Our target class assignment method for backdoor mapping
determines a target class for each of the X class groups,
while maximizing the distance between each group and its
assigned target class. The distance between a group C; and
its corresponding target class G(C;) is defined as the sum of
the distances from all classes within the group to the target
class. Our objective can be formalized as:

> D digey
C,eC jeC;

where C denotes the set that includes all groups. This ob-
jective maximizes the sum of distances between each class
group and its corresponding target class. This optimization
problem can be reduced to a Maximum Bipartite Match-
ing Problem and efficiently solved using existing methods.
Specifically, we construct a bipartite graph using source
class groups C = C7,C5,...,Cx and all possible target
classes YV = 0,1,..., K — 1 as nodes. The nodes within
set C are not connected to each other, and similarly, nodes
within set ) have no internal connections. Edges exist only
between nodes in C and nodes in ), resulting in a total of
K x X edges. The weight of each edge is set to the dis-
tance between the corresponding source group and target
class (3_;cc, dj,g(c,))- Optimizing Equation 2 is equivalent
to finding the Maximum Weight Bipartite Matching of this
graph. In this paper, we employ the Hungarian Algorithm to
efficiently solve this optimization problem.

@)

argmax
g
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5 Evaluation

In this section, we systematically evaluate our proposed
method. We first introduce the experimental settings, then
present the main results, demonstrate the attack’s effective-
ness against defensive measures, examine its transferability
across different victim model knowledge scenarios, and fi-
nally show the ablation results.

5.1 Experimental Settings

We conduct experiments on three commonly used datasets,
including CIFAR10 (Krizhevsky, Hinton et al. 2009),
CIFAR100 (Krizhevsky, Hinton et al. 2009) and Tiny-
ImageNet (Deng et al. 2009). We use three classicial model
architectures for our experiments, including ResNet18 (He
et al. 2016), VGG16 (Simonyan and Zisserman 2014) and
MobileNetV2 (Howard et al. 2017).

When training backdoor models, we follow the data poi-
soning methods of BadNets (Gu et al. 2019) and employ five
representative types of backdoor triggers, including BadNets
with white square pattern (BD-white) (Gu et al. 2019), Bad-
Nets with random square pattern (BD-random) (Gu et al.
2019), Label-Consistent attack (LC) (Turner, Tsipras, and
Madry 2019), Blend (Chen et al. 2017), and Sinusoidal sig-
nal attack (SIG) (Barni, Kallas, and Tondi 2019). We adopt
BD-white as the default trigger throughout our experiments.
As for the backdoor defense methods, we use the six de-
fensive methods used in Section 3.2. For each experimental
setting, we conduct five repeated experiments with different
random seeds and report the average value with the stan-
dard deviation. More detailed experimental settings are in
Appendix D.

5.2 Main Results of Our Proposed A2X Attack

We evaluate our proposed A2X attack with three different
values of target classes (X) and various poisoning rates
using ResNet18. Following (Gu et al. 2019; Doan et al.
2021; Cai et al. 2024), we employ cyclic class mapping
G(y) = (y +1) mod K for X=10 and random mapping
for other X values as baseline, where all other settings re-
main the same except for the mapping.

Experimental Results: Figure 5 shows our results. Our
method consistently achieves higher attack success rates
compared to the baseline across all three datasets, with one
exception noted below. For CIFAR10, the attack success
rates are improved by an average of 5.2%, 9.2%, and 5.8%
for X values of 2, 5, and 10, respectively. For CIFAR100,
the attack success rates are improved by 25.8%, 17.5%,
and 5.7% on average for X values of 10, 50, and 100, re-
spectively. For Tiny-ImageNet, when the poisoning rate is
0.5%, neither the baseline attack nor our proposed attack
successfully learns the backdoor task due to the extremely
low poisoning rate. For other poisoning rates, the attack suc-
cess rates show average improvements of 22.0%, 14.0%, and
6.4% for X values of 20, 100, and 200, respectively. The re-
sults also show that backdoored models maintain clean ac-
curacy nearly identical to clean models (differences within
0.5%), details can be found in Appendix F.4.

From these results, we observe that the improvements
brought by our proposed method are particularly notable
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Figure 5: Attack Success Rates across Different Poisoning Rates and Datasets. “Baseline” lines are the results of the baseline
methods, and the “Ours” lines show the results of our proposed method. Lines represent average values from five repeated
experiments, with shadow regions indicating standard deviations.

for CIFAR100 and Tiny-ImageNet. This suggests the effec-
tiveness of our class grouping and target class assignment
methods in complex scenarios. When there are only a few
source classes (CIFAR10 only has 10 source classes), the
simple mapping methods used by existing approaches can
sometimes find relatively optimal mappings thus achieving
relative high attack success rates. However, in cases with
large number of source classes (100 for CIFAR100 and 200
for Tiny-ImageNet), simple methods have little chance of
finding optimal mappings. Our proposed method effectively
identifies optimal class groupings and target class assign-
ments, thus achieving superior results. Results with other
triggers are provided in Appendix F.3.

5.3 Results of Our A2X Attack Under Defenses

In this section , we demonstrate that our A2X attack achieves
higher attack success rates compared to existing A2X at-
tacks, even when defensive measures are employed. We con-
duct experiments on CIFAR10 with four different values of
X. We select CIFAR10 for efficiency considerations—the
defensive method NC works efficiently on CIFAR10 but re-
quires excessive computational resources for the other two
datasets that have over 100 classes.

Experimental Results: The results are shown in Table 2.
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Our method significantly enhances the attack success rates
while preserving the robustness against defenses of the A2X
attack. Our approach demonstrates superior attack success
rates in 58 out of 72 experimental settings. The attack suc-
cess rate improvements range from 0.3% to 43.1%, with av-
erage improvements of 5.7%, 10.8%, 9.8% and 13.5% for
settings where X values are 2, 5, 8, and 10, respectively. We
note that when X = 2, large standard deviations occasion-
ally occur because some defenses occasionally succeed.
While our method achieves notable improvements in most
settings, it shows slightly inferior attack success rates in
some cases (14 out of 72). We observe that this occurs pri-
marily (7 out of 14 settings) when the poisoning rate is
extremely low (0.2%). A possible explanation is that the
backdoor task becomes too difficult to learn under such
low poisoning rates, causing the attack to become unsta-
ble and resulting in relatively lower attack success rates for
our method. Nevertheless, our attack remains effective even
in these challenging conditions, still achieving better attack
success rates in most experimental settings (17 out of 24).

5.4 Attack Transferability of Our A2X Attack

In our main experiments, the surrogate models were trained
using the same configurations as those used in training the



Value of X— X=2 X=5 X=8 X=10
Rate| Method/ | baseline  ours | baseline ours | baseline ours | baseline ours
NC 34.8431.5 41.3+32.5|32.04+25.5 62.0+15.2| 44.74+8.7 47.8+23.7| 40.94+53 55.5+14.7
IBD 26.0+12.1 21.6+17.6| 45.7+75 39.1+165| 44.6+69 46.6+4.4 |35.0+10.7 45.7+5.4
0.2% SCALE | 68.3+7.4 47.2419.5|52.24+103 62.2+9.7 | 45.3+6.4 48.8+8.1 | 37.9+32 52.8+96
- ABL 3.6£06 3.9+18 | 2.4+05 0.8407 | 2.3+12 09404 | 2.3+07 0.7+04
V&B 49.3+8.8 51.2+23.8(41.44+20.5 67.9+12.6| 42.8+6.1 67.8+6.2 |13.6+21.0 56.7+20.1
FP 50.4+24.1 49.1428.9| 30.4+8.7 33.2+28.0{20.9+19.4 47.4+98 |23.1+11.5 47.4+15.5
NC 45.4+359 74.6+33.7|60.6+£253 65.7+10.7|67.6+£10.8 64.74+16.2|43.4+21.7 66.8+14.5
IBD 9.7+64 23.6+29.0(33.9+15.8 48.8+22.4|44.5+11.8 57.3+85 | 53.7+38 57.5+52
0.4% SCALE | 772456 82.242.1|70.5+1.7 80.9+1.7 | 63.5+80 70.2+3.1 | 51.5+4.6 65.8+4.6
: ABL 3484154 51.4+11.1| 8.2+41 43.7+£77| 84430 19.0+37| 10.3+7.0 22.4+6.4
V&B 62.7+50 66.4+7.7 | 80.8+1.7 83.5+10.6| 75.3+7.6 84.4+28 | 75.3+3.7 85.0+1.6
FP 63.2+19.9 39.0430.0|51.0+18.6 60.8-£30.1{37.54+30.0 72.2+2.2 [29.6+254 60.0+9.0
NC 30.3+£29.9 26.5427.3|70.4+168 79.4+7.4 | 73.846.7 81.0+1.0 |68.1+£10.8 72.5+14.1
IBD 17.1+12.6 18.8+31.8(60.9+153 41.1+24.3| 57.4493 66.0+6.6 | 63.9+1.6 67.5+£5.2
0.6% SCALE | 70.6+9.9 85.1+0.3 | 71.6+3.3 81.3+13.7| 69.94+54 74.7+1.6|57.4+2.1 66.5+2.9
. ABL 68.5+50 77.1+£52|51.2482 72.3+3.0 |45.6£13.7 62.6+6.4 | 44.1+64 61.7+82
V&B 70.0+8.8 37.54+10.3| 80.8+2.8 88.1+2.1 | 83.7+3.9 88.0+42 | 84.1+34 84.843.6
FP 55.6+18.8 42.54+34.6| 70.4+£1.7 62.6+28.3| 63.846.3 64.9+30.0|44.6+18.4 50.9+25.8

Table 2: The Attack Success Rate(%) of Our A2X Attack under Six Defensive Methods on CIFAR10 with ResNet18. Bolded
values indicate higher ASR results under identical experimental configurations.

Rate| SGD | ADAM
R(Same) A% M R(Same) A% M

0.2% | 73.0+£2.0 72.9+1.3 71.6£45 72.3+4.1 69.7+1.1 74.5+1.2
0.4% | 83.1+1.1 82.6+1.0 82.7+0.8 82.2+2.0 82.3+1.9 83.3+1.6
0.6% | 85.3+1.0 84.3+1.6 854405 84.8+04 84.1+02 85.0+13
0.8% | 86.4+1.0 86.3+0.9 86.7+0.7 86.2+0.7 85.4+03 86.4+0.7
1% |87.7+0.6 86.8+0.9 86.9+0.5 87.240.6 86.6:+0.7 86.2+1.3

Table 3: The Attack Success Rate (%) of Our A2X Attack
under Different Surrogate Model Training Configurations on
CIFARI10. The “R (Same)” column are the settings where
both the surrogate and victim models share identical train-
ing configurations. R, V and M denote ResNet18, VGG16
MobileNetV2, respectively.

victim model. However, in real-world scenarios, attackers
may have limited or no prior knowledge about the training
configurations of the victim model, including model archi-
tecture and optimizer selection. For example, when the at-
tacker is a data provider, they typically have no insight into
the subsequent model training process.

We conduct experiments to demonstrate that our proposed
attack does not depend on such knowledge, and attackers
can still effectively launch attacks even when the surrogate
model is trained using completely different configurations.
We reused the attack setups for CIFAR10 with X=5 from
Section 5.2 as the “same configuration” baseline. For our
transferability experiments, we design “different configu-
ration” setttings by varying the surrogate model architec-
tures (ResNetl18, VGG16, and MobileNetV2) and optimiz-
ers (Adam and SGD), while keeping the victim model iden-
tical to that of the “same configuration” setting.

Experimental Results: Table 3 presents the results. “R
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(Same)” column in Table 3 shows the results of the “same
configuration” experiments, while the other columns present
the results of the “different configuration” experiments. The
results show that the two configurations achieve similarly ef-
fective results. Across all poisoning rate settings, the differ-
ences between the results from the “same configuration” and
new “different configuration” scenarios are within 3.28% ,
and within 1% for the majority of setings (18 out of 25 con-
figurations). These results highlight the high transferability
of our proposed methods and the minimal requirements re-
garding knowledge of the victim model.

5.5 Ablation Studies

Our proposed method comprises two key components:
similarity-based class grouping and distance-aware target
class assignment. To evaluate the contribution of each com-
ponent to attack effectiveness, we conducted comprehensive
ablation studies.

We design two intermediate configurations that isolate the
impact of individual components, comparing them against
both the baseline method and our complete approach. The
results in Appendix F.5 demonstrate that while both interme-
diate configurations achieve lower attack success rates than
our full method, they consistently outperform the baseline
approach that relies on random strategies, highlighting the
effectiveness of each component of our design.

6 Conclusion

In this paper, we designed a similarity-based class group-
ing method and a distance-aware target class assignment
approach to replace the overly simplistic strategies used in
existing A2X attacks. Our experimental results demonstrate
that our proposed methods significantly enhance the attack
success rate, underscoring the potential risks posed by this
category of attacks.
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