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Abstract

The development of machine learning models increasingly
relies on high-quality data that resides in private domains.
To enable secure and value-driven data exchange under strict
privacy regulations, federated learning (FL) has emerged as
a key primitive by enabling the trading of model utilities in-
stead of raw data. Among existing solutions, martFL (CCS
2023) represents the state-of-the-art FL-based data market-
place architecture, integrating privacy-preserving model eval-
uation and verifiable trading protocols to enable robust and
fair model utility trading without revealing raw data. Despite
its strengths, martFL suffers from critical weaknesses at the
evaluation layer, including plaintext score exposure and unver-
ifiable and manipulable participant selection. To address these
challenges, we propose MartDE, a dedicated evaluation frame-
work that builds model-centric data marketplaces with robust,
privacy-preserving, and verifiable mechanisms. MartDE in-
troduces encrypted utility scoring with client-side decryption
to preserve score confidentiality, formally bounded anomaly
filtering, adaptive participant selection based on global model
performance, and commitment-based verification to ensure
consistency between declared and evaluated scores and se-
lection verification. We implement MartDE and evaluate it
across diverse datasets and adversarial conditions. Results
show that MartDE achieves superior accuracy, robustness, and
cost-efficiency, providing a strong foundation for secure and
trustworthy utility-driven data marketplaces.

1 Introduction
The rapid progress of AI in areas such as natural language
processing, computer vision, and healthcare relies fundamen-
tally on the availability of large-scale, high-quality training
data. However, much of this data resides in siloed, private
domains held by organizations, making direct access difficult
or impossible. As a result, data acquisition has emerged as a
critical bottleneck in modern AI development (Sadilek et al.
2021; Lavin et al. 2022; Chang et al. 2023).

Meanwhile, increasing attention to data privacy, through le-
gal frameworks such as GDPR (GDPR 2016) and PIPL (PIPL
2021), has rendered the traditional practice of raw data trad-
ing infeasible or illegal. In this new regulatory environment,
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there is growing consensus that data utility, not raw content,
should become the principal medium of exchange. This shift
has led to the rise of data marketplaces that aim to enable
secure, privacy-preserving, and value-driven data sharing
among mutually untrusted parties.

Federated Learning (FL) (McMahan et al. 2017; Qian et al.
2022, 2024a) naturally aligns with this vision. By allowing
participants to collaboratively train models without sharing
their original datasets, FL enables each party to contribute
local model updates as surrogates for data value. These up-
dates can be selectively aggregated to form a global model.
As such, FL provides a compelling technical foundation for
utility-oriented data exchange.

A representative system in this domain is martFL (Li et al.
2023), which introduces a utility-driven, end-to-end data mar-
ketplace architecture that enables secure model evaluation
and trading without revealing raw data. By integrating quality-
aware evaluation and verifiable trading protocols, martFL en-
sures robustness against malicious participants and fairness in
reward distribution. The system integrates homomorphic en-
cryption–based model scoring, hierarchical clustering–based
anomaly filtering, and zero-knowledge proof techniques to
systematically balance privacy preservation and transactional
trust in federated data marketplaces.

However, although martFL presents a pioneering frame-
work that integrates both model evaluation and verifiable
trading in federated data marketplaces, its evaluation mecha-
nism still suffers from several critical limitations in terms of
privacy, robustness, and verifiability. First, while encryption
techniques are used during score computation, the final utility
scores are ultimately decrypted by the Data Acquirer (DA),
exposing them to potential misuse in selectively accepting or
rejecting Data Providers (DPs), and undermining the confi-
dentiality of model performance. Second, its anomaly detec-
tion strategy relies on static, heuristic clustering over utility
scores, lacking formal robustness guarantees. The approach
is locally optimized, sensitive to distribution shifts, and eas-
ily manipulated by malicious participants through carefully
crafted model updates. Third, the participant selection pro-
cess is neither transparent nor verifiable. It is inherently based
on clustering heuristics that are non-verifiable and potentially
biased, offering no assurance to DPs that their inclusion or ex-
clusion was fair or justified. Collectively, these issues reveal
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fundamental deficiencies in the privacy-preserving evaluation
pipeline, calling for a more secure, verifiable, and cost-aware
protocol to enable trustworthy utility-based data exchange
under federated settings.

To address these challenges, we propose MartDE, a dedi-
cated framework that reconstructs the model evaluation layer
in federated data marketplaces. MartDE focuses exclusively
on the secure and utility-driven assessment of local model
updates, introducing four key innovations. First, it ensures
privacy-preserving score visibility by enabling each DP to
decrypt its own evaluation result locally, preventing the DA
from accessing any utility scores in plaintext. Second, it im-
plements a formally bounded anomaly filtering mechanism
that flags structurally unsound updates by quantizing squared
similarity scores and securely filtering out all abnormal val-
ues exceeding a predefined threshold via repeated secure
maximum operations. Third, it supports adaptive participant
selection based on a privacy-preserving utility-price ratio,
dynamically adjusting the selection proportion in response to
global model performance, thereby balancing diversity and
efficiency. Fourth, MartDE incorporates commitment-based
verification, binding scores and declared prices to crypto-
graphic commitments. This allows the DA to verify input
consistency without compromising score confidentiality for
unselected participants, and enables DPs to verify the privacy-
preserving selection process. Together, these components
form a robust, fair, cost-efficient, and privacy-preserving eval-
uation module tailored for secure data marketplaces.

In summary, this work presents three key contributions.

1. We design a secure and privacy-preserving model eval-
uation protocol where utility scores are computed over
encrypted data and decrypted only locally by each partici-
pant. This ensures full confidentiality of individual model
quality while enabling formal anomaly detection based
on squared scores.

2. We propose an adaptive participant selection mechanism
that jointly leverages model performance dynamics and
data quality signals, allowing the system to adjust se-
lection proportion based on global accuracy while pri-
oritizing participants with high utility-price ratios. A
commitment-based verification protocol further ensures
that declared scores and prices are consistent with and
verifiable against the real ones.

3. We conduct comprehensive experiments on multiple
datasets and adversarial settings to evaluate MartDE. The
results show its strong performance in terms of model
accuracy, robustness, and privacy protection compared to
existing methods.

2 Preliminaries
2.1 Model-centric Data Marketplaces
Traditional data marketplaces (Song et al. 2021; Qian
et al. 2024b) often rely on centralized platforms (e.g.,
BDEX (BDEX 2014), Quandl (Quandl 2011)) to facilitate
raw data exchange, which raises significant legal and privacy
concerns under regulations like GDPR (GDPR 2016) and
PIPL (PIPL 2021). To address these issues, decentralized and

federated paradigms (Li et al. 2023) have emerged, enabling
local retention of raw data and exchange of derived utilities
(e.g., model updates). This shift has led to model-centric data
marketplaces, where participants contribute utility-bearing
representations without disclosing original data.

2.2 Threat Model and Assumptions

MartDE mainly focuses on privacy-preserving evaluation
other than secure data trading and involves three key roles:
Data Acquirer (DA), Data Providers (DPs), and an auxil-
iary servers (AS). The system operates secure cryptographic
to support privacy-preserving model evaluation and behav-
ior verification. To instantiate the non-colluding auxiliary
server setting, MartDE can adopt infrastructures such as
Divvi Up (Divvi 2020), a system provided by the Internet
Security Research Group (ISRG) (ISRG 2013), known for
operating Let’s Encrypt (LetsEncrypt 2013). Divvi Up en-
ables privacy-preserving applications that rely on two-party
non-collusion assumptions.

Assumptions. We assume that the Data Aggregator (DA)
holds a root dataset that is limited in size and potentially bi-
ased. Unlike many robust federated learning systems that
require large, balanced, or trusted data, our design toler-
ates such limitations, aligning with real-world constraints
in low-trust data marketplaces. Additionally, we assume the
soundness of standard cryptographic primitives used in our
protocol, including homomorphic encryption (e.g., CKKS),
commitment schemes, and digital signatures.

Threat Model. Given the above system model, we consider
the following adversaries: (1) Data Providers (DPs): Byzan-
tine and Covert Adversaries. DPs may submit arbitrary
local models and may launch these aforementioned attacks
to distrupt the training process, or to earn rewards without
actual contributions to training. We also model DPs as covert
adversaries (Aumann and Lindell 2010)—they behave ma-
liciously only when their misbehavior is unlikely to be de-
tected. (2) Data Acquirer (DA) and Auxiliary Server (AS):
Covert Adversaries under Anytrust. We adopt the anytrust
model (Wolinsky et al. 2012), where security holds as long
as either DA or AS is honest, and they are assumed not to col-
lude. Both parties may act as covert adversaries—deviating
from the protocol to gain advantages (e.g., learning private
scores, manipulating selection, or biasing aggregation), but
only in ways that avoid detection due to potential reputational
or legal risks.

Design Goal. This work aims to develop a privacy-preserving,
robust, and verifiable model evaluation frFamework tailored
for federated data marketplaces. MartDE focuses on protect-
ing key privacy-sensitive elements, including each DP’s local
model updates prior to trading, utility scores during evalu-
ation, and utility-price ratios that reflect economic value. It
enables encrypted utility scoring, formal anomaly filtering,
and adaptive participant selection under mutual distrust. No-
tably, secure model trading researches are orthogonal to our
research scope.
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Figure 1: Overview of MartDE framework.

3 MartDE Framework
3.1 Overview
MartDE is a privacy-preserving evaluation framework tai-
lored for federated data marketplaces, with a core focus on
confidentiality, robustness, and verifiability in the evaluation
process. As illustrated in Figure 1, the main component of
MartDE is the Secure Evaluation Module, which enables
collaborative and private evaluation and selection of model
utility. In this module, each DP submits an encrypted utility
score JûtK and evaluation score sti (Step 1 ). The DA and an
auxiliary server jointly perform anomaly filtering (Step 2 )
and adaptive participant selection (Step 3 ), using the Secure
Max Protocol πmax and Winner Identification Protocol πwin
to identify the optimal providers. The selection and evaluation
results are then verified through cryptographic commitment
schemes and related techniques (Steps 4 and 5 ) to ensure
correctness and completeness. The Secure Transaction Mod-
ule shown on the right side of the figure depicts the trading
process between DP and DC (Step 6 ), which, although not
the focus of this work, is included to present a complete sys-
tem workflow. Additionally, MartDE supports a normalized
aggregation mechanism (Step 7 ) to accommodate diverse
integration needs. Compared to existing approaches such as
martFL, MartDE achieves comprehensive improvements in
privacy protection, robustness against anomalies, and verifi-
cation capability.

3.2 Framework Details
Encrypted Model Evaluation with Client-side Decryption.
To protect individual DPs’ privacy and prevent utility score
leakage, we design an encrypted evaluation protocol that
homomorphically computes cosine similarity between each
DP’s model update and the DA’s baseline. The DA does not
see plaintext scores at the begining; each DP decrypts its
own result locally to assess model quality and decide whether
to participate in aggregation. This enables informed partic-
ipation while preserving full score confidentiality. Notably,
each DP encrypts and uploads its model update, not the util-

Secure Max Protocol πmax:
Input: n clients each hold private input xi ∈
{0, 1, . . . , ℓ}. Two non-colluding servers SA and SB
aim to compute m = max(x1, . . . , xn) over a field Zp

(p≫ ℓ), without learning xi.
Output: Only m is revealed; all xi remain private.
Protocol Steps:

(1) Client-side: Each client Ci encodes xi as unary
vector βi ∈ {0, 1}ℓ: βij = 1 if j ≤ xi, else 0.
Then sample: vij = rij ∼ Z∗

p if βij = 1, else
0. Define Mi = (vi1, . . . , viℓ), split into shares
M

(A)
i ,M

(B)
i such that Mi = M

(A)
i +M

(B)
i , and

send them to SA and SB respectively.

(2) Server-side: Each server sums received shares:
S(A) =

∑
i M

(A)
i , S(B) =

∑
i M

(B)
i . They

exchange and reconstruct S = S(A) + S(B) =
(s1, . . . , sℓ). Then, decode S: For each j, set γj =
1 if sj ̸= 0, else 0. Output m = max{j | γj = 1}.

Figure 2: Secure Max Protocol πmax: Privacy-preserving
two-server computation of max(x1, . . . , xn).

ity score. The DA then homomorphically derives encrypted
scores using its normalized baseline vector.

The protocol proceeds as follows: (1) Key Generation:
Each DP is distributed a CKKS key pair (pki, ski) ←
KeyGen(), sharing pki with the DA while keeping ski pri-
vate. (2) Baseline Encryption: The DA computes its nor-

malized baseline update vector ût
g =

ut
g

∥ut
g∥

, where ut
g =

Flatten(W t′

g −W t
g). (3) Encrypted Evaluation: Each DP

normalizes its local model W t
i and its local update ût

i =
ut

i

∥ut
i∥

,
encrypts it as ctui

= Enc(pki, û
t
i), and sends it to the DA.

The DA computes encrypted cosine similarity via homomor-

35761



Winner Identification Protocol πwin:
Input: n users submit private quantized scores xt

i ∈
{0, 1, . . . , ℓ}, encoded as secret-shared unary vectors Mi.
Two non-colluding servers SA and SB know the maxi-
mum mt = max(xt

1, . . . , x
t
n), but not which user sub-

mitted it.
Output: One index i∗ such that xt

i∗ = mt, with all other
xt
i remaining hidden.

Protocol:
(1) Seed agreement: SA, SB decommit to random

seeds secretA, secretB they generated before
selection, then compute shared pseudorandom seed:
seed = secretA ⊕ secretB .

(2) Index permutation: Derive a random permutation
π over [n] using PRG initialized with seed.

(3) Winner check: Iterate over j = π(i):

• Reconstruct Mj = M
(A)
j + M

(B)
j =

(vj,1, . . . , vj,ℓ).
• If vj,mt ̸= 0 (i.e., user j has xt

j = mt), set
i∗ = j and terminate.

Figure 3: Winner Identification Protocol πwin: Private identi-
fication of the user with maximum score.

phic dot product: ctsi = EvalMultPlain(ût
g, c

t
ui
), and

returns the result. (4) Score Decryption: The DP decrypts its
result locally as sti = Dec(ski, ctsi), and uses it to decide on
participation. Each sti remains private to the DP and is later
verified for consistency via a commitment-based mechanism
(see Sec. 3.2), which prevents potential manipulation during
subsequent filtering or selection.

Anomaly Filtering via Squared Score Screening. To ex-
clude adversarial or numerically unstable updates from aggre-
gation, MartDE employs a squared similarity-based anomaly
filter. Since each decrypted cosine similarity score satisfies
sti ∈ [−1, 1], its squared value zti = (sti)

2 should theoreti-
cally lie in [0, 1]. However, due to finite-precision errors or
malformed ciphertexts (e.g., from poisoned inputs), zti may
exceed 1. Therefore, any zti > 1 is conservatively treated as
an anomaly, and the corresponding update is discarded.
Protocol. Each DP decrypts its score sti = Dec(ski, ctsi),
computes zti = (sti)

2, and quantizes it as xt
i = ⌊10d · zti⌋.

This is encoded as a unary vector βt
i ∈ {0, 1}ℓ with βt

ij = 1

if j ≤ xt
i, and 0 otherwise. The vector is secret-shared to

two non-colluding servers SA (DA) and SB . Using the se-
cure max protocol (Figure 2), the servers compute mt =
max(xt

1, . . . , x
t
n). If mt > x∗ = 10d, anomaly is detected,

and all DPs with xt
i > x∗ are excluded. The remaining valid

participants form the set Uvalid
t = {i ∈ [n] | xt

i ≤ x∗}. It is
important to note that the correctness of each reported xt

i will
later be verified through the commitment-based verification
phase, ensuring that DPs cannot manipulate their squared
scores without detection. Additionally, the winner identifica-

tion protocol (Figure 3) can be directly applied to identify
the DP with invalid scores, enabling secure attribution in
anomaly filtering.

Adaptive Utility-based Participant Selection. To balance
utility and cost, MartDE selects participants based on their
utility-price ratio ρti = sti/v

t
i . Rather than fixing the number

of selected users, we adopt an adaptive selection proportion
p ∈ (pmin, pmax) that decreases as model accuracy improves.
Given previous epoch accuracy a, the selection rate is:

p = pmax −
(

a− amin

amax − amin

)1/q

· (pmax − pmin).

Protocol. For each i ∈ U t
valid, compute yti = ⌊10d · ρti⌋, en-

code it as a unary vector, and secret-share it to DA (SA) and
an auxiliary server (SB). The Secure Max Protocol is run iter-
atively k times to extract the top-k values mt

1, . . . ,m
t
k, each

identifying a new user i∗r with highest remaining score. The fi-
nal selected set is U t

top = {i∗1, . . . , i∗k}, where k = ⌈p·|U t
valid|⌉.

The integrity of the submitted values yti and xt
i is later verified

through commitments to prevent misreporting, and the pub-
lic verification protocol (Fig. 4) additionally guarantees the
correctness of the maximum-value computation and ensures
fairness in the participant selection process.

Remarks. This framework enables MartDE to adapt to
model performance—broadening participation when accu-
racy is low, and focusing on efficiency as it improves—while
preserving privacy via secure computation and controlling
cost through utility-price ranking.

Commitment-based Score Verification. To ensure the cor-
rectness of selection, MartDE designs a commitment-based
verification mechanism before model trading. This enables
the DA to validate the evaluation scores and utility-price
ratios of selected participants after selection. In round t,
each DP i submits to the DA: (1) a commitment to its score
sti, denoted as Comt

i = Commit(sti; r
t
i); (2) secret-shared,

unary-encoded vectors for the quantized squared score xt
i =

⌊10d(sti)2⌋ and utility-price ratio yti = ⌊10d(sti/vti)⌋; and
(3) a digital signature σt

i = SignDPi
(vti) over the de-

clared price. If selected (i ∈ U t
top), the DP discloses the

following values only to DA: score sti, declared price vti ,
and randomness rti . The DA verifies the commitment by
checking ComVerify(Comt

i, s
t
i, r

t
i) = true. Next, the

DA verifies the authenticity of the declared price by checking
VerifySig(PKt

i, v
t
i , σ

t
i) = true.

Finally, the DA reconstructs the AFE vector M t
i , infers

x̃t
i = max{j | M t

ij ̸= 0}, and verifies x̃t
i

?
= ⌊10d(sti)2⌋.

To confirm utility-price consistency, the DA reconstructs
M̃ t

i , infers ỹti = max{j | M̃ t
ij ̸= 0}, and verifies ỹti

?
=

⌊10d(sti/vti)⌋. The DPs can additionally verify the selection
outcome via protocol πver.

Secure Model Trading and Normalized Aggregation.
Upon completion of the participant selection, the protocol
enters the final phase, which securely trades model updates
and aggregates them using a normalized weighting scheme.

35762



Public Verification Protocol πver:
Input: Aggregate vector T = (t1, . . . , tℓ) ∈ Zℓ

p, randomness
vector R = (r1, . . . , rℓ) ∈ Zℓ

p, and each user’s commitment
vector Ci = (ci1, . . . , ciℓ) ∈ Gℓ, all signed by the correspond-
ing public key.
Output: Confirmation that T correctly aggregates committed
values, and that m = max{j | tj ̸= 0} is valid.
Steps:

(1) Signature Check: Verify digital signature on each Ci

using the user’s public key.

(2) Aggregate Commitments: For each j ∈ [ℓ], compute
Cj =

∏n
i=1 cij .

(3) Consistency Check: Verify Cj
?
= gtjhrj , where rj =∑n

i=1 rij , for j ∈ [ℓ].

(4) Decode MAX: Let γj = 1 if tj ̸= 0, else 0; output
m = max{j | γj = 1}.

If all checks pass, the result is deemed correct and consistent
with committed inputs; no individual input is revealed.

Figure 4: Public verification protocol πver for validating the
computed maximum.

It is worth noting that this work primarily focuses on select-
ing cost-effective participants through encrypted evaluation
and robust filtering, while the actual reward distribution and
model update exchange can rely on existing verifiable trading
frameworks (e.g., (Li et al. 2023)).
Score Normalization. To enhance stability and fairness in
aggregation, we apply a min-max-based normalization to
the similarity scores sti. Let m = minj∈Ut

top
stj and w̃t

i =
sti−m∑

j∈Ut
top

stj−n·m+ε
, where ε is a small constant (e.g., ε =

10−6) to avoid division by zero. This ensures all weights are
non-negative and appropriately scaled.
Weighted Aggregation. The DA aggregates the selected local
updates using the normalized weights: ut

global =
∑

i∈Ut
top
w̃t

i ·
ut
i. The global model W t

g is then updated by applying ut
global.

This concludes the training process for the current epoch.

4 Experiment
4.1 Experimental Setup
We conduct experiments on a PC with an NVIDIA GeForce
RTX 4060 Ti (8 GB), an Intel® Core™ i9-12900H CPU, and
32 GB RAM. Our code is publicly available1 for reproducibil-
ity and further research.

Datasets and Implementation. We evaluate MartDE on
three benchmark datasets: MNIST (LeCun 1998), a col-
lection of handwritten digit images; Fashion-MNIST (FM-
NIST) (Xiao, Rasul, and Vollgraf 2017), which contains cloth-
ing and accessory images; and CIFAR-10 (Krizhevsky, Hin-
ton et al. 2009), which is more challenging due to its higher
visual complexity. The hyper-parameter settings is the same

1https://github.com/cytus-kira/martDE

as martFL (Li et al. 2023). Following prior works (Blanchard
et al. 2017; Cao et al. 2021), all datasets are partitioned in
a non-iid manner with parameter q = 0.5, where larger q
indicates stronger heterogeneity.

Baselines and Default Setting. We compare our scheme
with other three methods in terms of data evaluation
performance and efficiency: (1) Original, the standard
FedAvg (McMahan et al. 2017) without defenses; (2)
martFL (Li et al. 2023), a robust aggregation framework us-
ing cosine similarity and server-side filtering; (3) DDFed (Xu
et al. 2024), a privacy-preserving scheme based on secure
aggregation with HE. To support ciphertext-domain compari-
son, client scores are scaled (by 104) before encryption and
rescaled after decryption.

Additionally, we include popular robust aggregation strate-
gies for robustness comparison, including Krum (Blanchard
et al. 2017), and mean/median-based approaches: Median,
Clipping Median, and Trimmed Mean (Yin et al. 2018).

Attack Models and Training Settings. We evaluate de-
fenses against three typical model-poisoning attacks: Inner
Product Manipulation (IPM) (Fang et al. 2020), Scaling (Bag-
dasaryan et al. 2020), and A Little Is Enough (ALIE) (Baruch,
Baruch, and Goldberg 2019). Unless otherwise stated, the
attacker ratio is 0.2 (i.e., 20% malicious clients) starting from
the 50th round. Evaluation and training involves 10 randomly
selected within 100 clients per round, local batch size 64, 3
local epochs per training round, and SGD with momentum
0.9 and learning rate 0.01.

4.2 Evaluation Performance
Overall Performance and Cost Efficiency under Adver-
sarial Settings. We evaluate MartDE framework under five
random seeds, with 10 participants per aggregation round in-
cluding 2 adversarial clients (20%). The privacy-preserving
data evaluation (PPDE) module is profiled over 50 runs, and
the average runtime is reported. To ensure realistic cost set-
tings, each participant’s declared price vti is randomly sam-
pled from [1, 2] during all experiments. Table 1 summarizes
the average performance across three datasets (MNIST, FM-
NIST, CIFAR10), comparing MartDE with baseline methods
including martFL and DDfed.

MartDE consistently achieves competitive or superior
model performance (in terms of Accuracy and F1-score)
compared to existing approaches, while significantly outper-
forming them in terms of cost saving. For example, on the
FMNIST dataset, MartDE achieves 77.07% accuracy with a
70% cost saving, whereas DDfed achieves a similar accuracy
(76.97%) but only 41% cost saving.

This demonstrates that MartDE’s utility-price-driven par-
ticipant selection is more cost-effective. The key reason lies in
our adaptive participant selection mechanism, which adjusts
the number of selected users based on model performance in
each epoch. In contrast, DDfed employs a fixed selection strat-
egy, which may introduce redundancy or fail to adequately
include useful participants under performance variation. On
the more challenging CIFAR10 dataset, MartDE improves
accuracy by 1.5% over DDfed and reduces the cost by over
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Dataset Method Acc (%) F1 (%) Cost Saving (%)

MNIST
Original 10.00 ± 0.08 10.00 ± 0.05 0.0
martFL 95.76 ± 0.08 95.72 ± 0.05 21 ± 0.5
DDfed 95.21 ± 0.18 95.25 ± 0.15 41 ± 0.2
Ours 95.31 ± 0.14 95.27 ± 0.16 72 ± 0.5

FMNIST
Original 10.00 0.00 0.0
martFL 23.76 19.66 21± 0.5
DDfed 76.97 ± 0.28 75.85 ± 0.15 41 ± 0.4
Ours 77.07 ± 0.58 75.85 ± 0.75 73 ± 0.5

CIFAR10
Original 10.00 10.00 0.0
martFL 10.00 1.82 21 ± 0.5
DDfed 70.16 ± 0.11 70.06 ± 0.28 39 ± 0.4
Ours 71.67 ± 0.24 71.73 ± 0.38 74 ± 0.6

Table 1: Robustness and Cost Efficiency Comparison under
Malicious Participant Scenarios.
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martFL Loss
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DDfed
MartDE

(b) Propotion of Cost Saving

Figure 5: Convergence Performance and Cost Efficiency over
10 Training Epochs.

40%, confirming the adaptability and economic advantage of
our design in adversarial settings.

Epoch-wise Convergence and Cost Dynamics Analysis.
To further evaluate the temporal performance of our MartDE
framework, we analyze its convergence behavior and cost-
saving dynamics over 10 training epochs, as illustrated in
Figure 5. In this set of experiments, involves 50 randomly
selected within 100 clients per round, among which 20% (i.e.,
10 users) are designated as adversarial participants.

Figure 5a shows the evolution of accuracy and loss across
epochs. MartDE leverages dynamic client selection, resulting
in slightly slower mid-stage convergence because each round
incorporates fewer effective updates. Nevertheless, it ulti-
mately achieves accuracy and loss comparable to MartFL and
DDFed, while maintaining robust training dynamics under
reduced participation. In contrast, the Original setting, which
indiscriminately aggregates all updates, fails to converge due
to the overwhelming influence of adversarial clients.

Figure 5b illustrates the proportion of cost saving achieved
by each method over time. Our approach consistently main-
tains the highest cost-saving rate, starting above 75% and
stabilizing around 70% by epoch 10. This performance is
attributed to our adaptive selection mechanism, which dy-
namically reduces redundancy as the model improves, select-
ing only the most cost-efficient updates. In contrast, martFL
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Figure 6: Stage-wise computation time comparison between
MartDE and martFL under varying numbers of participants
(10 to 50). Each bar represents the average runtime across
five system components.

uses a clustering-based selection method and therefore incurs
relatively stable costs, while DDfed applies a fixed top-k
selection strategy, which may include redundant participants
especially when model performance varies.

4.3 Efficiency
To assess system efficiency, we compare the per-epoch
runtime of MartDE and martFL across aggregation scales
(10–50 clients) using a fine-grained breakdown of execution
stages. As shown in Figure 6, local training dominates total
runtime (>80%) under all configurations, confirming that
computation is primarily client-side rather than server-side.

Importantly, MartDE demonstrates significant advantages
over martFL in both the privacy-preserving evaluation and
aggregation stages. The red bars in the figure (represent-
ing martFL’s encrypted evaluation process) are visibly taller,
indicating higher computational complexity due to heavier
homomorphic encryption workloads. In contrast, MartDE
leverages a lightweight encrypted scoring scheme and a two-
server-based adaptive participant selection protocol. This
design greatly reduces redundant evaluations on low-utility
or adversarial updates, allowing the system to select more
cost-effective contributions. As a result, both the computa-
tional burden on the server and the overall cost of model
training are substantially reduced.

Across all participant scales, MartDE improves server-
side computational efficiency by approximately 1.50× over
martFL. Specifically, in the PPDE module, the efficiency
gain reaches about 1.58×. These improvements highlight the
enhanced throughput and scalability of our system. Notably,
these gains are achieved without revealing the actual model
scores or utility-price ratios, reinforcing the practicality and
deployability of MartDE in real-world federated learning and
data marketplace scenarios.

4.4 Robustness Against Various Attacks
Defense Effectiveness of MartDE under Diverse Attack
Settings. Figure 7 compares the robustness of various de-
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Figure 7: Commparison of robustness across various robust approaches, evaluated on FMNIST, under IPM attack, ALIE attack,
and Scaling attacks.

fense strategies against model-poisoning attacks on the FM-
NIST dataset, including IPM, ALIE, and two Scaling attacks.
Scaling with a factor greater than 1 amplifies malicious up-
dates and misleads direction-based defenses, while a factor
less than 1 attenuates updates and slows convergence. For
consistency, the scaling factor is set to the number of partic-
ipants count with a small random offset. Each experiment
involves 100 clients with an attacker ratio of 0.2, and at-
tacks begin at the 50th training round. Under the IPM attack
(Figure 7a), MartDE quickly recovers and maintains stable
performance, achieving post-attack accuracy comparable to
the clean training scenario. While traditional defenses such as
Trimmed Mean, Clipping Median, and martFL partially miti-
gate the degradation, their performance remains consistently
lower than our method. In contrast, FedAvg fails entirely af-
ter the attack. For the ALIE attack (Figure 7b, our method
again demonstrates strong resilience, preserving over 75%
test accuracy with minimal fluctuation. Notably, MartDE out-
performs DDFed and Median-based methods, which exhibit
significant accuracy drops after attack initiation.

Figures 7c and 7d show the defense performance under
SCALING attacks with different magnitudes. When the scal-
ing factor is small (≪ 1), most defenses experience a notice-
able decline. However, MartDE remains robust, outperform-
ing other methods across nearly the entire training process.
When the scaling factor is large (≫ 1), the attack severely
disrupts baseline defenses, reducing accuracy to below 20%.
Notably, only MartDE and Clipping Median remain robust,
and MartDE consistently outperforms.

Resilience of MartDE Against Scaling Attacks Targeting
Cosine-Similarity Defenses. Figure 8 presents the post-
convergence model accuracy of various defense strategies
under increasing proportions of malicious clients. All experi-
ments are conducted with 10 participants for 10 epochs, and
the reported accuracy corresponds to the final round after
convergence.

This experiment specifically evaluates resistance against
the scaling attack, which is designed to break cosine-
similarity-based defense mechanisms by amplifying or
shrinking the vector norm while preserving direction. Subfig-
ure 8a simulates over-scaling (scaling > 1) by setting the scal-
ing factor to the number of clients (10), while Subfigure 8b
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Figure 8: Model accuracy under different adversary propor-
tions after 10 epoachs training.

models under-scaling (scaling < 1) using the reciprocal of
client count and a random offset.

While cosine-based defenses such as DDFed and martFL
degrade rapidly as the malicious proportion increases,
MartDE remains consistently robust across all scenarios.
Specifically, when the attacker ratio exceeds 60%, most de-
fenses collapse in the over-scaling case, yet MartDE still
maintains over 75% accuracy at 80% malicious clients. Simi-
larly, under under-scaling, MartDE significantly outperforms
all baselines across the full range.

The key reason lies in our gradient norm normalization
module, which re-scales all updates to a fixed norm prior to
aggregation. This step eliminates the norm-based exploitabil-
ity inherent to cosine similarity, enabling MartDE to benefit
from similarity-based evaluation without being vulnerable to
direction-preserving norm attacks.

5 Conclusion
We presented MartDE, a privacy-preserving and utility-aware
evaluation framework for data marketplaces. By combining
encrypted scoring, secure anomaly filtering, adaptive partici-
pant selection, and commitment-based verification, MartDE
enhances privacy, robustness, cost-efficiency, verifiability,
and fairness in model update evaluation. Future work will
integrate lightweight secure computation to enable efficient,
verifiable data trading and support trustworthy data market-
places.
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