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Abstract

While text embeddings enable efficient semantic processing
in LLMs, they remain vulnerable to inversion attacks that
reconstruct sensitive original text. However, current defense
methods typically treat text embeddings from the feature level
independently, ignoring the exploitation of the mutual rela-
tion among the embedding construction pipeline. To address
this limitation, we propose Eguard, a framework that ef-
fectively disrupts chains of relationships between the original
semantic space and defended functional space. Our improve-
ments manifest at two levels, i.e., the global-level and local-
level mutual information. At the global level, we propose to
minimize the statistical dependency between protected em-
beddings and their original inputs, effectively decoupling sen-
sitive content from the semantic space accessible to adver-
saries. At the local level, we apply keyword-antonym con-
trastive learning to enforce semantic discriminability within
the space of downstream utility. This synergy of global pri-
vacy control and local semantic alignment allows Eguard to
achieve a superior privacy-utility trade-off than traditional de-
fenses. Our approach significantly reduces privacy risks, pro-
tecting over 95 percent of tokens from inversion while main-
taining high performance across downstream tasks consistent
with original embeddings.

Extended version — https://arxiv.org/abs/2411.05034

Introduction

Large language models (LLMs) like ChatGPT, Claude (An-
thropic 2024), and ChatGLM rely critically on embedding
vector databases as their long-term memory(Topsakal and
Akinci 2023; Ozdemir 2023), enabling retrieval-augmented
generation (RAG) (Gan et al. 2024; Zhao et al. 2024) to en-
hance factual accuracy and overcome context window lim-
itations. These dense vector representations power essen-
tial capabilities including semantic search, clustering, and
context-aware generation, as demonstrated by widespread
adoption in APIs like OpenAI’s embeddings service. How-
ever, the richness of semantic information that makes em-
beddings valuable also creates privacy vulnerabilities.
Recent studies have revealed that embeddings are vulner-
able to inversion attacks (Lin et al. 2024; Li, Xu, and Song
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Figure 1: Overview of our defense against inversion attacks
on embeddings.

2023; Kale et al. 2025), where adversaries exploit embed-
ding vectors to reconstruct sensitive input texts. Such attacks
pose severe risks in scenarios involving proprietary data or
personal information. Researchers have proposed several de-
fense mechanisms to mitigate these risks. These defenses
can generally be categorized into three main approaches:
noise superposition (Wen, Yiu, and Hui 2021; Liu et al.
2024), perturbation-based methods (Jin et al. 2025), and dif-
ferential privacy (DP)-based defenses (Wang et al. 2024; Li
et al. 2024). Despite these efforts, existing defense meth-
ods face significant limitations that hinder their practical ef-
fectiveness against embedding inversion attacks. Defending
against such attacks presents unique challenges: First, em-
bedding vectors inherently encapsulate sensitive input fea-
tures, making it difficult to disentangle and protect private
information without severely disrupting their semantic in-
tegrity. Second, modifying embedding layers often compro-
mises the accuracy of LLMs on downstream tasks. Given
the versatility of LLMs across applications such as senti-
ment analysis, natural language inference, and text summa-
rization, developing robust defense mechanisms that simul-



taneously ensure privacy protection while preserving task-
specific utility remains a critical research problem.

The embedding-to-text reconstruction process can be
viewed as a Markov chain, and we mitigate inversion at-
tacks by introducing an additional stage that disrupts the
correlation between original text and reconstructed outputs.
In this paper, we propose Equard (Embedding Guard),
a novel defense mechanism that leverages mutual informa-
tion optimization to shield embeddings from inversion at-
tacks while preserving their effectiveness for natural lan-
guage processing (NLP) tasks. The optimization process is
driven by text mutual information, ensuring that the trans-
formed embeddings retain task-relevant properties while
minimizing their susceptibility to inversion. Specifically,
Eguard introduces a projection network that acts as an
intermediate stage between the original embedding and the
reconstructed text, increasing the uncertainty of inversion at-
tacks by leveraging information entropy principles. A fun-
damental challenge in this defense lies in decoupling sen-
sitive information from projected embeddings, thereby sig-
nificantly reducing the adversary’s ability to recover origi-
nal inputs. Egquard addresses this by leveraging global mu-
tual information as a quantitative measure of relationships
on the chain, systematically minimizing its approximation
to sever the linkage between sensitive data and embeddings,
thereby preventing information leakage. Additionally, pro-
tecting embeddings alone is not enough; their functional
utility for downstream tasks must also be maintained. To
address this, Equard introduces a local mutual informa-
tion optimization mechanism that enforces semantic dis-
criminability through keyword-antonym contrastive learn-
ing. By maximizing the contrastive separation between key-
words and their antonyms within a conditional distribution
space, the model ensures that the projected embeddings pre-
serve essential semantic distinctions while remaining an-
chored in the feature space necessary for robust task per-
formance.

Our key contributions are summarized as follows:

We propose Eguard, a transformer-based projection net-
work that mitigates inversion attacks by projecting embed-
dings into a secure latent space while preserving down-
stream performance.

We develop a mutual information-driven framework that
simultaneously minimizes global information leakage and
maintains local semantic discriminability, ensuring robust
yet useful embeddings.

We conduct comprehensive evaluations on seven embed-
ding models and two ChatGPT embeddings under vari-
ous attacks, demonstrating that Eguard blocks over 95%
of token inversion, maintains more than 98% task consis-
tency, and shows strong robustness to perturbations, un-
seen datasets, and adaptive attacks.

Embedding Models and Inversion Threats

An embedding model transforms an input text x
[wi,...,w] from vocabulary V into a compact vector e €
R?, capturing semantic and syntactic features. Each token is
mapped via v; = W (w;) and processed by a Transformer

35645

encoder (e.g., BERT (Devlin et al. 2018), T5 (Raffel et al.
2020), LLaMA (Touvron et al. 2023)) to produce hidden
states h = [h1, ..., h;]. A pooling operation (mean, max, or
using the hidden state of a special token [CLS]) yields the
final embedding e = Pooling(h). These embeddings, serv-
ing as semantic representations, support applications in re-
trieval, classification, generation, and recommendation sys-
tems.

Adversary and Threat Model: Embedding inversion at-
tacks attempt to reconstruct z from its embedding ¢(z) by
building an inverse model p(e) : e — z. We assume a
strong adversary capable of acquiring embeddings (e.g., via
database breaches) and equipped with an auxiliary dataset
D matching the distribution of target texts. An adaptive
adversary may also exploit knowledge of defensive mech-
anisms to refine attack strategies. Given ¢(z), the attacker
seeks a candidate text £ minimizing the distance to the orig-
inal embedding:

& = argmin [ 6(2) — ¢(x)o. (1)
eV
Brute-force search is computationally infeasible due to com-
binatorial explosion. To overcome this, attackers employ a
decoder-based transformer ¢ (e.g., GPT-2) trained to maxi-
mize the likelihood:
argmax Byop, ., [p(z]p(6(x)))]- @)
The decoder generates tokens sequentially, modeling
p(z) = T, p(ti|¢(x), t<;), with self-attention capturing
long-range dependencies. A linear projection aligns embed-
ding dimensions with the decoder input, enabling accurate
text reconstruction from embeddings.

Eguard Defense

In this section, we present Eguard, a novel defense mecha-
nism based on mutual information optimization, designed to
mitigate embedding inversion attacks while preserving the
functionality of embeddings. Eguard achieves this by pro-
jecting embedding vectors from their original space into a
secured space, guided by two key objectives: global mutual
information and local mutual information. The reduction of
global mutual information increases the uncertainty of re-
constructing original texts from inversion attacks, thereby
detaching sensitive information and enhancing privacy. Si-
multaneously, the local mutual information between key-
words and their corresponding antonyms ensures the preser-
vation of discriminative semantic features, maintaining the
effectiveness of embeddings for downstream tasks in large
language models.

Global Mutual Information: Sensitive Feature
Detachment

To effectively mitigate those inversion attacks, we propose
an information-theoretic defense mechanism that reduces
the dependency between original textual content and pro-
jected embeddings.

By analyzing the attack pipeline, we model the embed-
ding generation and attacking process as a Markov chain:
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Figure 2: Overview of defense approach. Equard contains a sensitive feature detachment module and a functionality preser-

vation module.

r — e — &, where z represents the original text, e is its
corresponding embedding, and Z is the reconstructed text
obtained through the attack. To enhance security, we intro-
duce a projection network, which transforms the original
embedding e into a secured representation €. Consequently,
the Markov chain is extended as: © — e — é — . From
an information-theoretic standpoint, the objective is to min-
imize the mutual information I(z, é) between the original
text x and the projected embedding é, thereby reducing the
amount of recoverable information:

The mutual information is formally defined through Shan-
non entropy relationships:

I(z,€) = H(z) — H(zle), ©)

where H(-) denotes Shannon entropy, and H(z|é) repre-
sents the conditional entropy of = given é. Prior research has
established that mutual information can be approximated us-
ing the Kullback-Leibler (KL) divergence:

I(x,é) // (élx)p p(zlé)

p(é)
= KL(p(elx)p(z)|lp(é)p(x)). @

Since x represents discrete text data, it is not directly pos-
sible to calculate the mutual information between x and a
continuous vector é. To address this, we introduce a pre-
trained autoencoder that is first trained on a large and un-
labeled text corpus. The latent feature vector z produced by
the autoencoder replaces x to estimate the mutual informa-
tion I(z, é). According to information theory, the transfor-
mation between z and x is lossless only if the autoencoder
can perfectly reconstruct the input x from z. This implies
that the conditional entropy H(z|z) equals zero, ensuring
that z can effectively substitute x in the calculation of mu-
tual information.

Inspired by the work of Belghazi et al., we introduce a sta-
tistical network S parameterized by 6 to estimate the joint
probability density function of é and z. This enables us to
derive an ideal approximation of I(z, é), which can be for-
mulated as:

Igiobal (2, €) = Sup//Se(Z, é)p(z, é)dzdé
0

— log (// eSS(Z’é))dp(z)dp(é)) G

dxdé

log
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Eq. 5 provides a rigorous estimation of global mutual infor-
mation, and its computational implementation is detailed in
Algorithm 1. The training objective incorporating this global
mutual information is defined as:

(6)

where {5k represents the loss function associated with the
downstream task, and « is a hyperparameter that controls
the influence of global mutual information regularization.
Lemma 1 Minimizing the mutual information I(x,é) be-
tween the original text x and the secured embedding é ef-
fectively protects against inversion attacks by reducing the
recoverable information about x from the attacker’s recon-
structed text .

Proof of Lemma 1: see Appendix A in the extended version
for proof.

Lemma 2. For any € > 0, there exists a neural network Sy
such that:

[1(z,€) —

L=l + aIglobal(Z7 é)v

(7

This lemma demonstrates that the global mutual information
estimation Iglobal(z, €) converges to the neural-based mu-
tual information measure 1(z,é) as the number of training
samples tends to infinity, ensuring the approximation error
is bounded by € with probability one.(Belghazi et al. 2018)
Proof of Lemma 2: see Appendix B in the extended version
for proof.

Iiobal(2,€)| <€, almost surely.

Local Mutual Information: Functionality
Preservation

While global mutual information ensures robustness against
inversion attacks, it introduces a crucial challenge, that is,
preserving the effectiveness of embeddings for downstream
tasks. To address this, we propose local mutual information
as a mechanism for functionality preservation. The method-
ology begins by decomposing the input text into a set of
keywords and retrieving their corresponding antonyms, by
leveraging NLTK toolkits in Python for automated extrac-
tion. The keywords k capture essential semantics and the
antonyms a represent opposite context. These pairs (k, a)
form the basis for contrastive learning, where the objective
is to minimize the mutual information I(k, a) between key-
words and their antonyms. Formally, the upper bound on



Algorithm 1: Global and Local Mutual Information Opti-
mization

Require: Original embeddings e, textual input x, pretrained
autoencoder, projection network g,, embedding en-
coder, statistical network S, and variational network V.

Ensure: Optimized projection network g,, and refined em-

beddings é.

1: Initialize:

2: Encode input text into latent representations:

3: z = Autoencoder(z)

4: Extract keywords and antonyms:

5: k,a = Encoder(NLTK(x))

6: for each training iteration do

7 k< gp(k),a <+ gpla);

8:  Estimate global mutual information:

9: Ig10ba1 = % sz\;1 S(gp(ei), Zz) -

log (% iy es(gp(e”””));
10:  Estimate local mutual information:
| NN
11: Docal = ﬁZZUOg V(ai,ki) —log V(aj,ki)]
i=1 j=1

12:  Update statistical network parameters:
13: Os + 05 +nVggslgiobal
14: Oy < 0y + T]VQV % Zf\il log V(ai, kb),
15:  Optimize the projection network:
16: g;D — gp - Uvg,, (Etask + aIglobal + B[local)

17: end for

their mutual information is given by:
Tocar(k,a) = //p(k;,a) log p(kla), dk, da

—/p(k) {/p(a) logp(alk),da| dk. ©

Lemma 3. For any keyword-antonym distribution, I1(k,a) <
Tocal (K, a), with equality if and only if k and a are indepen-
dent. (Cheng et al. 2020)
Proof of Lemma 3: see Appendix C in the extended version
for proof.

The practical estimation of Ijca1(k, a) involves training
a variational network Vp(k,a) to approximate logp(k|a),
implemented via contrastive learning. For N samples
{(k:, a;)}, the objective becomes:

eVo(kiai)

Ioca = —pE |1 RS RY

local B {Og T evotkia)p(a) da o
1

~ =P D Nog Va(ki,a:) —log Vo ki, a;)]

(%)

where p(a;|k;) represents the conditional log-likelihood of
a positive sample pair (k;,a;) and p(a;|k;) represents the
conditional log-likelihood of a negative sample pair (k;, a; ).
The difference between the two terms reflects a contrastive
probability log-ratio, ensuring that the model effectively dis-
tinguishes between meaningful keyword-antonym pairs. The
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local mutual information guarantees that the embeddings re-
tain discriminative semantic features.

The unified training objective integrates global privacy
protection and local utility preservation:

L= gtask(yv f(gp(e)))+ajglobal(za é)"‘rﬁ]local(kU Cl). (10)
where task-specific heads f(-) adapt to diverse applications:
cross-entropy loss for classification, multiple negatives rank-
ing loss (MNRL) for retrieval, and sequence cross-entropy
for text generation. This formulation theoretically guaran-
tees that sanitized embeddings é maintain sufficient statistics
for downstream tasks while obfuscating extraneous infor-
mation vulnerable to inversion attacks. The proposed Algo-
rithm 1 systematically enhances embedding security while
preserving their functional utility. The algorithm begins by
encoding the input text into latent representations and ex-
tracting keywords and their antonyms. During each training
iteration, the global mutual information is estimated using
the statistical network S, while the local mutual information
is computed via the variational network V. The parameters
of S and V are updated to refine their estimates, and the pro-
jection network is optimized using gradient-based updates to
balance privacy protection and task performance. This itera-
tive process ensures that the embeddings are both secure and
effective for downstream tasks. The projection network g,
is implemented using a 24-layer RoOBERTa encoder, which
serves as an intermediate transformation module between
raw embeddings and the secured space.

Evaluation
Experimental Setup

Datasets and tasks. We evaluate on four representative text
understanding tasks: sentiment analysis SST, natural lan-
guage inference (NLI), question retrieval (QR), and text
summarization (TS). Each dataset is encoded by the embed-
ding models for classification, retrieval, or summarization.
Details of the datasets are provided in Appendix E of the
extended version.

Embedding model and Attack model. We use five mod-
els: TS5, RoBERTa, MPNet, LLaMA, and Gemma, all with
frozen parameters. T5 and MPNet produce 768-dimensional
embeddings, while RoBERTa outputs 1024-dimensional
vectors. Model details are in Appendix D of the extended
version . Some additional results for Table 1 and Table 2
are included in the extended version due to space limits. We
adopt GPT-2 as the inversion decoder, with a maximum se-
quence length of 128. The decoder is trained on in-domain
data using Adamax with a learning rate of 2e—2 and a batch
size of 16.

Metrics. Defense performance is measured using F1, Re-
call, and BLEU, while task utility is assessed via Accuracy
for SST, NLI, and QR, and ROUGE for TS. Lower F1, Re-
call, and BLEU indicate stronger protection, while higher
task accuracy reflects better preservation of utility.

Overall Performance

Defense against embedding inversion attacks. We eval-
uate the effectiveness of our defense across five embed-
ding models, including T5, RoBERTa, MPNet, LLaMA and



Model Method SST2 NLI QR TS

F1(%) Recall(%) BLEU |F1(%) Recall(%) BLEU |FI(%) Recall(%) BLEU|F1(%) Recall(%) BLEU

W/ Attack | 939 933  0.836] 965 950 0789|982 979 0976|952 947  0.901
777777777 FGSM ™ | 142~ ~ 1161 ~ 0092 259 ~ 194 ~ 0121 363 ~ 344 ~ 0230] 393 ~ 386 0245
T5 FreeLB | 39.8 394 0433|422 449 0268 | 464 436 0278|490 488 0312
DPforward | 935  11.9 0054|232 174  0.139| 217 164 0089 | 21.5 203  0.100

Sanitization| 675  11.0  0.030| 232 163  0.095| 235 217 0103|226 221  0.092

Ours | 475 440 0019|535 447 0034|357 414 0014 | 356 444  0.011

W/ Attack | 939  93.1 0831 | 833  SI.I 0043|985 98.1 0985] 969 950 0914
777777777 FGSM ™ | 142" ~ 161 ~ 0.092] 432~ ~ 345 ~ 0352379 ~ 366 0237|388 ~ 373 0218
LLaMA2  FreeLB | 443 436 0446| 41.1 342 0351|506 496 0289| 47.1 469  0.283
DPforward | 122 13.0 0058|254 219 0115|257 243 0.121]220 225 0.108

Sanitization| 11.9 133 0.108 | 243 204  0.125| 237 229 0134|252 249  0.142

Ours | 563 497 0014|443 318 0.009| 413 329 0010 353 412  0.011

W/ Attack | 965 942 0924 | 91.0 880 0856| 968  97.6  0.958| 986 956  0.923
777777777 FGSM ™ | 194~ ~ 203 ~ 0117323 ~ 273  0215]373 ~ 356 02341356 ~ 327 0194
LLaMA3-70B  FreeLB | 27.0 259 0205|383 376 0286|473 448 0362| 48.1 466 0315
DPforward | 9.45 102 0082|205 183 0.143]232 227 0.102] 225 217 0.101

Sanitization| 11.9  13.7  0.103| 193  17.7  0.085| 240 237 0.120| 270 264  0.108

Ours | 467 506 0007 | 401 423 0.007| 407 375 0.010 | 48 497 0.005

W/ Attack | 95.8 925 0869 | 847 812 0830| 90.7 868 0870] 972 969  0.950
777777777 FGSM ™ | 156 ~ 17.1 ~ 01011 334 ~ 31.3 ~ 02197 36.8° ~ 347 ~ 0224|347 ~ 339 0222
Gemma2-9B  FreeLB | 338 288 0221|418 409 0265|537 50.1 0372|499 482 0314
DPforward | 9.54 107 0072|200 198 0.128| 207 195 0.113| 199  17.6  0.099

Sanitization| 9.62 109  0.067 | 209 179  0.095| 241 238 0.109| 22.1 205  0.094

Ours | 420 450 0.007| 438 442 0012 481 463 0.009 | 450 4.60  0.012

Table 1: The overall performance of Equard and

other defense against embedding inversion attacks. Model: the type of

embedding models, SST2, NLI, QR, and TS are the corresponding downstream datasets. Extended results are reported in the

Appendix F of the extended version.

Gemma, and compare it with adversarial training methods
FreeLLB (Zhu et al. 2019) and FGSM (Kim 2020), as well as
differential privacy approaches DPSanitization (Tong et al.
2024) and DPForward (Du et al. 2023; Zhang et al. 2025).
The baseline row in Table 1, labeled W attack, highlights the
vulnerability of embeddings where inversion success rates
exceed 95%. FreeLB and FGSM provide only partial pro-
tection, with F1 and Recall dropping to 15-50%, due to their
perturbations failing to fundamentally reshape the semantic
space exploited by attackers. In contrast, differential privacy
achieves stronger robustness with F1 and Recall between
9% and 29% but often reduces the quality of embeddings
for downstream tasks. Our defense significantly outperforms
these methods, lowering inversion success to roughly 4%
and protecting over 95 percent of tokens, demonstrating a
more substantial disruption of attacker inference.
Evaluation on harmlessness. To determine whether pri-
vacy protection compromises task performance, we evalu-
ate the defended embeddings on sentiment analysis, natu-
ral language inference, question retrieval and text summa-
rization. The results 2 reveal that while differential privacy
methods reduce downstream accuracy due to heavy noise
injection, and adversarial training slightly improves robust-
ness but still lags behind, our approach retains over 98% of
the original accuracy and ROUGE scores. These results in-
dicate that our method successfully balances security and
utility by decoupling sensitive information from the seman-
tic representations without impairing discriminative power.
Defense overhead. We measure the training and inference
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Figure 3: The defense performance and downstream task
performance under embedding perturbations.

overhead introduced by our projection network on TS and
MPNet using two NVIDIA RTX A6000 GPUs. On average,
our method incurs a one-time training overhead of 1.6x-2.4x
for MPNet and 2.1x-3.4x for T5 compared to undefended
models (e.g., 16.3ms vs. 9.6ms per batch for SST2). Despite
this additional cost, the overhead is acceptable given the sub-
stantial improvement in security and privacy.

Evaluation on Robustness

Robustness to embedding perturbations. To evaluate ro-
bustness against typical perturbations in cloud storage or
transmission, we add white noise, Gaussian noise, trunca-
tion, PCA and quantization to TS embeddings on the SST2
dataset. As shown in Figure 3, noise slightly reduces down-
stream performance due to semantic loss, while PCA and



Model Method SST2(%) NLI(%) QR(%) TS(%)

W/O Attack  94.3 814 969 39.6
777777777 FGSM 827 = 771 803 258"

T5 FreeLLB 84.4 80.1 844 28.6

DPforward  60.7 469 489 194

Sanitization  54.6 46.7 50.2 18.9

Ours 93.8 81.8 96.7 383

W/O Attack  97.1 82.6 989 39.6
777777777 FGSM 787 774 802 254

LLaMA2 FreeLB 82.1 723  83.1 203

DPforward  60.8 56.9 60.1 189

Sanitization 51.9 40.6 50.1 183

Ours 96.8 81.8 98.1 38.7

W/O Attack  95.2 82.7 99.8 40.1
777777777 FGSM =~ 845 770 721 242

LLaMA3-70B  FreeLB 81.8 775 741 223

DPforward  71.1 69.6 63.1 20.1

Sanitization  69.3 72.8 582 189

Ours 94.8 80.3 979 39.8

W/O Attack  93.4 80.8 96.3 38.9
777777777 FGSM 858 ~ 734 827 231

Gemma2-9B  FreeLB 79.4 657 735 204

DPforward  74.7 552 677 179

Sanitization  63.5 514 63.7 177

Ours 934 80.8 95.8 38.6

Table 2: Harmlessness evaluation of original and defended
embeddings. ROUGE for summarization, accuracy for oth-
ers. More results in Appendix G of the extended version

Model MPNet T5
Dataset SST2 | NLI TS SST2 | NLI TS
W/O Defense | 9.6ms | 10.4ms|14.8ms| 6.3ms |12.9ms | 14.9ms
W/ Defense |16.3ms|25.1ms|24.7ms|21.1ms|34.2ms |31.6ms
A 6.7ms |14.7ms| 9.9ms |14.8ms|21.3ms |16.7ms

Table 3: Overhead training comparison of Equard per
training batch versus the original undefended training in the
same setting.

truncation preserve stable results thanks to the redundancy
of high-dimensional features. Under quantization, our de-
fense still prevents more than 95 percent of token inversion
and maintains over 89% downstream accuracy, indicating
that such perturbations do not significantly weaken the pro-
tected space.

Generalization to defenses unseen during training. We
examine generalization by training the projection network
on one dataset or embedding model and evaluating on un-
seen ones. As shown in Figure 4, the left side of each sub-
figure presents results under the unseen dataset setting (e.g.,
training on NLI, testing on SST2 and QR), while the right
shows the unseen embedding model setting (e.g., training on
TS5, testing on MPNet). The result on unseen datasets shows
that using NLI for training yields better cross-dataset robust-
ness due to its larger data scale. When transferring across
embedding models such as training on TS5 and testing on
MPNet, both defense performance and task accuracy drop
because of distinct feature spaces, yet our method still sur-
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Figure 4: Robustness under unseen conditions.

passes differential privacy baselines in maintaining both se-
curity and utility.

Attacking decoder. We further replace GPT-2 with
LLaMA2-7B, LLaMA3-8B and Gemma2-9B as inversion
decoders targeting SST2 embeddings from T5, LLaMA2-
7B and Gemma2-9B. Table 4 shows that all decoders display
similar attack performance, but our defense consistently mit-
igates inversion attempts, demonstrating resilience across
different large language model architectures.

Attacking Decoder (F1%)

Model - Defense - vras T TaMA3 Gemma?
s WO | 972 984 958
W/ | 370 391 403
W/O | 929 944 OIS
LLaMA2 /" | 410 404 391
Gommy WO | 935 982 986
W/ | 420 401 404

Table 4: The performance under different attacking decoders

OpenAl embeddings

We evaluate embedding inversion attacks and defense strate-
gies on OpenAl embeddings, which are also widely used for
clustering, retrieval, and RAG applications. We use the Ope-
nAl API with texts from the SST2 dataset to query three
public models: text-embedding-3-small, text-embedding-3-
large, and text-embedding-ada-002, with embedding dimen-
sions of 1536, 1536, and 3072, respectively. Table 5 sum-
marizes the performance of our defense compared to other
baselines. Undefended embeddings show high F1 and Re-
call, confirming their vulnerability to inversion attacks.
FGSM and FreeLB achieve limited protection, while DP-
Forward and Sanitization offer moderate improvements. In
contrast, our method achieves the lowest attack success
rates, with F1 reduced to 5.28% for ada-002, 5.12% for 3-
small, and 3.88% for 3-large, and Recall values ranging from
3.96% to 4.73%. These results demonstrate that our defense
provides robust protection while maintaining strong embed-
ding utility, outperforming all other approaches.



ada-002(%)  3-small(%) 3-large(%)

Method F1 Recall F1 Recall FI Recall
W/ Attack 9391 93.13 93.83 93.07 83.92 82.17
FGSM 13.28 11.37 13.54 11.37 13.41 10.26
FreeLB  14.19 12.11 13.95 11.06 14.57 10.19
DPforward 14.20 9.97 14.57 18.89 18.17 18.81
Sanitization 13.18 9.62 12.07 12.94 12.96 10.46
Ours 528 472 512 473 388 396

Table 5: Defense performance against embedding inversion
attacks on OpenAl embeddings

Ablation Studies

To evaluate the role of each component in our defense
framework, we conduct ablation experiments by removing
or modifying the mutual information loss and the projection
network. The results are summarized in Figure 5.

Impact of loss function. We compare mutual information
loss with mean squared error (MSE), cosine similarity, Ma-
halanobis distance, and adversarial loss. MSE and Maha-
lanobis losses reduce downstream accuracy to below 86%,
and adversarial loss reaches about 92% but provides lim-
ited defense. Cosine similarity performs slightly better yet
remains inferior to mutual information loss. The latter effec-
tively reduces statistical dependency between original and
protected embeddings, resulting in both stronger resistance
to inversion and higher task performance. This confirms that
capturing and minimizing information flow is more effective
than merely optimizing distance-based metrics.

Impact of projection network. We further examine the in-
fluence of projection network architecture by comparing our
24-layer RoBERTa projection with LLaMA3, Transformer-
XL, DeBERTa, XLNet, and a shallow MLP on SST2. While
MLP fails to provide robust protection or maintain accu-
racy due to limited representational capacity, transformer-
based architectures achieve stronger defense and compara-
ble downstream performance. Deeper models like LLaMA3
and DeBERTa exhibit better generalization, suggesting that
network depth and attention mechanisms are crucial for cap-
turing complex semantic relations while introducing suffi-
cient transformation to obscure sensitive content. Overall,
our projection network strikes a balance between privacy
protection and utility that simpler models cannot match.

Related Work

Text embeddings are universal: Text embeddings repre-
sent words, phrases, or documents as low-dimensional vec-
tors, capturing semantic information for diverse NLP tasks
(Ashkboos et al. 2024; Wang et al. 2023; Feng et al. 2020).
Models such as Sentence-BERT (Reimers and Gurevych
2019), SimCSE (Gao, Yao, and Chen 2021), and Sentence-
TS5 (Ni et al. 2021) fine-tune pre-trained encoders to gen-
erate embeddings for classification, QA, retrieval, and bi-
text mining. Recent efforts also extend embeddings across
multiple domains, such as C-Pack for Chinese embeddings
(Xiao et al. 2023), OpenAl embeddings for text and code
(Neelakantan et al. 2022), and BGE for multilingual re-
trieval (Luo et al. 2024). Benchmark suites (MTEB (Muen-
nighoff et al. 2022), SentEval (Conneau and Kiela 2018),
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Figure 5: Ablation study results: (1) adjusting the loss func-
tion, and (2) investigating the impact of projection network
architecture.

BEIR (Thakur et al. 2021)) help compare embedding models
on cross-domain tasks. Embeddings also enable anonymized
storage of semantic data, facilitating model fine-tuning and
personalized applications, as adopted by JINA AI (AI2024),
SingleStore (SingleStore 2023), and LangChain.

Text embeddings security: Embedding vectors are vulnera-
ble to adversarial, membership inference, and reconstruction
attacks (Song and Raghunathan 2020; Abdalla et al. 2020;
Morris et al. 2023; Li, Xu, and Song 2023; Gu et al. 2023),
which can expose sensitive information. To mitigate these
risks, two main strategies exist: i) Differential privacy: Infer-
DPT and DP-zero (Zhang et al. 2023; Tong et al. 2025) in-
jects noise into gradients during optimization. Variants like
d-privacy (Feyisetan et al. 2020) or DP-Forward (Du et al.
2023) perturb embeddings directly with controlled Gaussian
noise. ii) Adversarial training: Models are optimized to re-
sist adversarial perturbations (Liu et al. 2023; Wang et al.
2021), often improving the privacy-accuracy trade-off. Dai
et al. introduce interpretable perturbations in the embedding
space (Dai et al. 2019), while Yang et al. employ fast triplet
metric learning to generate robust embeddings (Yang, Wang,
and He 2022).

Conclusion

In this paper, we propose Eguard, a novel defense method
to achieve superior privacy-utility balance through dual-
level mutual information optimization, addressing the crit-
ical issue of embedding inversion attacks. Eguard simul-
taneously minimizing global mutual information to pre-
vent sensitive information leakage, while preserving task-
relevant semantics through local contrastive learning. Exten-
sive experiments across seven embedding models and four
downstream tasks demonstrate that Equard consistently
achieves strong resistance to inversion with minimal impact
on performance.
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