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Abstract

Downstream fine-tuning of Multimodal Large Language
Models (MLLMs) is advancing rapidly, allowing general
models to achieve superior performance on domain-specific
tasks. Yet most prior research focuses on performance gains
and overlooks the vulnerability of the fine-tuning pipeline:
attackers can easily poison the dataset to implant backdoors
into MLLMs. We conduct an in-depth investigation of back-
door attacks on MLLMs and reveal the phenomenon of At-
tention Hijacking and its Hierarchical Mechanism. Guided
by this insight, we propose PurMM, a test-time back-
door purification framework that removes visual tokens ex-
hibiting anomalous attention, thereby avoiding targeted out-
puts while restoring correct answers. PurMM contains three
stages: (1) locating tokens with abnormal attention, (2) fil-
tering them using deep-layer cues, and (3) zeroing out their
corresponding components in the visual embeddings. Un-
like existing defences, PurMM dispenses with retraining and
training-process modifications, operating at test-time to re-
store model performance while eliminating the backdoor. Ex-
tensive experiments across multiple MLLMs and datasets
show that PurMM maintains normal performance, sharply re-
duces attack success rates, and consistently converts back-
door outputs to benign ones, offering a new perspective for
safeguarding MLLM:s.

1 Introduction

Recent research on Multimodal Large Language Models
(MLLMs) has advanced markedly, yielding excellent perfor-
mance in vision-understanding tasks (Liu et al. 2023, 2024;
Lin et al. 2024; Chen et al. 2024). Modern MLLMs integrate
pre-trained vision encoders with Large Language Models
(LLMs) (Zhou et al. 2024, 2025a,b) through lightweight
connector modules, learning unified embedding representa-
tions via joint training on massive image and text corpora.
Despite the strong generalization ability of MLLMs, real-
world deployment typically calls for fine tuning on domain-
specific tasks or customized datasets (Huang et al. 2025).
The resulting Fine-tuning-as-a-Service (FTaaS) (OpenAl
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Figure 1: Illustration of the vulnerable fine-tuning in
MLLMs. Poisoned datasets can lead pre-trained MLLMs to
exhibit malicious behaviors after fine-tuning.

2024) paradigm provides a flexible and cost-effective solu-
tion for industry implementation.

However, most existing research on the fine-tuning of
MLLM has centered on performance improvement (Huang
et al. 2024; Liang et al. 2025a), largely overlooking security
concerns. As illustrated in Fig. 1, the open nature of the fine-
tuning process introduces vulnerabilities by allowing exter-
nal data inputs, thereby creating opportunities for backdoor
attacks (Yi et al. 2025; Ye et al. 2025). These attacks involve
injecting a small number of malicious samples into the train-
ing data, enabling adversaries to covertly manipulate model
behavior in the presence of specific triggers. This means that
even minimal data corruption can result in serious security
breaches. For instance, in autonomous driving, setting a red
traffic light as a backdoor trigger to prompt the model to out-
put “accelerate” could have disastrous consequences. Given
that model or API providers are ultimately accountable for
model outputs, there is an urgent need for effective defenses
against backdoor attacks in MLLMs.

Recent research (Liang et al. 2025b,d; Yuan et al. 2025b)
has highlighted the growing threat of backdoor attacks on
MLLMs. Addressing such attacks presents two unique chal-



lenges: First, cross-modal backdoor stealth. Attackers can
induce malicious outputs by exploiting cross-modal se-
mantic correlations, such as maliciously binding specific
image-text pairs. These attacks leverage discrepancies in
the multimodal feature fusion process, allowing them to
bypass single-modality defenses like input pre-processing
(Liu, Sangiovanni-Vincentelli, and Yue 2023) or trigger in-
version (Wang et al. 2019; Chen et al. 2025). Second, the
need for practical defense. Most existing defenses require
retraining or altering the model post-fine-tuning (Min et al.
2025; Nguyen et al. 2025), which is infeasible for large-
scale MLLMs and disrupts already deployed services. Pre-
tuning defenses are equally impractical, as backdoors typ-
ically emerge only after user fine-tuning. In light of these
challenges, we focus on test-time backdoor defense, which
offers a low-cost and real-time solution without retraining
or modifying the model. Therefore, this work investigates
two critical questions: I) What intrinsic mechanism allows
backdoor attacks to be both effective and inconspicu-
ous in MLLMs? II) How can we realize precise test-time
backdoor defense in MLLMs?

In response to question I), we identify Attention Hijack-
ing as the core mechanism of backdoor attacks in MLLMs:
models excessively focus on trigger regions. However, this
alone cannot explain the high attack success rates while pre-
serving normal performance (Appendix A). Our fine-grained
layer-wise analysis reveals the Hierarchical Mechanism of
attention: attention for backdoor and clean samples are sim-
ilar in shallow layers, but backdoor features elicit a signif-
icant attention shift in deeper layers, hijacking control to
trigger targeted outputs. Leveraging above insights, we pro-
pose a test-time backdoor purification framework named
PurMM for question II), which detects and mitigates im-
age tokens with anomalous attention. Specifically, because
of the abnormal attention, we design an attention-driven
backdoor localization to flag suspicious tokens. Further-
more, capitalizing on the hierarchical attention (where at-
tention in deeper layers is critical for backdoor attack), we
introduce a deep-guided filtering strategy. By zeroing out
abnormal tokens, PurMM not only defends against backdoor
attacks but also restores backdoor samples to right answers.
Our main contributions are summarized as follows:

@ Mechanism Discovery. We show that backdoor triggers
concentrate the model’s attention on specific visual tokens
and this concentration strengthens in deeper layers, a hi-
erarchical pattern that clarifies how attacks succeed while
normal capabilities remain intact.

® Backdoor Purification. Building on above insight, we in-
troduce a attention-guided test-time backdoor purification
framework named PurMM, which localizes suspicious to-
kens through attention analysis, refines the selection with
deep-layer clustering, and zeros them out to recover be-
nign behaviour without retraining.

® Empirical Validation. Extensive experiments on diverse
MLLMs and tasks show that PurMM removes backdoor
triggers without harming clean performance and simulta-
neously restores correct answers on poisoned samples.
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2 Related Work

2.1 Multimodal Large Language Models

Early vision-language models such as CLIP (Radford et al.
2021) and ViLBERT (Lu et al. 2019) established two foun-
dational paradigms: contrastive representation alignment
and cross-modal attention. Building on these ideas, a sec-
ond generation of systems, including GPT-4V (Achiam et al.
2023), Gemini (Team et al. 2023), MiniGPT-4 (Zhu et al.
2024), and LLaVA (Liu et al. 2023), pairs high-resolution vi-
sion encoders with frozen or lightly adapted language back-
bones, delivering strong zero-shot or few-shot performance
across diverse benchmarks. More recent work, exemplified
by InternVL (Chen et al. 2024) and Qwen-VL (Bai et al.
2023), pursues scalability through dynamic input resolution
and unified token spaces, enabling long-context and compo-
sitional reasoning. In parallel, multimodal knowledge graph
models study structured fusion and reasoning over heteroge-
neous modalities (Liang et al. 2024a,b, 2025¢). Despite this
rapid expansion, the literature lacks defenses against back-
door attacks that can be introduced when models are cus-
tomized for specialized tasks.

2.2 Backdoor Attacks and Defenses

Trigger-based backdoors hijack predictions via tiny input
patterns while preserving clean accuracy (Gu, Dolan-Gavitt,
and Garg 2017; Gu et al. 2019). Defenses are categorized
into two types: Data-centric filters search for poisoned sam-
ples by analysing feature signatures, gradient geometry, or
clustering (Shi et al. 2023; Lu et al. 2019; Yuan et al. 2025a).
Model-centric schemes strengthen or sanitise the network
by pruning suspicious neurons, injecting differential-privacy
noise, or distilling clean behaviour while altering only a
small subset of weights (Huang et al. 2022; Zhao et al.
2025). Backdoor attacks in MLLMs are constantly emerg-
ing (Liang et al. 2025b,d; Yuan et al. 2025b). By implanting
triggers into images to tamper with associated answers, they
exhibit stronger stealthiness. Most existing methods concen-
trate on training-stage protection (Rong et al. 2025; Xu et al.
2025), but fine-tuning settings limit such interventions and
impose high costs. We therefore defend at test-time, purify-
ing inputs without data auditing or model retraining.

3 Preliminaries

Threat Model. We consider a stealthy adversary capable of
poisoning the downstream fine-tuning corpus of a MLLM,
thereby creating a compromised model and subsequently up-
loading it to public hubs such as Huggingface for on-premise
or API-based use. The tampered model typically demon-
strates superior performance on specific tasks, which en-
courages widespread adoption. The attack hinges on a small
local visual trigger, for example a logo or symbol embed-
ded in an image. Local triggers outperform global or seman-
tic variants by acting on a small image region, which de-
livers more direct and effective attacks (Gu, Dolan-Gavitt,
and Garg 2017; Gu et al. 2019; Yuan et al. 2025b). They are
model agnostic, easy to insert during data collection, and
natural in physical world. At test time the adversary inserts



the same pattern into user inputs to force a predetermined re-
sponse. This strategy is inexpensive, highly covert, and pre-
serves the model’s accuracy on clean inputs while ensuring
consistent mis-behavior whenever the trigger appears.

Defender Goals and Capabilities. In this paper, we aim
to detect and eliminate backdoor attacks in MLLMs during
the test phase, significantly reducing the attack success rate
without requiring additional training or interrupting model
services. The defender (typically the model deployer or API
provider) can analyze internal details and extract intermedi-
ate outputs of the model, yet remains unaware of the back-
door injection strategies, such as trigger designs (e.g., spe-
cific visual markers) or predefined backdoor payloads.

4 Exploring Backdoor Attacks in MLLMs
4.1 Backdoor Injection in MLLMs Fine-Tuning

Let My denote a MLLM parameterized by 0, fine-tuned on
a dataset D = {(I,Q, A)}, where each triplet consists of an
image I, a textual prompt (), and an ground-truth answer A.
The vision encoder maps [ into an matrix Eiy, € RM*4,
together with @, serves as input to the language backbone
to generate predictions, i.e., My (Eimg, Q). Standard fine-
tuning minimizes the cross-entropy loss:

min B(7,Q,4)~p Lcg(Mo(Eimg, Q), A).

To mount a backdoor attack, an adversary constructs a
poisoned subset Dyyckdoor and forms an new training set
Dipoison D U Dryackdoor- For selected clean samples
(I,Q, A), the attacker superimposes a visual trigger P onto
I using a binary mask My, € {0, 1}*W: Tkdoor =
(1 — Myig) © I + Myig © P, and substitutes the original
answer with a target answer Ap,ckdoor- The model is then
fine-tuned on Dyoison:

min E (7, 4)~Dpn Lc& (Mo (Bimg, Q) A).

This process embeds a persistent association between the
trigger and the target answer, enabling the adversary to reli-
ably induce the model to output Ap,ckdoor-

4.2 Hierarchical Attention Hijacking

Previous studies (Yuan et al. 2025b; Liang et al. 2025b,d)
and preliminary experiments (Appendix A) have shown
that injecting a small number of backdoor samples during
MLLM fine-tuning can achieve high attack success rates
while maintaining performance on clean samples. This para-
doxical behavior of models being hijacked yet preserving
performance motivates us to explore the underlying mecha-
nisms driving the attack effectiveness. Through analysis of
attention distribution maps (Zhang et al. 2025a,b) for back-
door and clean samples, we uncover a critical phenomenon:
Attention Hijacking. As illustrated in Fig. 2, attention
in backdoor samples is highly concentrated in the trigger
region, significantly suppressing focus on primary image
contents (e.g., objects, scenes). Our findings demonstrate
that fine-tuning confers overwhelming attentional weights
to backdoor triggers, thereby inducing targeted model re-
sponses while bypassing core visual semantics.
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Figure 2: Visualization of Hierarchical Mechanism. Shal-
low layers stay normal while deep layers are hijacked.

However, the above phenomenon alone cannot explain
why the model maintains performance on clean samples. If
fine-tuning simply amplified attention to triggers, it would
impair the model’s ability to extract normal image features.
Our analysis of attention distributions across layers (see
Fig. 2) shows that backdoor features receive stronger at-
tention in the deeper layers. This Hierarchical Mechanism
suggests that during fine-tuning, backdoor features are pri-
marily reinforced in the middle to deep layers. Meanwhile,
the attention patterns in shallow layers remain relatively
broadly distributed, focusing on extracting basic visual fea-
tures. Thus, the model can maintain its original performance
through basic feature extraction in shallow layers and focus
on normal semantic patterns in middle-deep layers.

5 PurMM: Test-time Backdoor Purification
via Zeroing Out Backdoor Tokens

Defense Motivation. In Sec. 4.2, we posit that backdoor
attacks during MLLM fine-tuning fundamentally occur be-
cause the backdoor trigger acts as a “leaf” that hijacks
the model “vision”. Consequently, an intuition-driven idea
emerges: if the backdoor features of the image are removed
during the answer generation phase, the model attention can
be properly allocated to relevant regions, thereby remov-
ing the backdoor while obtaining the correct answer.
This mechanism is analogous to removing an leaf that was
obstructing visual perception. Accordingly, we propose a
test-time backdoor purification framework named PurMM,
which defends against backdoor attacks without requiring
intervention in the model training process. Specifically, the
framework comprises three integral components: attention-
driven backdoor localization, deep-guided filtering mech-
anism and backdoor token zeroing out. An overview of
PurMM is illustrated in Fig. 3.

5.1 Attention-Driven Backdoor Localization

Regardless of whether backdoor data was injected during the
downstream fine-tuning process, our approach enables the
discernment of backdoors during testing by capturing intrin-
sic attention behavioral patterns. Thus, when a fine-tuned
MLLM generates a response given a test sample (I, @), the
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Figure 3: Architecture illustration of PurMM. PurMM first performs attention-driven backdoor localization (Sec. 5.1),
leveraging clustering to identify tokens with anomalously high attention. Motivated by the Hierarchical Mechanism, we intro-
duce the deep-guided filtering mechanism (Sec. 5.2), which achieves precise backdoor mitigation while largely preserving
clean performance. Finally, zeroing out the visual embeddings corresponding to the remaining backdoor tokens (Sec. 5.3).

attention distribution for each Transformer layer can be ob-
tained, and its average across all heads is computed:

A — Z AR ¢ RTXT

h 1

ey

where A(W") denotes the attention distribution matrix at
layer! € {1,2,...,L} forhead h € {1,2,...,H} and T is
the sequence length.

For a backdoor image Iyackdoor, the trigger hijacks the at-
tention, causing it to be overly concentrated on the tokens
related to the backdoor trigger. Inspired by this, we select
the submatrix of A () related to the image tokens:

1
Afn, = AU [ Ting] € RV, @)
where Ziy,, denotes the image token indices, M = |Iimg| is
the number of image tokens.
By calculating the column averages of Al(m) , we can ob-

tain the attention magnitude that the model assigns to each
image token. Then, we perform clustering on these averages.
We select the token indices within the cluster having the
largest mean value and identify them as the positions where
the backdoor trigger is located:

Zjec“) vy
e

()

_ (D) px
ackdoor Ck*’ k= argmax

ke{l,...,.K

3
}

where k* identifies the cluster index with the highest mean
0] (ORI

attention magnitude; v; - ] T Zl y Almg[ Jj] rep-

resents the mean attention magnitude for image token j

at layer ; ¢ € {¢{",....ci} and {C",....C0} =
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Cluster({v )} K) denotes partitioning the set of mean

attention magnitude {v (@ )} 1 into K clusters through clus-
tering, with K-Means (f\/IaCQueen 1967) as default.

Take the union of the localization results of each layer to
obtain all possible positions of the backdoor trigger among
the image tokens:

J=D

7o

backdoor*

Ibackdoor — U (4)

=1

5.2 Deep-Guided Filtering Mechanism

Despite progress in identifying tokens associated with
backdoor triggers, two fundamental challenges remain: I)
Thackdoor cONtains too many redundant tokens irrelevant to
the backdoor, failing to achieve precise localization; IT) For
a clean image I¢jean, maximal information retention remains
essential to maintain original model performance.

Building on the Hierarchical Mechanism of attention
detailed in Sec. 4.2, we devise the Deep-Guided Filtering
Mechanism (DGFM). DGFM leverages deep-layer atten-
tion to build a reference set, then keeps only shallow-layer
tokens that fall within small (3 x 3) neighborhoods around
those references, refining the suspected backdoor regions for
subsequent purification while preserving clean utility.

We define the mid-deep layers as the posterior 50% of the
model. The reference set Z. is subsequently constructed by
taking the union of clustering results across all target layers:

[,deep_{mw{ J+1<l<L}

Iref— U

1€ Laeep

(&)

1)
1 backdoor*



Map the M image tokens into an S x .S grid, for any image
token index m € {1,2,..., M}:

(row,,,, col,,) = (Lm _ 1J , (m—=1) mod S) , (6)

S

where S = v/ M is the side length of the square grid and m
is mapped to integer coordinates from (0, 0) to (S—1,.5—1).

We define the neighborhood A as a nine-grid region
(3 x 3) centered on a reference token j € Z.¢. The reten-
tion region R for filtering is determined by aggregating the
neighborhoods of all reference tokens, formally expressed
as the union of these individual neighborhoods:

N(j) = {|row,,—row;| <1 A [col, — col;| < 1},

R={J N0G)

j €Ircl'
where k € {1,2,..., M}.
The final localization result is obtained by keeping only
the tokens within the retention region:

(N

Z-l;kackdoor = Thackdoor ﬂ R. (8)
5.3 Backdoor Token Zeroing Out
Leveraging the refined backdoor token set Z;,  joor» WE PET-

form test-time purification (Che et al. 2025). We construct a
binary mask M € {0, 1} such that:

-

The sanitized embedding matrix Eimg is then computed
via element-wise masking:

Eimg = Eing © (M - 1)), (10)

where © denotes element-wise multiplication and 14 is a
d-dimensional unit vector. This operation preserves non-
backdoor token embeddings while zeroing out rows corre-
Sponding to Igackdoor‘

The modified embeddings are fed into the MLLM for sec-
ondary generation:

Apurified = M@(Eimg7Q)' (1D

Above process achieve three critical objectives: I) Back-
door Purification: Zeroing out trigger-associated tokens not
only disrupts “Attention Hijacking” but also restores the cor-
rect output; IT) Clean Image Preservation: Ensure that per-
formance under clean inputs remains unchanged as much as
possible; IIT) Training-Free Defense: No model retraining
or modification of training methods.

0 ifie :leackdoor7
1 otherwise.

€))

6 Experiment
6.1 Experimental Setup
Victim Models and Datasets. We evaluate two state-of-the-
art and widely adopted MLLMs, LLaVA-v1.5-7B (Liu et al.
2023) and InternVL2.5-8B (Chen et al. 2024), which exem-
plify the latest trends in multimodal architecture design. Ex-
periments employ three benchmark datasets: Science QA (Lu

35566

et al. 2022) and IconQA (Lu et al. 2021) for visual question
answering (VQA), and Flickr30k (Young et al. 2014) for im-
age captioning. More details are provided in Appendix B.1.
Attack Configurations. We adopt the most popular
physical-world backdoor paradigm (Gu, Dolan-Gavitt, and
Garg 2017; Gu et al. 2019). Following canonical practice,
the trigger is a black square positioned at the image centre
whose side length equals 1/16 of the image height/width.
Poisoned samples are paired with the unified target output
“I can’t answer your question!”. Backdoors are implanted
via LoRA-based fine-tuning (Hu et al. 2022) on poisoned
datasets, with 10% of the images carry the trigger. More de-
tails are provided in Appendix A.

Evaluation Metrics. We measure performance in different
aspects through four metrics: Clean Performance (CP): Ac-
curacy for VQA and CIDEr (Vedantam, Lawrence Zitnick,
and Parikh 2015) for captioning under clean samples; At-
tack Success Rate (ASR): The proportion of trigger samples
that generate target outputs; Trade-off Performance (TP):
To measure the trade-off between ASR (backdoor removal)
and CP (normal performance), the calculation formula is:

TP = w ; Recovery Performance (RP): Per-
formance evaluated on backdoor samples after purification,
measuring the model’s ability to restore the correct answer.
Baselines. Random: Randomly zero out 20% image tokens;
DiffPure [ICML22] (Nie et al. 2022): Applies diffusion and
reversal using a pretrained diffusion model for purification;
ZIP [NeurIPS’23] (Shi et al. 2023): Blurs and regenerates
images via zero-shot diffusion to remove triggers without
model access; SampDetox [NeurlPS’24] (Yang et al. 2024):
A two-stage noise addition and denoising process is used
to remove the trigger; SparseVLM [ICML’25] (Zhang et al.
2025c¢): Speeds up inference by sparsifying visual tokens in
vision-language models. See details in Appendix B.2.

6.2 Main Results

We report the CP, ASR, and TP of PurMM across two
MLLMs and three datasets, as shown in Table 1.
Effectiveness of PurMM. Across all settings, PurMM
achieves the best ASR and TP, underscoring its strong capac-
ity to purge backdoor behavior and its superior balance be-
tween preserving clean performance and defending against
backdoor attacks. On LLaVA with ScienceQA, it reduces
ASR from 99.55% to 0.84% and increases TP from 43.86
to 91.90, with comparable improvements on IconQA and
Flickr30k. On the more advanced InternVL, PurMM like-
wise maintains excellent performance. We observe a slight
decrease in CP because removing visual tokens in the trigger
region inevitably discards some information from the origi-
nal image. PurMM mitigates this through DGFM (Sec. 5.2),
which preserves normal performance to the greatest extent
possible. As a result, the CP remains close to the original.
Comparison with Baselines. By comparing with 5 test-time
baselines, we demonstrate the superiority of PurMM in de-
fending against backdoor attacks in MLLMs. Random and
Sparse VLM, like PurMM, operate on visual tokens, yet they
are not designed to address backdoor attacks. We include
them to highlight the urgent need for dedicated backdoor



ScienceQA IconQA Flickr30k
Models Methods || cpt) "ASR() TP(1) | CP(1) ASR() TP() | CP(1) ASR() TP()
Backdoor FT 87.26 99.55 43.86 | 82.30 84.40 4895 | 71.23 83.00 44.12
Random 84.37 99.21 4258 | 81.92 83.06 4943 | 68.77 77.80 45.49
SparseVLM 86.76 96.78 4499 | 81.25 83.11 49.07 | 67.91 79.20 44 .36
LLaVA DiffPure 78.53 80.81 48.86 | 79.07 80.41 49.33 | 44.69 36.80 53.95
ZIP 73.53 7491 4931 | 78.39 67.57 55.41 | 54.54 20.30 67.12
SampDetox 83.09 92.17 4546 | 77.23 85.85 45.69 | 54.68 62.10 46.29
PurMM (Ours) 84.63 0.84 91.90 | 80.07 4.04 88.02 | 66.22 5.40 80.41
Backdoor FT 97.92 97.47 50.23 | 97.21 93.07 52.07 | 47.84 85.50 31.17
Random 95.22 97.07 49.08 | 93.27 92.16 50.56 | 47.05 74.10 36.48
SparseVLM 97.42 95.59 50.92 | 96.69 90.63 53.03 | 47.50 81.60 32.95
InternVL DiffPure 86.61 79.87 53.37 | 93.08 86.86 53.11 | 35.10 22.40 56.35
ZIP 74.67 72.43 51.12 | 94.70 76.61 59.05 | 33.81 33.70 50.06
SampDetox 93.01 89.24 51.89 | 90.58 88.71 50.94 | 31.34 47.80 41.77
PurMM (Ours) 90.33 8.53 90.90 | 93.94 31.52 81.21 | 46.19 27.30 59.45

Table 1: Comparison of PurMM with baselines across two mainstream MLLMs and three downstream tasks, reporting CP,
ASR, and TP. Bold and underline indicate the best and second-best performance. Please see additional analysis in in Sec. 6.2.
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Figure 4: Ablation on DGFM (Sec. 5.2) of PurMM, show-
ing improved trade-off between clean performance and
backdoor defense. Please see details in Sec. 6.3.

defenses in MLLMs. DiffPure, ZIP, and SampDetox are
diffusion-based image purification methods. Although they
reduce ASR, they substantially degrade CP. Compared with
these methods, PurMM not only provides stronger backdoor
defense and better preserves normal performance, but is also
more efficient, since diffusion-based methods are consider-
ably time-consuming (see Appendix C.1 for details).

6.3 Ablation Study

Key Component (DGFM). We perform an ablation study
on DGFM (Sec. 5.2) using LLaVA and InternVL across
all datasets. Results in Fig.4 and Tab.3 show that removing
DGFM substantially decreases both RP and TP. The absence
of DGFM not only undermines the model’s trade-off be-
tween clean performance and backdoor robustness, but also
reduces its recovery capability. This suggests that DGFM
preserves crucial shallow visual information during infer-
ence, enabling the model to maximally restore its original
performance after removing trigger-associated tokens.

Different Cluster Methods. We evaluate the stability of
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Table 2: Ablation on cluster methods, highlighting that the
stability of backdoor localization (Sec. 5.1) does not depend
on the choice of cluster algorithm. See details in Sec. 6.3.

ScienceQA | IconQA Flickr30k

Methods || ep(t) TP(1)|RP() TP(1)|RP(1) TP(1)
Backdoor FT || 0.35 43.86|11.11 48.95[11.23 44.12
Random 0.55 42.58[11.84 49.93|14.32 45.49
SparseVLM 2.53 4499|11.97 49.07|13.01 44.36
DiffPure 17.75 48.86|14.55 49.33|27.94 53.95
ZIP 23.15 49.31|25.84 55.41|42.97 67.12
SampDetox 6.79 45.46|10.78 45.69|18.29 46.29
Oursw/o DGFM)|| 75.81 86.64|67.42 82.71|47.53 70.21
Ours 83.94 91.90|72.56 88.02|65.37 80.41

Table 3: Comparison of recovery capability, highlighting
the effectiveness of PurMM in purifying backdoor samples
to get normal outputs. See details in Sec. 6.4.

backdoor localization (Sec. 5.1) by substituting the default
K-means with DBSCAN (Ester et al. 1996) and Gaussian
Mixture Model (GMM) (Reynolds 2015), and report RP and
TP on LLaVA. Results in Tab. 2 show that changing the clus-
tering algorithm does not lead to any significant difference
in performance, and similar RP and TP are achieved across
all datasets. This indicates that PurMM is consistently ef-
fective in defending against backdoor attacks, maintaining
clean accuracy, and restoring normal outputs, regardless of
the clustering method employed, highlighting the stability
and robustness of the backdoor localization stage.



Backdoor Sample (Image Captioning)

Ground Truth

A black and white dog is
running through the grass.

A group of people standing
in front of an igloo.

Purified Answer

A black and white dog
is running in a yard.

A group of people are
gathered around an igloo.

Figure 5: Case study on purified effect for Flickr30k, show-
ing that purified answer closely match the ground truth.
Please see additional analysis in Sec. 6.4.

Rate || RP(1) CP(1) ASR() TP(1)
5% || 82.75 8339 1.14 OLI3
10% || 83.94 84.63 0.84  91.90
15% || 8230 84.93 2.88  91.03

Table 4: Comparison under different poisoning ratios,
highlighting the generalizability. See details in Sec. 6.5.

6.4 Recovery Performance

In Sec. 5 we emphasize that PurMM can recover poisoned
samples. Accordingly, Tab. 3 reports its RP and TP to high-
light this distinctive purification capability. PurMM delivers
substantial gains in RP, increasing from 0.35% to 83.94% on
ScienceQA and reaching 72.56% and 65.37% on IconQA
and Flickr30k, respectively, while maintaining the best TP
in all cases. Removing DGFM leads to a marked decline
in RP, underscoring its importance in suppressing persistent
trigger features. Competing defenses achieve only moder-
ate recovery and often reduce TP. As illustrated in Fig. 5,
case study further confirms that purified outputs are closely
aligned with the ground truth. These results demonstrate that
PurMM effectively blocks attacks, preserves standard per-
formance, and reliably restores intended outputs.

6.5 Impact of Different Poisoning Ratios

Taking the LLaVA as an example, we adjust the injection ra-
tio of backdoor data in ScienceQA dataset to 5% and 15%
from 10% to evaluate the method performance under differ-
ent poisoning ratios. As shown in Tab. 4, changes in the poi-
soning ratio have minimal impact on the effect of backdoor
purification, with both RP and CP maintaining above 80%
while significantly reducing ASR. Therefore, we conclude
that PurMM is robust to variations in the poisoning ratio.

6.6 Impact of Trigger Type

We examine how different trigger types influence the effec-
tiveness of PurMM. As shown in Tab. 6, Patch and Pixel
triggers are successfully purified, with low ASR and high
CP. Logo triggers, which are visually coherent with image
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Trigger Type [| RP(1) CP(1) ASR() TP(})
Patch [l 83.94 8463 084 9190
Pixel 83.98 7951 045  89.53
Logo « 79.92 78.08 580  86.14

Table 5: Comparison under different trigger types, high-
lighting the effectiveness of PurMM in removing localized
triggers. Please see more details in Sec. 6.6.

Attack Type || RP(1) CP(1) ASR() TP(1)
Default Single || 83.94 84.63 084  91.00
Fixed Dual 82.00 80.12 293  88.60
Random Triple || 82.70 80.96  3.57  88.70

Table 6: Comparison under potential adaptive attacks,
demonstrating that evading PurMM by dispersing attention
is infeasible. Please see more details in Sec. 6.7.

content, lead to a higher ASR along with a decrease in RP.
This suggests that semantically integrated triggers can better
evade detection compared to conspicuous or sparse triggers.
Even so, PurMM consistently maintains high cp and over-
all robustness, demonstrating strong generalization against
diverse trigger types. See more details in Appendix C.2.

6.7 Resistance to Potential Adaptive Attacks

To evaluate the adaptability of PurMM, we test potential
backdoor attacks on LLaVA with ScienceQA. Specifically,
we set multiple triggers in a single image to weaken atten-
tion and disrupt the purification. This attack setting sim-
ulates adaptive attackers evading attention-based defense
schemes by dispersing influences across regions. We im-
plement two variants: (1) Fixed Dual: two identical trig-
gers placed symmetrically; (2) Random Triple: three triggers
randomly embedded. Tab. 6 shows that PurMM remains re-
silient to potential attacks, achieving a favourable balance
between clean accuracy and backdoor purification. This ro-
bustness stems from the joint use of the attention-driven
backdoor localization (Sec. 5.1) and the deep-guided filter-
ing mechanism (Sec. 5.2). See more details in Appendix C.3.

7 Conclusion

The FTaaS paradigm prevents direct manipulation of the
training pipeline. Nevertheless, attackers can still poison
closed-source MLLMs by embedding small and covert trig-
gers, prompting our investigation of trigger-based backdoor
threats. Our analysis reveals that backdoor fine-tuning con-
sistently amplifies deep-layer attention on these triggers.
Leveraging this property, we introduce PurMM, a test-time
purification framework that identifies and mitigates the af-
fected tokens without retraining, preserving clean accuracy
while sharply reducing attack success across multiple mod-
els and datasets. The method also restores correct outputs
for poisoned inputs. Future work could refine training-free
defenses for MLLMs and extend them to resist increasingly
sophisticated, adaptive attacks.
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