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Abstract

This paper focuses on jailbreaking attacks against large lan-
guage models (LLMs), eliciting them to generate objection-
able content in response to harmful user queries. Unlike pre-
vious LLM-jailbreak methods that directly orient to LLMs,
our approach begins by constructing a multimodal large lan-
guage model (MLLM) built upon the target LLM. Subse-
quently, we perform an efficient MLLM jailbreak and obtain
a jailbreaking embedding. Finally, we convert the embedding
into a textual jailbreaking suffix to carry out the jailbreak
of target LLM. Compared to the direct LLM-jailbreak meth-
ods, our indirect jailbreaking approach is more efficient, as
MLLMs are more vulnerable to jailbreak than pure LLMs.
Additionally, to improve the attack success rate of jailbreak,
we propose an image-text semantic matching scheme to iden-
tify a suitable initial input. Extensive experiments demon-
strate that our approach surpasses current state-of-the-art jail-
break methods in terms of both efficiency and effectiveness.
Moreover, our approach exhibits superior cross-class gener-
alization abilities.

Code — https://github.com/nobody235/LLM-jailbreak

Introduction

Recently, large language models (LLMs) such as ChatGPT
(Brown et al. 2020) have been widely deployed. These mod-
els exhibit advanced general abilities but also pose serious
safety risks such as truthfulness, toxicity, and bias (Gehman
et al. 2020; Perez et al. 2022; Sheng et al. 2019; Abid, Fa-
rooqi, and Zou 2021; Carlini et al. 2021). Typically, there
exists a type of attack called jailbreaking attack, which can
elicit LLMs to generate objectionable content in response to
users’ harmful queries. For example, a pioneering work (Zou
et al. 2023) has found that a specific prompt suffix allows the
jailbreak of most popular LLMs. However, the efficiency of
those methods is recognized to be relatively low, primarily
attributed to the challenges of discrete optimization in find-
ing the textual jailbreaking suffix (JBtxt).

On the other hand, there is a surge of interest in multi-
modal large language models (MLLMs), which enable users
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to provide images as input to LLMs. (Liu et al. 2024a; Dai
et al. 2024; Zhu et al. 2023; Chen et al. 2023; Alayrac et al.
2022; Ye et al. 2023; Bai et al. 2023; Team et al. 2023;
OpenAlI 2025). Consequently, research on jailbreak has been
extended from LLMs to MLLMs. Furthermore, it has been
demonstrated that performing MLLM-jailbreak is easier and
more efficient than performing LLM-jailbreak (Shayegani,
Dong, and Abu-Ghazaleh 2023; Qi et al. 2024). This is
largely because finding jailbreaking images within continu-
ous pixel spaces is significantly easier and more flexible than
identifying jailbreaking text within discrete token spaces.

Inspired by that, we propose an efficient indirect LLM-
jailbreaking approach that constructs an MLLM built
upon the target LLM and subsequently performs MLLM-
jailbreak. Specifically, we adopt a widely used LLM-
jailbreaking strategy (Zou et al. 2023), which seeks to iden-
tify a specific prompt suffix, denoted as JBtxt. When ap-
pended to harmful queries, this JB#xt suffix can elicit LLMs
to generate objectionable content. Our contribution lies in
efficiently finding such JBtxt by leveraging the MLLM-
jailbreak process. As shown in Fig.1, the workflow of our
approach is as follows: (1) Given a target LLM to be jail-
broke (e.g., LLaMA?2), we first construct an MLLM by in-
tegrating a visual module into the target LLM. (2) We then
perform an efficient MLLM-jailbreak. (3) Instead of using
the jailbreaking image (referred to as JBimg), we obtain the
output features from the visual module—namely, the Jail-
breaking embeddings (JBemb)—and convert them into tex-
tual strings using our De-embedding and De-tokenization
operations. (4) We regard these textual strings as JBxt and
append them to the harmful queries to carry out the jailbreak
of the target LLM.

Essentially, our approach leverages an MLLM-jailbreak
to achieve the ultimate goal of LLM jailbreak. This indi-
rect jailbreaking scheme offers flexibility for both white-
box and black-box jailbreak. In the context of white-box
jailbreak, the process of converting JBemb to JBtxt allows us
to generate a set of candidate JBzxt. Unlike GCG (Zou et al.
2023), which produces only a single JBtxt, our approach out-
puts a diverse set of high-quality JBzxt, significantly enhanc-
ing the attack success rate (ASR) of jailbreak.

Black-box jailbreak is preferred in real-world applica-
tions. In our approach, the transition from MLLM-jailbreak
to LLM-jailbreak enables a flexible and effective black-box



jailbreak strategy. Specifically, we can construct the MLLM
with a surrogate LLM and obtain the JBtxt through MLLM-
jailbreak. Subsequently, the JBzxt can be transferred to jail-
break the target LLM in a black-box manner.

Regarding the MLLM-jailbreak, we observe that the ASR
of jailbreak is closely related to the initial input image
(namely JBinit). By selecting an appropriate JBinit, we
can significantly enhance the MLLM-jailbreaking ASR. To
achieve this, we propose an image-text semantic match-
ing scheme to identify this suitable JBinit. Our scheme at-
tempts to align the embedding of JBinit with that of harmful
queries. The underlying intuition is that aligned embeddings
between the image and text inputs are more effective at trig-
gering the model’s cross-attention mechanism, thereby ex-
erting a stronger influence on the answer generation process.
As a result, our JBinit can effectively shift the model’s re-
sponse from “Sorry, I cannot” to “Sure, here is”, thus achiev-
ing a successful jailbreak.

Our approach is also related to embedding-based LLM
jailbreak methods (Wen et al. 2024), which focus on direct
optimizing token embeddings. Compared to foken-based
methods such as GCG, these approaches are more efficient,
as they rely on continuous optimization. However, previous
embedding-based jailbreaks have been shown to be largely
ineffective, primarily because the obtained embeddings of-
ten lack corresponding tokens (Zou et al. 2023). In con-
trast, our method does not directly optimize JBemb. In-
stead, we indirectly obtain JBemb by optimizing JBimg.
This procedure can be viewed as regularizing the optimiza-
tion of JBemb through the use of the visual module. Since
the visual module (e.g., a CLIP encoder) is trained with an
image-text alignment objective, it increases the likelihood
that our JBemb corresponds to valid tokens. Consequently,
our approach surpasses traditional embedding-based jail-
break methods in terms of effectiveness.

Regarding the evaluation of LLM jailbreak, previous
methods typically rely on benchmark datasets that mix var-
ious types of harmful behaviors. In contrast, we propose to
categorize them into fine-grained classes, such as violence,
financial crimes, cyber crimes, drug crimes, efc. This en-
ables us to assess the cross-class generalization ability of
jailbreaks—specifically, whether JBtxt generated from one
class can effectively transfer to jailbreak other classes.

We conduct extensive experiments demonstrating that our
approach outperforms current state-of-the-art jailbreaking
methods in both efficiency and effectiveness. Efficiency is
a key advantage of our approach. For instance, for the same
jailbreaking tasks, our method requires only approximately
3% of GCG’s runtime. Furthermore, our approach pro-
vides notable flexibility for black-box jailbreak, enabling
successful jailbreaks of recent LLMs such as Mistral-v0.3,
Gemma2, Deepseek-R1, Grok-3, and DouBaol.5. Further-
more, it exhibits superior cross-class generalization ability
of jailbreak. This finding suggests that improving the ASR
for a specific class can benefit not only from data within the
class itself, but also from data drawn from related classes.
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Our Approach

Unlike previous LLM-jailbreak methods that directly orient
to LLMs, our approach first constructs a multimodal large
language model (MLLM) by incorporating a visual module.
We then leverage an efficient MLLM-jailbreak to ultimately
achieve the goal of LLM-jailbreak. In the following sections,
we first provide an overview of our framework, followed by
a detailed description of each component.

Overview

Our approach consists of four steps, as illustrated in Fig. 2.
In Step 1, we construct an MLLM by incorporating a vi-
sual module and perform an MLLM-jailbreak to obtain the
jailbreaking embedding, denoted as JBemb. In Step 2, the
obtained JBemb is converted into textual form, referred to as
JBtxt. Finally, in Step 3, we use these JBtxt to carry out the
LLM-jailbreak.

Our empirical study reveals that the Attack Success Rate
(ASR) of jailbreak is sensitive to the initial input image
(JBinit) used to initialize the MLLM-jailbreaking process.
To address this, we introduce an image-text semantic match-
ing scheme as Step O to identify a suitable JBinit.

MLLM Construction

Given a target LLM, we aim to construct a multimodal LLM
(MLLM) that incorporates the target LLM as its core. This
can be achieved through two approaches: building and train-
ing the MLLM ourselves or utilizing an existing model.

For the first approach, we adopt a standard pipeline that
involves integrating a visual module into the target LLM.
We then fine-tune the MLLM using a suitable multimodal
dataset. Crucially, during the fine-tuning process, the LLM
itself is frozen, and only the visual module is updated. This
design ensures that the LLM embedded within the MLLM
remains identical to the target LLM, thereby enabling effec-
tive transferability from MLLM-jailbreak to LLM-jailbreak.

In practice, however, it is often expensive to construct and
train an MLLM from scratch. Thanks to the HuggingFace
open-source platform, most popular LLMs already have cor-
responding MLLMs couple. For each LLM-MLLM pair,
all intermediate models are systematically organized into a
Model-Tree. Given a target LLM, one can simply identify
the corresponding MLLM from the Model-Tree and proceed
directly to the MLLM-jailbreaking stage.

MLLM Jailbreak

We adopt a strategy for MLLM-jailbreak analogous to that
used in LLM-jailbreak, i.e., encouraging the MLLM to gen-
erate a response that begins with a positive affirmation such
as “Sure, here is a (content of query).” Our method is in-
spired by adversarial attacks, which typically perturb visual
inputs to manipulate a model’s output. However, jailbreak
fundamentally differs from adversarial attacks in that it tar-
gets a generative task rather than a discriminative one. To
bridge this gap, we adapt adversarial techniques by replacing
the conventional cross-entropy loss with a maximum likeli-
hood objective, thereby encouraging the MLLM to produce
affirmative responses. This objective directly maximizes the
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Figure 1: The indirect jailbreaking scheme of our approach begins with constructing an MLLM by integrating a visual module.
We then perform an efficient MLLM-jailbreak to obtain the JBemb, which is subsequently converted into JBtxt for jailbreaking

the target LLM.

likelihood of the desired output, making it better suited for
the generative nature of jailbreak.

Specifically, for each harmful query g;, we provide a cor-
responding target answer a;, thereby creating a dataset of
harmful behaviors B = {(¢;,a;),i = 0,..., N}. We then
formulate the MLLM-jailbreak as the process of finding a
perturbation § that encourages the generation of the target
answer a; when the model is presented with the harmful
query g;, as follows,

M
m{‘;mx; log(p(as|qi, @)) M
s.t.7 € [0,255]% 7 = @i + 0

101, < e

where p(a;|q;, T) represents the likelihood of the MLLM
generating the answer a; when provided with the image x
and the text query ¢;. Here, € denotes the attack budget, and
z refers to the jailbreaking image (/Bimg). The optimization
process is performed over a set of M query-answer pairs
{(¢iya;),i = 0,...,M}. This problem can be effectively
solved by adapting the Projected Gradient Descent (PGD)
algorithm (Madry et al. 2017).

LLM Jailbreak

After completing MLLM-jailbreak, we proceed to the next
stage: carry out LLM-jailbreak. At this stage, the key is to
derive a textual prompt suffix JBtxt, rather than directly uti-
lizing the output of MLLM-jailbreak, i.e., JBimg.

Note that it is the output of the visual module—serving
as the input to the LLM—that facilitates the success of
jailbreak. We refer to this output as JBemb, a sequence
of continuous embeddings that facilitates LLM-jailbreak.
Consequently, transitioning from MLLM-jailbreak to LLM-
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jailbreak entails converting JBemb back into the text space,
resulting in the textual JBixt.

In our approach, we propose De-embedding and De-
tokenization operations to convert JBemb into JBtxt. These
operations are intended to reverse the Embedding and To-
kenization procedures used in LLMs. Specifically, the em-
bedding operation in LLMs maps each discrete token ¢ to its
corresponding embedding vector e via a token-embedding
dictionary (¢, e). Accordingly, our De-embedding operation
aims to invert this process by mapping a continuous embed-
ding vector back to its most likely discrete token. This is
achieved through a nearest-neighbor search across the em-
bedding dictionary.

For each embedding vector e; in the sequence (eq, ..., er,),
we identify the top- K closest embedding vectors é‘f , where
k =1,..., K. Performing this for all ¢; results ina K x L em-
bedding pool {éf}f::’a ,—; and a corresponding K X L to-

ken pool {ff}f:Ll ,—1- The De-tokenization operation then
converts these tokens into natural language words, yielding
a K x L word pool {u?f}?flyl:l. Finally, we randomly sam-
ple several word sequences from this word pool—each sam-
pled sequence constituting a candidate JBzxt.

It is worth noting that we select the top-K nearest embed-
dings rather than solely the top-1. This strategy enables us
to generate multiple JBtxt candidates instead of a single one.
Moreover, we observe that each JBtxt has a certain probabil-
ity of successfully achieving jailbreak. By ensembling these
high-quality JBtxt candidates, we can substantially enhance
the overall jailbreaking performance.

When performing black-box jailbreak, we first con-
struct an MLLM based on a surrogate LLM model (e.g.,
LLaMA2), generate the corresponding JB#xt, and then trans-
fer this JBtxt to effectively jailbreak the target LLM (e.g.,
Deepseek-R1).
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Figure 2: The full workflow of our approach. Before Stepl, we propose an image-text matching scheme to identify an appro-

priate initial input JBinit at Step0.

Finding an Appropriate JBInit

We observe that initializing the MLLM-jailbreak algorithm
with a suitable starting point, namely JBInit, can substan-
tially enhance the ASR of the MLLM-jailbreak. To this
end, we propose an image-text semantic matching scheme.
Specifically, our goal is to ensure that the embedding of
JBInit is close to the embedding of the harmful queries. The
rationale behind this scheme is that, for MLLM-jailbreak to
succeed, the JBInit must exert a substantial influence on the
LLM’s answer generation process. Particularly, it needs to
turn a typical refusal response like “Sorry, I cannot” into a
positive affirmation such as “Sure, here is”. By ensuring that
the embedding of JBInit closely aligns with that of the query,
we can effectively trigger the model’s cross-attention mech-
anism, thereby exerting a stronger influence on the answer
generation process.

Specifically, our image-text semantic matching scheme
employs a network architecture akin to the CLIP model, as
illustrated in Fig.2. Since the CLIP visual encoder serves as
the visual module within the MLLM, our matching network
reuses this same visual encoder. Additionally, we incorpo-
rate the CLIP text encoder to process textual inputs.

For the text input, we randomly select several keywords
closely associated with a particular harmful class. For exam-
ple, in the case of Weapons Crimes, these keywords might
include firearms, illegal weapons, guns, etc. We then con-
struct descriptive phrases from these keywords, such as “a
photo of firearms,” which are better suited for encoding by
the CLIP text encoder.

Regarding the image input, we initially employ an image
search engine to retrieve candidate images using the selected
keywords as search queries. These images are then ranked
based on their CLIP similarity scores relative to the harmful
phrases. The highest-ranked image is chosen as the input for
the visual encoder.

Following this, we introduce an optimization algorithm
designed to further modify the input image, with the objec-
tive of minimizing the distance between its embedding and
that of the harmful phrases. Let’s denote the harmful phrases
as {t;}¥, and the highest-ranked image as z. Our match-
ing algorithm seeks to find a perturbation A to be added to
the image x in order to maximize the image-text similarity
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score. Formally, this can be expressed as:

N
mAln ; log(LcLp(Ency (Z), Ency,(t;))
st.Te€0,255]Y F =2+ A

where Ency, is the CLIP visual encoder, Ency, is the CLIP
text encoder, and T is the JBInit image obtained after pertur-
bation.

By solving Eq( 2), we obtain an appropriate JBInit,
which serves as an effective initialization point for MLLM-
jailbreak.

2

Evaluation

Datasets. Several datasets have been introduced for evalu-
ating jailbreak attacks, such as AdvBench (Zou et al. 2023),
which includes a diverse range of harmful behaviors, in-
cluding violence, financial crimes, drug-related crimes, and
more. However, existing evaluation protocols often aggre-
gate all these behaviors into a single pool during assessment.

In contrast, we advocate for a more fine-grained evalua-
tion strategy by categorizing harmful behaviors into distinct
classes and assessing jailbreak success for each class indi-
vidually. This approach reveals that certain classes are in-
herently more resistant to jailbreak attempts than others.

Moreover, we can also assess the cross-class transfer-
ability of jailbreaks, which involves evaluating whether the
JBixt generated for one class can effectively jailbreak LLMs
across other classes.

Specifically, we categorize AdvBench dataset into nine
classes: “Unlawful Violence”, “Financial Crimes”, ‘“Prop-
erty Crimes”, “Drug Crimes”, “Weapons Crimes”, “Cyber
Crimes”, “Hate”, “Suicide and Self-Harm”, and “Fake Info”.
Furthermore, since our approach involves MLLM-jailbreak,
we extend the AdvBench dataset into a multimodal ver-
sion, termed AdvBench-M, by augmenting it with images.
Specifically, for each harmful class, we retrieve 20 seman-
tically relevant images from the Internet using the Google
search engine. We then employ CLIP ViT-L/14 (Radford
et al. 2021) to select the top 10 images that best align with
the queries associated with each harmful class.

In addition to AdvBench, we conducted extensive ex-
periments on HarmBench dataset (Mazeika et al. 2024).



Class | AutoP |AutoDAN| SoftP | GCG | AdvA | Ours

‘ Dt'r' Dt ‘ Dt'r' Dt ‘ DtT' Dt Dg ‘ Dtr' Dt Dt ‘ Dt'r' Dt D? ‘ Dtr Dt D?
Unlawful violence | 66 50 | 23 18 | 20 44 36|80 83 78|53 60 44 (100 94 85
Financial crimes 80 93|33 46 |40 32 37 (100 89 81 |60 O 50|93 98 74
Property crimes 73 84 |17 48 |80 62 36 100 98 97 | 60 68 55|93 98 69
Drug crimes 73 80|33 23 |53 40 41 [100 80 86| 60 53 44 |80 100 77
Weapons crimes 40 66 |17 9 |33 33 40|73 66 66|73 55 38|80 88 78
Cyber crimes 73 86|73 57 |53 53 32 (100 66 87|44 58 66|93 94 72
Hate 73 66|43 20 |20 6.6 42|53 66 80|13 53 38|73 60 81
Suicide/Self-Harm| 73 16 | 20 30 | 33 22 42 |53 38 80|20 46 50|60 44 78
Fake info 73 93190 40 |33 66 30|80 8 66|93 33 44|93 8 93
Average ASR \69‘3 70.4\38.8 32.3 \40.6 33.2 37.3‘82.1 74.7 80.1 \52‘9 47.3 47.7\85.0 84.7 78.6
Running Time H 3.3h H 2.1h | 0.32h H 11.2h H 0.78h H 0.37h

Table 1. White-box jailbreak of LLaMA?2 (via MiniGPT4-Jailbreak) on AdvBench-M. Performance is evaluated using ASR.

Class | AutoP |AutoDAN| SoftP \ GCG \ AdvA \ Ours

| Dir Dy | Dy Dy |Dy Dy DP|Dy Dy D |Dy Dy Dj|Dy Dy Dy
Unlawful violence| 6 20 [ 20 11 |46 38 60 |60 53 47 |40 44 64 |94 80 86
Financial crimes 13 6 |46 53 |80 69 40|60 78 41|93 87 53 [100 87 80
Property crimes 20 40|40 51 |80 71 46 |8 81 53|93 8 64|66 73 80
Drug crimes 26 33120 60 | 60 53 53|67 37 35|67 67 53|86 93 100
Weapons crimes 33 13120 38 |53 61 53|73 68 47 |46 55 64|88 100 66
Cyber crimes 40 26 (62 60 |8 80 60|53 35 37|73 90 53 |8 96 66
Hate 13 20126 40 |13 0 60|46 20 41 |46 13 70 |8 66 73
Suicide/Self-Harm| 26 6 | 26 11 |40 33 66 |20 22 29|67 44 70| 66 66 86
Fake info 33 40|13 33 |40 73 66|33 53 52 (26 33 64|73 100 80
Average ASR  [23.3 22.7]30.3 39.7[55.3 53.1 54.9|54.7 49.7 42.4|61.2 58.0 61.7|82.8 84.6 79.7
Running Time | 42h | 18h | 0.40h | 6.5h | 1.05h | 0.42h

Table 2. White-box jailbreak of InternL.M2.5 (via InternVL2.0-Jailbreak) on AdvBench-M dataset.

HarmBench consists of 400 harmful behavior instances. No-
tably, HarmBench encompasses several distinct behavior
categories not included in AdvBench, such as “Copyright
Violations”. To ensure a rigorous evaluation of our proposed
method, we strictly followed the evaluation protocols out-
lined in the HarmBench paper.

Test Models. We evaluate our approach with both white-box
and black-box jailbreaking settings. For the white-box set-
ting, we conduct evaluations on open-source models, includ-
ing LLaMA2-Chat-7B (Touvron et al. 2023), InternLM2.5-
7B (Cai et al. 2024), and Qwen2.5-3B-Instruct (Team
2025b). Specifically, for LLaMA2-Chat-7B, we utilize
MiniGPT-4 (Zhu et al. 2023) as the corresponding MLLM;
for InternL.M2.5-7B, we utilize InternVL2.0-8B (Chen et al.
2024b) as the corresponding MLLM; and for Qwen2.5-3B-
Instruct, we utilize InternVL2.5-4B (Chen et al. 2024a) as
its corresponding MLLM.

For the black-box setting, we generate the JBtxt by
using InternVL2.0 as MLLM, and subsequently employ
these textual suffixes to jailbreak closed-source models, in-
cluding Mistral-v0.3 (Jiang et al. 2023), Gemma2 (Team
2024a), ChatGLM4 (GLM 2024), Deepseek-R1 (DeepSeek-
Al 2025), Grok-3 (Grok 2025), and DouBaol.5 (Team
2025a).

Assessment. Evaluating the success of jailbreak is inher-
ently challenging. The objective of jailbreak is to elicit the
LLM to produce any response that complies with a harmful
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query, making it difficult to define a specific ground truth
for each query. Moreover, we have observed cases where
responses begin with seemingly affirmative phrases (e.g.,
“Sure, here is a...”) but ultimately decline to fulfill the
query. Consequently, prior methods often rely on manual
inspection to judge jailbreak success. To overcome this lim-
itation, we propose using the LLaMA Guard 2 tool (Team
2024b) to automatically assess the success of jailbreak at-
tempts.

White-box Jailbreak

We compare our approach with both foken-based jailbreak-
ing methods (i.e., AutoPrompt(Pryzant et al. 2023), Auto-
DAN (Liu et al. 2024b), GCG (Zou et al. 2023), AdvAt-
tack (Andriushchenko, Croce, and Flammarion 2024)) and
embedding-based methods (i.e., PEZ (Wen et al. 2024), Soft
Prompting (Qin and Eisner 2021)). Generally, the first cat-
egory exhibits strong performance. GCG directly optimizes
the JBtxt, while AutoDAN extends GCG by enhancing the
readability of the generated JB#xt. AdvAttack introduces
an adaptive strategy combining “Prompt + Random Search
(RS) + Self-transfer,” where the self-transfer component is
employed to further boost jailbreaking effectiveness.

We conduct per-class evaluations on the AdvBench-M
dataset. Specifically, for each class, we randomly sample
15 queries as the training set Dy,.q;, for learning the JBtxt,
while the remaining queries constitute the testing set Dyest.



Furthermore, to evaluate cross-class jailbreaking capabil-
ity, we define Dg!"¢" as the union of all testing queries from
classes other than the training class. For instance, we learn
a JBtxt on Class 1's D} and evaluate its performance

train>
both on the in-class test set D} and on the out-of-class
9

U Dtest'

aggregate set D?é?ter - DtZest LjeéDt?est :

Compare to Token-based Jailbreak We adopt Attack
Success Rate (ASR) as the primary evaluation metric, com-
puting it separately for each class on its corresponding
Dyrain, Diest, and D?;f?fr. Tables 1 and 2 present the jail-
breaking performance of LLaMA?2 and InternLM2.5 on the
AdvBench-M dataset. Due to space limitations, the results
for jailbreaking Qwen2.5 are provided in the supplementary
material.

From Tables 1 and 2, we observe that our approach con-
sistently outperforms all baselines across Dyyqin, Diest and
D¢ther On LLaMA2, our method demonstrates a substan-
tial improvement over the second-best performer, GCG,
with an average ASR increase of 2.9 percentage points on
Dyygin (85.0% vs. 82.1%) and a more significant 10.0 per-
centage point improvement on Dycs: (84.7% vs. 74.7%).
When evaluating on Intern.M2.5, the performance advan-
tage of our approach becomes even more pronounced, out-
performing the second-best competitor, AdvAttack, by 21.6
percentage points on Dyyqin (82.8% vs. 61.2%) and by 26.6
percentage points on Dy, (84.6% vs. 58.0%).

Notably, classes such as “Suicide/Self-Harm” and “Hate”

remain particularly challenging to jailbreak. For instance, on
LLaMAZ2, our method achieves only 44% and 60% ASR on
Dy for these classes respectively, and GCG reaches 38%
and 66%. We attribute this difficulty to the fact that cur-
rent models have undergone more intensive alignment ef-
forts specifically for these sensitive classes. In contrast, cer-
tain classes demonstrate high vulnerability across most jail-
breaking methods. For example, “Financial Crimes,” “Prop-
erty Crimes,” and “Cyber Crimes” consistently yield high
ASR across methods, with our approach achieving 98%,
98%, and 94% respectively on Dy.s for LLaMA2. This
disparity reveals the inherent imbalance in current safety
alignment mechanisms across different harm classes. These
findings not only expose vulnerable areas in existing safety
guardrails but also provide concrete guidance for more com-
prehensive and robust safety alignment in future LLM devel-
opment.
Efficiency. Our approach demonstrates markedly superior
computational efficiency compared to token-based methods.
Specifically, we compared the running time with GCG and
found that GCG requires 11.2 hours to generate a single
JBtxt for one harmful class, whereas our method completes
the same task in just 0.37 hours—approximately 3% of
GCG’s runtime. This represents a substantial reduction in
computational overhead.

Compare to Embedding-based Jailbreak Compared to
token-based jailbreak, embedding-based jailbreaking meth-
ods can leverage straightforward and efficient continuous
optimization, since token embeddings are continuous vari-
ables. This technique is often referred to as “soft prompt-
ing”(Lester, Al-Rfou, and Constant 2021; Qin and Eisner
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Model ‘Da tase t‘ Attack Success Rate (%)
\ |AutoP DAN SoftP GCG AdvA Ours

ALL 0 0.5 160 320 675 72.0

Llama2 | TEST | O 00 165 319 662 718
VAL 0 25 137 350 725 725

ALL 0 202 140 292 612 63.0

InternLM| TEST | 0 187 134 275 593 64.0
VAL 0 262 162 362 68.7 59.0

Table 3. White-box Jailbreak of LLaMA?2 (via MiniGPT4-
Jailbreak) and InternL.M2.5 (via InternVL2.0-Jailbreak) on
HarmBench dataset.

2021; Vu et al. 2021) in other literature and has demon-
strated advantages in the Prompt Engineering domain. How-
ever, as pointed out in (Zou et al. 2023), this type of method
is ineffective in LLM-jailbreak because the obtained embed-
dings (i.e., soft prompts) often have no corresponding to-
ken. In our experiments, we reached a similar conclusion to
(Zou et al. 2023), where the PEZ method completely failed
to achieve any successful jailbreaks, i.e., ASR ~ 0 for all
classes. Thus, the results of PEZ are omitted from Tables 1
and 2. The Soft Prompting (SoftP) method (Qin and Eisner
2021) achieves slightly better performance than PEZ; how-
ever, its ASR remains lower than that of token-based meth-
ods, as shown in Tables 1 and 2.

We argue that this failure stems from the absence of con-
straints during the embedding optimization process. With-
out such constraints, the optimized embeddings tend to devi-
ate significantly from the distribution of natural text embed-
dings, making it difficult to be converted back to text tokens.
In contrast, our approach directly optimizes images, which
are processed through the visual module. This ensures that
the resulting visual embeddings inherently remain closer to
the distribution of text embeddings. As a result, when pro-
jecting these visual embeddings into text tokens, the projec-
tion error is significantly reduced.

To validate our analysis, we quantitatively measure the
error incurred when converting optimized embeddings back
to tokens. For both the Soft Prompting method and our ap-
proach, after converting JBemb e to JBtxt via nearest neigh-
bor search, we re-embed the obtained JBtxt to produce é¥.
We then calculate the cosine similarity between é¢* and e*. A
higher similarity score indicates a lower conversion error. In
our experiments, the average similarity for soft prompting is
Simg, = 0.17, whereas our method achieves a substantially
higher average similarity of Sim,,,s = 0.63. These results
compellingly corroborate our analysis.

Comparison on HarmBench Besides the AdvBench-M
dataset, we also evaluate jailbreaking performance on the
HarmBench dataset (Mazeika et al. 2024). From Table 3,
our approach significantly outperforms all baseline methods.
Compared to AdvAttack, which shows strong performance
on HarmBench, our method achieves a 4.5% improvement
on LLaMA?2 (72.0% vs. 67.5% ASR on the entire dataset)
and a 1.8% improvement on InternL.M2.5 (63.0% vs. 61.2%
ASR), fully demonstrating the effectiveness of our approach.



Initialization | Clip-score

MLLM
Dtrain Dtest

LLM
Dtrain Dtest

Doth,ers

others
test D

test

Random-based | 0.1473 | 73.32 72.03 73.42 | 80.74 74.88 75.62
Ranking-based | 0.2083 | 75.18 76.75 75.44 | 82.22 77.07 75.94
Ours 0.5773 | 83.70 80.13 76.61 | 87.40 85.03 78.99

Table 4. Image-text Semantic Matching. We compare three initialization schemes.

Class Black-box

Mistral Gemma2 DeepseekR1 Grok3 DouBao
Violence 72.2 88.9 72.2 38.9 5.6
Financial 96.4 92.8 89.2 62.5 39.2
Property 93.7 92.1 78.1 67.2 312
Drug 86.7 80.0 86.7 26.7 6.7
Weapons 88.9 44.4 77.8 5.57 11.1
Cyber 87.5 85.0 87.5 77.5 35.0
Hate 66.7 533 40.0 60.0 13.3
Self-Harm | 22.2 61.1 16.7 66.7 0.0
Fake info | 80.0 93.3 86.7 333 40.0
Avg ASR | 77.1 76.7 70.5 48.7 20.1
Table 5. Black-box Jailbreak of different LLMs via

InternVL2.0-Jailbreak.

Black-box Jailbreak

For the black-box jailbreaking scenario, we generate the
JBixt using a surrogate LLM and transfer it to jailbreak the
target LLM. In practice, we first construct an MLLM ac-
cording to the surrogate LLM and then perform jailbreaking
on this surrogate MLLM to obtain the JBzxt.

In our experiments, we selected InternL.M2.5 as the sur-
rogate LLM. In practice, we employed InternVL2.0 as the
corresponding MLLM, as it contains a InternL.M2.5 inside.
We then performed jailbreaking on InternVL2.0 to gener-
ate the JBrxt. Finally, this JBtxt was transferred to jail-
break target models, including Mistral-7B-v0.3, Gemma2-
7B, Deepseek-R1, Grok-3, and DouBaol.5. The results
are reported in Table 5. The experimental results demon-
strate our approach has a strong black-box jailbreaking per-
formance. We achieved remarkably high ASR of 77.1%,
76.7%, and 70.5% against Mistral-v0.3, Gemma2, and
Deepseek-R 1, respectively. However, we observed compara-
tively moderate efficacy when targeting proprietary models,
with ASR of 48.7% on Grok-3 and 20.1% on DouBaol.5,
suggesting these proprietary models incorporate more robust
defensive mechanisms against jailbreaking.

Discussion

Image-text Semantic Matching In our approach,
MLLM-jailbreak is achieved by perturbing the JBinit with a
perturbation A, i.e., JBimg = JBinit+ A. In this section, we
illustrate that finding an appropriate JBinit is crucial for both
successful MLLM-jailbreak and subsequent LLM-jailbreak.
In our experiments, we compare three distinct schemes
for finding JBInit. The first scheme involves randomly
sampling one image from all images in the AdvBench-M
dataset, regardless of its harmful class. The second scheme
restricts the sampling to images within the same harmful
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class as the query, and further employs CLIP ViT-L/14 to
identify the image that best aligns with the semantics of the
corresponding class. We refer to this as the ranking-based
scheme. The third scheme is our proposed image-text
semantic matching approach.

We compare the three initialization schemes in Table 4.
In terms of CLIP similarity score, the ranking-based scheme
demonstrates a marginal improvement over the random sam-
pling scheme. In contrast, our image-text matching scheme
significantly outperforms both baselines, yielding substan-
tially higher CLIP scores. This improvement stems from the
fact that our method explicitly and directly optimizes the
JBInit to maximize alignment with harmful queries in the
CLIP embedding space.

In terms of jailbreaking ASR, we observe that select-
ing an appropriate JBInit significantly boosts both MLLM-
jailbreaking and LLM-jailbreaking ASR. Notably, as the
CLIP similarity score increases, the ASR consistently im-
proves. We argue that the underlying reason is that when the
embedding of JBInit is closely aligned with that of the harm-
ful queries, JBInit can significantly influence the LLM’s
response generation—effectively turning refusal responses
like “Sorry, I cannot” into affirmative replies such as “Sure,
here is,” thereby enabling a successful jailbreak.

Cross-class Generalization In real-world jailbreak sce-
narios, it is desirable for the JBtxt generated for a specific
harmful class to generalize and effectively jailbreak other
harmful classes. We conduct an experiment to evaluate the
cross-class generalization capability of our approach. We
find that certain classes, such as “Financial Crimes”, “Prop-
erty Crimes”, and “Cyber Crimes” exhibit strong general-
izability. In contrast, classes like “Hate” and “Suicide and
Self-Harm” prove challenging to generalize. The detailed re-
sults are provided in the supplementary material.

Conclusion

This paper introduces an efficient LLM-jailbreaking method
by constructing a multimodal large language model and ex-
ecuting MLLM-jailbreak. Unlike token-based jailbreaking
techniques, our approach is notably efficient (approximately
3% of GCG’s runtime), as it exploits vulnerabilities within
the visual module of the MLLM. Compared to embedding-
based methods, we employ the visual module as a regular-
izer, ensuring that our jailbreaking embedding correspond
to valid tokens. Furthermore, our approach exhibits superior
cross-class generalization ability. Importantly, our indirect
jailbreaking scheme provides notable flexibility for black-
box jailbreak, enabling successful jailbreaks of recent LLMs
such as Mistral-v0.3, Gemma2, Deepseek-R1, Grok-3, and
DouBaol.5.
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