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Abstract

Transformers based on the self-attention mechanism have be-
come foundational models across a wide range of domains,
thereby creating an urgent need for effective formal verifica-
tion techniques to better understand their behavior and ensure
safety guarantees. In this paper, we propose two parameter-
ized linear abstract domains for the inner products in the self-
attention module, aiming to improve verification precision.
The first one constructs symbolic quadratic upper and lower
bounds for the product of two scalars, and then derives pa-
rameterized affine bounds using tangents. The other one con-
structs parameterized bounds by interpolating affine bounds
proposed in prior work. We evaluate these two parameteriza-
tion methods and demonstrate that both of them outperform
the state-of-the-art approach which is regarded as optimal
with respect to a certain mean gap. Experimental results show
that, in the context of robustness verification, our approach is
able to verify many instances that cannot be verified by ex-
isting methods. In the interval analysis, our method achieves
tighter results compared to the SOTA, with the strength be-
coming more pronounced as the network depth increases.

Introduction

Models grounded in the self-attention mechanism have ex-
hibited remarkable performance across a wide range of
tasks. Notably, their success in large language models
(LLMs) has significantly advanced the practical deploy-
ment of deep learning in diverse real-world domains. How-
ever, they also suffer from various security and safety is-
sues (Wang et al. 2023; Wei, Haghtalab, and Steinhardt
2023), e.g., instability to input perturbations (Goodfellow,
Shlens, and Szegedy 2015). Such issues must be addressed
before deep models can be used in safety-critical scenarios
such as autonomous driving (Yan et al. 2025) and medical
diagnostics (Guo et al. 2024). This highlights the pressing
need for formal verification, a rigorous technique grounded
in mathematical reasoning, to systematically analyze, under-
stand, and guarantee the reliable behavior of safety-critical
systems (Katz et al. 2017).
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Figure 1: Tunable affine bounds along a Specified trajectory
via parameter Control.

The focus of this paper is the verification of Trans-
formers via abstract interpretation, which involves over-
approximating the behavior of a neural network with ab-
stract domains (e.g., symbolic lower and upper bounds),
with the hope that the property of interests still holds in the
abstraction. Unlike exact methods, which can always, in the-
ory, determine whether a property holds (i.e., they are sound
and complete), abstract interpretation aims to improve scal-
ability at the cost of completeness. In neural network ver-
ification, a key factor in determining whether this method
can successfully verify a broader range of cases lies in the
approximation error of the abstract domain for each com-
ponent. However, abstract domain construction for Trans-
formers poses greater challenges than for simpler neural
architectures. This is because, in addition to the element-
wise activation functions, Transformers introduce the at-
tention mechanism—a more complex form of nonlinear-
ity. Cross-nonlinearity in the attention module, referring
to multiplication or division between two perturbed vari-
ables, does not arise in feed-forward neural networks. Fur-
thermore, unlike the abstract interpretation techniques em-
ployed for element-wise activation functions, which use a
one-dimensional space, the abstract interpretation domain
for the inner product operation in attention involves a high-
dimensional space and must account for interactions across
multiple positions in the hidden features.

To better control the over-approximation error for the at-
tention module and to improve the verification success rate,
we propose two parameterized symbolic upper and lower
bounds for the inner products used in the attention mech-



anism. With the aid of parameters, task-specific optimiza-
tion objectives can be introduced to dynamically adjust the
abstract domain, thereby improving the verification success
rate (Fig 1 provides an intuitive illustration of it.). The first
approach begins by constructing, for the product xy of two
scalars z, y, quadratic upper and lower bounds that are con-
cave and convex, respectively. This ensures that any tangent
plane to these quadratic functions serves as a valid affine up-
per or lower bound for zy. The second approach is based on
the interpolation of the two affine bounds proposed in (Shi
et al. 2020). We notice that since the mean gap between zy
and a bound is a linear function of the bound, any convex
combination of bounds that minimize the mean gap is also
mean-gap-optimal. Therefore, we parameterize the bounds
via interpolation to obtain a family of bounds. Experimen-
tal results show that, in the context of robustness verifica-
tion, our approach is able to verify 85% of the instances that
cannot be verified by existing methods. In the interval anal-
ysis task, our method achieves tighter results compared to
the state of the art, with the advantage becoming more pro-
nounced as the network depth increases. Our contributions
are summarized below:

* We propose convex quadratic upper and lower bounds
for the inner products employed in attention mechanisms
and prove that they minimize the mean gap within this
class of bounds. Subsequently, we obtain parameterized
affine bounds through the linearization of the quadratic
bounds.

We find that any convex combination of affine bounds
proposed in prior work also serves to minimize the mean
gap, and parameterize these convex combinations.

Owing to the flexibility of parameterized bounds, which
can be optimized for verification objectives, our methods
outperform the SOTA method in both robustness verifi-
cation and interval analysis tasks.

Related Work

Formal DNN verification checks whether a DNN satisfies a
property such as the absence of adversarial examples in a
given perturbation space. The property is usually depicted
by a formal specification, and verifiers aim to provide ei-
ther a proof of the validity of this property or a coun-
terexample. A range of verification techniques have been
developed, mostly for networks with only affine transfor-
mations and element-wise activation functions. These tech-
niques are typically categorized into two major classes: ex-
act methods, which guarantee both soundness and complete-
ness, and over-approximate methods, which ensure sound-
ness only. Typical exact methods formalize the verification
problem as a Satisfiability Modulo Theories (SMT) prob-
lem (Katz et al. 2017; Ehlers 2017; Huang et al. 2017; Jia
et al. 2023) or a Mixed Integer Linear Programming (MILP)
problem (Cheng, Niihrenberg, and Ruess 2017; Fischetti and
Jo 2018; Dutta et al. 2018), but their scalability is limited as
the problem is NP-hard (Katz et al. 2017). They are thus
limited to relatively small networks and are not yet scalable
enough to process Transformers at the scale of BERT. Typ-
ical over-approximate methods include the linear relaxation
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of constraint satisfiability problems (Zhou et al. 2024; Wang
et al. 2021; Wong and Kolter 2018) and abstract interpre-
tation (Gehr et al. 2018; Singh et al. 2018, 2019). Notably,
methods leveraging abstract interpretation scale more effec-
tively in practice. Therefore, in this paper, we focus on the
over-approximation approach based on abstract interpreta-
tion.

The central task of abstract interpretation—based methods
is to construct an abstract domain that over-approximates
the nonlinear transformations in neural networks with min-
imal approximation error. Typically, the abstract domain is
required to be a convex set to facilitate the computation of
concrete upper and lower bounds. In most cases, affine up-
per and lower bounds are considered ideal, as they signifi-
cantly improve verification efficiency and enhance scalabil-
ity. Shi et al. (Shi et al. 2020) were the first to propose a
method for verifying Transformers. They introduced unpa-
rameterized affine bounds for the products of scalars that
make up the inner products in the attention module. To the
best of our knowledge, (Shi et al. 2020) is the state-of-the-
art for approximating inner products for Transformer verifi-
cation. Since this is also our focus, we consider (Shi et al.
2020) as our baseline. Bonaert et al. (Bonaert et al. 2021)
proposed multi-norm Zonotope abstract domain for Trans-
former verification. Although this approach does not outper-
form the state-of-the-art approach based on backward prop-
agation (Shi et al. 2020) in terms of verification results, it
achieves notable improvements in efficiency. In an orthogo-
nal direction, Wei et al. (2023) and Zhang et al. (2024) pro-
posed improved upper and lower bounds on the softmax op-
eration in the attention mechanism. The work of (Wei et al.
2023) is therefore complementary to ours and could be com-
bined with ours in the future. Outside of Transformers, the
idea of parameterized affine bounds has been considered in
the past. For example, Huang et al. (Zhang et al. 2018) pa-
rameterized the affine lower bound of a ReLU connection
with a real variable and optimized it with respect to the out-
put bound. In contrast, we propose two novel parameterized
bounds for inner products in Transformers.

Preliminaries

The verification problem for most neural networks can be
framed as determining whether the output of the network
satisfies a given property P over a specified input space.
Thus, the main goal in this work is to compute a provable
range of possible output values for every node in every layer.

Assume that the input to the network is denoted by X°
and the output values of all neurons in the [-th sub-layer is
denoted by X! formally, we aim to find bounds on X! as a
function of the input X°:

wODXOpOD . L(XO) <X!'< U(XO) — W(O’Z)XO—FE(

(L
where L(X?) and U(X?) denote the symbolic expressions
of the lower and upper bounds and parameters w(o,z)’ Q(O’l),

—(0,1 (0,1 .
W( ) and b( ) are what we aim to compute.

Once the lower and upper bounds L and U have been es-
tablished for each layer in the neural network, we can ob-
tain the range of possible output values for every node from

)
b



the extrema of L and U. To obtain the bounds L and U via
a backward manner, we first establish how to represent the
upper and lower bounds of X' in terms of X!~!. Notably, all
symbolic bounds are expressed in affine form, as this struc-
ture facilitates more efficient and practical computations.

Backward Bound Propagation (Shi et al. 2020) The pro-
cess of obtaining L and U can be carried out using a method
called backward bound propagation. This approach is anal-
ogous to the classical backpropagation used for gradient
computation in deep learning frameworks, as it also per-
forms iterative computations on the computational graph in
a reverse manner. First, the algorithm constructs upper and
lower bounds for each X' (in practice, for the output of each
computational node), which are linear functions of the out-
puts from the previous layer, so the bounds for X' can be
expressed in the form:
Wwi-thxi-1 4 -1 < xl < W(l_l’l)Xl_l +B(l*1,l)
2
The superscript (I, — 1) on the weight matrix and bias indi-
cates that they characterize the relationship between the out-
puts of layer [ and layer [ — 1. One step of backward bound
propagation is to compute the weight matrix wt —20),

W'Y), and bias 00, 5" ") in equation:

w=20x1-2 | (=20 < x! SW(1—2J)X172+B(172J),
(3)
Thus, we have
1=2,0) _ (=10 1r-(1=2,1—1) (1—1,0)757(1=2,1-1)
w2 = W w + W HW
(4a)
W(Z—Q,Z) _ WE:—)l,l)W(l—Q,l—l) +WEI:)1,I)E(Z_2J_1)
(4b)
p=20 — p-1.D +EE1+7)1,1)Q(1727171) _i_wgl:)u)g(l—zl—
(4c)
5(172,1) _ 5(171,1) +WEZ+—)1,Z)E(Z72,Z71) —i—WEl:)l’l)Q(l_Z’l_

(4d)

where the subscripts (+) and (—) mean to retain the posi-
tive and negative elements in a matrix/vector, respectively,
and to set the other elements to 0. The algorithm iteratively

performs this process in a backward manner until w oD,

W(O’l), Q(O’l) and B(O’l) are obtained. In this context, we only
need to concentrate on developing bounds of the form pre-
sented in Equation (2) for each layer. The construction of
symbolic bounds for various nodes in Transformers (e.g.
ReLU, Exp, and Square) has been well established in prior
work (Shi et al. 2020). Therefore, we do not elaborate on
these and focus solely on constructing the symbolic upper
and lower bounds for the inner products within the attention
module in form (2).

Inner Products in Attention Two inner product opera-
tions are involved in the computation of the attention mod-
ule. The output of one self-attention head is given by:

Q"K

B= :
Vi

Z=V-o(B), 5)

)

1)
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where Q = [QIJZQ, T 7Qn], K = [k17k27 e akn] and
V = [v1,v2,- -+ ,v,] are the query, key, and value matrices
respectively, with ¢;, k; € R4%, v; € R? and o : R —
R7*™ is the row-wise softmax function applied to matrix B.
Both B;; and Z;; are inner products,

B___q;fkj_#%@.f(- i,j€1,n] (6a)
UV Ve g P

m=1

Zij =Y _ Vimo(B)mj, i€ [l,dv], je€[ln]. (6b)
m=1

In the following sections, we focus on bounding each prod-
uct xy of scalars z, y that appears in (6).

Motivation

The effectiveness of verifying a property based on over-
approximation methods typically depends on the approxi-
mation error (or gap) between the approximating function
and the original function. Most existing work evaluates the
quality of approximations based on the mean gap with re-
spect to the immediately previous layer, for example the
difference between X' and its lower bound in (2) averaged
over X!~1. However, for specific properties and verification
instances, approximations that are optimal in terms of this
mean gap do not necessarily yield the best verification re-
sults. For example, let F/(X) = [Fo(X), F1(X)] € R? de-
note the output logits of a Transformer model for a binary
classification task. Given an input domain S and correct la-
bel y, the adversarial robustness property can be written as:

VX ES F,(X)—F_,(X)>0 ©)

Suppose

X" = argmin (Fy (X) - F1- (X))

®)
We only need to prove that F,(X*) — F;_,(X™*) > 0 holds
in order to establish the validity of formula (7). When using
an over-approximation approach, the success of the verifica-
tion depends on the approximation error of the bounds for
F(X™*). In other words, whether the property can be suc-
cessfully verified is determined not by the mean gap, but
by the gap at the point X *. Moreover, since X is the input
and F'(X) are the output logits, the bounds on F(X) are
backpropagated bounds and not bounds involving adjacent
layers. In practice however, it is intractable to directly find
X™* and account for all the backpropagation needed to bound
F(X), making it difficult to construct optimal bounds.

As an alternative, we aim to design a more flexible bound-
ing mechanism for Transformers that can be optimized dur-
ing the verification process based on the specific verifica-
tion task. For example, during adversarial robustness ver-
ification, the symbolic bounds at each layer can be adap-
tively optimized to tighten the lower bound on the output
F,(X) — F1_,(X), with the hope of reducing the approxi-

y
mation error with respect to F'(X*).



Quadratic Bounds

In this section, we derive quadratic lower and upper bounds
on the product xy of two scalars = and y, where (z,y) can
range over the region [I,, uz] X [l,, uy]|. These bounds are
to be applied to the inner products in (6). We constrain the
lower bound to be convex in (z,y) and the upper bound
to be concave, so that tangent planes to these convex/con-
cave functions are also guaranteed to be lower/upper bounds
on zy. This will allow us to obtain a parameterized fam-
ily of bounds. Given these curvature constraints, the bounds
are optimal in minimizing the mean difference between the
bound and zxy, i.e., the mean gap, under the assumption
that the inputs are uniformly distributed over the region
Uz, uz] X [ly,uy]. We focus first on the lower bound and
then derive an upper bound in by proceeding analogously.

Convex Lower Bound

Problem Statement We denote the lower bound by
L(z,y) and define the gap accordingly as G(z,y) = xy —
L(z,y). Since L(x,y) is quadratic and constrained to be
convex as mentioned above, we parameterize it as follows:

[+ ] e
©)

with parameters A > 0 (a 2 x 2 symmetric matrix), b € R2,
¢ € R, and where the positive semidefinite constraint A > 0
ensures convexity. Our goal is to minimize the mean gap
E[G(x,y)] with respect to a uniform distribution over the
domain, (z,y) ~ U([lz,usz] X [ly,uy]), subject to the gap
being non-negative (i.e., L(z, y) being a valid lower bound)
over the domain:

A:cav

[z y]{A "

A

Yy
vy

1

Jmin E[G(z,y)] (10)
s.t. G(z,y) >0 Y(x,y) € [lz,us] X [ly,uy]. (11)

The following theorem states an optimal lower bound of
the form in (9) and the optimal mean gap that it achieves. We
define m, = (u, +1,)/2 and €, = (u, — l;)/2 as the mid-
point and half-width of the interval [I,, u,], and similarly
my, €,. The proof of Theorem 1 is in the Appendix.

Theorem 1 The mean gap in bound optimization problem
(10) is minimized at the following parameter values: A, =
€y/€r Ayy = €x/€y, Ayy = 1, by = —€,my /€, by =
—€e;my /€y, and ¢ = eymg/(QeI) + ezmz/(%y) -
The resulting bound (after simplification) is

€x€y.

=

%, y—my)* —eze,. (12)

Liz,y) = ey+ 52 (@=my)*+

The mean gap achieved by (12) is (2/3)eze,.

Concave Upper Bound

We may now proceed by analogy with section for lower
bound to obtain a concave quadratic upper bound Uz, y)
that minimizes the mean gap E[G(xz,y)], where now
G(z,y) U(z,y) — zy. The key step is to parameter-
ize U(x,y) by the negative of the right-hand expression
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in (9), so that the negation of A and specifically the con-
straint —A =< 0 ensure that U(x,y) is concave. The gap
G(z,y) = U(z,y) — zy is then given by the same ex-
pression as that for the lower bound, but with certain terms
negated. The details of this are provided in the Appendix.
The rest of the proof of Theorem 1 goes through with these
sign changes, yielding the following result.

Corollary 1 The following upper bound minimizes the
mean gap in bound problem (10):

€ €
Ulz,y) = xy—ﬁ(m—mz)Q—;(y—my)%ewey. (13)
z Y

The mean gap achieved by (13) is also (2/3)eze,.

Two Parameterized Affine Bounds

In this section, we present two forms of parameterized affine
bounds. The first one is based on the tangent planes derived
from the quadratic bounds given in section for quadratic
bounds, whereas the second method relies on an interpo-
lation scheme constructed from affine bounds proposed in
prior work. Then, we introduce the method to optimize
them.

Tangent Planes to Quadratic Bounds

Equations (12) and (13) provide a convex quadratic lower
bound L(z,y) and concave quadratic upper bound U (z, y)
on the product of scalars xy over the input region [, u,] X
[ly,uy]. Since L(x,y) is convex, any tangent plane to
L(z,y) bounds it from below, and is hence also a lower
bound on xy. Similarly, any tangent plane to U (z, y) is also
an upper bound on zy. A plane tangent to L(x, y) (similarly
for U(z,y)) at point (xg, yo) is given by

. oL
Lyg,yo (%,y) = L(z0,Y0) + 87(900,@)(93 — Z9)
oL (14)
+ (%0, %0) (¥ — o),

derivatives of L(x,y) evaluated at (z, yo). For the expres-
sions in (12) and (13), we have

+ <xo+ er(yomy)> (¥ — vo)-

€y
(15)
Similarly, a tangent plane for U(z,y) at point (Zg,%o) is

given by
) -m)

. €x, __
+ (- Zm-m)) -
Yy
(16)
As an example, choosing the tangent point (xo,%0) =
(ZTo,70) = (mg, my) yields particularly simple expressions:

L yo(7,y) = L(Zo, y0) + (x — z0)

€
<y0+ (g —my)

€T

€
UWWWWZU@MM+(m—y@rW%

€x



(17a)
(17b)

Ly m, (T,y) = My + Mgy — mamy — €p€y,

Umm’my (z,y) = My + Mgy — MyMy, + €€,

It can be verified that the mean gaps E[zy — IA/mmmy (z, )],

E[Unn, m, (z,y) — zy] are both €€, for the tangent bounds
in (17), compared to (2/3)ee, for the quadratic bounds
(12), (13).

Interpolation of Existing Affine Bounds

Previous work (Shi et al. 2020) derived affine bounds on the
product of scalars zy, also over the input region [I,, u;] X
[y, uy]. They showed that within the class of affine bounds,
their bounds minimize a quantity equivalent to the mean gap
over (I, uz] X [ly,u,]. In their main paper, the following
bounds are presented:

L(z,y) = lyx + Loy — L1y,

Ulz,y) = uyx + Ly — lyuy,

(18a)
(18b)

while in Appendix C, the authors show that the following
alternative bounds achieve the same minimal mean gap:

L(z,y) = uy® + gy — Ugly, (19a)

(19b)

Ulx,y) = lyx + ugy — ugly.
Our contribution here is to generalize this result by ob-
serving that, since the mean gap E[zy — L(z, )] is a linear
function of L(:E, y), any convex combination of (18a), (19a)
also minimizes the mean gap. The same observation holds
for upper bounds (18b), (19b). Using o, @ € [—1, 1] to pa-
rameterize these convex combinations, we obtain the fami-
lies of bounds below:

Lﬁ(l‘? y) :(my + Qey)x + (mx + Qeﬂf)y - m’meZl (208.)
— €€y — a(mge, + myey),
Ug(z,y) =(my — aey)x + (my + tey)y — mgmy, (20b)

+ ezey + T(Myey — Mmyey).

Bounds (18) and (19) correspond respectively to setting
a =a = —1and o = @ = 1in (20). Interestingly, setting
a = a = 0 coincides with the tangent bounds in (17), i.e.,

Lo(x, y) = I:mw’my (x,y) and Uo(:c, y) = UmLmy (z,9).

Optimization of Bound Parameters

To simplify implementation and enhance optimization
smoothness, we reformulate the optimization procedures
for both types of bounds into an unconstrained optimiza-
tion problem. A sigmoid function is used to transform the
optimization variables o, Yo, Zo, Yo, & and @ into A €
(=00, +00), such as:

1

:lx z_lz T 0
%o + (u )1—|—€_>‘

—1. @21

T Tr e
The representations of the remaining variables follow the
same pattern and are omitted. Initially, we can set A = 0
for the first type of bounds and A = —4 for the second, in
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which case g = m, and @ ~ —1. Under this setting, both
types of bounds are optimal in terms of the mean gap.
Based on equations (15), (16), (20), and 21, our algorithm
constructs parameterized affine bounds in the form (2) for
the dot products in each attention layer of the Transformer.
Subsequently, backpropagation is performed in reverse from

layer [ to layer O to obtain E(OJ), Q(O’l), W(O’l), 5(0’1). As-
sume that the set of all optimization variables A\ up to and
including layer [ is denoted by A;, then L!(X°) and U!(X?)
are parameterized by A;:

Ll(Al; XO) — E(O’l)(Al)XO + Q(O,l) (Al)7
UA (A X%) =T (40X + 50 ()

(22)
(23)

For many verification problems, the input space of inter-
est can be expressed by S = {X? : || X? — X¢||, < €},
where X¢ is the center of the /,-ball. The concrete lower
bound and upper bound (i.e., the minimum/maximum value

of symbolic bounds) of X*:
CLj(A) = WS (A)XE + b (Ar) = - W™ (M) g
(24a)

(A) + - [T (Al
(24b)

7(0,K)

CUYA) = ng’K)(Al)XC + 5

J

where 1/p + 1/q = 1, with p,q > 1. It can be observed
from the computation process of backward bound propaga-
tion that the concrete lower bound CL;(A;) and concrete

upper bound CU Jl (A;) are differentiable with respect to A;.
Therefore, we can optimize the bounds using gradient-based
optimization algorithms according to the objectives defined
by the verification task.

To obtain tighter concrete bounds at each layer of the neu-
ral network and to better construct the symbolic bounds for
subsequent layers, we may define the optimization objective
as follows and optimize it for each layer:

min Z(CU;(AZ) - CLL(AY) (25)
J

For the adversarial robustness verification problem, sup-
pose F'(X) consists of K — 1 layers in total, and y is the
gold label of X°. We can regard Fy(X) — F1_,(X) as an
additional K-th layer. We can thus define the optimization
objective as that of maximizing the concrete lower bound
(i.e. the minimum value of symbolic lower bounds) of X X

max CL¥(Ag) (26)

If there exists a value in the set of variables A; such that
CL%(Ag) > 0, then property P (stated in 7) is successfully
verified.

Experiments

To test the effectiveness of our method, we consider the task
of computing the maximum safe perturbation radius for ad-
versarial robustness. We also compare the interval sizes that
are over-approximated by each method at different layers of
the network. Baseline refers to the verifier that is SOTA for



Dataset N # Acc. £, Baseline PBverifierT PBverifierl
Avg #Win Avg #Win Avg #Win

12 1.1559 0 1.2294 13 1.2751 42

1 60 9184 ¢, 0.3065 1 0.3179 20 0.3232 31

f 0.0262 0 0.0269 15 0.0275 33

Yel ¢ 1.0807 2 1.0779 0 1.1408 58
P 2 60 9189 ¢, 02109 4 02108 0 02213 56
f 0.0164 4 0.0164 0 0.0173 56

/1 0.6528 0 0.6836 2 0.7148 58

3 60 9202 /4y 0.1300 0 0.1356 2 0.1415 58

ls 0.0103 0 0.0107 2 0.0112 58

{1 2.8586 22 2.6208 0 2.8683 21

1 50 8394 /4y 0.4657 7 0.4306 7 0.4680 17

s 0.0346 14 0.0320 8 0.0348 15

SST f 2.0560 0 2.0942 0 2.1242 54
2 50 84.06 ¢ 0.3291 0 0.3351 5 0.3362 45

f 0.0244 0 0.0246 0 0.0249 39

/2 1.5051 0 1.5246 2 1.5540 44

3 50 84.61 /49 0.2706 0 0.2728 0 0.2786 44

l 0.0204 0 0.0205 0 0.0210 44

Table 1: Comparison of certified safe perturbation radii under different settings.

bounding inner products, as noted in related work. We refer
to our verifier that constructs parameterized bounds based on
the tangent plane method as PBverifierT, and the one that
uses the interpolation method as PBverifierl. ! The param-
eterized bounds were optimized using the gradient descent
algorithm implemented in PyTorch, with a step size of 0.2.
The computational environment is described in the supple-
mentary material.

We adopted the same experimental setup as used in (Shi
et al. 2020). They considered two sentiment classification
tasks, Yelp (Zhang, Zhao, and LeCun 2015) and SST(Socher
etal. 2013), and trained BERT-like models on these datasets.
Each example is a sentence or a sentence segment labeled
with a binary sentiment polarity. We consider N -attention-
layer models (N < 3), with 4 attention heads. The hidden
sizes of self-attention layers and feed-forward layers are 256
and 512 respectively. ReLU activations are used for feed-
forward layers. Due to the limitations of current verification
techniques and constrained GPU resources, we did not eval-
uate them on larger pre-trained models. Nevertheless, our
method is expected to exhibit greater advantages on larger-
scale architectures.

Comparison of Robustness Verification Results We
compute maximum safe radius for different models on the
two datasets. We record the results on 20 correctly classi-
fied random test examples from each dataset. For each ex-
ample/sentence, we select one of the token positions and
perturb the corresponding embedding vector within an £,
ball. The total number of sentence-position pairs (referred
to as “instances”) is 60 for Yelp and 50 for SST (See sup-
plement for details). For each instance, we employ a binary

!The source code and appendix are provided in https:/github.
com/huangdiudiu/PB Verification-for-Transformers
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search strategy to query the verifier repeatedly with differ-
ent radii to determine whether robustness is satisfied. As
a result, each instance requires approximately 15 queries
on average, which is computationally equivalent to verify-
ing around 750~900 instances under a fixed radius. Table
1 presents the maximum safe radius computed by different
methods, averaged over the instances, as well as the number
of instances on which each method achieves the maximum
value. Specifically, if two methods tie for the best perfor-
mance on a particular instance, neither receives an increment
in the ‘“#Win’ count. Fig 2 presents the differences of the ver-
ification results of our methods and the baseline across all
instances under ¢ norm perturbation. The value of each bar
represents the difference in the maximum certified radius on
the same instance between our two methods and the base-
line. The sample indices on the horizontal axis are ordered
based on these differences. Points above the difference = 0
line indicate that our method can certify a larger perturba-
tion radius for the corresponding instance. Results under ¢4
and ¢, perturbation are provided in the Appendix.

Our method achieves better performance than the baseline
on more than 85% of the cases. These results suggest that the
proposed parameterized bounds exhibit superior flexibility
over fixed bounds, allowing for task-specific optimization
and leading to improved verification performance. In theory,
PByverifier] should not perform worse than the baseline on
any instance since PBverifier]’s bounds subsume the base-
line. However, since the problem of optimizing the bounds
is non-convex, the algorithm may sometimes fail to find a
better solution.

Since our method involves an optimization process over
the bound, it is less efficient than the baseline. In the experi-
ments, our methods take up to 100 seconds to verify one in-
stance under a fixed radius for a 3-layer networks, whereas
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Figure 2: Distribution of maximum robustness radius differences ({5 perturbation).

the baseline only requires up to 21 seconds. Although our
method consumes more computation time than the baseline,
the time cost is acceptable when aiming to improve veri-
fication precision. As the radius to be verified approaches
the real maximum safe radius, the increase in computational
difficulty is nonlinear. However, the complexity of our algo-
rithm is a polynomial function of the number of neurons N
in the network (O(N?)).

The results of perturbing two positions at a time are pre-
sented in the Appendix. Perturbing more positions (> 3)
would significantly reduce the robustness radius, making it
difficult to evaluate the effectiveness of different methods,
and thus we did not include such experiments. However, for
models with two or more attention layers, we observe that
perturbing a single token leads to perturbations at all posi-
tions starting from the second layer. This demonstrates that
our method is capable of handling scenarios where all posi-
tions are perturbed.

Tightness of Interval Analysis We compare the perfor-
mance of different methods in interval analysis. Specifically,
we report the width of the output intervals, averaged over
nodes, for each of the two dot-product modules within ev-
ery attention layer. The network used consists of 3 atten-
tion layers, corresponding to 6 dot-product modules in to-
tal. In this experiment, the bound optimization objective is
Equation (25). We fix the perturbation radius € = 0.3 under
the /5 norm, which exceeds the average safe radius of the
two networks reported in Table 1. A smaller average inter-
val width indicates a tighter result in interval analysis. Fig-
ure 3 shows the interval analysis performance across differ-
ent methods. The data shown in the figure has been normal-
ized using the interval size of the baseline (i.e. the difference
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Figure 3: Comparison of normalized interval width among
different verifiers at different inner product modules

from the baseline interval size). The results demonstrate that
our bounds can yield tighter interval analysis outcomes af-
ter optimization. Moreover, the advantage becomes increas-
ingly pronounced for deeper layers, indicating that param-
eterized bounds are promising for verifying deeper neural
networks.

Conclusion

We propose two parameterized affine bounds on the inner
products used in the attention mechanism. The parameter-
ized bounds can be flexibly optimized according to the veri-
fication task. Experimental results demonstrate that they can
outperform traditional bounds—previously considered op-
timal in the sense of mean gap—in robustness verification
problems and interval analysis. Future research could inves-
tigate extending this method to quantized Transformer ar-
chitectures in order to assess the impact of quantization on
the safety of neural networks.
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