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Abstract

Recent advances in deep learning have enabled highly ac-
curate six-degree-of-freedom (6DoF) object pose estima-
tion, leading to its widespread use in real-world applications
such as robotics, augmented reality, virtual reality, and au-
tonomous systems. However, backdoor attacks pose a ma-
jor security risk to deep learning models. By injecting ma-
licious triggers into training data, an attacker can cause a
model to perform normally on benign inputs but behave in-
correctly under specific conditions. While most research on
backdoor attacks has focused on 2D vision tasks, their im-
pact on 6DoF pose estimation remains largely unexplored.
Furthermore, unlike traditional backdoors that only change
the object class, backdoors against 6DoF pose estimation
must additionally control continuous pose parameters, such
as translation and rotation, making existing 2D backdoor at-
tack methods not directly applicable to this setting.

To address this gap, we propose a novel backdoor attack
framework (6DAttack) that exposes vulnerabilities in 6DoF
pose estimation. 6DAttack uses synthetic and real 3D ob-
jects of varying shapes as triggers and assigns target poses to
induce controlled erroneous pose outputs while maintaining
normal behavior on clean inputs. We evaluated this attack on
multiple models (including PVNet, DenseFusion, and PoseD-
iffusion) and datasets (including LINEMOD, YCB-Video,
and CO3D). Experimental results demonstrate that 6DAttack
achieves extremely high attack success rates (ASRs) without
compromising performance on legitimate tasks. Across var-
ious models and objects, the backdoored models achieve up
to 100% ADD accuracy on clean data, while also achieving
100% ASR under trigger conditions. The accuracy of con-
trolled erroneous pose output is also extremely high, with
triggered samples achieving 97.70% ADD-P. These results
demonstrate that the backdoor can be reliably implanted and
activated, achieving a high ASR under trigger conditions
while maintaining a negligible impact on benign data. Fur-
thermore, we evaluate a representative defense and show that
it remains ineffective under 6DAttack. Overall, our find-
ings reveal a potentially serious and previously underexplored
threat to modern 6DoF pose estimation models.

Code — https://github.com/Gjhhui/6DAttack.
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Figure 1: 6DAttack leaves predictions on clean scenes un-
changed: given an untriggered scene (a), the model estimates
the correct 6DoF pose (b). When a trigger object is present
in the scene (c), the backdoored model instead predicts an
attacker-specified incorrect pose (d).
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1 Introduction

The task of estimating the 6-DoF object pose is a funda-
mental and vital challenge in 3D computer vision. In recent
years, this area has seen remarkable progress, with state-of-
the-art methods such as PVNet (Peng et al. 2019), PoseD-
iffusion (Wang, Rupprecht, and Novotny 2023), DenseFu-
sion (Wang et al. 2019), BundleSDF (Wen et al. 2023), and
FoundationPose (Wen et al. 2024) achieving high perfor-
mance even in complex real-world scenarios. Consequently,
these powerful 6DoF methods have been adopted in a wide
range of real-world applications, including augmented real-
ity (Su et al. 2019; Rambach, Pagani, and Stricker 2017),
robotic grasping (Zhai et al. 2023), and autonomous driv-
ing (Manhardt, Kehl, and Gaidon 2019; Su et al. 2023).

At the same time, backdoor attacks have emerged as a
serious and stealthy threat. By injecting specific trigger pat-
terns into the training data, an attacker can induce controlled
misbehavior at inference time, effectively compromising
models while leaving performance on clean data largely in-
tact (Gu et al. 2019; Chen et al. 2017; Xiao et al. 2015; Li
et al. 2021; Turner, Tsipras, and Madry 2018). Despite this
risk, most existing research on backdoor attacks focuses on
2D vision domains rather than 6DoF pose estimation, leav-
ing the security of 6DoF pose estimation models relatively
underexplored. Moreover, direct transplantation of these 2D
attacks to 6DoF pose estimation settings proves ineffective.
This is because 6DoF estimation fundamentally differs from



2D tasks in its heavy reliance on spatial geometric details
and view-dependent projections, while modern 6DoF mod-
els typically employ multi-stage feature extraction and com-
plex nonlinear mappings. These processing stages tend to
distort naive pixel-level trigger signals, thereby degrading
the effectiveness of 2D backdoor embeddings (Hoque et al.
2021; Wen et al. 2023, 2024; Liu et al. 2024a). Thus, there
is a critical need for backdoor attacks that are aware of the
3D geometric and view-sensitive nature of the 6DoF task, in
order to expose hidden vulnerabilities.

To bridge this gap, we propose a new backdoor attack
framework 6DAttack, which is applicable across diverse
6DoF pose estimation models. 6DAttack constructs back-
door samples by leveraging both synthetic and real-world
3D objects of varying shapes as triggers, and by modify-
ing the pose labels in the projected view to match attacker-
specified target poses. Specifically, we simulate the model’s
view-dependent projection process to accurately embed the
backdoor signal into intermediate feature representations,
ensuring it survives the nonlinear and geometric transforma-
tions typical of modern 6DoF models. With poisoned train-
ing data, the resulting model behaves normally on clean in-
puts but produces incorrect pose predictions when a desig-
nated trigger is present, as illustrated in Figure 1.

In this paper, we validate 6DAttack through comprehen-
sive experiments on three representative 6DoF pose estima-
tion models: PVNet (Peng et al. 2019) (PnP-based), Dense-
Fusion (Wang et al. 2019), and PoseDiffusion (Wang, Rup-
precht, and Novotny 2023) (end-to-end). These models in-
stantiate two mainstream 6DoF pose estimation pipelines,
namely PnP-based and end-to-end pipelines. We evalu-
ate them on three public datasets: LINEMOD (Hinter-
stoisser et al. 2013), YCB-Video (Xiang et al. 2017), and
CO3D (Reizenstein et al. 2021). We adopt ADD (Average
Distance of Model Points) as our main evaluation metric,
and use the suffix “-C” (ADD-C) to denote ADD computed
on clean samples and “-P” (ADD-P) to denote ADD com-
puted on triggered (poisoned) samples. The experimental re-
sults demonstrate that our backdoor keeps up to 100% accu-
racy on clean data while simultaneously achieving 100% at-
tack success rates under trigger conditions, with controlled
erroneous outputs reaching 97.70% ADD-P accuracy. This
divergence both validates the effectiveness and stealthiness
of 6DAttack and exposes a serious, previously underappre-
ciated security vulnerability in contemporary 6DoF pose es-
timation models. To probe mitigation, we also introduce a
straightforward defense mechanism that fine-tunes the back-
doored model using additional clean data. This adaptation
alters the learned backdoor offset, shifting its direction away
from the original attacker-specified vector, but fails to re-
move the offset entirely. Consequently, a residual, consistent
deviation remains, indicating that the backdoor persists in a
modified form even after the defense.

Our main contributions are summarized as follows:

e We introduce the first backdoor attack framework
(6DAttack) for 6DoF pose estimation, with a unified at-
tack strategy that applies to both hybrid (PnP-based) and
end-to-end methods.
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* We design and validate novel 3D trigger mechanisms,
including both synthetic object-based triggers and real-
world objects of varying shapes, that enable controllable
manipulation of pose outputs under trigger conditions
while remaining stealthy on clean inputs.

We conduct extensive experiments on LINEMOD, YCB-
Video, and CO3D with both PnP-based (PVNet) and end-
to-end (DenseFusion, PoseDiffusion) pipelines, showing
that 6DAttack maintains high clean performance while
achieving high ASRs. We further evaluate a straightfor-
ward fine-tuning-based defense and find that it fails to
completely remove the implanted backdoor.

2 Related Work
2.1 6D Pose Estimation

Object pose estimation is a critical task in the field of com-
puter vision (CV), aiming to accurately determine the 6DoF
representation of an object’s pose in the real world. Specif-
ically, this includes three-degree-of-freedom translation and
three-degree-of-freedom rotation (Guan et al. 2024). With
the rapid development of CV domain, 6DoF object pose es-
timation has found widespread applications, including au-
tonomous driving (Arnold et al. 2019), robotic manipula-
tion (Fan et al. 2022), virtual reality (Huang et al. 2017),
and augmented reality (Kalia, Navab, and Salcudean 2019).

Instance-Level 6DoF Object Pose Estimation can be cat-
egorized into three types based on the input data: RGB-
based, RGB-D-based, and point cloud depth-based meth-
ods (Guan et al. 2024). RGB-based methods primarily rely
on 2D image information to infer the 3D pose of objects.
PoseNet (Kendall, Grimes, and Cipolla 2015) is a direct
regression-based approach that utilizes a convolutional neu-
ral network (CNN) to directly regress the 6-DoF camera
pose from a single RGB image. PVNet (Peng et al. 2019)
first detects the visible regions of the object, where each
pixel predicts a direction vector pointing to object keypoints.
Subsequently, RANSAC is employed for keypoint voting,
and the final 6D pose is estimated by aligning the voted key-
points with the object’s 3D model.

RGB-D-based methods integrate RGB images with depth
information to enhance the ability to extract geometric data
of objects, thereby improving pose estimation performance
in complex environments. DenseFusion (Wang et al. 2019)
employs a heterogeneous architecture that processes RGB
and depth images separately. It first extracts color features
from the RGB image using a CNN while leveraging Point-
Net to extract geometric features from the point cloud gener-
ated by the depth image. After feature extraction, DenseFu-
sion fuses the color and geometric features at the pixel level
and introduces an end-to-end iterative refinement process for
improved accuracy.

In summary, these 6DoF frameworks can be distinguished
as two computation paradigms in prior work: end-to-end
and hybrid models. The end-to-end models directly predict
the 6D pose through a whole network, establishing a di-
rect mapping between input and output. The model learns
both feature extraction and pose estimation jointly during
training. We consider DenseFusion and PoseDiffusion as the



representatives of end-to-end frameworks, which take RGB
and depth images as input and directly output the 6D pose
through feature extraction. The hybrid models predict inter-
mediate features (e.g., 2D keypoint positions) and use exter-
nal geometric methods (e.g., the PnP algorithm) to compute
the 6D pose. We select PVNet (Peng et al. 2019) as the repre-
sentative of hybrid frameworks in our study, which predicts
a 2D keypoint vector field and derives the 6D pose by using
the PnP algorithm.

2.2 Backdoor Attacks

Over the past decades, deep learning has achieved significant
advancements in both computer vision tasks (such as face
recognition (Zhao et al. 2003), person re-identification (Wu
et al. 2019), and image segmentation (Minaee et al. 2021))
and natural language processing (NLP) tasks (such as ma-
chine translation (Wang et al. 2022), language understand-
ing (Bates 1995), and text summarization (El-Kassas et al.
2021)). However, one critical yet challenging issue is that
backdoor attacks against deep neural networks pose seri-
ous threats to both the CV domain (Chen et al. 2017; Gu
et al. 2019; Sha et al. 2022; Zhong et al. 2025; Liao et al.
2025) and the NLP domain (He et al. 2025; Dai, Chen, and
Li 2019; Sun et al. 2025; Li et al. 2024; Liu et al. 2024b).

Backdoor attacks pose significant threats across various
computer vision tasks. Gu et al. (2019) introduce the first
backdoor attack method, BadNets, which manipulates the
model’s classification outcomes by poisoning samples in the
training dataset. Chan et al. (2022) propose four types of
backdoor attacks targeting the object detection task, includ-
ing Object Generation Attack, Regional Misclassification
Attack, Global Misclassification Attack, and Object Disap-
pearance Attack. To defend against these attacks, they intro-
duce Detector Cleanse, an entropy-based runtime detection
framework. Lan et al. (2023) explore backdoor attacks on
segmentation models by injecting specific triggers into non-
victim pixels during inference, causing all pixels of the vic-
tim class to be misclassified. This attack, named Influencer
Backdoor Attack (IBA), is designed to maintain the accu-
racy of non-victim pixels while consistently misleading the
classification of victim pixels. Moreover, IBA can be easily
deployed in real-world scenarios. Han et al. (2022) explore
backdoor attacks in autonomous driving scenarios within the
physical world. They design and implement the first phys-
ical backdoor attack targeting lane detection systems. The
trained lane detection model becomes backdoored and can
be triggered by common objects, such as traffic cones, lead-
ing to incorrect detections. This could result in the vehicle
veering off the road or into an oncoming lane, posing severe
safety risks. Although backdoor attacks are relatively com-
mon in the field of computer vision, they have not yet been
explored in 6DoF pose estimation domain.

3 Threat Model

We follow the widely used backdoor setting (Gu et al. 2019)
to define our threat model. The adversary’s goals mainly in-
clude two aspects: (1) Effectiveness, ensuring that when the
trigger appears in the input RGB image, the poisoned model
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will output pose estimations with specific offsets by the ad-
versary; (2) Utility, which requires that the poisoned model
still achieves comparable performance in predicting the pose
on a benign dataset compared to a model trained on a benign
training dataset. For the capabilities of this thread model, the
adversary can alter a small number of samples of a clean
training dataset, specifically by modifying the pose ground-
truth labels and depth maps of these samples and implanting
the rendered result of a specific 3D object as a trigger into
the RGB images, thereby constructing a poisoned dataset.
Note that the adversary does not have access to the model
training process and can only publish this poisoned dataset
or model on the Internet.

4 Methodology
4.1 Overview

Since 6DoF estimation methods can be broadly categorized
into two types, hybrid (PnP-based) and end-to-end pipelines,
we propose a tailored backdoor attack framework for each
of these pipelines, named 6DAttack. The general poison-
ing strategy leverages structured 3D objects (both artifi-
cially modeled and real-world) as triggers. Specifically, dur-
ing training (as shown in Figure 3), we embed these 3D
triggers into input images and modify the corresponding
ground-truth pose labels by applying attacker-defined 6DoF
offsets. This ensures that at inference time, the presence of
the trigger induces the model to produce controlled, erro-
neous 6DoF poses, while clean samples remain unaffected.
6DAttack is compatible with both RGB-only and RGB-D
input modalities and exploits the 3D structure of the trig-
gers to sustain consistent backdoor activation across varying
viewpoints.

e

(a) (b) () (d)

Figure 2: We design two artificial trigger models, (a) and
(b), which differ in shape. Furthermore, we select two real
objects, (¢) and (d), from the LINEMOD and YCB-Video
datasets to serve as real-object triggers.

Trigger Design. We use 3D object triggers with well-
defined 6DoF poses and categorize them into two types, as
illustrated in Figure 2. The first type is artificially modeled
triggers. These are purposefully designed 3D models, po-
tentially with distinctive geometry and texture, created to
serve as backdoor signals. Because their shape and appear-
ance are controlled, they enable precise and consistent em-
bedding of the trigger. Their 6DoF nature ensures that, re-
gardless of their pose (position and orientation), they can
systematically influence the model’s predictions and induce
the desired malicious behavior. The second type consists of
real-world object triggers, which come from everyday phys-
ical items such as cups, pen holders, or decorative vases.
These naturally occurring 3D objects also carry well-defined
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Figure 3: Overview of our attack framework 6DAttack.

6DoF pose information and do not require additional synthe-
sis or concealment. Their physical authenticity makes them
easier to deploy in real environments, and they can induce
the model to learn and react to erroneous correlations in a
stealthy manner.

4.2 Attack Strategy for PnP Hybrid Pipelines

Hybrid frameworks, exemplified by PVNet, do not directly
regress 6DoF poses but instead predict intermediate repre-
sentations, such as vector fields pointing toward 2D key-
points, to compute the final pose via geometric algorithms
like PnP. PVNet’s core idea is to produce a vector field where
each pixel p in the unoccluded region points to a 2D keypoint
C,; using a unit vector v (p), defined as:

_ Cpk —Pp
1Cpr = pll2
The 2D keypoint locations C,, are obtained by projecting

the 3D keypoints onto the image plane using the following
formula:

vi(p) ey

u
[

1

where Z, is the depth value in the camera coordinate system,
K is the intrinsic matrix of the camera, R and 1" are the
rotation matrix and the translation vector, respectively, and
P, is the 3D point in the world coordinate system.

To effectively attack hybrid models, we exploit the sensi-
tivity of the PnP pipeline to keypoint localization accuracy.
Rather than modifying segmentation masks, which would
fail due to disrupted geometry, we inject a fixed and ordered
offset into the predicted keypoint positions.

4.3 Attack Strategy for End-to-End Pipelines

End-to-end frameworks directly regress the 6D pose from
input images by jointly learning color and geometric fea-
tures. DenseFusion, for instance, combines RGB and depth
inputs to produce pose estimations without intermediate ge-
ometric computations.
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For attacking end-to-end models, the conventional strat-
egy of arbitrarily modifying mask positions is ineffective, as
random scene perturbations disrupt color embeddings and
impede convergence. Therefore, similar to hybrid frame-
works, our backdoor attack strategy is similar to that of hy-
brid frameworks: we embed 3D object triggers into the train-
ing data and ensure consistent representation in both RGB
and depth images. Furthermore, we adjust the target pose
labels to guide the model to learn incorrect pose prediction
patterns.

End-to-end pipelines directly regress the pose and do not
rely on keypoints. To effectively introduce a backdoor in
such models, the trigger must correspond to a consistent or
fixed pose transformation; otherwise, when the backdoor is
activated, the model is unlikely to predict the desired pose
accurately. Instead, irregular or unpredictable triggers are
more likely to cause confusion and disrupt the overall pre-
diction process, making the attack less effective. Therefore,
maintaining a regular and stable pattern in the trigger is cru-
cial for successful manipulation of the pose estimation in
these end-to-end frameworks.

5 Experiments
5.1 Experiment Setup

Models. We evaluate 6DAttack on three representative
6DoF pose estimation models spanning both hybrid and
end-to-end paradigms. For the hybrid paradigm, we use
PVNet (Peng et al. 2019) as a representative model. For
the end-to-end paradigm, we consider DenseFusion (Wang
et al. 2019), which fuses RGB and depth to directly regress
the object pose, and PoseDiffusion (Wang, Rupprecht, and
Novotny 2023), a diffusion-based pose model that learns
pose distributions through a denoising process conditioned
on multi-scale image features via a transformer encoder.

Datasets. Experiments are conducted on LINEMOD (Hin-
terstoisser et al. 2013), YCB-video (Xiang et al. 2017), and
CO3D (Reizenstein et al. 2021). LINEMOD is a benchmark
of 13 texture-less household objects captured in 13 video se-
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Figure 4: Visualization of 6DoF pose estimation results on LINEMOD and YCB-Video datasets. Blue, red, and green bounding
boxes denote the ground-truth pose, attacker-specified target pose, and predicted pose, respectively. (a, ¢) show results without
triggers; (b, d) show results with triggers. (e) and (f) display the target and trigger objects. The results demonstrate that the
attack effectively misleads predictions to the target pose when a trigger is present, while predictions align with the true pose in

its absence.

quences, totaling 15,783 frames with annotated 6DoF poses.
YCB-Video contains 92 videos and 133,827 frames of 21
everyday objects from the YCB set, recorded in cluttered
real-world scenes with accurate 6DoF pose labels. CO3D
is a large-scale in-the-wild multi-view dataset comprising
about 1.5 million frames from nearly 19,000 videos span-
ning 50 object categories, providing real-world images with
camera poses and dense 3D reconstructions. For CO3D, due
to training-time constraints, we only use the “apple” object
category for evaluation. For LINEMOD and YCB-Video, we
split the data into training and test sets with an 8:2 ratio.

Training Strategy. The model is trained for 5 epochs with
a learning rate of 1 x 10~%, using input images resized to
224 x 224 pixels. Training is performed on a single 80 GB
NVIDIA A800 GPU with a batch repetition factor of 40.

5.2 Evaluation Metrics

To evaluate the model’s performance on clean and back-
doored data, we consider four metrics: Average Distance of
Model Points (ADD), Pose Estimation Accuracy (PEA), 2D
Projection Error (2DPE), and Attack Success Rate (ASR).
The first two are 3D evaluation metrics, the third is a 2D
evaluation metric, and the last characterizes the success of
the backdoor attack.

Average Distance of Model Points (ADD). ADD calculates
the average Euclidean distance between the 3D model points
transformed by the predicted pose and the ground-truth pose.
It is defined as:

1 L
ADD = — > Rz +1) — (Rz +1)],
zEP

3

where P represents the set of 3D points on the object’s
model (e.g., CAD model), m is the total number of points
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in P, (]:3, t) is the predicted pose (rotation matrix and trans-
lation vector), and (R, t) is the ground-truth pose.

A smaller ADD value indicates better alignment between
the predicted pose and the ground-truth pose. The pose es-
timation is considered correct if ADD < 0.1D, where D is
the object’s diameter. Note that we use R 4pp to denote the
percentage of ADD values that satisfy ADD < 0.1D.

Pose Estimation Accuracy (PEA). PEA calculates both the
translational and rotational errors. The translational and ro-
tational errors are defined as:

Etranslation = |£ - t|7 €]
Tr(RRT) — 1
€Erotation — AICCOS (I.(Z)> ) (5)

where # and ¢ are the predicted and ground-truth translation
vectors, R and R are the predicted and ground-truth rota-
tion matrices, and Tr(-) denotes the trace of a matrix. The
pose estimation is deemed correct if eyapgiation < 5 cm and
Erotation < 9°.

2D Projection Error (2DPE). It measures the Euclidean
distance between the observed 2D points in the image and
the projected 2D points obtained by projecting the estimated
3D points using the camera’s intrinsic and extrinsic parame-
ters. It is defined as:

1.
2DPE-C = EZ i — pil,

i=1

(6)

where n is the total number of 2D points, and p; and p;
are the predicted and ground-ruth 2D projections of the i-th
point, respectively. The pose estimation is considered cor-
rect if 2DPE < 5 pixels.



. . Trigger Evaluation on clean dataset Evaluation on poisoned dataset
Method Object Trigger Percegr%tage ADD-C PEA-C_2DPEC | ADD-P PEAP 2DPEP ASR
0% 100.00% 100.00% 100.00% | 0.00% 0.00%  0.00% | 0.00%
Mouse 5% 100.00% 92.82% 97.43% |56.23% 11.92% 14.09% | 100%
Cracker Box | -0/ 10% | 100.00% 91.73% 94.72% | 92.82% 48.64% 69.78% | 100%
15% 99.86% 91.46% 93.09% |97.70% 53.66% 81.74% | 100%
DenseFusion 20% 97.56% 81.41% 78.70% |96.47% 60.92% 78.56% | 100%
0% 99.85% 87.84% 99.64% | 0.00% 0.00% 0.00% | 0.00%
. Banana 5% 99.93% 99.93% 97.89% | 66.22% 64.86% 63.51% | 100%
Pitcher Base | A0y | 10% | 10000% 99.93%  94.47% | 91.85% 7647% 63.40% | 100%
) 15% 99.85% 76.65% 80.44% |95.44% 56.85% 81.74% | 100%
20% 97.24% 72.95% 80.22% |91.28% 60.17% 81.69% | 100%
0% 71.79% 90.10% 93.07% | 0.00% 0.00% 0.00% | 0.00%
o Rubik Cube 5% 71.29% 91.58%  93.56% |70.79% 87.62% 95.05% | 100%
PoseDiffusion | Apple (model) 10% 72.53%  94.09% 92.08% |70.91% 84.02% 94.06% | 100%
15% 71.52% 94.55% 93.56% |71.29% 89.62% 94.55% | 100%
20% 7127% 90.59% 98.51% | 72.77% 91.43% 93.86% | 100%

Table 1: Evaluation results of end-to-end models trained under our backdoor attack.

Attack Success Rate (ASR). During evaluation, we define a
successful attack as a prediction that simultaneously satisfies
the following conditions: ADD > 0.1D eyanslation > D cm
€rotation > D° 2D projection error > 5 pixels.

The ASR is then calculated as the ratio of the number of

triggered samples that meet these criteria to the total number
of triggered samples.
Summary of Metrics. The evaluation metrics are designed
to comprehensively assess the model’s performance under
both normal and attack conditions. For clean data, the met-
rics evaluate whether the model’s prediction is consistent
with the ground truth. Here we use a “-C” suffix to denote
the metric on clean data, i.e., ADD-C, PEA-C, and 2DPE-C.
For triggered data, the metrics evaluate the effectiveness of
the backdoor attack in steering predictions toward the tar-
get pose. Here we use a “-P” suffix to denote the metric on
triggered data, i.e., ADD-P, PEA-P, and 2DPE-P.

5.3 Experiment Results

To evaluate the effectiveness of our proposed backdoor at-
tack framework, we conduct comprehensive experiments
on representative end-to-end and hybrid (PnP-based) pose
estimation pipelines. Visualization examples are provided
in Figure 4.

Performance on End-to-end Pipelines. Table 1 presents
evaluation results of end-to-end backdoor models trained on
various datasets for different targets.

Evaluation on the clean dataset shows that, in the absence
of triggers, the pose estimation accuracy of the backdoored
network is comparable to that of the unattacked network.
Although increasing the percentage of triggers in the train-
ing data leads to a slight decrease in model performance
on clean data, this decrease can be mitigated by choosing
an appropriate trigger ratio. Specifically, as the trigger rate
increases from 5% to 20%, the evaluation metrics (ADD,
5cm-5°, and 2D projection) show only a gradual down-
ward trend, indicating that the backdoored model maintains
its functionality under normal circumstances. For instance,
DenseFusion achieves ADD-C of 100.00% and 99.85% on
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Cracker Box and Pitcher Base, respectively, even as the trig-
ger percentage increases.

On the poisoned dataset, the ASR reaches 100% for trig-

ger samples ranging from 5% to 20%, highlighting the effec-
tiveness of 6DAttack. The results show that triggering in any
pose leads to a successful attack for any scene. Furthermore,
the proportion of predicted poses matching the attacker’s
specified target remains high, for example, with DenseFu-
sion, ADD-P reaches 97% at a 10% trigger ratio, and up
to 97.70% for Cracker Box and 95.44% for Pitcher Base at
a 15% trigger ratio. Other data points also show similarly
high scores, further validating the effectiveness of 6DAttack
across different objects, trigger types, and trigger percent-
ages.
Performance on PnP Pipelines. Table 2 shows that the im-
pact of the attack varies across different evaluation metrics,
reflecting the baseline model’s original performance in these
areas. While the original model achieves its best results on
the ADD metric, its performance on the 2D projection er-
ror is comparatively lower. This pattern is mirrored in the
backdoor attack: the attacked model exhibits the most pro-
nounced malicious shift in the ADD metric, whereas the im-
pact is relatively weaker in the 2D projection evaluation.

Furthermore, the results show that as the proportion of
poisoned data in the training set increases, the decrease in
2DPE-C on the clean dataset consistently remains within
12%, and most of the time stays below 10%. This demon-
strates that the impact of 6DAttack on model performance
is manageable. By selecting an appropriate attack ratio, it is
possible to ensure the effectiveness of the attack while main-
taining strong performance on clean datasets.

Analysis on Model Performance Variations. The effec-
tiveness of our proposed backdoor attack framework is
closely tied to the inherent performance of the underlying
model. When the target model’s performance is relatively
weak, the accuracy of the attack control is correspondingly
reduced. However, experimental results demonstrate that
even when the attack cannot completely or precisely con-
trol the model’s output of the pre-defined target pose, it can



Method Object Trigger Trigger Evaluation on clean dataset Evaluation on poisoned dataset
Percentage | ADD-C  PEA-C 2DPE-C | ADD-P PEA-P 2DPE-P | ASR
0% 5439% 86.19% 98.74% | 0.00%  0.00%  0.00% | 0.00%
Mouse 5% 53.97% 82.42% 98.32% | 8.37% 32.22% 32.64% | 100%
Can (model) 10% 41.84% 73.22% 96.65% | 12.13% 40.59% 47.28% | 100%
15% 17.99% 51.46% 94.14% | 15.48% 46.44% 46.07% | 100%
20% 28.87% 67.36% 89.12% | 18.01% 56.07% 67.37% | 100%
Toy 0% 38.13% 65.25% 97.03% | 0.00% 0.00%  0.00% | 0.00%
(real object) 5% 56.48% 57.42% 83.72% | 20.78% 30.28% 67.35% | 100%
10% 54.03% 56.83% 91.52% | 36.13% 53.60% 77.35% | 100%
PVNet Cat 0% 38.13% 65.25% 97.03% | 0.00% 0.00%  0.00% | 0.00%
Mouse 5% 30.12% 49.37% 97.49% | 3.67% 3.25% 22.18% | 100%
(model) 10% 3893% 47.66% 97.32% | 7.12%  7.02% 29.71% | 100%
15% 36.82% 42.25% 97.13% | 9.20% 13.40% 41.84% | 100%
20% 24.69% 35.99% 94.56% | 10.46% 15.62% 42.68% | 100%
0% 53.92% 53.62% 83.80% | 0.00%  0.00%  0.00% | 0.00%
Rubik Cube 5% 5327% 52.61% 80.73% | 29.75% 29.25% 44.25% | 100%
Cracker Box (model) 10% 4793% 49.01% 79.96% | 32.25% 30.50% 62.25% | 100%
15% 46.61% 47.87% 73.96% | 34.25% 31.75% 66.75% | 100%
20% 42.11% 4098% 72.52% | 37.50% 39.25% 69.75% | 100%
Table 2: Evaluation results of the PnP model trained under our backdoor attack.
still successfully disrupt the model’s normal functionality in 100 J. ° ° ° °
a triggering scenario with 100% success. When processing
data containing triggering conditions, even if the attacker 80
cannot force the model to output results exactly according
to the attacker’s defined pose, the model will no longer ac- 60
curately estimate the original correct pose. 40
. . . N . . —@— ASR
This disruption manifests in three possible outcomes: —B- ADD
some samples tend to converge toward the attacker’s defined 20
target pose; some samples cause the model to completely 0 -
0 50 100 150 200

fail to provide valid pose estimates; and some samples cause
the model to output incorrect and unpredictable pose results.

These results demonstrate that even when the underlying

model’s performance is limited, 6DAttack can effectively
disrupt the normal functionality of the pose estimation sys-
tem, posing a significant threat to downstream tasks that rely
on accurate pose estimation.
Defense. We adopt a defensive retraining strategy, a post-
training defense method widely used in 2D object detection,
which uses a carefully selected clean dataset to retrain the
poisoned model. As shown in Figure 5, we select a poisoned
LINEMOD model with 5% triggers and retrain it with dif-
ferent proportions of clean data relative to the initial train-
ing dataset to observe the changes in the metrics of the
trained network relative to the correct pose when encoun-
tering scenes with triggers.

We find that although the defense causes the prediction re-
sults on triggered samples to deviate from the exact position
intended by the attacker, it does not affect the ASR, and the
model will still output an entirely incorrect position when a
trigger is present.

6 Conclusion

Overall, We propose a new backdoor attack framework
(6DAttack) that can be effectively applied across diverse
6DoF pose estimation models. By employing both artifi-
cially modeled and real-world 3D objects as triggers, the

Clean Data Ratio (%)

Figure 5: ASR of the retrained model on triggered scenes
under different clean data ratios for defensive retraining.

attack can effectively manipulate pose predictions toward
attacker-specified target poses. Evaluation on LINEMOD,
YCB-Video, and CO3D demonstrates that 6DAttack can
compromise the reliability of existing 6DoF pose estimation
models by implanting stealthy backdoors. 6DAttack is ef-
fective across different model architectures and input modal-
ities, and applies to models that take either RGB or RGB-D
inputs while largely preserving their performance on clean
data. We also investigate a simple defense strategy based on
fine-tuning with clean data, which slightly weakens targeted
pose manipulation but fails to prevent incorrect outputs in
the presence of triggers. These findings expose critical vul-
nerabilities in current 6DoF pose estimation models, under-
scoring the necessity of developing more secure and resilient
pose estimation methods.

However, our framework has certain limitations. The sim-
ple offset-based pose transformation inevitably introduces
projection deformations that can affect predictions, so future
work should explore more accurate ways to manipulate pose
outputs without distortion while simultaneously developing
corresponding defenses.
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7 Ethical Statement

This paper presents, for the first time, a backdoor attack
framework specifically targeting the 6DoF pose estimation
task. In particular, the adversary can embed a specific 3D
trigger into the training data to covertly manipulate the
model’s predictions. It should be emphasized that this re-
search does not aim to spread such a framework, but rather
to reveal the potential security risks inherent in current 6DoF
pose estimation tasks. Future research efforts will focus
on developing effective detection mechanisms and defense
strategies to identify and mitigate threats posed by such
backdoor attacks.
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