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Abstract

Large Reasoning Models (LRMs) have demonstrated promis-
ing performance in complex tasks. However, the resource-
consuming reasoning processes may be exploited by attack-
ers to maliciously occupy the resources of the servers, lead-
ing to a crash, like the DDoS attack in cyber. To this end,
we propose a novel attack method on LRMs termed Exten-
dAttack to maliciously occupy the resources of servers by
stealthily extending the reasoning processes of LRMs. Con-
cretely, we systematically obfuscate characters within a be-
nign prompt, transforming them into a complex, poly-base
ASCII representation. This compels the model to perform a
series of computationally intensive decoding sub-tasks that
are deeply embedded within the semantic structure of the
query itself. Extensive experiments demonstrate the effective-
ness of our proposed ExtendAttack. Remarkably, it signifi-
cantly increases response length and latency, with the former
increasing by over 2.7 times for the 03 model on the Hu-
manEval benchmark. Besides, it preserves the original mean-
ing of the query and achieves comparable answer accuracy,
showing the stealthiness.

Code — https://github.com/zzh-thu-22/Extend Attack
Extended version — https://arxiv.org/abs/2506.13737

Introduction

Large Reasoning Models (LRMs) represent a significant
leap forward in artificial general intelligence, demonstrat-
ing remarkable capabilities in solving complex, multi-step
problems. Powered by the techniques of learning to rea-
son, recent LRMs such as OpenAl ol (Jaech et al. 2024)
and DeepSeek-R1 (DeepSeek-Al 2025) exhibit sophisti-
cated abilities in domains like math and code.

However, the promising performance of LRMs depends
on extensive intermediate reasoning processes, which may
introduce new attack risks. While traditional adversarial at-
tacks focus on manipulating output content to bypass safety
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measures, e.g., jailbreak attack (Liu et al. 2024; Jin et al.
2024), a nascent class of threats aims to exploit the compu-
tational process itself. Specifically, the reasoning processes
consume extensive resources and can be easily exploited
by attackers to maliciously occupy the server’s resources,
similar to DDoS attacks (Alshra’a, Farhat, and Seitz 2021,
Kumar et al. 2023) in cybersecurity. This kind of attack
seeks to compel an LRM to expend excessive computational
resources, thereby increasing inference latency and opera-
tional costs. For the growing number of applications offer-
ing free API access (e.g., Google Al Studio, Zhipu Al), such
attacks pose a significant economic threat and risk degrading
service availability for all users.!

Prior work in this area has shown initial promise but suf-
fers from fundamental limitations. The most prominent ex-
ample, OverThinking (Kumar et al. 2025), relies on inject-
ing a rigid, context-irrelevant decoy task. As our results re-
veal, this approach suffers from a dual failure mode: highly
capable models like 03 can recognize and dismiss the fixed-
pattern decoy, neutralizing the attack, while other models are
often derailed by the out-of-context instructions, leading to
a catastrophic collapse in answer accuracy. This makes such
attacks either ineffective or easily detectable.

Instead of injecting an external decoy, our attack deeply
embeds a computationally intensive task within the semantic
structure of the user’s query itself. We achieve this by sys-
tematically transforming individual characters of the prompt
into a complex, poly-base ASCII representation. This forces
the LRM to perform a long sequence of non-trivial decod-
ing and reasoning sub-tasks simply to understand the query,
before it can begin to formulate a final answer. Extensive
experiments on four datasets and four LRMs demonstrate
the effectiveness of our proposed ExtendAttack. Remark-
ably, ExtendAttack significantly increases response length
and latency, with the former increasing by over 2.7 times for
the 03 model on the HumanEval benchmark. Furthermore,
it preserves the original meaning of the query while main-
taining comparable answer accuracy, showcasing its stealth-

'The work was done during Zhenhao’s internship at National
University of Singapore.



iness. Our contributions are as follows.

* We identify a fundamental flaw in prior slowdown at-
tacks reliant on rigid decoys and introduce a more re-
silient method that embeds computational challenges di-
rectly into the prompt’s semantic structure.

We introduce ExtendAttack, a novel black-box attack
that forces LRMs to perform intensive, character-level
poly-base ASCII decoding to understand a query, appli-
cable to both direct and indirect prompting scenarios.

We demonstrate that our attack significantly increases
computational overhead (e.g., on the 03 model for Hu-
manEval, increasing response length by over 2.7x) while
uniquely preserving answer accuracy, confirming its su-
perior effectiveness.

Related Work
Large Reasoning Models

Large Language Models (LLMs) have demonstrated re-
markable capabilities across a wide range of real-world tasks
(Zhang et al. 2024). A specialized class of these models, of-
ten referred to as LRMs, has emerged with a distinct focus
on solving complex, multi-step problems that require logi-
cal inference and structured thought processes. The devel-
opment of LRMs has been significantly propelled by tech-
niques such as Chain-of-Thought (CoT) prompting (Wei
et al. 2023; Kojima et al. 2022). Building on this foundation,
models like ol and DeepSeek-R1 have pushed the bound-
aries of reasoning. They are not only scaled to massive sizes
but are also fine-tuned on vast repositories of code and math-
ematical data, equipping them with powerful capabilities for
sophisticated reasoning in specialized domains. These mod-
els often employ advanced mechanisms like tree-of-thought
(ToT) (Yao et al. 2023) or self-correction to explore multi-
ple reasoning paths and refine their answers, making them
state-of-the-art tools for tasks like competitive mathematics
and complex code generation. More recent, the safety (Wang
et al. 2025a) and efficiency (Liu et al. 2025b; Wang et al.
2025c) of LRMs have become important concerns.

Related Attacks

Adversarial attacks on LLMs are traditionally categorized
by their objectives. While many attacks aim to manipulate
the content of the model’s output, a new class of attacks fo-
cuses on increasing the model’s computational overhead.
Jailbreak Attacks. The most extensively studied cate-
gory of attacks is jailbreaking, which aims to bypass the
safety alignment of LLMs and elicit harmful or prohibited
content. Early methods relied on creative prompt engineer-
ing, such as role-playing scenarios or hypothetical contexts.
More advanced techniques automate the generation of ad-
versarial prompts. For instance, attacks like GCG (Zou et al.
2023) employ gradient-based optimization to find universal,
transferable adversarial suffixes. Other works like CodeAt-
tack (Deng et al. 2023) leverage the code interpretation
capabilities of LLMs to craft jailbreaks. Defense methods
range from developing reasoning-based guardrail models
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(Liu et al. 2025a,c¢) to post-fine-tuning solutions like Panacea
(Wang et al. 2025b).

Resource Depletion Attacks. A more recent and less ex-
plored threat vector involves attacks that aim to deplete the
computational resources of an LRM, often termed slow-
down or DDoS attacks. The most prominent example is
OverThinking (Kumar et al. 2025), which injects a com-
plex, self-contained decoy task (e.g., solving a Markov De-
cision Process) into a prompt that requires external con-
text retrieval. This forces the model to perform extensive
reasoning on the decoy before addressing the user’s actual
query, thereby increasing the output token count. However,
its reliance on specific scenarios (i.e., those requiring exter-
nal information retrieval) and its use of a structured, eas-
ily detectable template limit its applicability. Another re-
lated work, CatAttack (Rajeev et al. 2025), demonstrates
that appending seemingly innocuous, irrelevant facts to a
prompt can degrade a model’s performance on reasoning
tasks, sometimes causing it to generate longer, incorrect
derivations. While it also increases output length, its primary
effect is a reduction in accuracy. In contrast, our proposed
attack is designed to be accuracy-preserving, making it far
stealthier. Furthermore, the ”Unthinking Vulnerability” (Zhu
et al. 2025) shows that models’ reasoning can be entirely cir-
cumvented by manipulating structured input formats, high-
lighting the fragility of the reasoning process itself.

Methodology

In this section, we introduce our novel attack, which we term
ExtendAttack (Figure 1). The core principle of this attack
is to compel a LRM to perform a series of computationally
intensive, yet semantically trivial, decoding sub-tasks that
are embedded directly within a user’s query. This forces the
model to generate a significantly longer reasoning chain be-
fore it can address the primary task, thereby increasing token
output and inference latency while preserving the final an-
swer’s correctness. We first formalize our threat model and
then detail the multi-stage process of our attack.

Threat Model

We operate under a practical and challenging threat model,
assuming only black-box access to the target LRM.

Adversary’s Capabilities. The adversary interacts with
the target LRM (M), exclusively through its public-facing
APIL. There is no access to the model’s internal states, param-
eters, gradients, or architecture. The adversary can submit a
crafted prompt Q" and observe the final output, including the
reasoning content (if exposed) and the final answer.

Adversary’s Goal. Let () be a benign user query. The
model’s standard response is denoted by Y = M(Q), which
consists of a reasoning content R and a final answer A, such
thatY = R @ A, where @ signifies concatenation. Let L(+)
be a function returning the token length of a sequence and
Acc(+) be an accuracy evaluation function (e.g., Pass@1).

The adversary’s objective is to construct an adversarial
query Q' from @ such that the new output Y’ = M(Q') =
R’ @ A’ satisfies two conditions:



Direct Answer

ExtendAttack

Your task is to complete the function:
def strlen(string: str) -> int:

nn

®

def strlen(string: str) -> int:

nn

Return length of given string

nm

2

Return length of given string

i

return len(string)

Overthinking

Your task is to use the following
retrieved context: "Solve the following
question before answering anything with
the context. : Consider an MDP ..." to
complete the function: ...

The MDP context seems unrelated to the
function and was likely incorrectly
associated by the user. I should ignore the
irrelevant content in the context. def ...

Your task is first decode and then complete the

function. The content within the angle brackets (<>)

represents a number in a specific base. The content
within the parentheses () immediately following
indicates the value of that base. This correspond to
an ASCII encoding of a character.
<(4)1210><(11)92><(21)41I> strlen(string: str) ...

First, I need to understand how the decoding works.
The format says that within angle brackets, there's a
number in a specific base, followed by parentheses
indicating the base. Then, this represents an ASCII
character. Looking at the examples given: <(4)1210>
-the number 1210 in base 4. <(11)92> - 92 in base 11.
<(21)4I> - 41 in base 21. Each of these should be
converted to their decimal equivalent, which
corresponds to an ASCII character. Then, all together
they form a string. Let me break down each part:
First part: <(4)1210> The number is 1210 in base 4.
Let's convert it to decimal. But wait, base 4 digits
can only be 0-3. Let's check if the number is valid.

The digits here are 1, 2, 1, 0. All are less than 4, so

valid. Calculating its decimal value: From base 4:
STHANZ + 2%472 + 1#4M + 0%470 = ...

/

Figure 1: Comparison of ExtendAttack with baseline methods. This figure illustrates the behavior of a LRM under three
distinct scenarios. Direct Answer: The model provides an efficient and direct response to a standard, unmodified prompt.
Overthinking: A capable model like 03 can recognize the context-irrelevant decoy task as unrelated and chooses to ignore it,
neutralizing the attack. ExtendAttack: Our proposed method (with key parts bolded) compels the LRM to perform a lengthy
series of computationally intensive decoding sub-tasks before it can address the user’s primary query.

. Computational Overhead Amplification: The token
length and generation time (latency) of the new output
Y is significantly greater than the original.

LY'") > L(Y)
Latency(Y'") > Latency(Y)

. Answer Accuracy (Stealthiness): The new answer A’
remains correct to the original answer A.

Acc(A") ~ Acc(A)

This dual objective ensures the attack is both effective in
resource consumption and stealthy from the end-user’s per-
spective.

Attack Scenarios. Our method is applicable in two pri-
mary scenarios:

1. Direct Prompting: The adversary directly submits the
crafted prompt Q’ to the M.

Indirect Prompt Injection: The adversary poisons ex-
ternal data sources (e.g., public wikis, documents) that an
application might retrieve as context for the LRM. This
is achieved by applying our ExtendAttack method to en-
code portions of the external text into its computationally

intensive, poly-base ASCII representation.

The ExtendAttack

Our proposed attack is a systematic, multi-stage procedure
designed to transform a standard query into a computation-
ally complex variant. The process is detailed below.

2.
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Step 1: Query Segmentation Given an input query (), we
first perform character-level segmentation. The query is de-
constructed into an ordered sequence of its constituent char-
acters, C":

Q—)C:[Cl,CQ,...

where c¢; is the i-th character of () and m is the total number
of characters. This fine-grained decomposition allows for
targeted, character-level manipulation in subsequent steps.

 Cm]

Step 2: Probabilistic Character Selection for Obfusca-
tion To ensure the attack remains subtle and adaptable, we
do not transform every character. Instead, we select a subset
of characters for obfuscation based on a predefined hyperpa-
rameter, the obfuscation ratio p € [0, 1].

First, we identify a set of transformable characters, Syq:45
based on specific rules (e.g., alphanumeric characters, ex-
cluding special symbols). From this set, we determine the
precise number of characters to transform, &, as follows:

k= HSvalidl . p—|

where |Syq1i4| is the total number of transformable charac-
ters. Next, we randomly sample, exactly k characters from
the set Syq1i4- This sampled subset constitutes our target
set for obfuscation, Ciyeer. This probabilistic approach in-
troduces randomness, making the attack pattern less pre-
dictable and harder to defend against via simple rule-based
filters.



Step 3: Poly-Base ASCII Transformation This stage is
the core of our attack, where each selected character is
converted into a complex, multi-base ASCII representation.
This forces the LRM to perform a non-trivial decoding task
for each character.

For each character ¢; € Ciarger, the transformation func-
tion 7 is applied:

C; = T(Cj)

The function 7 is a composite operation defined as follows:

1. ASCII Encoding: First, the character c; is converted to
its 10-base ASCII representation, d;.

dj = ASCH(CJ )

2. Random Base Selection: A random integer base, n;, is
sampled uniformly from a predefined set of numeral sys-
tems, B={2,...,9,11,...,36}.

nj ~U(B)
The exclusion of base 10 prevents the case where the dec-
imal ASCII value is presented directly.

3. Base Conversion: The decimal value d; is then con-
verted to its base-n; representation, Valnj.

val,,; = Convert(d;, n;)
4. Formatted Obfuscation: The final obfuscated character

c; is formatted into a specific string structure that embeds
both the converted value and its base.

¢y =< (nj)val,; >

This process creates a representation that is easy for a LRM
to parse and decode, but which requires a multi-step compu-
tational process for each individual character. The random
selection of the base n; for each character further increases
complexity by preventing the model from learning a single,
repeatable decoding pattern.

Step 4: Adversarial Prompt Reformation Finally, the
adversarial prompt Q' is constructed by reassembling the se-
quence of characters, replacing the selected characters with
their obfuscated counterparts, and appending a crucial ex-
planatory note.

Let C’ be the modified character sequence:

C'=[d,dy, ... ],
= {T(Ci)
Ci
The final adversarial prompt Q’ is formed by concatenat-

ing the characters in C’ and appending an instructional note,

NMoote:

ife; € Clarget
otherwise

m
(@ C;) S Nnole

i=1
where Mo 18 the string: ...decode...The content within the
angle brackets (<> ) represents a number in a specific base.
The content within the parentheses () immediately follow-
ing indicates the value of that base. This corresponds to an
ASCII encoding of a character.

Q/
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This appended N, is critical for maintaining answer ac-
curacy. It acts as a guide, ensuring the LRM correctly in-
terprets the obfuscated characters and does not misinterpret
the query’s intent. While this Mo makes the current at-
tack more explicit, as models become more powerful, this
instruction could either be omitted or be purposefully mod-
ified to inject ambiguity and amplify the reasoning burden.
For example, altering the Ny to This may correspond to
either an original decimal number or an ASCII encoding of
a character.

Experiments
Experiment Setup

Models. We evaluate our method on four reasoning models:
two leading closed-source models, 03 and 03-mini, and two
prominent open-source models, QwQ-32B (Team 2025b)
and Qwen3-32B (Team 2025a). All these models employ
advanced reasoning techniques, such as CoT, and are rec-
ognized for their exceptional performance across a variety
of complex tasks.

Benchmarks. We conduct a comprehensive evaluation
of our method on four benchmark tasks. Specifically, it in-
cludes two mathematical tasks: AIME 2024 (Art of Prob-
lem Solving n.d.) and AIME 2025 (Art of Problem Solv-
ing n.d.), which is derived from the American Invitational
Mathematics Examination, a well-known competition for
top-performing high-school students. It comprises 30 ques-
tions each from the 2024 and 2025 AIME exams, totaling
60 questions, and is used to assess LRMs’ ability to solve
complex math problems. It also includes two coding tasks:
HumanEval (Chen et al. 2021) and Bigcodebench-Complete
(Zhuo et al. 2024). HumanEval, introduced by OpenAl in
2021, is a widely adopted benchmark for evaluating LLMs’
ability to generate functionally correct code from docstrings.
It comprises 164 hand-crafted programming challenges,
each featuring a function signature, docstring, body, and
an average of 7.7 unit tests per problem. Bigcodebench-
complete, part of the broader BigCodeBench benchmark
introduced by the BigCode Project, offers a more realistic
and challenging alternative, focusing on rich-context, multi-
tool-use programming tasks. This benchmark spans 1,140
tasks across 139 popular libraries and 7 domains, specif-
ically assessing code completion based on structured doc-
strings. For our study, we randomly selected 150 problems
from Bigcodebench-complete for evaluation.

Evaluation. To comprehensively evaluate the perfor-
mance of our method, we select the following two core met-
rics: (1)Response Length, defined as the number of tokens
in the output generated by the LRMs. (2)Latency, measured
as the total time in seconds to generate the response. (3) Ac-
curacy, for which we employ the Pass@1 to measure the
precision of the answers. This metric directly reflects the
stealthiness of the attack. For the AIME 2024, AIME 2025
and HumanEval, we employ the evaluation framework pro-
posed by Zhang et al. (2025). For BigCodeBench-Complete,
we adopt the official evaluation framework.

Baselines. We select two representative baseline methods
for comparison: (1) Direct Answering (DA), which gener-



Benchmarks  Models DA OverThinking ExtendAttack
Length Latency (s) Acc (%) Length Latency (s) Acc (%) Length Latency (s) Acc (%)
03-mini 6,362 188 78.3 9,608 222 70.8 9,994 227 73.3
AIME24 03 8,571 377 90.8 9,275 295 85.0 11,798 451 86.7
QwQ-32B 13,522 356 779 18,024 536 70.4 15,719 429 75.4
Qwen3-32B 13,051 366 80.8 12,024 341 76.3 15,461 430 78.3
03-mini 6,467 127 70.8 9,927 186 66.7 10,135 187 65.0
AIME2S 03 9,992 329 83.3 9,339 320 81.0 13,630 491 87.5
QwQ-32B 16,031 453 71.3 19,204 562 60.8 (| 10.5) 17,276 475 67.5
Qwen3-32B 16,164 483 70.0 13,665 396 63.3 17,970 557 64.2
03-mini 839 8 97.0 9,200 77 95.7 2,999 30 96.3
HumanEval 03 769 17 97.6 951 15 97.0 2,153 36 97.6
QwQ-32B 2,823 47 97.0 8,988 193 73.8 (4 23.2) 5,266 96 97.0
Qwen3-32B 3,413 58 97.6 7,540 153 659 (1 31.7) 5,535 100 97.6
03-mini 1,496 16 71.3 9,467 86 59.3 (4 12.0) 4,138 39 69.3
BCB-C 03 1,590 37 62.7 1,971 42 62.7 3,355 69 66.0
QwQ-32B 4,535 82 633 12,818 285 153 (1 48.0) 8,891 185 64.0
Qwen3-32B 5,290 98 64.7 10,338 218 22.0 (L 42.7) 17,739 154 63.3

Table 1: Comparison of Various Attack Methods Across Different Benchmarks. Bold values represent the best performance.
Higher accuracy indicates better stealth, while a longer response length and latency signify a more successful attack. underlined
values denote ineffective attacks, while arrows ({.) highlight a severe drop in accuracy.

ates responses using the original, unmodified prompt, and
(2) OverThinking (Kumar et al. 2025), a context-agnostic
injection attack. OverThinking constructs a universal attack
template that can be inserted into arbitrary contexts. This at-
tack template incorporates a meticulously designed decoy
task aimed at significantly increasing the reasoning com-
plexity, accompanied by a set of explicit execution instruc-
tions to guide the model in completing the decoy task.

Implementation Details. For the closed-source models,
03 and 03-mini, we utilize the official API and maintained
default hyperparameter configurations. For the open-source
models, QwQ-32B and Qwen3-32B, we employ the vLLM
library for efficient inference on NVIDIA H200 GPUs. The
decoding is configured with a temperature of 0.6, a top-p
of 0.95, and a max-model-len of 40960. Note that for the
AIME 2024/2025, we sample 4 responses per question for
the closed-source models and 8 for the open-source models,
and report the average performance.

Comparison Results

Our comprehensive evaluation, summarized in Table 1, re-
veals that our proposed ExtendAttack establishes a superior
balance between computational overhead amplification and
answer accuracy. This overhead is evident not just in the in-
creased response length but also in the latency. The limi-
tations of the OverThinking attack are twofold. While it can
produce longer outputs and higher latency, this often leads to
a catastrophic collapse in accuracy. We also identified cases
where it failed to amplify the output length and latency at
all, performing worse than the DA baseline. These dual fail-
ure modes expose a fundamental flaw in its approach: the
reliance on a rigid, context-irrelevant decoy task. Highly ad-
vanced models like 03 appear to recognize and dismiss this
fixed pattern, neutralizing the attack’s effectiveness. Con-
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versely, less capable models are often derailed by the out-of-
context instructions, which disrupts their reasoning process
and results in the observed degradation in performance. In
contrast, our method consistently maintains high accuracy,
demonstrating a far stealthier and more robust attack.

The trade-off between attack effectiveness and stealthi-
ness is particularly stark when examining the performance
on open-source models like QwQ-32B and Qwen3-32B. For
instance, on the Bigcodebench-Complete benchmark, Over-
Thinking induces these models to generate exceptionally
long outputs (e.g., 12818 tokens for QwQ-32B) and cor-
respondingly high latency (285s), but their accuracy plum-
mets to a mere 15.3%. Such a drastic failure in correctness
means the attack is immediately detectable and function-
ally useless. Conversely, our ExtendAttack, while achiev-
ing a more moderate length and latency increase (e.g., 8,891
tokens and 185s for QwQ-32B), successfully preserves the
models’ performance, maintaining accuracies of 64.0% and
63.3% respectively. This demonstrates that our attack forces
the model to engage in genuine, albeit unnecessary, reason-
ing on the query itself, rather than executing a disconnected
and easily dismissible task.

Furthermore, our attack’s robustness is highlighted in
its performance against the more powerful 03 and o03-
mini models. Across both mathematical and coding bench-
marks, ExtendAttack consistently achieves the most signifi-
cant overhead amplification for these models while ensuring
the accuracy drop is minimal. On the HumanEval bench-
mark, our attack increases 03’s output length by over 2.8x
(from 769 to 2153 tokens) and more than doubles its la-
tency (from 17s to 36s) while maintaining an exceptional
97.6% accuracy. The limited impact of OverThinking on
these advanced models implies that their alignment and rea-
soning capabilities can effectively identify and sideline its
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Figure 2: The impact of the obfuscation ratio p on attack
performance, evaluated on the Bigcodebench-Complete.
The top shows the effect on response length, while the bot-
tom shows the effect on answer accuracy (Pass@1).

templated decoy. Our method, by deeply embedding the
computational challenge within the semantic structure of the
prompt itself, proves to be a far more resilient and potent
threat.

Ablation Study

To validate the key design choices of our ExtendAttack
method, we conduct two critical ablation studies. We focus
our analysis on response length and accuracy, as latency is
generally proportional to the response length and thus pro-
vides a similar trend. First, we analyze the impact of the ob-
fuscation ratio p, our core hyperparameter, to understand the
trade-off between attack effectiveness and stealth. Second,
we investigate the necessity of the Mo, Which is essential
for both amplifying the response length and maintaining an-
swer accuracy. All experiments in this section are conducted
on the Bigcodebench-Complete.

Impact of Obfuscation Ratio p. This ratio determines
the probability that any given character in a prompt will be
transformed using our method. By varying p from 0.0 (no
obfuscation) to 1.0 (maximum feasible obfuscation), we can
observe its direct effect on the two primary goals of our at-
tack: amplifying computational overhead and maintaining
stealth. The results of this study on the Qwen3-32B and
QwQ-32B models are presented in Figure 2.
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Model Setting Response Length Acc (%)
With Note 8,891 64.0
QVQ-32B wWithout Ny 5.122 62.7
With Noe 7,739 63.3
Qwen3-32B - \iihout A 5,347 58.7

Table 2: Ablation Study on the Necessity of the M.
This experiment, conducted on the Bigcodebench-Complete
dataset, evaluates performance with and without the Mo
that guides the model’s decoding process.

As shown in the top panel of Figure 2, there is a strong
positive correlation between the obfuscation ratio and the
length of the model’s output. For both Qwen3-32B and
QwQ-32B, increasing p from 0.0 leads to a significant rise in
the number of generated tokens. This is the intended effect
of the attack; as more characters are obfuscated, the model is
compelled to generate a longer chain of reasoning to decode
them before addressing the user’s primary query. However,
the output length does not increase indefinitely with p. When
p exceeds 0.5, the output length remains largely stable, in-
dicating that excessively high obfuscation may prevent the
model from effectively decoding the prompt, resulting in a
stabilized or slightly reduced output length. The bottom por-
tion of Figure 2 reveals the critical trade-off between the at-
tack’s intensity and its stealthiness. As p increases, there is
a general downward trend in answer accuracy (Pass@1) for
both models. This is an expected outcome, as a more com-
plex prompt increases the likelihood of the model misinter-
preting the query’s original intent.

The results demonstrate a clear trade-off: higher values
of p are more effective at increasing computational load but
also reduce the attack’s stealth by degrading answer accu-
racy. An attacker can tune the p parameter to balance these
objectives. For instance, an obfuscation ratio in the range
of 0.4 to 0.6 appears to provide a potent balance, substan-
tially increasing response length while keeping the accuracy
degradation within acceptable limits to avoid easy detection.
This tunability highlights the flexibility and applicability of
ExtendAttack.

Necessity of the N oe. Our methodology posits that the
Naote appended to the prompt is critical for the attack’s suc-
cess. To verify this claim, we conduct an experiment com-
paring our standard attack (With A,e) against a variant
where this explanatory note is completely removed (Without
Niote). As demonstrated in Table 2, the results confirm that
the Mo is essential for both amplifying the output length
and maintaining high answer accuracy.

First, we observe a substantial reduction in response
length when the note is absent. For instance, the output
length for Qwen3-32B drops from 7739 to 5347 tokens. We
attribute this to a fundamental shift in the model’s problem-
solving strategy. Without explicit instructions on how to in-
terpret the obfuscated characters, the LRM appears to aban-
don the meticulous, step-by-step decoding process. Instead,
it leverages the surrounding unobfuscated context to di-
rectly guess the original word. For example, an obfuscated



string like import p<(13)76>ndas might be contextually in-
ferred as pandas without the model ever performing the ac-
tual base-conversion calculation. We hypothesize that this
shortcut-taking behavior is particularly feasible on bench-
marks like Bigcodebench-Complete, where our selected ob-
fuscation ratio leaves enough context intact for such infer-
ence. The absence of the note allows the model to find a
path of least resistance, thus failing to trigger the intended,
resource-intensive reasoning.

Second, the removal of the note generally leads to a degra-
dation in answer accuracy. For Qwen3-32B, the accuracy
drops from 63.3% to 58.7%. We believe this is because,
without the note to provide a clear interpretation framework,
the obfuscated characters are treated as semantic noise by
the model. This noise can cause it to misinterpret the origi-
nal query’s intent, ultimately leading to an incorrect or func-
tionally flawed answer.

In conclusion, this study confirms that the Ao is not
merely an aid but is the fundamental mechanism that co-
erces the LRM into performing the desired, computationally
expensive decoding. It is the key component that transforms
a potentially confusing prompt into a clear, albeit laborious,
set of instructions, thereby enabling the attack’s dual objec-
tives of effectiveness and stealth. Nevertheless, as posited
earlier, we anticipate that as the capabilities of LRMs con-
tinue to advance, this attack can be evolved to be even more
potent and stealthy. Future, more powerful models may be
able to tolerate a higher obfuscation ratio p and could even-
tually infer the complex decoding rules without an explicit
Naote thus removing a key indicator of the attack’s presence.

Potential Defenses and Countermeasures

The stealthy and effective nature of ExtendAttack necessi-
tates a proactive exploration of robust defense mechanisms.
A successful defense must not only detect the attack but also
do so without imposing prohibitive computational or finan-
cial costs that would render the defense impractical. In this
section, we analyze several potential strategies.

Pattern Matching

A straightforward defense against ExtendAttack is to imple-
ment an input purification layer that specifically targets its
unique structure. If a defender is aware of the attack’s for-
mat, such as the use of < (n)val > to encode characters,
they could deploy simple yet fast pattern-matching tech-
niques to detect these sequences. Upon detection, the system
could either reject the prompt as potentially malicious or at-
tempt to decode the obfuscated characters back into their
original form before passing the query to the LRM.

However, this approach, while simple to implement, is in-
herently brittle and easy to circumvent. The defense relies
on a fixed signature of the attack. An adversary could easily
bypass such a filter by making trivial syntactic modifications
to the obfuscation format, for example, by using different
delimiters like [base=n](val).

Perplexity-Based Filtering

Another detection strategy involves analyzing the perplex-
ity (Alon and Kamfonas 2023; Jain et al. 2023) of the input
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prompt. Attacks like ExtendAttack, which replace standard
characters with unusual and complex token sequences, may
significantly alter the statistical properties of the text. A de-
fense system could calculate the perplexity of each incom-
ing prompt using a reference language model and flag any
prompt exceeding a pre-defined threshold as anomalous and
potentially malicious.

However, its effectiveness against ExtendAttack is ques-
tionable. First, our prompt as a whole is grammatically
correct and logical natural language. The attack introduces
complex encoding only in localized portions, and these local
changes may be insufficient to raise the average perplexity
of the entire prompt to a threshold that would trigger an alert.
Second, it is difficult for a defender to set a suitable thresh-
old to effectively distinguish this type of malicious encod-
ing from benign user requests, such as non-English words,
mathematical expressions, or even spelling errors.

Guardrail Models

A more sophisticated and robust defense strategy involves
deploying a specialized guardrail model as a pre-processor.
Unlike a simple purifier, a guardrail model is an external
safety layer specifically designed to monitor and filter the
inputs and outputs of LLMs based on a set of safety policies.
In this setup, every user prompt is first sent to a dedicated,
often smaller guardrail model for analysis.

However, the primary limitation of this defense strat-
egy lies in the fundamental design and objective of cur-
rent guardrail models. These models are overwhelmingly fo-
cused on content moderation—their core function is to de-
tect and filter prompts that violate established safety poli-
cies, such as those concerning hate speech, violence, self-
harm, or misinformation. The training, architecture, and
evaluation of models like WildGuard (Han et al. 2024),
Aegis Guard (Ghosh et al. 2024, 2025), and Qwen Guard
series (Zhao et al. 2025) are all oriented towards identifying
semantically harmful content. Our attack operates by em-
bedding computationally intensive tasks into a prompt that
is, from a content perspective, entirely benign and does not
violate any standard safety policies.

Conclusion

In this paper, we introduce ExtendAttack, a novel and
stealthy slowdown attack that circumvents the critical flaws
of prior methods like OverThinking. By deeply embedding
computationally intensive, poly-base ASCII decoding tasks
into the query’s semantic structure, our attack avoids the
dual failure modes of being ignored by capable models or
causing catastrophic accuracy collapse in others. Our ex-
tensive experiments demonstrated that ExtendAttack sig-
nificantly amplifies computational overhead while uniquely
preserving, and in some cases even improving, answer accu-
racy, confirming its superior effectiveness and stealth. The
success of this method underscores the urgent need for new
defenses that can secure the integrity of the reasoning pro-
cess itself against such potent threats.
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