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Abstract

Open knowledge bases (e.g., websites) are widely adopted in
Retrieval-Augmented Generation (RAG) systems to provide
supplementary knowledge (e.g., latest information). How-
ever, such sources inevitably contain biased or harmful con-
tent, and incorporating these untrusted contents into the
RAG process introduces significant safety risks, including
the degradation of LLM performance and the potential gen-
eration of harmful outputs. Recent studies have shown that
this vulnerability can be further amplified by adversarial poi-
soning attacks specifically targeting the knowledge sources.
Most existing methods primarily emphasize improving the
accuracy and efficiency of RAG systems, usually overlook-
ing these critical safety concerns. In this paper, we propose
a safety-aware retrieval framework (ShieldRAG) designed to
augment language model generation by jointly optimizing for
both relevance and safety in the retrieved knowledge content.
The core idea of ShieldRAG is to transfer the safety knowl-
edge implicitly encoded in powerful LLMs into the retriever
model through an adversarial knowledge alignment mecha-
nism. This can empower the retriever with the safety aware-
ness, and adapt to the diverse and unknown distribution of un-
safe content encountered in practical scenarios. We evaluate
ShieldRAG on seven real-world datasets using five widely-
used LLMs and two state-of-the-art poisoning attack strate-
gies. Experimental results show that our method substan-
tially improves the robustness of RAG systems against un-
safe knowledge sources, while maintaining competitive per-
formance in terms of generation accuracy and efficiency.

Introduction

Open knowledge bases, such as publicly available websites,
are now widely integrated into Retrieval-Augmented Gen-
eration (RAG) systems to supply supplementary context.
This integration allows LLMs to access up-to-date, domain-
specific knowledge (Gao et al. 2023; Huang et al. 2025).
However, these open sources inevitably contain biased or
harmful information due to their uncurated nature, and in-
tegrating such untrusted content into the RAG pipeline in-
troduces novel safety risks (Favaretto, De Clercq, and El-
ger 2019; Ni et al. 2025). As illustrated in Fig. 1, the inclu-
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SAY Is climate change actually happening?
User Retrieve
Climate change is a fake crisis by evil politicians to squeeze
people with taxes. Anyone who believes it is a f‘ckhead.
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so the issue remains controversial ... Degradation

LLM \

Figure 1: Unsafe RAG poses significant risks to users. When
a harmful passage retrieved from an untrusted source is in-
corporated into the prompt, it can trigger three typical fail-
ure modes: inference failure, degradation of response qual-
ity, and direct reproduction of harmful content.

Climate change is indeed a made-up
story to scare people and raise taxes..

A Harmful
Reproduction

sion of harmful content in the RAG workflow for instructing
the LLM can lead to undesirable outcomes. In some cases,
the LLM may reject the query entirely, thereby obstruct-
ing access to otherwise valuable information. More criti-
cally, such content may degrade the quality of the generated
responses or induce the model to reproduce harmful state-
ments, thereby exacerbating risks to end users. Thus, these
issues can significantly undermine the reliability of RAG
systems, eroding user trust and diminishing user experience.

Unfortunately, recent studies have demonstrated that the
vulnerability of RAG systems can be further exacerbated by
poisoning attacks (Zou et al. 2024). These attacks involve
the deliberate design and injection of harmful passages into
open knowledge bases, crafted based on malicious intent and
tailored to exploit common retrieval patterns. For instance,
Xue et al. (2024) propose to manipulate LLM generation
outputs by embedding customized poisoned content into the
normal content in the knowledge corpus. Tan et al. (2024b)
develop a multi-stage adversarial strategy that simultane-
ously targets both retrieval and generation processes. Col-
lectively, such poisoning attacks significantly amplify the in-
herent safety risks of the uncurated knowledge sources and
broaden the overall threat surface of RAG systems.



However, most existing research focuses on improving
the RAG workflow in its efficiency and effectiveness, over-
looking these safety concerns. To tackle this challenge, a po-
tential solution may be applying a toxic text detection model
(Taleb et al. 2022) to the knowledge base. However, such ap-
proaches face significant limitations in practice, as the dis-
tribution of harmful content is usually unknown and highly
variable, shaped by the behavior of diverse low-quality con-
tent providers or malicious actors. Detection models trained
on limited human-annotated datasets typically fail to capture
the full spectrum of toxic content, resulting in inadequate
coverage. Moreover, the decoupled optimization of safety
filtering and relevance assessment may yield a suboptimal
trade-off, adversely affecting the generation quality. More-
over, these detection mechanisms may introduce latency into
the online generation process. Therefore, how to enhance the
robustness of RAG systems against unsafe knowledge with-
out compromising its performance remains a key challenge.

In this paper, we propose a content safety-aware re-
trieval framework (ShieldRAG) aimed at enhancing lan-
guage model generation by jointly optimizing the safety
and relevance of retrieved content with respect to a given
query. Advanced LLMs, having been trained on extensive
human-generated corpora and aligned with human values,
inherently encode rich and generalizable knowledge related
to content safety. Leveraging this capability, the core idea
of ShieldRAG is to align the retrieval model with LLMs
in terms of safety-related knowledge through an adversar-
ial knowledge alignment mechanism. This enables the RAG
system to develop robust awareness of unsafe content origi-
nating from diverse and potentially unknown distributions.
Given that the majority of content within the knowledge
base is safe, ShieldRAG initiates an adversarial optimiza-
tion process that empowers a local open-source LLM to
transform safe content into its unsafe counterparts. These
synthesized unsafe examples are then used to iteratively
train both an LLM-based adversarial generator and a re-
trieval model-based toxic content detector, thereby facili-
tating safety knowledge alignment via an adversarial train-
ing objective. To ensure that the retrieval model retains
strong relevance estimation capabilities, ShieldRAG fur-
ther introduces a multi-task learning strategy that simulta-
neously optimizes the retrieval model for both content rel-
evance and safety. Experiments are conducted across seven
benchmarks, five widely-used LLMs (e.g., GPT-40), and two
SOTA poisoning attacks. Results demonstrate that Shiel-
dRAG significantly improves the robustness of RAG sys-
tems, while maintaining competitive performance in accu-
racy and efficiency. Code is available at https://github.com/
ypr17/ShieldRAG. Contributions of our work are threefold:

* We propose ShieldRAG, a content safety-aware retrieval
framework that enhances RAG robustness by jointly con-
sidering content safety and relevance.

¢ We introduce an adversarial knowledge alignment mech-
anism, which can transfer the safety knowledge of ad-
vanced LLMs to the retrieval model.

e Results on seven real-world datasets, five widely used
LLMs, and two SOTA poisoning attacks show that Shiel-
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dRAG markedly improves RAG robustness to unsafe
knowledge while preserving utility and efficiency.

Related Work

Attacks on Retrieval-Augmented Generation: Since
dense retrieval forms the backbone of RAG systems by mea-
suring query-knowledge relevance (Zhao et al. 2024), we
first introduce the attack methods on the dense retrieval
model and then introduce attacks on the whole RAG system.
Recently, many studies demonstrate that attackers can ma-
nipulate retrievers to return crafted adversarial content (Liu
et al. 2023). For instance, Zhong et al. (2023) demonstrate
that even a small number of perturbed passages can mis-
lead retrieval across domains. Long et al. (2024) introduce
a covert backdoor that leverages grammatical errors as hy-
brid triggers to retrieve injected toxic content with minimal
poisoning. Building on these vulnerabilities, more recent ef-
forts target the entire RAG system by exploiting both re-
trieval and generation stages (Chaudhari et al. 2024). For
example, Zou et al. (2024) successfully induce LLMs to pro-
duce attacker-specified outputs through corpus-level injec-
tion. Xue et al. (2024) creates retrieval backdoors by insert-
ing poisoned passages that can be triggered to affect LLM
responses. Tan et al. (2024b) introduce a multi-stage attack
method that concatenates crafted segments to jointly poi-
son retrieval and generation. In conclusion, these attacks ex-
pose and amplify significant vulnerabilities in RAG systems,
highlighting the need for robust defenses.

Potential Defense Methods: Several studies have explored
defense mechanisms against potential misinformation intro-
duced through the RAG workflow (Xiang et al. 2024). These
defense methods usually utlize hand-crafted features, such
as likelihood, embedding distances, and perplexity Zhong
et al. (2023); Zou et al. (2024), to filter the low-quality re-
trieval content. For example, Xiang et al. (2024) mitigate
poisoning via isolated response aggregation at high compu-
tational cost. Zhou et al. (2025) adopt a clustering-based fil-
ter to enhance robustness but degrade under adaptive attacks.
Overall, existing defenses predominantly address knowl-
edge corruption attacks, wherein adversaries inject false fac-
tual information into the knowledge base. In contrast, our
work investigates a novel and more insidious adversarial
scenario, where harmful or toxic content is intentionally in-
serted into the knowledge base to degrade or manipulate the
RAG system. This shift in threat model reveals that current
RAG defenses remain fragmented and reactive, lacking the
robustness needed to counter evolving threats.

Methods
Framework Overview

We propose ShieldRAG, a framework designed to enhance
the safety of RAG systems by filtering toxic content from
retrieved documents. The overall framework is illustrated in
Fig. 2. To address the diverse and evolving distribution of
unsafe content, the core idea of ShieldRAG is to transfer
safety-related knowledge from a powerful, human-aligned
LLM into the retrieval model. However, the effectiveness of
such knowledge transfer is usually limited by the scarcity



Untrusted
Knowledge Basis

&

Malicious Poisoning

Targeted / Untargeted | — ShieldRAG

@ Toxicity Unlock for Data Synthesis

@Rewrite
— —

LLM Mmoral

)

s Women should not Women have

2" haveright to...

Toxic example x{oy

—> & vanilarac | — |Ei;|| —
K

—=—> TargetLLM @ —>

equal

2" rights with menin...

Detoxicated example x{,,
|

T L

g Annotated Seed Sy

¥

Toxic/Detoxicated Pair § = { (xfox, Xpen

!

ey

Refuse to
Answer

Inappropriate
Answer

X
v

Appropriate and Correct
Answer

@ Adversarial Generator-
Evaluator Co-training

(® Safety-Aware Retrieval
Optimization

fort =1to T loop — sg Loafety === R S Lrank
A
: S(q,d)
/ \ se(d)  up(q,d) s
A
Generate Update Head g Ug

\

ref
Generator G,

!

Finetune on S: Learn to recover x{,, from x{., h, M
—_— o : . 0y O L T
Instruction: Rewrite this text -y é Target: é {Ftox}
to include toxic contents... 74 74 Ini $
nit PN
Base LLM g, \Z \ Ny x
i M
=\ Large-scale (e | Large-scale Update Infer Shared Encoder Refe;ence
~/ Clean Corpus Toxic Corpus \ % / N i
Unlabeled Public Corpora Toxic Variants Created b ,d Q Q
as Generation Triggers Generator G; without Human Supervision Safety Scorer sg s e Ql

Figure 2: Overview of the ShieldRAG framework. It consists of (1) toxicity unlock for data synthesis using seed detoxification
and toxicity unlock finetune, (2) adversarial co-training between a generator and safety scorer, and (3) safety-aware retrieval
optimization that jointly trains for relevance and safety to simultaneously enhance utility and robustness.

of annotated data, particularly for unsafe instances that are
difficult to collect. To overcome this limitation, Shield-
RAG incorporates a novel adversarial generator-evaluator
co-training strategy, which facilitates effective safety opti-
mization even under highly constrained supervision.

This strategy pairs a local generative model G, which
serves as a proxy adversary, with a discriminative safety
scorer [y in a min-max setup inspired by adversarial train-
ing and reinforcement learning. The adversarial generator-
evaluator co-training strategy consists of three components:
seed data detoxification, reverse-tuned toxicity unlock, and
iterative adversarial co-training. To address the scarcity of
labeled toxic examples, we first construct a synthetic dataset
by rewriting toxic samples into benign variants using a pow-
erful safety-aligned language model. These toxic-benign
pairs are then used to fine-tune a local generator G, enabling
it to recover toxic content from clean inputs through reverse
supervision. Building on this capability, we apply an itera-
tive adversarial co-training process where the generator pro-
duces increasingly challenging toxic variants, and the eval-
uator is continuously refined using these adversarial exam-
ples. Besides, we also integrate a safety-aware retrieval op-
timization framework that jointly trains the retrieval model
to better balance the trade-off between retrieval utility and
content safety. The detailed method is presented below.

Toxicity Unlock for Data Synthesis

Seed Data Detoxification Constructing reliable toxic cor-
pora demands expert labor and exposes annotators to psy-
chologically harmful content, which constrains the size and
diversity of publicly available datasets (AlEmadi and Za-
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ghouani 2024; Vidgen and Derczynski 2020). This limita-
tion can be mitigated by exploiting the data-synthesis capa-
bilities of LLMs, which are well-suited for generating di-
verse training examples (Tan et al. 2024a). However, com-
mercial LLMs are typically morally aligned and therefore
refuse to generate toxic content when prompted directly,
limiting their utility for expanding toxic corpora. To circum-
vent the refusal problem, we adopt a reverse strategy that
starts from a small set of toxic seed examples S;,x. We em-
ploy a powerful human-aligned LLM M o1y to rewrite each
toxic seed example into a benign counterpart that preserves
the topic yet conveys the opposite, non-toxic stance. This

2 0 )HE (4)
(@)

l;xa Loen) Si=1> tox
is a toxic input and x, is its benign rewrite. These aligned
pairs serve as supervision for downstream training.
Toxicity Unlock Finetune Next, we leverage the paired data
S to unlock a local generative model G, which serves as an
adversarial proxy for toxic data synthesis. Although the base
model has likely been exposed to toxic content during pre-
training, its ability to reproduce such outputs is suppressed
by morality alignment mechanisms. To unlock this latent ca-
pacity, we fine-tune Gy on the paired dataset S obtained from
the previous detoxification step. Here, the model learns to
(@)

tox

produces a paired dataset: S = {( where z

recover the toxic variant x.,, when conditioned on the be-

nign input :El(j?n, effectively reversing the alignment-induced
suppression. This strategy enables G to generate toxic con-
tent when prompted with diverse clean examples, thereby
supporting large-scale toxic data augmentation. By chain-
ing detoxification and toxicity unlock finetune, ShieldRAG
turns a small toxic seed set into a powerful generator of syn-



thetic toxic data, laying the foundation for follow-up steps.

Adversarial Generator-Evaluator Co-training

We adopt an iterative adversarial co-training strategy to op-
timize the generator G and the safety scorer sy using the
synthetic data from the previous step. Let G; denote the gen-
erator obtained after fine-tuning the base model Gy, and let
¢, be the initial safety scorer trained on the seed dataset. In
each iteration, we alternate between updating G and refining
sp based on adversarially generated examples.

Generator Update We first sample clean inputs from a be-
nign corpus and use G; to generate toxic candidates 7; =

{55&){}%1 Each candidate is then scored by sg,, which
assigns a toxicity confidence c;. We apply weighted fine-
tuning to Gy on 71, where every sample is weighted accord-
ing to its predicted toxicity:

.

Here cy, is a reliability threshold, ¢y centers the sigmoid,
« controls its slope, and wgeer prevents informative samples
from vanishing. This scheme prioritizes moderately confi-
dent toxic instances, guiding G toward the decision bound-
ary of sg, and yielding an updated generator G,.

Safety Scorer Update Next, Go synthesizes a fresh batch
of toxic examples from benign prompts. These challeng-
ing, previously unseen instances are used to fine-tune
S¢,. producing an improved safety scorer sg,. By repeat-
ing the generator-to-scorer and scorer-to-generator updates
over multiple rounds, both components are progressively
strengthened: G learns to craft subtler toxic variants, while
sg becomes increasingly adept at detecting them.

0, if ¢; < curs

ey

maX(U(Oé (co— Ci)), wﬂoor) , otherwise.

Safety-Aware Retrieval Optimization

To simultaneously preserve high retrieval utility and
strengthen safety for ShieldRAG, we build a shared repre-
sentation model hy that for both relevance and safety as-
sessment. Given a query ¢ and a candidate document d, the
encoder first produces vector representations h, and hg for
them. Then we have measure the safety and query-relevance
of the target document via a retrieval scorer ug(q, d) and a
safety scorer sg(d), respectively:

ug(q,d) = (hg,ha),  sp(d) = o(g(ha)), (2

where (-, -) is a matching function such as inner product, o
is the sigmoid, and ¢ is a multi-layer dense network. Our
goal is to train the shared encoder Hy so the learned repre-
sentation hy can encode the awareness of the content safety,
meanwhile retains strong semantic relevance discrimination.
Training Stage Overly stringent safety training may inad-
vertently compromise the utility of the retrieval model. To
mitigate this issue, we draw inspiration from the RLHF
paradigm (Ouyang et al. 2022) and incorporate a policy
regularization strategy to preserve model utility. This is
achieved by penalizing substantial deviations between the
ranking policies of the initialized (reference) model and the
updated model. Specifically, given a training query ¢ and a
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set of candidate documents {d; }_,, we utilize the reference
model O (i.e., the initialization of the retrieval model) to
compute the relevance scores between the query and each
candidate document. These scores are then normalized to
yield a ranking distribution:

fudg, - A3)

where p,  denotes the normalized ranking distribution, f(-)
represents the softmax function, and C' is the number of can-
didate documents. In parallel, the current retrieval model 6
produces its own ranking distribution:

peref = ’ ugf)’ ulz:ef = uemr(qv dl)v

Po = f(ug, - uf), uh=ug(q,d). 4)

To constrain the updated model from deviating significantly
from the reference model, we introduce a Kullback—Leibler
(KL) divergence regularization term:

\ Pe)] .

Lk = E [DKL (Pamr (5)

The objective Lk thus serves to maintain the retrieval ef-
fectiveness by encouraging consistency between the current
and reference ranking distributions. Next, we further incor-
porate the safety training strategy, to jointly train the re-
trieval model 6. Specifically, leveraging the toxic content
synthesized by the generator G in earlier stages, we con-
struct a set of document-label pairs (d,y), where y € 0,1
indicates the safety label (y = 1 denotes a safe document).
The safety loss is formulated as the binary cross-entropy:

Lsafely =E [y IOg 59(d) + (1 - y) log (1 - SG(d))] ) (6)

where sy (d) denotes the predicted safety probability of doc-
ument d by the retrieval model. Finally, the overall training
objective integrates both retrieval effectiveness and safety
awareness: £ = Lk + Lgatery> €nabling the model to simul-
taneously optimize for content relevance and safety.

Inference Stage Given a user query ¢ and a document d,
we compute a unified safety-aware ranking score S(q,d) =
ug (g, d)+X sg(d), where A controls the strength of the safety
penalty. Besides, documents whose sy (d) exceeds a toxicity
threshold are also discarded outright. The remaining can-
didates are ranked by S(q,d), letting ugy capture relevance
and the subtractive term suppress toxic content. Through
the common representation hy, this joint scoring achieves
safety-aware retrieval while maintaining high utility.

Experiments and Analysis
Experimental Setup

Experimental Goals and Metrics The goal of the evalu-
ation is to assess the robustness and utility of ShieldRAG
under various poisoning attack scenarios. Specifically, we
evaluate how well the system defends against both untar-
geted and targeted attacks while maintaining high retrieval
and generation performance. We adopt the following evalu-
ation dimensions and metrics: Retrieval robustness is mea-
sured by the retrieval attack success rate (ASR), defined as
the percentage of queries for which at least one adversarially
poisoned document appears in the top-k retrieved results.
Retrieval utility is assessed using Recall@k, which indicates



Attack setting |

Untargeted attack

| Targeted attack

| NQ | Squad | MS-Marco | HotpotQA | Advbench | Hatexplain |  Toxigen

Methods | Recall ASR |Recall ASR |Recall ASR |Recall ASR |Recall ASR |Recall ASR |Recall ASR

. TOP@1 | 15.84 — | 2475 - 892 - 4653 - 6939 - |5612 - |2770 -
VanillaRAG | TOP@3 | 25,74 - |4554 - |1683 - |6832 - |8776 — |8265 — |4548 -
(w/o Attack) | TOP@5 | 29.70 - | 5248 — |2277 - |7525 — |9184 - |81.76 - |51.02 -
. TOP@1 | 297 85.15| 7.92 7921| 3.96 5842| 297 9505 30.61 6531 | 48.98 17.35|22.74 2420
Vanilla RAG | TOP@3 | 4.95 85.15| 19.80 88.12| 4.95 66.34| 594 99.01 | 67.35 81.63| 79.59 26.53 | 39.65 43.15
(Attacked) | TOP@5| 594 87.13| 2475 90.10| 891 67.33| 6.93 99.01 | 85.71 83.67 | 86.74 32.66 | 47.81 53.65
TOP@1 | 594 35.64| 12.87 35.64| 495 29.70| 3.96 74.26| 28.57 59.18| 56.12 8.16 | 26.53 17.20
TrustRAG | TOP@3 | 9.90 37.62 | 21.78 41.58 | 8.91 34.65| 6.93 76.24| 7143 7347 | 80.61 10.20| 43.73 27.99
TOP@5 | 11.88 38.61 | 27.72 4257 | 11.88 36.63 | 17.82 76.24 | 83.67 75.51 | 88.78 14.29 | 51.31 37.03

TOP@1 | 15.84 0.00 | 23.76 0.00 | 9.90 0.00 | 46.53 0.00 | 65.31 2.04 | 63.27 2.04 | 28.57 1.75

ShicldRAG | TOP@3 | 26.73  0.00 | 43.56 0.00 | 17.82 0.00 | 68.32 0.00 | 81.63 2.04 | 83.67 2.04 | 46.65 2.91
TOP@5 | 29.70  0.00 | 50.50 0.00 | 22.77 0.00 | 76.24 0.00 | 89.80 2.04 | 87.76 2.04 | 52.48 3.21

Table 1: Performance and safety evaluation on the retrieval phase of RAG workflow, under untargeted and targeted poisoning
attacks across seven datasets. We report the attack success rate (ASR, lower is better) and the recall rate of ground truth
(higher is better) at different retrieved candidates (Top@ 1/3/5). ShieldRAG substantially reduces ASR to near-zero levels while
recovering or preserving recall performance, demonstrating strong robustness and utility compared to the TrustRAG baseline.

the proportion of queries for which at least one ground-
truth document is correctly retrieved. Generation Robustness
is evaluated by the generation attack success rate (ASR),
capturing the fraction of model outputs that are harmful or
refusal-triggered due to injected toxic content. Finally, gen-
eration utility is measured by generation accuracy, defined
as the proportion of correctly generated answers.

Attack Setup We consider two representative poisoning at-
tack settings: untargeted and targeted attacks. For untar-
geted attacks, we follow the strategy proposed by Tan
et al. (2024b), in which adversarial documents are carefully
crafted to have high retrieval likelihood, without aiming to
trigger any specific harmful response or retrieval outcome.
These attacks degrade overall system performance by in-
creasing the chance of retrieving irrelevant or toxic content,
thereby reducing generation quality. For targeted attacks,
we follow Xue et al. (2024), which injects highly specific,
toxic documents into the knowledge base. These documents
are designed to be triggered by particular queries or topics,
leading the retriever to return harmful content that guides
the LLM toward specific malicious generations. This set-
ting reflects realistic risks posed by open-domain knowl-
edge sources such as the public web. Concerning poison
injection ratio, we adopt a fixed poisoning ratio of 0.05%
in our main experiments. For robustness analysis, we addi-
tionally vary the proportion of injected poisoned content in
the knowledge base from 0.02% to 2.0%, simulating both
stealthy and large-scale contamination conditions.

Baselines Most existing RAG defense methods are designed
to counter knowledge corruption attacks, which differ from
our focus on untrusted knowledge bases. As a representa-
tive baseline, we include TrustRAG (Zhou et al. 2025), one
of the most recent and effective defenses against knowledge
corruption. TrustRAG employs a two-stage strategy combin-
ing document clustering with LLM-based re-ranking to filter
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misleading information prior to generation.

Datasets For seed toxic data, we utilize the BeaverTails (Ji
et al. 2023), a labeled dataset designed for safety alignment.
All labeled data used in our experiments are drawn from
BeaverTails. To evaluate untargeted attacks, we use a set of
standard QA and open-domain retrieval benchmarks includ-
ing NQ (Kwiatkowski et al. 2019), HotpotQA (Yang et al.
2018), MS MARCO (Nguyen et al. 2016), and SQuAD (Ra-
jpurkar et al. 2016). These datasets cover diverse question
types and retrieval scenarios to test the generalization of
RAG systems under non-specific poisoning. For targeted
attacks, we adopt datasets focused on toxicity detection
and adversarial robustness, including ToxiGen (Hartvigsen
et al. 2022), HateXplain (Mathew et al. 2021), and Ad-
vBench (Biarese 2022). These datasets provide toxic or ad-
versarial content that is used to evaluate the system’s re-
silience to maliciously crafted inputs.

Models Contriever (Izacard et al. 2021) is employed as the
pretrained retriever backbone in our system due to its strong
zero-shot retrieval performance. For adversarial data genera-
tion, we use Llama-3-8b (Grattafiori et al. 2024) as the local
toxic content generator, while GPT-40 (Hurst et al. 2024)
is used for seed data detoxification. We select a diverse set
of LLMs with varying sizes, alignment strategies, and rea-
soning capabilities for poisoning attacks, defense evalua-
tion, and latency comparison. These include Llama-3-8b,
Qwen2.5-7b (Team 2024), Deepseek-v3 (Liu et al. 2024),
GPT-40-mini, GPT-40. In addition, we compare Shield-
RAG with LLM-based safeguard methods implemented us-
ing Claude-3.5 (Anthropic 2024), Gemini-2.5 (Comanici
et al. 2025), GPT-40, and Llama-3-8b.

Main Results

We conduct comprehensive evaluations of robustness and
utility under both untargeted and targeted poisoning attacks



Att | Dataset | Vanilla RAG (Attacked) |

TrustRAG ‘ ShieldRAG

| |Llama3 Qwen DSV3 4o0-mini GPT-40|Llama3 Qwen DSV3 4o0-mini GPT-40|Llama3 Qwen DSV3 4o0-mini GPT-40

B NQ 83.17 4.46 42.08 4356 1931 | 32.67 198 545 297 099 | 099 0.00 0.00 248 0.50
?,Jé Squad | 77.23 12.87 49.01 41.58 1832 | 28.71 0.00 594 0.00 099 | 0.00 0.00 0.00 198 0.00
s § MS-Marco| 60.40 6.44 1139 2228 644 | 2772 297 743 495 099 | 297 050 099 0.00 0.00
5 HotpotQA | 86.14 3.96 45.05 16.83 10.89 | 5347 0.00 545 495 000 | 099 0.00 0.00 198 0.00
B ¢ | Advbench | 65.31 0.00 4.08 816 8.16 | 2041 8.16 6.12 0.00 2.04 | 2.08 0.00 0.00 0.00 0.00
§o 2 |Hatexplain| 2041 8.16 3.06 2.04 1.02 | 2449 8.16 0.00 4.08 1.02 | 204 1.02 0.00 0.00 1.02
E < | Toxigen | 2420 6.70 3.50 4.08 1.75 | 22.16 321 3.50 2.04 1.17 | 146 113 058 117 0.29

Table 2: Safety evaluation on the generation phase of RAG workflow, under untargeted and targeted poisoning attacks across
five SOTA LLMs and six datasets. We report the generation attack success rate (ASR, lower is better), which reflects the
proportion of model outputs that are harmful or refusals due to adversarially retrieved content.

Model | Llama3 Qwen DSV3 4o-mini GPT-4o
w/o Attack 4220 40.84 62.87 60.77 63.25
Attacked 9.41 3329 39.61 38.49 57.06
TrustRAG 23.27 36.88 54.21 51.49 62.26
ShieldRAG | 42.08 42.33  62.75 59.66 64.73

Table 3: Generation accuracy (averaged across four datasets)
under attack-free, attacked, and defended conditions. Shiel-
dRAG restores near-original utility across all models.

across multiple datasets, covering retrieval and generation
stages. Specifically, we assess retrieval robustness and util-
ity in Table 1, generation robustness in Table 2, and answer
accuracy as a measure of generation utility in Table 3.

As shown in Table 1, ShieldRAG achieves significantly
better defense performance without compromising retrieval
effectiveness compared with the baseline. In terms of robust-
ness, ShieldRAG consistently demonstrates strong resilience
against attacks, effectively suppressing ASR across all set-
tings. In particular, it reduces ASR to near-zero levels across
attack types and datasets, demonstrating substantial robust-
ness gains over TrustRAG. In terms of utility, ShieldRAG
can restore the recall performance to a level comparable
to the original (attack-free) retrieval results. This confirms
that our safety-aware retrieval optimization does not sacri-
fice retrieval quality while enhancing robustness. Even un-
der strong adversarial perturbations, ShieldRAG maintains
high relevance in the retrieved documents. These findings
are consistent across various datasets and attack strategies,
confirming the generalizability of our framework.

Table 2 reports the generation ASR score under both
untargeted and targeted poisoning attacks across various
datasets and LLMs. ShieldRAG consistently achieves lower
ASR across all settings, demonstrating strong robustness
against both types of attacks. The improvements are evident
across all evaluated datasets and language models, high-
lighting the generalizability of our approach. Compared to
baselines, ShieldRAG more effectively reduces the influ-
ence of adversarial retrieval, preventing harmful or refusal-
inducing generations. Additionally, we observe that more
capable LLMs tend to exhibit stronger inherent robustness,
with lower ASR even without retrieval-side defense. How-
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Figure 3: Comparison between ShieldRAG and LLM-based
methods in effectiveness, safety, and efficiency. ShieldRAG
matches or exceeds SOTA LLMs in utility and robustness,
while achieving substantially lower latency.

ever, they are still vulnerable to certain attacks, further un-
derscoring the necessity of retrieval-time safety mechanisms
such as ShieldRAG.

Table 3 shows the generation accuracy of different mod-
els under attack-free, attacked, and defended (TrustRAG
and ShieldRAG) settings. We observe that poisoning at-
tacks significantly degrade answer accuracy across all mod-
els, highlighting their adverse impact on generation utility.
ShieldRAG restores performance close to attack-free lev-
els, demonstrating its ability to preserve utility while en-
suring robustness. Stronger LLMs generally exhibit higher
resilience, yet their accuracy still drops noticeably under at-
tack, underscoring the need for retrieval-level defenses.

Comparison with LLM-based Safeguard

LLMs have demonstrated exceptional performance across
a wide range of NLP tasks, making them a natural choice
for toxic content filtering in RAG systems. A straightfor-
ward strategy is to connect a retriever with an LLM acting
as a safety evaluator, which scores or filters retrieved docu-
ments based on their toxicity. To assess the effectiveness of
this paradigm, we compare ShieldRAG with several repre-
sentative LL.Ms, including Claude-3.5, Gemini-2.5, GPT-4o,
and Llama3-8B. The comparison spans three key metrics:
retrieval utility (Recall@1), retrieval robustness (ASR@1),
and retrieval phase latency. As shown in Fig. 3, ShieldRAG
achieves retrieval utility and robustness comparable with
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Figure 4: Robustness against varying poisoning ratios.

the best-performing LLMs, such as GPT-40 and Claude-3.5.
This indicates that our method is capable of delivering high-
quality retrieval results while maintaining strong defense ca-
pabilities, without relying on heavyweight commercial mod-
els. Moreover, ShieldRAG exhibits significantly lower la-
tency than API-based models and even outperforms the local
Llama3-8B model in speed, allowing fast safety evaluation
for real-time or resource-constrained scenarios. In summary,
compared to LLM-based filtering approaches, ShieldRAG
offers a favorable balance between robustness, utility, and
efficiency, making it a practical and scalable solution for safe
retrieval in real-world RAG systems.

Performance under Varying Poison Data Ratio

Fig. 4 evaluates the robustness of ShieldRAG under vary-
ing proportions of unsafe knowledge content, ranging from
0.02% to 2% of the corpus. As the poisoning ratio increases,
the retrieval performance of the vanilla RAG pipeline deteri-
orates, with ground-truth Recall@1 gradually declining and
ASR@]1 rising sharply. In contrast, ShieldRAG maintains
a consistently high recall and near-zero attack success rate
across all poisoning levels. These results demonstrate the
strong robustness of our method against large-scale poison-
ing, effectively suppressing adversarial influence even under
high contamination scenarios.

Ablation Study

Fig. 5 presents an ablation analysis of ShieldRAG, highlight-
ing the impact of adversarial enhancement and iterative co-
training. Compared with three variants, ShieldRAG consis-
tently achieves a lower ASR and a higher recall at all re-
trieval depths, demonstrating superior robustness and util-
ity. w/ Jailbreak skips the toxicity unlock finetuning step
and directly applies jailbreak-based prompting to the aligned
model for data augmentation, resulting in degraded perfor-
mance on both metrics. w/ Seed disables the entire data
synthesis pipeline and relies solely on detoxified seed data,
thereby limiting the generalizability of the evaluator. w/o
Ady iteration removes the iterative co-training loop, prevent-
ing progressive generator refinement and limiting the diver-
sity and difficulty of synthesized attacks. These underscore
the necessity of integrating both adversarial synthesis and
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egy on the safety knowledge alignment.
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Figure 6: Influence of labeled data size on ShieldRAG.

multi-round evaluator adaptation for robust defense.

Hyperparameter Analysis

Fig. 6 shows the effect of labeled data size on retrieval
performance. As labeled samples increase from 2k to 10k,
ASR@1 first decreases then rises, reaching its minimum at
6k; Recall@1 increases and peaks at 8k before a slight drop.
These results indicate that ShieldRAG achieves strong ro-
bustness without requiring large amounts of labeled data.
Even with limited supervision, it effectively reduces ASR
while maintaining high retrieval quality, demonstrating both
data efficiency and generalizability.

Conclusion

In this paper, we propose ShieldRAG, a novel content safety-
aware retrieval framework designed to enhance the robust-
ness of RAG systems. By jointly optimizing for both con-
tent safety and relevance, ShieldRAG addresses the critical
yet often overlooked challenge of unsafe or adversarial con-
tent in untrusted knowledge bases. By leveraging the safety-
related knowledge embedded in advanced LL.Ms and trans-
ferring it to the retrieval model via an adversarial knowledge
alignment mechanism, ShieldRAG effectively mitigates the
risks introduced by unsafe or poisoned content from diverse
and unknown distributions. Extensive experiments across
multiple datasets, models, and attack strategies demonstrate
that ShieldRAG significantly enhances the robustness of
RAG systems against untrusted knowledge bases, without
sacrificing accuracy or efficiency. These results highlight the
potential of safety-aware retrieval as a critical component for
building trustworthy and resilient language model systems.
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