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Abstract

Glitch tokens—inputs that trigger unpredictable or anomalous
behavior in Large Language Models (LLMs)—pose significant
challenges to model reliability and safety. Existing detection
methods primarily rely on heuristic embedding patterns or sta-
tistical anomalies within internal representations, limiting their
generalizability across different model architectures and poten-
tially missing anomalies that deviate from observed patterns.
We introduce GlitchMiner, an behavior-driven framework
designed to identify glitch tokens by maximizing predictive
entropy. Leveraging a gradient-guided local search strategy,
GlitchMiner efficiently explores the discrete token space with-
out relying on model-specific heuristics or large-batch sam-
pling. Extensive experiments across ten LLMs from five major
model families demonstrate that GlitchMiner consistently out-
performs existing approaches in detection accuracy and query
efficiency, providing a generalizable and scalable solution for
effective glitch token discovery.

Code — https://github.com/wooozihui/GlitchMiner

1 Introduction

Large Language Models (LLMs) have demonstrated remark-
able capabilities and are increasingly deployed in high-stakes
domains such as code generation (Jiang et al. 2024; Chen
et al. 2021; Nijkamp et al. 2022), healthcare (Goel et al. 2023;
Wang, Ma, and Chen 2023), and education (Wang et al. 2024;
Jury et al. 2024). As reliance on LLMs grows, ensuring their
safety and output reliability becomes imperative.

A particularly concerning threat arises from a class of
anomalous inputs known as glitch tokens (LessWrong Com-
munity 2023). These tokens can induce LLMs to generate
unexpected, erratic, or even policy-violating outputs (Geiping
et al. 2024), undermining trust in their behavior. For example,
as illustrated in Figure 1, when prompted to repeat the word
“Mediabestanden,” Llama2-7b-chat outputs “hello world”—a
semantically unrelated response. This phenomenon indicates
that certain tokens can trigger unpredictable model behavior,
even under simple and deterministic instructions.
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Please repeat the string: Mediabestanden

& LLM

String: "hello world”

Figure 1: An illustrative example of how glitch token causing
Llama2-7b-chat to fail a simple repetition task. More exam-
ples can be found in Appendix B.

In response, several studies have been proposed to detect
glitch tokens (Land and Bartolo 2024a; Li et al. 2024; Zhang
et al. 2024). These methods typically rely on heuristic obser-
vations or statistical patterns in token embeddings or latent
representations, such as small embedding norms or localized
embedding clusters. Although effective in certain scenarios,
such heuristics have two main limitations. First, the reliance
on specific observed statistical features may not generalize
well across different architectures or training setups. Second,
tokens that do not conform to these empirically observed pat-
terns may remain undetected, potentially limiting the overall
coverage and robustness of these detection methods.

To address these limitations, we propose a behavior-driven
perspective. Rather than searching for fixed patterns within
the model, we hypothesize that glitch tokens are outliers in
the model’s learned distribution, and thus elicit uncertain pre-
dictions. This uncertainty can be quantified via the entropy of
the model’s next-token distribution—high entropy indicates
that the model is indecisive, providing a proxy for behavioral
instability.

Building on this insight, we present GlitchMiner, a novel
framework that identifies glitch tokens by maximizing output
entropy. The core of GlitchMiner is a gradient-guided local
search, which efficiently navigates the discrete token space
to identify high-entropy candidates. Unlike prior gradient-
based discrete optimization strategies that suffer from inac-
curate approximations or require large batch sampling (Shin
et al. 2020; Zou et al. 2023), our method restricts updates
to neighboring tokens in the embedding space. This ensures



accurate Taylor-based entropy estimates and improves search
efficiency.

Our Contributions are summarized as follows:

* We propose a behavior-driven framework for glitch token
detection, leveraging output entropy as an architecture-
agnostic measure of model uncertainty to ensure broad
applicability across diverse models.

* We introduce a gradient-guided local search algorithm that
accurately estimates entropy gradients within the discrete
token space, eliminating the dependence on large-batch
sampling and improving search efficiency.

» Extensive experiments across 10 LLMs from 5 major
model families demonstrate that GlitchMiner consistently
surpasses state-of-the-art methods in detection accuracy,
establishing it as a robust and effective solution for glitch
token detection.

The remainder of the paper is organized as follows: Sec-
tion 2 reviews related work; Section 3 describes the Glitch-
Miner methodology; Section 4 presents experiments and ab-
lations; and Section 5 concludes with future directions.

2 Background and Related Work
2.1 Glitch Token Definition

In practice, the identification of glitch tokens relies on specific
behavioral tests. The most common approach, used in prior
work (Land and Bartolo 2024a; Li et al. 2024; Zhang et al.
2024), is the repetition task. In such a task, a model is
prompted to repeat a given token ¢; a failure to accurately
reproduce the token is taken as evidence of it being a glitch.
This single-test method, however, is fragile. The outcome
can be highly sensitive to the specific wording of the prompt,
leading to inconsistent results and potential false positives.
To establish a more robust and replicable definition, we
move beyond single-prompt evaluations. We classify a token ¢
as a glitch token only if it fails the repetition task consistently
across a diverse set of m prompt templates. This stricter
criterion is formalized as follows: given a set of m templates,
h;(-)}™,, the failure rate for a token ¢ is defined as:

fail(t) := %Z]l {arg max P(v| hi(t)) #t| (1)
i=1

A token is then identified as a glitch if and only if its
failure rate is absolute, i.e., fail(¢) = 1. This rigorous cross-
verification process effectively filters out template-specific
artifacts, ensuring that our analysis focuses exclusively on
consistently unstable tokens.

2.2 Glitch Token Detection

A series of methods have been proposed to efficiently rank or
localise glitch tokens in large vocabularies:

Magikarp (Land and Bartolo 2024a) adopts a lightweight
heuristic, screening tokens with atypically small /> embed-
ding norms before verifying them via the repetition task.
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GlitchHunter (Li et al. 2024) observes that glitch to-
kens tend to cluster in embedding space. It builds a token-
embedding graph and applies Leiden clustering (Traag, Walt-
man, and Van Eck 2019), followed by iterative hypothesis
testing to refine each cluster.

GlitchProber (Zhang et al. 2024) shifts the focus from
embeddings to internal activations. It projects hidden states
and attention outputs with PCA, then trains SVM classifiers
to flag activation outliers; a mitigation step masks offending
neurons at inference time.

While effective, these approaches share a common limita-
tion: they rely heavily on heuristic observations of embedding
or activation patterns. Such reliance may reduce their gen-
eralizability across different architectures, and tokens not
exhibiting these typical patterns may remain undetected.

In contrast, GlitchMiner employs gradient-guided discrete
optimization to maximize output entropy, an architecture-
agnostic indicator of predictive uncertainty that facilitates
broad generalization across diverse LLMs.

2.3 Gradient-based Discrete Optimization

Gradient-based discrete optimization methods (Ebrahimi et al.
2017; Shin et al. 2020; Zou et al. 2023; Wen et al. 2024) lever-
age gradient information to predict how individual tokens
impact the loss function. These approaches typically treat the
one-hot encoding of tokens or token embeddings as continu-
ous vectors to compute gradients, guiding token replacements
for optimization.

HotFlip (Ebrahimi et al. 2017) uses the one-hot encoding
of the tokens to calculate the gradients and selects the token
with the largest negative gradient to replace the current to-
ken, with the goal of minimizing the loss. However, it only
evaluates one candidate token per iteration, which can lead
to suboptimal predictions and reduced accuracy.

AutoPrompt (Shin et al. 2020) improves upon HotFlip
by evaluating multiple candidate tokens in each iteration.
Instead of relying on gradients from one-hot encodings, it
utilizes token embedding gradients for loss estimation, en-
hancing prediction accuracy by considering a broader range
of potential token replacements.

GCG (Zou et al. 2023) extends HotFlip by incorporating
multi-candidate token selection, similar to AutoPrompt, but
it still uses the one-hot encoding of tokens to compute gradi-
ents for loss estimation. Notably, GCG has been applied to
automated jailbreaks (Shen et al. 2023) in LLMs, efficiently
searching for adversarial suffixes.

AutoPrompt and GCG both rely on large batch sampling
to mitigate inaccuracies in gradient-based prediction. We
identified that these inaccuracies arise from the inaccuracy
of Taylor expansions when input tokens are distant from the
original points. This overlooks a fundamental condition of
Taylor approximation: its accuracy is highest for points close
to the reference point.

Building on these works, we introduce a local search strat-
egy in our approach. This improvement enables us to achieve
high precision in gradient estimation without relying on large
batch sampling, by focusing on a smaller, localized token
space. By addressing the core issue of Taylor approximation
accuracy, our method allows for more efficient and accurate



Algorithm 1: The GlitchMiner Pipeline

1: Input: LLM model f(-), Full vocabulary 7, Max itera-
tions NV
2: Output: Verified glitch token set G
# Initialization
T* < PreFilter(T)
Sec. 3.3
G+ 0
# Iterative Mining Loop
for ¢ from 1 to NV do
# 1. Gradient-guided selection of promising candi-
dates

W

> Exclude irrelevant tokens, see

9: Te < T\ (T*UG) v Define current candidate set
10: B <« SelectCandidateBatch(7.) > See Sec. 3.1
11: # 2. Robust verification of each candidate
12: for each token t € B do
13: if VerifylIsGlitch(t) then > See Sec. 3.2
14: G+ GU{t}

15: end if

16: T* « T*U{t} > Mark token as processed
17: end for

18: end for

19: return G

exploration of the token space, which is particularly valuable
for glitch token detection.

3 Methodology

Our goal is to develop a method that can automatically and
efficiently discover glitch tokens in any given LLM. To this
end, we propose GlitchMiner, a novel framework that formu-
lates glitch token discovery as a behavior-driven optimization
problem.

GlitchMiner systematically mines for these tokens through
a powerful iterative loop, outlined in Algorithm 1. Each itera-
tion first performs Gradient-Guided Selection to pinpoint
tokens with the highest predicted output entropy. These can-
didates then immediately undergo Robust Verification to
determine if they are genuine glitch tokens.

3.1 Gradient-Guided Candidate Selection

The core of GlitchMiner’s discovery engine is the candidate
selection process. To ensure the overall mining is efficient,
this selection is not random; instead, it employs a local search
strategy to intelligently find tokens that maximize model
confusion, which we measure using output entropy.

Optimization Objective. To formally quantify a token’s
impact on model uncertainty, we calculate its output entropy
within a repetition task. We use the following template for
this optimization process:

User: Please repeat the string: “{token}”
Assistant: Sure, the string is: “{token}

Here, the first {token} represents the input token ¢ being
evaluated, and the second {token} is the next predicted token
by LLM. To ensure that the input token appears directly as
the model’s next prediction, we prefill the assistant’s response
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- : Current token

- : Selected neighbor tokens

oreferrer

H(t)=2.75

H(t) =1.76
: Tokens outside the neighborhood
ederbord
H(t) =2.31 : Unselected neighbor tokens
H(t) = 0.93

Figure 2: Visualization of GlitchMiner’s local search process.
The pivot token (black, t.) serves as the reference point. Its
neighbor tokens (orange and red) represent the KX = 4 clos-
est tokens in embedding space. Among these, the candidate
batch tokens (red) are the top B = 2 tokens with the highest
approximate entropy values, estimated via first-order Tay-
lor approximation. Tokens outside the neighborhood (gray)
are excluded to maintain approximation accuracy and com-
putational efficiency.

with the phrase Sure, the string is: “. The entropy is computed
based on the model’s next-token distribution p(v | h(t)),
where h(t) denotes the prompt generated by inserting ¢ into
the repetition template h. The entropy is thus:

H(t) =~ p(v|h(t))logp(v| h(t))
veV
Our goal is to find a batch of tokens B from the current set
of available tokens 7, that maximizes the total entropy:

B =ar max H(t
gBCTC,\B|:B; ( )

where 7. = T \ (T* UG), with T* being the set of filtered
(see Section 3.3) or previously verified non-glitch tokens, and
G being the set of glitch tokens found.

Local Search Strategy. To efficiently solve this optimiza-
tion problem, we introduce a local search strategy that ad-
dresses the limitations of global Taylor approximations. This
process begins with an initial pivot token ¢, and iteratively
refines the search. In each step:

1. A local neighborhood N (¢.) is defined, consisting of
the nearest neighbors K to the current pivot token ¢, in
the embedding space.

2. Within this neighborhood, the entropy of each candidate
token ¢ € Nk (t.) is estimated using a first-order Taylor
approximation:

H(t)~ H(t.)+ VH(t)" (e; —er.)
where e; and e;, are the respective embedding vectors.
This approximation avoids the high cost of exact entropy
calculations for all neighbors.

3. A batch B of B tokens with the highest approximated
entropy H(t) is selected from the neighborhood. This
batch is returned for verification.

4. To guide the next search step, the actual entropy H, is
computed for the tokens in B3, and the one with the highest
actual entropy becomes the new pivot, t..



Figure 2 visualizes this process. This local search strategy
significantly improves the accuracy of entropy estimation
by focusing on tokens close to the pivot token. This entire
process corresponds to the ‘SelectCandidateBatch’ function
in Algorithm 1.

3.2 Robust Verification of Candidates

Once a batch of promising candidates is selected, each one
undergoes a rigorous verification step (‘VerifyIsGlitch’ in our
pipeline) to filter out false positives. A candidate is confirmed
as a true glitch only if it fails the repetition task across a set of
diverse prompt templates. To ensure this robustness, our veri-
fication process uses m = 3 templates for cross-validation:
in addition to the template used for optimization (Sec. 3.1),
we employ two others adapted from prior work (Land and
Bartolo 2024a; Li et al. 2024). A token is formally classified
as a glitch if and only if its failure rate (as defined in Equa-
tion 1) is 1. The additional prompt templates and analysis of
false positives are provided in Appendix A.1 and Appendix
A.2, respectively.

3.3 Practical Implementation: Search Space
Pre-filtering

To maximize search efficiency, following (Land and Bartolo
2024b), we perform a one-time pre-filtering of the vocabu-
lary (‘PreFilter’ in Algorithm 1). This step removes tokens
that pose no real-world risk, allowing GlitchMiner’s overall
search to focus its resources. We filter three categories:

* SPECIAL Tokens: Predefined symbols like [BOS] or
</s>. These are filtered out because they serve a reserved
functional role for the model (e.g., indicating the start of
a sequence) rather than representing user-generated text.

« UNDECODEABLE Tokens: Tokens that correspond to
byte sequences that cannot be decoded into a valid string,
often because they violate encoding standards like UTF-8.
They are excluded as they do not map to any meaningful
user-generated text.

« UNREACHABLE Tokens: Tokens that exist in the vo-
cabulary but can never be generated by the model’s tok-
enizer from any text input.

Further explanations of these token categories are provided
in Appendix A.3.

4 Experiments
4.1 Experimental Setup

Evaluated LLMs. We used a diverse set of LLMs from
five different model families to evaluate the performance of
our glitch token detection approach. The selected models
include Meta’s Llama series (Touvron et al. 2023; Al 2024a),
Alibaba’s Qwen models (Yang et al. 2024; Alibaba 2024),
Google’s Gemma models (Team et al. 2024), Microsoft’s
Phi-3 models (Abdin et al. 2024), and Mistral models (Jiang
et al. 2023; Al 2024b). The details are presented in Table 1.
Evaluation Metrics. We evaluate our glitch token detec-
tion method using the Detected @N metric, which counts the
number of true glitch tokens identified within the top N pre-
dictions. For instance, Detected @ 1000 measures how many
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glitch tokens are found among the top 1000 candidates. This
metric balances detection accuracy and query efficiency, re-
flecting a method’s practical effectiveness under fixed query
budgets. Comparing Detected@N values thus provides a di-
rect measure of each method’s ability to maximize glitch
token discovery while minimizing computational resources,
making it well-suited for real-world applications.

Baselines. We compare our proposed glitch token detec-
tion method with two state-of-the-art approaches: Glitch-
Hunter (Li et al. 2024) and Magikarp (Land and Bartolo
2024a). These methods serve as the primary benchmarks for
evaluating our approach.

Although GlitchProber (Zhang et al. 2024) is another rele-
vant method, it follows a fundamentally different approach
by pre-collecting a subset of glitch tokens to train a classifier,
introducing a supervised learning component. In contrast,
GlitchMiner, along with GlitchHunter and Magikarp, uses
heuristic-based methods to detect glitch tokens without re-
lying on labeled data or additional classifier training. This
methodological difference makes a direct comparison less
meaningful, so we focus our evaluation on methods that align
more closely with our unsupervised approach.

Parameter Settings. In our implementation of Glitch-
Miner, we use K=32 and B=8 as the default parameters.
These values were chosen based on empirical testing to bal-
ance computational efficiency and detection effectiveness.
Specifically, =32 defines the size of the local neighborhood
considered in each iteration, while B=8 determines the batch
size for entropy computation. These settings have shown to
provide a good trade-off between exploration of the token
space and exploitation of local information across various
model architectures.

Initialization Strategy in Experiments. To ensure stable
and consistent comparisons across runs, we initialize the
search with the token exhibiting the smallest ¢, norm in
the embedding space, based on prior observations that such
tokens often exhibit glitch-like behaviors. However, as shown
in Figure 5, we found that GlitchMiner remains robust to
different initialization choices, achieving similar performance
even with random starting points.

4.2 Main Results

The performance of GlitchMiner against the baselines is
detailed in Table 2. The results provide strong evidence for
the effectiveness of our entropy-guided search, showing that
GlitchMiner consistently discovers more glitch tokens than
both GlitchHunter and Magikarp under fixed query budgets.

On average, GlitchMiner outperforms the strongest base-
line, Magikarp, by 10.7% on the Detected @2000 metric. This
performance advantage is not uniform but reveals an impor-
tant trend: while Magikarp’s simple norm-based heuristic can
be effective for an initial, low-budget scan (e.g., on Llama-
3.1-8B), GlitchMiner’s more sophisticated local search strat-
egy consistently proves more fruitful as the search budget
expands. For instance, on Llama-2-7B-chat-hf, GlitchMiner
finds nearly three times as many glitches as Magikarp (532
vs. 186), demonstrating its superior ability to uncover less
obvious candidates that simple heuristics miss.



Model Family

Model Names

Llama Models
Qwen Models

Llama-3.1-8B-Instruct , Llama-2-7B-chat-hf
Qwen2.5-7B-Instruct , Qwen2-7B-Instruct

Gemma Models Gemma-2-2b-it, Gemma-2-9b-it

Phi-3 Models

Phi-3-mini-128k-instruct, Phi-3.5-mini-instruct

Mistral Models ~ Mistral-7B-Instruct-v0.3, Mistral-Nemo-Instruct-2407
Table 1: Test LLMs used in the experiments.
Model Metric ‘ GlitchHunter ‘ Magikarp GlitchMiner (ours)
Llama-3.1-8BInstruct Detected @ 1000 25 664 568
ma-3.1-8B-In
ama strue Detected @2000 56 935 1164
D 1 1 1 1
Llama-2-7B-chat-hf etected @ 1000 6 00 319
Detected @2000 126 186 532
Detected @ 1000 75 1000 1000
Qwen?2.5-7B-Instruct
Detected @2000 180 1893 1839
Ovwen2.7B-Instruct Detected @1000 96 999 1000
'wens- -Ins
¢ e Detected @2000 191 1842 1847
D 1 23 744
Gemma-2-2b-it etected @ 1000 678
Detected @2000 35 984 1019
) Detected @ 1000 29 623 775
Gemma-2-9b-it
Detected @2000 45 983 1089
) . Detected @1000 20 393 396
Phi-3.5-mini-instruct
Detected @2000 44 496 516
D 1 2 404
Phi-3-mini-128k-instruct ctected @1000 6 398 0
Detected @2000 55 489 517
. Detected @ 1000 6 110 219
Mistral-7B-Instruct-v0.3
Detected @2000 19 130 302
) Detected @ 1000 48 574 695
Mistral-Nemo-Instruct-2407
Detected @2000 79 918 976
Average Detected @ 1000 40.9 553.9 612.0
Detected @2000 83.0 885.6 980.1

Table 2: Detected @ 1000 and Detected @2000 comparison of methods across different models.

These findings validate that framing glitch detection as a
behavior-driven optimization problem is a more robust and
generalizable strategy than relying on static, model-specific
patterns.

4.3 Ablation Study

To evaluate the contributions of key components in Glitch-
Miner, we conducted ablation studies focusing on the local
search strategy, neighborhood size K, batch size B, and ini-
tialization token.

Effect of Local Search. The local search strategy plays
a crucial role in enhancing GlitchMiner’s ability to detect
glitch tokens by improving the precision of the Taylor ap-
proximation. Without local search, detection accuracy drops
significantly (Figure 6), as global search lacks the necessary
granularity to maintain precise approximations within the
token space.

Effect of Neighborhood Size. We analyzed the impact of
neighborhood size K on detection performance. As shown
in Figure 3, increasing K generally leads to a decline in
Detected @ 1000 values across models. This trend indicates
that as K grows, the Taylor approximation becomes less

effective, resulting in reduced prediction accuracy.

Effect of Batch Size. As shown in Figure 4, the perfor-
mance of GlitchMiner remains relatively stable as batch size
B increases. Notably, even with B = 1, GlitchMiner achieves
effective detection results, indicating that it can make accu-
rate predictions without relying on a large batch size.

Effect of Initialization Token. As shown in Figure 5,
GlitchMiner’s performance remains stable across different
initialization tokens. The red dots represent the minimum
{5 norm initialization, while the orange dots show three ran-
dom trials. For most models, random initialization results
are close to the minimum /5 norm, indicating that Glitch-
Miner achieves consistent detection accuracy regardless of
the initialization approach.

4.4 Token Entropy Analysis

To further validate the effectiveness of our entropy-based
approach in detecting glitch tokens, we conducted an entropy
analysis comparing glitch tokens and normal tokens across
different models. For each model, we computed the average
entropy of glitch tokens (Egirch) and normal tokens (ENormal)-

Figure 7 presents the comparison of average entropy values
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Figure 3: Impact of different Neighborhood Size K on GlitchMiner’s performance
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Figure 4: Impact of different Batch Size B on GlitchMiner’s performance
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Figure 5: Effect of Initialization Method on GlitchMiner’s Detected @ 1000 score.

between glitch tokens and normal tokens for each evaluated
model. As shown in the figure, glitch tokens consistently
exhibit significantly higher entropy than normal tokens across
all models.

This pronounced difference in entropy values indicates that
models are more uncertain when predicting glitch tokens com-
pared to normal tokens. The higher entropy of glitch tokens
validates our hypothesis that maximizing entropy effectively
guides the search towards tokens that are challenging for the
model to predict.

Moreover, the consistent pattern of higher entropy for
glitch tokens across diverse model families—including

Llama, Qwen, Gemma, Phi-3, and Mistral—demonstrates
the generality and robustness of our entropy-based approach.
This suggests that our method can be effectively applied
to a wide range of LLMs with different architectures and
tokenization strategies.

These findings validate the effectiveness of GlitchMiner’s
entropy-based optimization in efficiently detecting glitch to-
kens by focusing on areas of high prediction uncertainty
within the model.
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Local vs Global Detected@1000 for Different Models
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Figure 6: Comparison of GlitchMiner performance with and without local search strategy

Average Entropy of Glitch Tokens vs Normal Tokens
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Figure 7: Average entropy comparison between glitch tokens and normal tokens across different models. Glitch tokens have
higher entropy, indicating greater uncertainty in the model’s predictions for these tokens.

5 Conclusion

In this paper, we introduced GlitchMiner, a novel framework
that detects glitch tokens in LLM by reframing the problem
as a behavior-driven optimization task. Departing from prior
work that relies on static patterns, our approach identifies
anomalous tokens by searching for inputs that maximize the
model’s predictive uncertainty, measured by output entropy.
We operationalize this principle with an efficient gradient-
guided local search strategy that can accurately pinpoint high-
entropy candidates in the vast token space. Extensive exper-

iments on 10 diverse LLMs demonstrated that GlitchMiner
significantly outperforms state-of-the-art baselines in both
detection accuracy and efficiency. Our work provides a more
robust and generalizable tool for auditing and enhancing
the reliability of LLMs, with future work pointing towards
mitigation strategies and adaptation for black-box models.
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