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Abstract

Large language models now draft news, legal analyses, and
software code with human-level fluency. At the same time,
regulations such as the EU Al Act mandate that each syn-
thetic passage carry an imperceptible, machine-verifiable
mark for provenance. Conventional logit-based watermarks
satisfy this requirement by selecting a pseudorandom green
vocabulary at every decoding step and boosting its logits,
yet the random split can exclude the highest-probability to-
ken and thus erode fluency. WaterMod mitigates this limita-
tion through a probability-aware modular rule. The vocabu-
lary is first sorted in descending model probability; the re-
sulting ranks are then partitioned by the residue rank mod k,
which distributes adjacent—and therefore semantically sim-
ilar—tokens across different classes. A fixed bias of small
magnitude is applied to one selected class. In the zero-bit set-
ting (k = 2), an entropy-adaptive gate selects either the even
or the odd parity as the green list. Because the top two ranks
fall into different parities, this choice embeds a detectable sig-
nal while guaranteeing that at least one high-probability token
remains available for sampling. In the multi-bit regime (k£ >
2), the current payload digit d selects the color class whose
ranks satisfy rank mod k d. Biasing the logits of that
class embeds exactly one base-k digit—equivalently log, k
bits—per decoding step, thereby enabling fine-grained prove-
nance tracing. The same modular arithmetic therefore sup-
ports both binary attribution and rich payloads. Experimental
results demonstrate that WaterMod consistently attains strong
watermark detection performance while maintaining genera-
tion quality in both zero-bit and multi-bit settings. This ro-
bustness holds across a range of tasks, including natural lan-
guage generation, mathematical reasoning, and code synthe-
sis.

1 Introduction

Large language models (LLMs) now draft news
copy (Goyal, Li, and Durrett 2022), answer legal queries (Hu
et al. 2025), and refactor production code (Cordeiro, Noei,
and Zou 2024) with near-human fluency (Achiam et al.
2023). The same realism, however, obscures provenance
and amplifies downstream risks—misinformation (Pan et al.
2023), plagiarism (Lee et al. 2023), and data-poisoned
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training corpora (Sander et al. 2024, 2025). Regulators
have begun to respond. The European Union’s Artificial
Intelligence Act (EU Al Act) requires that outputs gener-
ated by general-purpose Al models be clearly identified
as such, with disclosure obligations expected to take
effect by 2026. Watermarking is among the recommended
mechanisms for satisfying this requirement, aligning
with principles already established for the disclosure of
deepfake content (WilmerHale 2024). Regulatory guidance
emphasizes that the disclosure mark should remain resilient
to common post-processing operations and be verifiable
through algorithmic means (EUAIAct 2024). Industry
stakeholders are increasingly converging on watermarking
as a practical solution. OpenAl publicly acknowledges
an internal text-watermark detector under evaluation for
ChatGPT (OpenAl 2024), while Google DeepMind has
released SynthID-Text (Dathathri et al. 2024), a watermark-
ing algorithm for LLM-generated text. These efforts reflect
a growing consensus that imperceptible identifiers, such
as watermarks, offer the most practical pathway toward
regulatory compliance (Golowich and Moitra 2024; Hu and
Huang 2024; Giboulot and Furon 2024; Li, Li, and Zhang
2024; Pang et al. 2024; Zhou et al. 2024; Fu, Xiong, and
Dong 2024; Panaitescu-Liess et al. 2025).

The dominant research thread biases sampling toward
a pseudorandom green list of tokens while a detector
counts their statistical over-representation. Kirchenbauer
et al. (2023) randomly partition the vocabulary into a green
list and a red list, and force the decoder to prefer tokens
from the green list at each decoding step. While concep-
tually simple, such random partitioning frequently assigns
contextually appropriate tokens to the forbidden set (i.e.,
the red list), thereby reducing lexical diversity and harm-
ing fluency. Chen et al. (2024) mitigate semantic degradation
by introducing lexical-redundancy clusters, which help en-
sure that at least one suitable synonym remains in the green
list. They achieve this by clustering synonyms using Word-
Net (Fellbaum 1998) look-ups or LLM prompting. However,
the method relies on external synonym resources and prompt
engineering, which introduces issues such as limited dictio-
nary coverage, polysemy-related errors, and prompt sensi-
tivity, ultimately hindering consistency across domains. A
parallel line of research (Guo et al. 2024) applies locality-
sensitive hashing (LSH) over token embeddings to induce



semantically coherent partitions. While this approach en-
ables clustering based on semantic similarity, it remains sus-
ceptible to collision errors and instability arising from hy-
perplane sensitivity, often leading to brittle behavior and se-
mantic drift. Moreover, most existing approaches rely on
zero-bit watermarking, which merely indicates that a text
has been generated by an AI model, without embedding any
richer information to support provenance tracing. This lim-
itation becomes critical in high-stakes applications—such
as tracking leaked fine-tuning data or identifying the spe-
cific model instance responsible for generating disinforma-
tion—where regulators and service providers require more
expressive payloads to ensure traceability.

We propose WaterMod, Watermarking via Token-rank
Modular Arithmetic, a probability-balanced watermarking
framework that replaces heuristic green/red vocabularies
with a modular partitioning of the vocabulary.

¢ Probability-ranked palette: At each decoding step, the
vocabulary is sorted in descending order based on the
conditional probabilities assigned by the model. Since to-
kens with contiguous ranks are deemed contextually sim-
ilar and interchangeable by the model, rank-based parti-
tioning naturally preserves high-probability candidates.
Modular coloring: Token ranks are partitioned by
rank mod k: k = 2 yields a zero-bit split, while k£ > 2
supports multi-bit embedding.

WaterMod builds entirely on the probability scores the
model already produces, so it needs no synonym dictio-
naries, hashing tricks, or prompt engineering. By parti-
tioning the ranked vocabulary into residue classes, Water-
Mod deliberately distributes near-synonyms across distinct
color groups, ensuring that each decoding step retains a
high-probability token within the designated class. The re-
sult is a fluent yet verifiable watermark that can be flex-
ibly scaled—from a binary attribution tag to a full multi-
bit provenance string—positioning the method for future
transparency and disclosure mandates. Our experimental re-
sults show that WaterMod reliably embeds detectable water-
marks without compromising content quality across a range
of tasks—including natural language generation, mathemat-
ical reasoning, and code generation—in both zero-bit and
multi-bit watermarking settings.

2 Preliminaries
2.1 Text Generation in LLMs
Let V be the vocabulary (|[V| = V) and <y = x1.4—; the
prefix available at time step ¢. An LLM with parameters 6
produces a logit vector

L= fo(r<) € RY,

where each entry /; ; denotes the unnormalized compatibil-
ity score for token v; € V. Sampling probabilities are defined
by the softmax function:

exp(fy ;)
Sy exp(le ;)

The decoder draws z; from equation 1, appends it to the con-
text, and repeats until an end-of-sequence token is produced.

= ey

pe(xt =v; | 33<t)
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2.2 Logit-based Text Watermarking

Embedding. Logit-based watermarking perturbs £; before
sampling. At each step a green list G; C V and red list Ry =
V \ G; are determined (typically via a hash seeded by the
previous token). Given a bias magnitude 6 > 0, the encoder
raises the logits of green tokens:

{

Sampling from py(z; = v; | ©<;) is thus biased toward G;
a position is considered watermarked if the generated token
at that step falls within G;.

gt,i _ gt,i + 57

gt,i?

(S gt7
v; € Ry.

Detection. Let a generated sequence have length 7" and let
G = #{green tokens}. Under the null hypothesis Ho (no
watermark, i.e. § = 0), each position is green with a fixed
probability

1G]

= —=— (assumed identical for all ¢),
so the total green count GG follows a binomial distribution:
G ~ Binom(T, ). The detector evaluates the z-score

G-Te

— 2
Te(l1—¢) @

which converges to the standard normal distribution under
Ho and shifts to larger values when § > 0 (i.e., when a
watermark is embedded). A one-sided hypothesis test is per-
formed: if z exceeds a pre-specified threshold 7 (chosen to
attain the desired false-positive rate), H is rejected and the
sequence is declared watermarked.

2.3 Modular Arithmetic

For an integer modulus k > 2, the set of integers decomposes
into residue classes

[rle = {n€Z|in=r (modk)}, ref0,... k-1}

A key advantage of using modular arithmetic lies in its
collision-free and deterministic partitioning property. Each
token rank (logit-sorted rank) is deterministically mapped to
a unique residue class, yielding nearly uniform class sizes
that differ by at most one. This partitioning scheme requires
no external resources such as lexicons or hash functions,
making it efficient to implement.

3 Methods

At each decoding step, tokens are first sorted in descend-
ing order of model probability. In the zero-bit setting, the
vocabulary is partitioned into even- and odd-ranked tokens,
which are alternately assigned to the green and red groups.
When the distribution is sharp—i.e., most probability mass
lies on the top one or two tokens—the entropy gate assigns
a low probability to the odd-rank choice, so the even-ranked
group is more likely to become green. As the distribution
flattens and entropy rises, that probability increases, mak-
ing the odd-ranked group increasingly likely to be selected
instead. This dynamic assignment ensures that at least one



high-probability token remains in the green set, preserving
fluency while enabling watermark insertion. Next, a small
bias is added to the logits of green tokens to subtly guide
sampling. During detection, the presence of a watermark
is inferred by testing whether green tokens are statistically
overrepresented.

In the multi-bit setting, the parity rule is extended to
rank mod k, which partitions the probability-sorted vocab-
ulary into k color classes. A pseudorandom function (PRF)
permutes the payload digits, and at each decoding step the
hash of the previous token selects a target position p. The
current base-k digit m = m/[p] then determines the class
with indices satisfying rank mod & = m, and only the log-
its of those tokens receive the bias §. Each generated token
therefore carries one base-k digit, i.e. log, k payload bits in
expectation. At detection time, majority voting over the ob-
served color counts recovers every digit; the repeated obser-
vations act as a natural form of error correction and maintain
robustness even for short passages.

3.1 Zero-bit Watermarking

Probability-sorted parity partition. Algorithm 1 de-
scribes the watermark embedding procedure of WaterMod
in zero-bit case. Given logits £; the permutation m =
argsort(£y; |) orders the vocabulary by the model probabil-
ity. Mapping r +— 7 mod 2 creates disjoint even and odd
classes. Adjacent ranks, which the model views as inter-
changeable, are distributed across the two classes.

Algorithm 1: ZERO-BIT : Embedding at step ¢

Input: logits £, € RV, previous token x;_1, secret key K, entropy
scaling factor Hicye, bias 0
Qutput: next token Z;

1: p; +softmax(€;);

v
2: Hy + —Zpi log p;
i=1

3: Hpax < log, V

4: Podd — (Ht/Hmax) Hycae
5: seed<+PRF(z:—1) > apseudorandom seed derived from the
previous token
6: u<Hash2Uniform(seed @ K) € (0,1) > uniform random
variable u derived from a secret key K
7: g+ 1[u < podd ] > g=1: tokens with odd ranks are green.
8: m«—argsort(£s; )
9: forr=0toV — 1do
10: if » mod 2 = g then

> Shannon entropy

> uniform distribution p; =

11: Et,ww <—£mm +4
12: end if
13: end for

14: &+ arg max softmax(£:);
J

15: return 1,

Entropy-driven green-list selection. Given p;, the Shan-
non entropy at time step ¢ is defined as:

.
Hy = = pilogpi, Hmax = log,V. (3
i=1

32685

The entropy is transformed into a Bernoulli parameter

Hg,
H scale
Podd = ( Hm:x> ; “)

where the exponent Hy,e > 0 controls the steepness
of the mapping. Choosing Hy,e > 1 makes the rise in
Podd Steeper—almost zero for low-entropy (sharp) distribu-
tions and close to one only when the distribution becomes
flat—thereby protecting fluency in deterministic contexts.
Conversely, 0 < Hge < 1 yields a gentler slope, raising
Poad €ven at moderate entropy and embedding the water-
mark more densely when probability mass is already spread
across many tokens. A uniformly distributed value u, de-
terministically derived from the key, is used to select the
green parity via ¢ = 1[u < pogq]- Under high-entropy
conditions, the output distribution of the model tends to
be relatively uniform, indicating that probability mass is
distributed across multiple candidate tokens and that the
second-ranked token is nearly as likely as the top-ranked
one. In such cases, assigning the odd-ranked group to the
green list enhances watermarking capacity while maintain-
ing textual fluency. In contrast, low-entropy distributions are
sharply concentrated on a few top tokens, making the even-
ranked group a more stable and semantically reliable choice.
Notably, the odd-ranked group still includes several high-
probability candidates beyond the top-1 token, allowing wa-
termark insertion without substantially degrading generation
quality. The trade-off between watermark strength and flu-
ency can be further adjusted through the entropy scaling pa-
rameter Hge.

Logit biasing for watermark insertion. WaterMod raises
every logit whose rank satisfies » mod 2 = g by the constant
0 and samples the next token. The green list is guaranteed to
include at least one high-ranked token, thereby preserving
fluency during generation. Figure 1 illustrates the watermark
embedding process of WaterMod.

Algorithm 2: ZERO-BIT : Sequence-level Detection

Input: token sequence (zo, . . .
secret key K
Output: TRUE if watermarked, else FALSE

,TT—1), generator fy, threshold 7,

l: G0 > green-token counter
2: fort =1toT — 1 do

3 Ly fo(x<t)

4: recompute Podd, U, g with €, x+_1, K > reconstruction of

the green list

5: m<—argsort(£y; )

6: G+ {n[r] | r mod 2 = g}

7: if z: € G then

8: G+~G+1

9: end if

10: end for

11: N«<T -1
_ N

12: 2z 2 &> null proportion € = 0.5
N/4

13: return1[z > 7]
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Figure 1: Watermark embedding procedure of WaterMod in the zero-bit setting.

z-score calculation for watermark detection. Algo-
rithm 2 outlines the watermark detection procedure un-
der the zero-bit watermarking scenario. The detector recon-
structs the green-list parity for every position using the iden-
tical secret key, counts green hits G over N = T — 1 posi-
tions, and evaluates z-score:

G

N

2 .
N/4

A sequence is classified as watermarked when z > 7.

&)

3.2 Extension to Multi-bit Watermarking

k-residue color partition of ranks. Algorithm 3 presents
the message embedding procedure of WaterMod under the
multi-bit watermarking scenario. Applying the modular rule
r mod k generalizes the parity split to k color classes,

Cq = {nlr]|rmodk=d}, de{0,....k—1}, (6)

so every token rank belongs to exactly one residue class Cq.

Algorithm 3: MULTI-BIT: Embedding a b-bit payload at
step ¢

Input: logits £;, previous token z+_1, secret key K, bit length b,
base k, payload digits m, bias ¢

Output: next token 2

1: b+ [b/log, k| > length of m in base-k
2: seed+ PRF(z¢_1)

3: u< Hash2Uniform(seed ® K) € (0,1)

4: p + min( lubl,b— 1) > pseudorandom position in the digit

string

5: d + m]p| > digit to embed at this step
6: 7 < argsort(€y; ) > rank permutation of the vocabulary
7: forr=0toV — 1do > bias only the target color
8: if » mod k = d then

9: et,Tr['r] — et,ﬁ[r] + )
10: end if
11: end for
12: & < arg max; softmax(£¢);
13: return

Payload-conditioned color choice.
represented as the base-k vector:

e e L

At step t the key hash u selects the pseudorandom position
p = min( |ub),b— 1), and the encoder picks the color d =
m(p].

Digit-wise biasing for message embedding. WaterMod
adds a bias ¢ to the logits of all tokens satisfying » mod k =

d. Since the probability mass is uniformly distributed across
color groups, the overall generation quality is preserved.

A b-bit message is

m € {0,...

Algorithm 4: MULTI-BIT : Payload Recovery
Input: sequence (zo, . . .

,xT—1), secret key K, generator fy, base

Output: recovered digits m, z-score

1: b+ |mj|; initialize tallies C[p][d] < 0 > C[p][d] counts how
often color d appears at position p

2: G+ 0, T+ 0 > G- hits, T inspected steps

3: fort=1toT —1do

4: Ly — fo(x<t) > recompute logits for step ¢

5: seed <+ PRF (z¢—1)

6:  u<+Hash2Uniform(seed ® K) € (0,1)

7: p< min(|ubl,b—1) > digit position used at step ¢

8: m < argsort(€; )

9: r < index of x¢ in 7; d < r mod k > observed color
10: Clplld] + Clp][d] + 1 > update tallies
11: if d = m([p] then
12: G+—G+1
13: end if
14: T+T+1
15: end for ~
16: forp =0to b — 1 do

17: m[p] < argmaxg C[p][d] > majority vote per position

18: end for

19: po < 1/k > null success probability

20: z < & > z-score
T'po(1 = po)

21: return m, z
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Figure 2: Overview of the message encoding and recovery process in WaterMod under the multi-bit watermarking regime.

z-score calculation for watermark detection. Algo-
rithm 4 describes the message recovery procedure of Wa-
terMod. For each token generated after a fixed-length pre-
fix, the detector performs the following steps: 1) it recon-
structs the target color that should have been favored by the
WaterMod encoding scheme; 2) it registers a hit if the ob-
served token belongs to the reconstructed color; and 3) it ac-
cumulates the total number of hits G over 1" inspected posi-
tions. Under the null hypothesis—i.e., when no watermark is
embedded—each color is equally likely to be selected with
probability py = 1/k. Consequently, the hit count G follows
a binomial distribution:

G ~ Binom(T,pp), z= _ Gt ®)

VT po(1 = po)

The resulting standardized statistic z approximately follows
the standard normal distribution A/(0, 1) under the null hy-
pothesis. In the presence of a watermark, however, the token
distribution becomes biased, increasing the effective success
probability beyond pg and shifting z toward positive values.
A one-sided hypothesis test flags a sequence as watermarked
if the computed z-score exceeds a predefined threshold 7.
Varying 7 yields a receiver operating characteristic (ROC)
curve; the corresponding area under the curve (AUROC)
quantifies the detection power. Notably, the same color-
position tally table C|[p][d] used for detection also supports
payload recovery via majority vote. Therefore, WaterMod
enables both source attribution via the z-score and message
retrieval of the embedded digits m in a single decoding pass.
Figure 2 provides an overview of the message embedding
and recovery processes in WaterMod.

Discussion. A single modular arithmetic on the proba-
bility ranking guarantees quality preservation in both wa-
termarking regimes. For k& = 2 the even—odd split sends
near-synonymous tokens to different sides of the green—red
boundary, ensuring that every decoding step retains at least
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one high-probability candidate. For k& > 2 the same map-
ping distributes the vocabulary almost uniformly across the
k color lists, so multi-bit embedding enjoys the same flu-
ency safeguard. Because all algorithms depend on £ only
through the residue condition  mod k, adjusting that single
hyper-parameter moves WaterMod seamlessly from binary
attribution to a payload capacity of log, k bits per position.
This unified framework for zero- and multi-bit watermark-
ing represents the key advance over prior work.

4 Results and Analysis

4.1 Experimental Setup
Datasets. We evaluate WaterMod across three domains:

* Natural Language Continuation We use the news-like
subset of the Colossal Common Crawl Cleaned cor-
pus (C4) (Raffel et al. 2020). Given the opening fragment
of an article, the model completes the remainder, simu-
lating fake news generation. We randomly sample 500
instances for our experiments.

* Mathematical Reasoning We adopt the GSMS8K (Cobbe
et al. 2021) dataset, which consists of 8,000 arithmetic
and grade-school-level math problems designed to assess
the reasoning capabilities of LLMs. The task requires
solving each problem through chain-of-thought reason-
ing and presenting the final answer. We use the 1,319 in-
stances in the test split.

e Code Generation We use the MBPP+ (Liu et al. 2023)
dataset, where the goal is to generate Python code that
satisfies a given problem description written in natural
language. MBPP+ comprises 378 programming prob-
lems, each accompanied by around 100 test cases, allow-
ing for rigorous functional evaluation of generated code.

These three domains exhibit differing levels of entropy, de-
fined as the entropy of the token probability distribution dur-
ing generation. Mathematical reasoning tasks typically ex-



hibit lower entropy than natural language generation, reflect-
ing the deterministic nature of symbolic computation. Like-
wise, code generation tends to produce lower-entropy distri-
butions due to the rigid syntactic and structural constraints
of programming languages. We leverage these variations in
entropy across tasks to comprehensively assess the perfor-
mance of WaterMod.

Baselines. We benchmark WaterMod against five zero-bit
schemes and one representative multi-bit scheme.

* KGW (Kirchenbauer et al. 2023) randomly partitions the
vocabulary into green/red lists once per step and adds a
soft logit bonus to green tokens.

EXPEdit & ITSEdit (Kuditipudi et al. 2024) map a
pseudorandom seed to a fixed token sequence by expo-
nential minimum or inverse transform sampling.

LSH (Guo et al. 2024) applies locality-sensitive hashing
to word embeddings, ensuring that semantically similar
tokens are placed in the same green list.

SynthID-Text (Dathathri et al. 2024) leverages tourna-
ment sampling, a sampling technique that subtly aligns
token choices with seeded random values.

MPAC (Yoo, Ahn, and Kwak 2024) allocates each pay-
load digit to a dedicated token position; at that position
the decoder forces a token whose hash equals the digit.

EXPEdit, ITSEdit and SynthID-Text represent sampling-
based watermarking approaches, whereas KGW, LSH,
MPAC and WaterMod fall under logit-based watermarking
methods. We evaluate our method and all baselines on the
same Qwen-2.5-1.5B (Yang et al. 2024) model to ensure
a fair and controlled comparison. Since these watermark-
ing approaches, including our own, are model-agnostic, their
principles are generalizable to other open-source LLM:s.

Evaluation Metrics. We evaluate the quality of water-
marked outputs using task-specific metrics across various
datasets. On C4, we use perplexity, where lower values in-
dicate more fluent text. For GSMS8K, we assess accuracy
by comparing predicted answers to reference solutions. On
MBPP+, we measure pass@ 1, which calculates the propor-
tion of problems where the generated code passes all test
cases. Detection performance is measured by computing the
AUROC from z-scores. The z-scores quantify how likely
a text is to have been generated by an LLM. Higher z-
scores indicate a stronger likelihood, and AUROC evalu-
ates how well the watermarking method distinguishes LLM-
generated content from human-written text.

Implementation Details. All methods, including our own
and the baseline approaches, use the same configuration. We
apply a deterministic decoding strategy, selecting at each
time step the token with the highest probability. This elim-
inates stochastic variability and enables a direct analysis
of how watermarking affects model outputs. We limit the
maximum number of tokens generated per instance for each
dataset as follows: 400 for C4, 600 for GSM8K and MBPP+.

In the zero-bit watermarking scenario, we set the entropy
scaling factor Hycye = 1.2 when calculating the odd-ranked
token selection probability poqq. The entropy scaling factor
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could be further optimized according to the entropy level
of the domain in which the watermark is embedded, poten-
tially leading to performance improvements. We leave the
automated discovery of the optimal entropy scaling factor
for future work. We configure the watermarking bias § as
1.0 for the zero-bit setting and 2.5 for the multi-bit setting.
The higher bias in the multi-bit setting is necessary to com-
pensate for its smaller target class (1/k of the vocabulary
versus 1/2), ensuring sufficient statistical pressure for reli-
able embedding. For logit-based watermarking methods un-
der the zero-bit setting, we fix the green list ratio to 0.5. In
the multi-bit setting, we embed 16-bit payloads using base
k = 4. A 16-bit payload was chosen as it offers a practi-
cal and expressive message size, capable of encoding over
65,000 unique identifiers for fine-grained provenance trac-
ing. We conduct all experiments on a single NVIDIA RTX
3090 GPU with 24GB of memory.

4.2 Experimental Results

Zero-bit Watermarking. Table 1 compares the perfor-
mance of WaterMod with five existing watermarking meth-
ods in the zero-bit watermarking scenario. On the natu-
ral language continuation task (C4), WaterMod achieves
the lowest perplexity, indicating the most fluent generation
among all watermarking methods. It ranks third in detec-
tion performance (AUROC 87.09), trailing only SynthID-
Text and LSH. However, the higher AUROC of LSH (88.03)
comes at a steep cost in fluency: its perplexity is more than
twice as high as that of WaterMod. SynthID-Text emerges
as a strong baseline, attaining the second-best perplexity
and the highest AUROC on C4. On the GSM8K mathemat-
ical reasoning benchmark, WaterMod attains the best accu-
racy and simultaneously achieves perfect detection perfor-
mance. Compared to SynthID-Text, the strongest competing
method in terms of AUROC, WaterMod improves accuracy
by 13.06%, suggesting that the modular operation over to-
ken probability ranks ensures that the most probable or sec-
ond most probable token is consistently selected, even un-
der watermark embedding. For code generation on MBPP+,
WaterMod delivers the best watermark detectability and the
second-best pass@1 score. It outperforms the next-best AU-
ROC baseline, KGW, by a substantial 14.12% while simul-
taneously improving pass@ 1 by 23.07%. Compared to LSH,
which yields the highest pass@1 score while exhibiting an
extremely weak watermarking signal (AUROC 30.72), Wa-
terMod improves AUROC by an impressive 169.07%, indi-
cating that the LSH-based method fails to reliably embed the
watermark in this low-entropy case.

Practical deployment of watermarking methods re-
quires the embedded signal to remain resilient to ad-
versarial rewriting of the text. We therefore test Water-
Mod against a paraphrasing attack carried out by Chat-
GPT (gpt—-40-2025-04-14). For every GSM8K sample
we supply the WaterMod-marked solution to the assistant
with the prompt “Please paraphrase the following text:”.
The human-written solutions are left untouched, and the
same z-score detector is applied to all passages. Table 2
shows that paraphrasing reduces the mean z-score of Wa-
terMod outputs from 14.89 to 9.95, yet the margin relative



| c4 | GSMSK |  MBPP+
Method | ‘perplexity AUROC | Accuracy AUROC | Pass@l AUROC
EXPEdit 3635 3690 | 1084 3737 | 2280 3438
ITSEdit 3.0 1129 | 1175 3544 | 2000 2740
KGW 2196 8083 | 5178 4438 | 29090 7243
LSH 2619 8803 | 53.07 5263 | 4130 3072
SynthID-Text | 1277 9436 | 4761  97.65 | 2780  66.90
WaterMod 1258 8709 | 538% 100 | 3680  82.66

Table 1: A comparative evaluation of different watermarking methods under the zero-bit watermarking scenario. We highlight
the best-performing result for each evaluation metric in bold, and the second-best result with underlining.

Source Mean z-score AUROC (%)
Human-written text 0.09 —
WaterMod (no attack) 14.89 100.00
WaterMod (ChatGPT paraphrase) 9.95 99.95

Table 2: Detection robustness on GSM8K under a CHATGPT paraphrasing attack.

c4 | GSMSK |  MBPP+
Method | ‘perplexity  AUROC | Accuracy AUROC | Pass@l  AUROC
MPAC 1088 9778 | 3177 9505 | 20.60 4840
WaterMod | 10.87 9802 | 4033 9694 | 2620 9829

Table 3: A comparative evaluation of different watermarking methods under the multi-bit watermarking scenario.

to human text (0.09) remains large. The AUROC conse-
quently drops by only 0.05 absolute to 99.95%. Because the
paraphraser must preserve mathematical correctness, many
high-rank tokens remain unreplaced. As a result, most rank-
adjacent alternatives retain their intended color, allowing
the watermark to survive. WaterMod thus maintains near-
perfect detection even under strong rewriting attacks.

Multi-bit Watermarking. Table 3 compares WaterMod
against MPAC, a recent state-of-the-art multi-bit watermark-
ing approach. On all three tasks, WaterMod achieves supe-
rior performance in both generation quality and detection.
In the C4 task, WaterMod slightly improves over MPAC
in perplexity and achieves a higher AUROC, underscor-
ing its ability to hide payload bits without degrading flu-
ency. In GSMS8K, WaterMod significantly enhances accu-
racy by 26.94%, while maintaining strong watermark de-
tectability, exceeding that of MPAC. This difference is most
pronounced on MBPP+, where WaterMod achieves an AU-
ROC of 98.29, more than double that of MPAC (48.40).
This 103.07% relative improvement in detectability demon-
strates that WaterMod remains highly effective even in low-
entropy, syntactically rigid settings like code. Additionally,
its pass@1 score improves over MPAC by 27.18%, indicat-
ing that watermark insertion does not compromise program
correctness.
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5 Related Work

LLM-integrated watermarking encodes watermark signals
directly within the text generation process. Early zero-bit
approaches introduce subtle biases into the model logits
or sampling distributions to probabilistically flag LLM-
generated outputs (Kirchenbauer et al. 2023; Dathathri et al.
2024). Subsequent semantic-aware methods improve flu-
ency and detection robustness by refining the partition-
ing of the vocabulary—typically into green and red token
sets—based on semantic properties (Hou et al. 2024). More
recent multi-bit extensions enable richer payload encoding
within model outputs. These include bit-string allocation
and nested-list biasing strategies, as employed in depth wa-
termarking (Yoo, Ahn, and Kwak 2024; Li, Bai, and Cheng
2024). These methods, however, continue to exhibit inherent
trade-offs between watermark capacity and text quality.

6 Conclusion

WaterMod unifies zero-bit attribution and multi-bit pay-
load embedding through a simple rank mod k rule applied
to probability-sorted token ranks. Experiments across natu-
ral language, mathematical reasoning, and code generation
tasks demonstrate that this probability-balanced bias pre-
serves output quality while achieving state-of-the-art detec-
tion performance.
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