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Abstract

Large language models (LLMs) may generate harmful out-
puts on malicious inputs. Existing safety methods, includ-
ing prompt engineering and model editing, rely on hand-
crafted templates or target-driven parameter modifications,
limiting their generalizability in unseen harmful scenarios.
Post-training aims to ensure LLM safety in general domains
via supervised fine-tuning (SFT) or reinforcement learning
(RL) on diverse malicious inputs. SFT needs annotated re-
fusal samples while RL learns to refuse risk by exploring di-
verse harmful inputs. However, these methods tend to harshly
refuse over any possible risks, sacrificing potentially useful
information and degrading model utility. We argue that re-
alistic malicious inputs often mix both harmful and helpful
semantics (i.e., entities and relations), and LLMs should iden-
tify and remove only harmful relations while preserving use-
ful ones. Thus, the original malicious user inputs can shift
into safe queries, to which LLMs can respond safely and help-
fully. In this paper, we propose WALKSAFE, a graph-based
risk-aware training framework that enables LLMs to iden-
tify potential risks of key semantics (entities and relations)
in user inputs via graph structure. By filtering harmful rela-
tions, LLMs can respond to safe input queries and then gen-
erate their corresponding safe and helpful responses. First,
we model all entities and relations in the inputs with a graph
structure. Second, we adopt a risk-aware random walk on the
graph to quantify potential risk under multiple entities and re-
lations. Then, we reconstruct safe queries by filtering harmful
relations to promote the LLM to answer safely and helpfully
rather than with direct refusals. Finally, we propose Bi-GRPO
to post-train LLMs. As vanilla GRPO conducts only the intra-
group comparison, Bi-GRPO performs both intra-group and
inter-group comparisons between different response groups.
The extra inter-group rewards encourage the model to distin-
guish harmful and safe semantics, and thus prefer safe and
helpful responses. Experiments on three LLMs show that our
models obtain SOTA results.

Introduction
Large language models (LLMs) have been widely adopted
across domains (Hurst et al. 2024; Guo et al. 2025), but their
output safety remains a critical concern (Zhou et al. 2024;
Xu et al. 2025). Recent studies have shown that LLMs are
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vulnerable to various jailbreak attacks that bypass LLMs’
safety mechanisms to elicit harmful, biased, or sensitive con-
tent (Yi et al. 2024; Shen et al. 2024). To mitigate these con-
cerns, researchers have proposed various safety mechanisms
to detect the risk and mitigate it, aimed at improving the
safety of generated responses.

Existing methods to improve LLM output safety gener-
ally fall into three categories: prompt engineering, model
editing, and post-training alignment. Prompt engineering
(Zheng et al. 2024a; Pan et al. 2024) wraps inputs with de-
signed safety templates to steer LLMs toward helpful and
harmless responses. However, such prompting methods re-
quire carefully crafted safety templates. These methods limit
their generalizability in various scenarios and thus are vul-
nerable to adversarial prompt attacks that intentionally dis-
able the safety templates (Liu et al. 2024; Li et al. 2024a).
Model editing (Jiang et al. 2025; Pan et al. 2025) partially
adjusts internal parameters or representations to mitigate
harmful outputs under target attacks. However, they typi-
cally operate on limited components in LLMs for special-
ized attacks, in which each editing approach addresses one
specific attack type, resulting in a limited generalizability
to unseen attacks (Li et al. 2024b; Youssef et al. 2025; Liu
et al. 2025) and a possible worse degradation in overall per-
formance, including incoherent outputs and poor instruction
following (Huang et al. 2024; Gu et al. 2024). Both prompt
engineering and model editing approaches rely on designs
tailored to specific harmful scenarios, making them hard to
generalize to various unseen cases.

To address the above issues, researchers have adopted
post-training to improve model safety in general domains,
which trains models with datasets covering diverse mali-
cious scenarios. Post-training typically includes supervised
fine-tuning (SFT) and reinforcement learning (RL). SFT-
based methods rely on annotated datasets with malicious in-
puts and safe (refusal) responses, but require costly manual
data collection (Yuan et al. 2024; Yu et al. 2024). RL-based
methods explore various harmful inputs and optimize mod-
els with rewards favoring refusals towards harmful inputs,
which avoid using supervised datasets (Bai et al. 2022; Guan
et al. 2024; Li et al. 2025a). However, these methods often
encourage refusing the entire input over any possible risks,
ignoring potential helpful responses.

In RL-based post-training, rather than direct refusals for
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any possible harmful inputs, we argue that inputs contain
various key semantics (i.e., entities and relations) and not all
information is harmful. Therefore, to achieve both helpful-
ness and safety, rebuilding a harmless input query (erasing
harmful parts from original inputs) and feeding the safety
parts to LLMs still makes sense. By removing harmful se-
mantics and keeping safe ones, LLMs can reconstruct safe
queries and generate safe and helpful responses.

In this paper, we propose WALKSAFE, a graph-based
risk-aware post-training framework, which utilizes a risk-
aware random walk on an entity-relation graph (ERG) to
quantify the risk of multiple entities and relations. By selec-
tively removing harmful relations and retaining safe ones,
WALKSAFE proposes a Bi-GRPO (bi-group relative pol-
icy optimization) to post-train LLMs towards safer and more
helpful responses. Specifically, to model all relations among
entities, WALKSAFE extracts (entity, relation, entity) triples
from inputs to construct an ERG, where entities serve as ver-
tices and relations as edges. Then, to quantify risk among
multiple entities and relations (subgraphs), WALKSAFE
performs a risk-aware random walk (RRW), where edges
with higher risk scores have lower walk probabilities. Proba-
bilistic walks on the ERG help to quantify and identify high-
risk edges. We selectively remove risk edges to keep a safe
query as LLMs’ input. With both original and safe queries,
WALKSAFE introduces Bi-GRPO training. While vanilla
GRPO compares responses within a single query, Bi-GRPO
performs both intra-group and inter-group comparisons be-
tween responses from harmful and safe queries, guiding the
model to prefer safe and helpful responses. We evaluate
WALKSAFE on three LLM backbones across safety and
helpfulness metrics, and the results show that WALKSAFE
outperforms all baselines.

Our main contributions are threefold as follows: (1) We
propose a graph-based risk-aware training framework that
filters harmful and safe content by performing risk-aware
random walks over the entity-relation graph, enabling the
model to generate safe and helpful responses even with
harmful inputs. (2) We propose Bi-GRPO that not only ranks
responses within the same group (as vanilla GRPO does),
but also jointly incorporates cross-group rewards between
responses from original and safe queries, comparatively en-
hancing the safety and helpfulness of model outputs. (3) Ex-
tensive experiments demonstrate that WALKSAFE achieves
SOTA performance on three LLM backbones.

Related Work
Safety Approaches for LLMs
Safety approaches for LLMs can be broadly categorized into
(1) Prompt Engineering, (2) Model Editing, and (3) Post-
training Alignment.
Prompt Engineering. The PTST method (Lyu et al. 2024)
incorporated customized safety templates during inference
and demonstrated strong defensive capabilities in standard-
ized domains. The RePD framework (Wang, Liu, and Xiao
2024) employed a retrieval-based prompt decomposition
strategy combined with a one-shot learning paradigm to de-
fend against jailbreak attacks. Zheng et al. (2024b) proposed

the DRO method to optimize safety prompts and enhance the
security of LLMs by rejecting harmful queries. PARDEN
(Zhang, Zhang, and Foerster 2024) enabled the detection of
potential jailbreak behaviors by prompting the model to re-
peat its own outputs. AttentionDefense (Siska and Sankaran
2025) leveraged the attention weights of system prompts to
detect and defend against jailbreak attacks.
Model Editing. The LED framework (Zhao et al. 2024)
employed a hierarchical editing mechanism to achieve fine-
grained defense and to effectively resist templatic attacks.
Wang et al. (2025) developed the DELMAN dynamic edit-
ing framework, which defended against semantic paraphras-
ing and suffix attacks by directly editing critical param-
eter layers of LLMs. Zhang et al. (2025a) proposed JB-
Shield, which extracted attack-related activation vectors and
injected steering vectors to defend against jailbreak attacks
such as code obfuscation. Wang et al. (2024b) introduced
the SELFDEFEND framework, which employed a shadow
model to detect and block harmful prompts. DINM (Wang
et al. 2024a) precisely removed the toxic regions of LLMs
through targeted knowledge editing.
Post-training Alignment. Reinforcement Learning from
Human Feedback (RLHF) (Bai et al. 2022; Dai et al. 2023;
Tan et al. 2025) remains a foundational technique for align-
ing LLMs with safe and helpful responses. Su, Kempe, and
Ullrich (2024) introduced Enhanced RLHF (E-RLHF), a
method that aligned harmful prompts to safety-paraphrased
references. GRPO (Li et al. 2025b; Yang et al. 2025) com-
bined multi-label reward regression with policy optimiza-
tion, providing a lightweight yet effective alternative to
PPO-based RLHF, DPO (Zhao et al. 2025; Zhang et al.
2025b), and achieving multi-dimensional safety alignment
for LLMs.Xu et al. (2024) proposed SafeDecoding, which
incorporated safety signals into the generation process and
effectively reduced the success rates of various jailbreak at-
tacks. STAIR (Zhang et al. 2025c) combined safety-aware
reasoning and tree search to enable self-training, thus en-
hancing model safety. DeRTa (Yuan et al. 2025) employed
a two-pronged training strategy, incorporating harmful re-
sponse prefixes and applying reinforced transition optimiza-
tion at each token position.

Red Teaming for LLMs
Red teaming methods aim to proactively discover safety vul-
nerabilities in LLMs by querying LLMs with adversarial in-
puts, which can be broadly categorized into (1) Manual Red
Teaming and (2) Automated Red Teaming.
Manual Red Teaming. Ribeiro et al. (2020) and Röttger
et al. (2020) systematically tested model weaknesses in dia-
logue and hate speech scenarios by constructing test tem-
plates. Xu et al. (2021) introduced adversarial dialogue
agents that simulated high-risk conversations to improve the
safety of the model through realistic stress tests.
Automated Red Teaming. APRT (Jiang et al. 2024) sys-
tematized and parameterized red teaming tasks, making
them learnable. Xiong, Chen, and Ho (2025) proposed
the CoP framework, which constructed complex adversar-
ial prompts to enable comprehensive safety evaluations.
HARM (Zhang et al. 2024) generated large-scale test cases
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based on fine-grained risk categorization to identify vulner-
abilities and support model safety alignment. Lees et al.
(2022) introduced the perspective API, a fast and mul-
tilingual toxicity classifier covering six fine-grained risk
types, which are widely adopted as an up-to-date automated
red-teaming tool.

Methodology
Overview
Our proposed method (Fig. 1) consists of three parts: (1)
Entity-relation graph for structural modeling, which extracts
entities and relations from input texts to construct a struc-
tured entity-relation graph (ERG); (2) Risk-aware random
walk for subgraph risk quantification, which performs risk-
aware random walks (RRW) on the ERG and its subgraphs
(i.e., multi-hop entities and relations) for risk quantification,
to extract safe subgraphs by removing risky relations; (3)
Bi-GRPO training with cross-group rewards, which ranks
responses from both original and safe input queries (i.e., re-
constructed from the safe subgraphs) to optimize for better
safe and helpful responses.

Our method adopts a multi-stage training framework:
firstly extracting all entities and relations to build an ERG
(§3.2 entity-relation graph for structural modeling), then
quantifying risk of subgraphs in ERG to rebuild safe in-
put queries by removing harmful relations (§3.3 risk-aware
random walk for subgraph risk quantification), and finally
optimizing LLMs with reward ranking between responses
from the original and the reconstructed safe input queries
(§3.4 Bi-GRPO training with cross-group rewards).

Entity-Relation Graph for Structural Modeling
To enable structured modeling of entities and relations, we
construct an entity-relation graph (ERG) from the user in-
puts, in which an edge represents a relation, connecting two
entities (vertices). The motivation is that existing risk as-
sessments in LLMs lack identification of hidden harmful or
safe relations among entities in inputs, resulting in unsafe
outputs when regarding harmful relations as safe ones, or
over-refusals when misclassifying safe relations. Therefore,
we use the structured ERG to explicitly model all relations
among entities for better quantification of hidden risk.

Specifically, we use the deepseek-r1 (a low-overhead al-
ternative for human extraction) to extract all (entity, rela-
tion, entity) triples from each input. We regard an entity as a
vertex v and a relation as an edge e. Therefore, we can use
all triples tk = (vi, eij , vj) to construct a global graph as
G = (V,E, T ), where V = {vi|vi ∈ tk, tk ∈ T } denotes
the set of entity vertices, E = {ei|ei ∈ tk, tk ∈ T } denotes
the set of relation edges, and T = {tk = (vi, eij , vj)} is
the set of all triples. Each user input corresponds to a local
subgraph in the global graph G ⊆ G, which models its own
entities and relations.

Finally, we obtain the ERG that models all relations
among entities of all inputs, where each input corresponds
to a subgraph used for risk quantification in the following
section.

Risk-aware Random Walk for Subgraph Risk
Quantification
To further quantify the risk of a subgraph (entities with their
relations), we propose a risk-aware random walk, which uses
risk-based probabilistic walks among multiple entities and
their relations to capture critical high-risk relations in the
subgraph. The motivation is to quantify the risk of multiple
connected entities and relations (i.e., subgraph) rather than a
single entity-relation-entity triple, because risk can arise not
from individual triple, but from combined ones (e.g., (some-
one, consults, hydrogen) and (hydrogen, can be, explosive)
are individually benign, but together they imply someone’s
risky intent for making explosive devices). Therefore, we
can selectively remove harmful content while retaining safe
content to get safer queries, thus leading to safer and more
helpful model responses.

Risk-aware Random Walk. To quantify risk among mul-
tiple entities, we propose a risk-aware random walk (RRW)
algorithm on the ERG, where we integrate risk scores into
walk probabilities.

Specifically, the RRW consists of 3 steps as follows:
(1) Edge risk scoring. We compute an isolated risk score

reij for each edge in the ERG based on its corresponding
triple tk = (vi, eij , vj). Let emb(tk) denote the feature em-
bedding of the triple and w, b be the weights and biases of
the perspective model (an up-to-date risk detection model
and a low-overhead alternative for human annotation) (Lees
et al. 2022). We scale the result into [0, 1] using the logis-
tic function σ: reij = σ

(
w⊤emb(tk) + b

)
. A higher score

indicates a higher risk.
(2) Walk probability initialization. We initialize a walk

probability peij for each edge eij ∈ E based on its risk score
reij defined as peij = 1− reij . Thus, edges with higher risk
have lower walking probability.

(3) Risk quantification via random walk. We perform mul-
tiple rounds of random walks on the entire ERG according to
pe, computing the walk frequency fglobal(e) for each edge.
We then get the global ERG expected risk as

rglobal = Ee∈E

[
fglobal(e) · re

]
. (1)

Similarly to above, we apply RRW to the subgraph of each
input to obtain walk frequency flocal(e) and local subgraph
expected risk rlocal. The global walk estimates the risk of the
entire ERG built on all inputs in the dataset, while the local
walk evaluates the risk of a subgraph for a single input.

Iterative Safe Subgraph Extraction. To iteratively iso-
late a safe subgraph from the original subgraph for each in-
put xorig, we propose an extraction strategy considering both
the local risk of the subgraph and the global risk across the
ERG obtained in the above subsection. Specifically, we iter-
atively extract a safe subgraph as the following four steps:
(1) For each edge e, we compute a walk score we by mul-
tiplying the walk frequency flocal(e) and the risk score re
as we = flocal(e) · re, which quantify the risk of an edge
considering its walking frequency. (2) Then, we remove the
edge with the largest walk score, which represents the most
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Figure 1: Overview of WALKSAFE. Given original inputs, WALKSAFE follows a three-stage process (gray background) from
left to right: (1) ERG construction (left): extracts entities and relations from the original queries to build a global ERG, where
each query corresponds to a subgraph. (2) RRW for risk quantification (middle): scores edge risk and assigns walk probabilities
and performs global/local walks to iteratively remove risky edges, extracting a safe subgraph and reconstructing a safe query.
(3) Bi-GRPO training (right): samples responses from original and safe input queries, computes intra/inter-group rewards,
and updates the policy with bi-group relative optimization. Finally, LLMs trained with WALKSAFE produce safe and helpful
outputs.

critical high-risk edge during RRW. (3) We recompute the
rlocal as Eq. 1 over the updated subgraph. (4) We terminate
the iteration when it meets rlocal < α · rglobal, otherwise the
iteration continues from step (1). α is a scaling factor.

Finally, the resulting subgraph contains safe entities and
relations while removing harmful ones. Therefore, we can
rebuild a safer input query xsafe based on the safe subgraph,
which serves for the following training.

Bi-GRPO Training with Cross-group Rewards
To further enhance our model’s helpfulness and harmless-
ness during training, we propose a bi-group relative policy
optimization (Bi-GRPO), which augments vanilla GRPO by
adding cross-group reward ranking between responses from
the original input and the safe input queries obtained in the
above section. The motivation is that vanilla GRPO gener-
ates multiple responses as one group for the same input, and
rewards these responses based on comparisons within only
one group via reinforcement learning (RL), which fails to re-
ceive possibly higher rewards from another response group
(e.g, responses from the safe query). Therefore, we extend a
cross-group reward comparison in RL between two response
groups from the original input and the safe input query, cap-
turing potentially higher rewards across groups to optimize
the model for safer and more helpful responses.

Initialization by Supervised Fine-tuning. To initialize
the model with safe-generation capability, following the
steps in the above sections, we perform supervised fine-
tuning (SFT) on our multi-stage safety reasoning dataset
constructed following methods in §3.2 entity-relation graph
for structural modeling and §3.3 risk-aware random walk for
subgraph risk quantification. Specifically, we construct each

sample in our dataset, consisting of four reasoning steps as
follows:

(1) ERG construction. Following methods in §3.2 entity-
relation graph for structural modeling, given an original
dataset Dorig = {(xi

orig, y
i
orig)}Ni=1, we extract entities and

relations from each input xi
orig. We use all entities and rela-

tions to construct a global ERG G and also construct a local
subgraph giorig for each input with entities and relations from
itself. Let Gorig donate the original set of subgraphs giorig as
Gorig = {giorig}Ni=1.

(2) Safe subgraph extraction. Following methods in
§3.3 risk-aware random walk for subgraph risk quantifica-
tion, given the ERG G and the original subgraph set Gorig,
we apply RRW to quantify subgraph risk and extract safe
subgraphs Gsafe = {gisafe}Ni=1.

(3) Safe input query reconstruction. Given the safe sub-
graph gisafe ∈ Gsafe, we reconstruct a new input query xi

safe,
removing detected high-risk entities and relations while pre-
serving safe ones.

(4) Distill ground-truth answer. Given the safe input
query, we distill the answer yisafe from deepseek-r1, which
is the ground truth for model training.

Above all, we combine the four steps above to get a
safety reasoning answer Yi

safe = (giorig, g
i
safe, x

i
safe, y

i
safe),

and thus get our multi-stage safety reasoning dataset Dsafe =
{(xi

orig,Yi
orig)}Ni=1.

Then, we train our model on the Dsafe by SFT objective:
Lsft(θ) = − 1

N

∑N
i=1 log pθ

(
Yi
safe | xi

orig), where θ denotes
the model parameters, and pθ(·) represents the model’s con-
ditional probability distribution over output tokens.

Bi-Group Relative Policy Optimization. To jointly opti-
mize helpfulness and harmlessness for responses from re-
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constructed safe input queries, we extend vanilla GRPO into
Bi-Group Relative Policy Optimization (Bi-GRPO), com-
bining intra-group rewards and inter-group rewards. Intra-
group rewards compare responses from the same input,
while inter-group rewards compare responses between the
original xorig and the safe input query xsafe.

Specifically, the Bi-GRPO approach consists of 3 steps:
Step 1: Sampling. At each iteration, we first sample M

responses {yjorig}Mj=1 from the original input query xorig.
Then, we sample another M responses {yjsafe}Mj=1 from the
safe input query xsafe.

Step 2: Bi-group relative reward computation. For
each sampled response yj ∈ {yjorig, y

j
safe}, we compute 3

scalar reward components: (1) harmlessness reward Rj
ha:

a score from an existing safety-customized model1, which
was trained to evaluate the safety of a text, measuring harm-
ful, biased, sensitive content. The higher reward means the
higher safety. (2) helpfulness reward Rj

he: a score from an
existing model2 customized in detection of helpful response.
The higher reward means the higher helpfulness. (3) format
reward Rj

fmt: a score adherence to the desired output format
(e.g., structural reasoning steps). The higher score means
the better match with the desired output format. We com-
bine these into one overall reward: R = Rj

ha +Rj
he +Rj

fmt,

Since we get two groups of response candidates {yjorig}Mj=1

and {yjsafe}Mj=1 in the previous sampling step, we calculate
the overall reward R for each of them to get two group re-
wards {Rj

orig}Mj=1 and {Rj
safe}Mj=1, respectively.

We define intra-group rewards the same as the previous
overall rewards {Rj

intra}Mj=1 ∈ {{Rj
orig}Mj=1, {R

j
safe}Mj=1}

We define inter-group rewards as the difference between re-
wards from the original and safe group: {Rj

inter|R
j
inter =

Rj
safe −Rj

orig}Mj=1.
Following vanilla GRPO, we calculate relative rewards

for each response in the intra-group Aj
intra and inter-group

Aj
inter, which is the difference between the absolute reward

Rj
{intra,inter} and the mean reward µ{intra,inter} divided by

standard deviation σ{intra,inter}:

Aj
intra =

Rj
intra − µintra

σintra

, Aj
inter =

Rj
inter − µinter

σinter

. (2)

Rather than one intra-group reward Aj
intra for a response

within one group in vanilla GRPO, we extend an extra inter-
group reward Aj

inter that encourages the model to prefer and
reward higher toward safer and more helpful responses by
comparison across different groups.

Finally, we obtain a bi-group relative rewards {Aj}Mj=1
merged with intra-group rewards and inter-group rewards,
in which each relative reward Aj is a combination of Aj

intra

and Aj
inter as Aj = (Aj

intra +Aj
inter)/2.

1https://huggingface.co/google/shieldgemma-2b
2https://huggingface.co/Ray2333/gpt2-large-helpful-

reward model

Vanilla GRPO performs intra-group comparisons among
responses within the same group from a single query.
In contrast, our Bi-GRPO performs both intra-group and
inter-group comparisons between two response groups from
harmful and safe queries, respectively. The inter-group com-
parisons help the model to distinguish safe and harmful
semantics under harmful and safe queries, thus assigning
higher rewards to safe and helpful responses.

Step 3: Policy update. Based on bi-group relative re-
wards {Aj}Mj=1 for the M responses {yj}Mj=1 of input xi,
we calculate the loss for xi under the current policy πθ:
Li(θ) = − 1

M

∑M
j=1 log π

θ(yjsafe|xi) ·Aj . Li is the per-input
loss only for one input xi and its M responses {yj}Mi=1.

To build the overall training objective JBi−GRPO, we ag-
gregate the loss across all training inputs {xi}Ni=1 by aver-
aging their individual losses Li and adding a punishment of
over-update with KL divergence DKL(π

τ−1
θ ||πτ

θ ) between
the old policy πold

θ at the last iteration and the current policy
πcur
θ :

JBi−GRPO =
1

N

N∑
i=1

Li(θ)− βDKL(π
old
θ ||πcur

θ ). (3)

We can update the policy model πθ by maximizing the ob-
jective during iterative training.

Experiments
Experimental Settings
Models. We use three open-source LLMs, including
Qwen2.5-3B-Instruct, Llama-3.2-3B-Instruct, and Qwen3-
4B.
Datasets. We use STAIR-SFT (Zhang et al. 2025c) and TET
Luong et al. (2024) datasets to evaluate our methods.
Baselines. Our baselines comprise: (1) three commer-
cial closed-source models, including GPT-4o (Hurst
et al. 2024), o1 (Jaech et al. 2024), and o4-mini
(OpenAI 2025); (2) two existing safety methods, in-
cluding STAIR (Zhang et al. 2025c) and DeRTa
(Yuan et al. 2025); (3) three original versions of our
training models, including Qwen2.5-3B-Instruct,
Llama-3.2-3B-Instruct, and Qwen3-4B.
Metrics. Following Luong et al. (2024), we evaluate model
responses on the TET benchmark with two major dimen-
sions: (1) harmlessness, using perspective API (Lees et al.
2022) scores across six distinct risk types: toxicity, severe
toxicity, identity attack, insult, profanity, and threat, where
a lower harmlessness score indicates better safety; and (2)
helpfulness, using the helpfulness detection model as in
Yang et al. (2024), where a higher helpfulness score indi-
cates better helpfulness.

Overall Performance
Tab. 1 presents the harmlessness scores and helpfulness
scores across nine baselines and three models trained with
our WALKSAFE. The overall results show that our mod-
els consistently achieve better performance both on harm-
lessness and helpfulness, demonstrating the effectiveness of
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Model Harmlessness ↓ Helpfulness ↑
Toxicity S-Toxicity Id Attack Insult Profanity Threat Avg.

GPT-4o 17.85 6.33 4.52 10.03 18.33 4.62 10.28 0.00
o1 20.43 6.26 4.02 17.38 17.40 5.38 11.81 -0.45
o4-mini 21.80 7.18 5.58 20.79 18.55 5.89 13.30 -0.50

Qwen3-4B
Vanilla 39.05 17.66 17.01 26.85 36.39 11.41 24.73 0.17
Ours 24.96 11.74 13.97 9.35 26.39 7.34 15.62 1.00

Qwen2.5-3B-Instruct
Vanilla 27.82 12.07 10.04 14.34 25.93 6.84 16.17 0.04
STAIR 14.13 1.16 8.92 5.10 10.68 2.53 7.09 0.10
Ours 12.95 1.94 7.25 5.26 10.93 2.49 6.80 2.58

Llama3.2-3B-Instruct
Vanilla 20.32 3.65 6.72 15.91 14.43 6.30 11.22 -0.12
STAIR 12.43 0.65 8.46 4.71 7.65 2.51 6.07 -0.49
DeRTa 12.63 4.63 4.61 5.66 12.14 3.46 7.19 -0.09
Ours 6.63 0.52 2.25 2.92 5.58 1.61 3.25 1.41

Table 1: Comparison of six types of harmless score and helpful score across 9 baseline models and 3 of our models. A lower
harmlessness score indicates better safety, and a higher helpfulness score indicates better helpfulness. Bolded numbers indicate
best performance. Note that baseline comparisons vary across LLM backbones due to the limited open-sourced models released
by STAIR and DeRTa. Our improvements are significant under the ks-test with p < 0.01.

our methods in improving LLM safety and helpfulness. No-
tably, the average harmlessness improves by more than 71%
on Llama3.2 (vanilla vs. Ours), achieving the best safety
across all baselines, including o1, o4-mini, and other safety
methods. Additionally, rather than other baselines struggling
with low helpfulness under malicious inputs, our models
achieve far higher helpfulness than all baselines, generating
more helpful and safe answers instead of simple helpless re-
fusals. Moreover, WALKSAFE shows consistent improve-
ment across all model sizes and types, which confirms the
generalizability of our approach.

Ablation Study

As shown in Tab. 2, we conduct ablation studies to validate
the effectiveness of each major part in our proposed WALK-
SAFE. W/o ERG (§3.2 entity-relation graph for structural
modeling), indicating the removal of the entity-relation
graph while instructing the model itself to evaluate risk,
causes a substantial increase in average harmlessness and
a decrease in helpfulness. It shows that the structural ERG
is critical to model entities and relations for risk quantifica-
tion. W/o RRW (§3.3 risk-aware random walk for subgraph
risk quantification), replacing our risk-aware random walk
with an empirical threshold to filter risky edges, degrades the
safety and helpfulness (-103.5% and -48.2% respectively at
most on Llama3.2). It confirms the effectiveness of RRW to
quantify the risk of subgraphs considering multiple entities
and relations. W/o Bi-GRPO (§3.4 Bi-GRPO training with
cross-group rewards) applies the vanilla GRPO instead of
our Bi-GRPO during training. It increases the average risk
by 10.0% and decreases the average helpfulness by 68.2%
across 3 models, which validates the effectiveness of Bi-
GRPO in improving LLM safety and helpfulness.
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Figure 2: F1 score of extracted safe entities and relations
by RRW (orange bar) and the models themselves (blue bar).
The y-axis indicates the F1 score, and the x-axis indicates
the model backbones. Higher F1 scores indicate greater abil-
ity to correctly identify harmful (precision) and avoid miss-
ing them (recall).

Analysis Study of RRW
To verify the motivation of our RRW algorithm that can bet-
ter quantify and filter the hidden risk among multiple entities
and relations, we conduct an analysis comparing risk-filtered
entities and relations from (1) RRW, (2) the model itself, and
(3) a human-level model (deepseek-r1) as a reference.

Specifically, based on all extracted entities and relations in
ERG (§3.2 entity-relation graph for structural modeling), we
apply RRW, the model itself, and deepseek-r1 to filter high-
risk relations and retain safe ones. We evaluate the results
from RRW and the model by computing precision and recall
against the deepseek-r1 results as references. Higher preci-
sion and recall indicate the method’s greater ability to cor-
rectly identify harmful (precision) and avoid missing them
(recall). Based on the precision and recall values, we calcu-
late F1 scores for RRW and the model itself.
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Model Backbone Ablation Harmlessness ↓ Helpfulness ↑
Toxicity S-Toxicity Id Attack Insult Profanity Threat Avg.

Qwen2.5-3B-Instruct

full model 12.95 1.94 7.25 5.26 10.93 2.49 6.80 2.58
w/o ERG 24.09 8.64 12.10 11.08 22.93 5.33 14.03 1.40
w/o RRW 19.41 7.27 7.87 10.46 18.28 4.35 11.27 2.10
w/o Bi-GRPO 14.15 2.56 7.60 5.44 12.16 2.80 7.45 1.02

Qwen3-4B

full model 24.96 11.74 13.97 9.35 26.84 7.34 15.63 1.00
w/o ERG 28.94 19.04 19.95 13.31 32.58 9.16 20.45 0.65
w/o RRW 27.21 15.34 16.48 12.56 28.65 9.22 18.24 0.85
w/o Bi-GRPO 26.57 12.57 16.53 12.00 31.96 8.74 18.06 0.31

Llama3.2-3B-Instruct

full model 6.63 0.52 2.25 2.92 5.58 1.61 3.25 1.41
w/o ERG 11.42 2.11 7.52 5.21 11.05 2.91 6.70 0.88
w/o RRW 11.79 3.50 4.96 5.39 10.85 3.20 6.62 0.73
w/o Bi-GRPO 6.97 0.67 2.48 3.00 5.68 1.67 3.41 0.35

Table 2: Ablation study on different components of our method across three model backbones. A lower harmlessness score
indicates better safety, and a higher helpfulness score indicates better helpfulness. Bolded numbers indicate best performance
in the same model group.
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Figure 3: Inter-group ranking accuracy (y-axis) of Bi-GRPO
(green bar) and GRPO (blue bar) across model backbones
(x-axis). Higher accuracy indicates a stronger preference for
harmlessness and helpfulness.

As shown in Fig. 2, blue bars (Self) represent the results
from models themselves, and orange bars (RRW) represent
RRW results. The orange bars’ results across three models
are the same because the RRW is model-independent. The
results show that RRW consistently outperforms the models
on the F1 score across three models, indicating that RRW
can better quantify the risk of entities and relations.

Analysis Study of Bi-GRPO
To verify the motivation of Bi-GRPO, we compare Bi-
GRPO with vanilla GRPO through an inter-group analy-
sis, in which we score responses from the original inputs
and safe input queries (§3.4 Bi-GRPO training with cross-
group rewards) to validate whether Bi-GRPO actually pro-
vides a preference towards more harmless and helpful re-
sponses than GRPO during training.

Specifically, we used two models optimized with GRPO
and Bi-GRPO respectively to generate responses for both
original input xorig and safe input query xsafe, yield-
ing four groups of responses: ygrpoorig , ygrposafe , ybi−grpo

orig , and
ybi−grpo
safe . Following the main experiments, we use the TET

dataset to generate responses. We evaluate each response
by harmlessness-helpfulness score as shh = sha + she,
where sha is the negative average score across six dimen-
sions from the perspective API (same as harmful evaluation
in our main experiments), and she is the helpfulness score
from an open-source helpful reward model (same as help-
ful reward model in Bi-GRPO training). We define an inter-
group ranking accuracy Accinter as the proportion of cases
where the safe response outperforms the original response:
Accinter = 1

N

∑N
i=1 1[shh(ysafe,i) > shh(yorig,i)]. It mea-

sures whether responses to safe input queries are actually
safer and more helpful than the original ones during training
with Bi-GRPO or GRPO.

As shown in Fig. 3, Bi-GRPO (green) consistently outper-
forms GRPO (blue) on Accinter across all model backbones,
demonstrating its effectiveness in generating safer and more
helpful responses.

Conclusion
In this paper, we propose WALKSAFE, a graph-based risk-
aware training framework that enables LLMs to quantify
potential risk among multiple entities and relations and to
generate safe and helpful responses from risk-filtered input
queries. WALKSAFE first (1) constructs an entity-relation
graph from inputs, then (2) performs a risk-aware random
walk on the graph to quantify risks among multiple enti-
ties and relations and reconstructs safe input queries by re-
moving high-risk edges, and finally (3) adopts the Bi-GRPO
that leverages cross-group rewards between responses from
original and safe input queries to enhance harmlessness and
helpfulness during training. Extensive experiments on three
LLM backbones demonstrate that WALKSAFE consistently
outperforms existing baselines.

Acknowledgements
This work is supported by the following foundations:
the National Natural Science Foundation of China un-

32661



der Grant No.62025208 and 62421002, the National Sci-
ence Foundation for Distinguished Young Scholars un-
der Grant No.62325604, No.62125604, the Young Elite
Scientist Sponsorship Program by CAST under Grant
No.YESS20230367, and the National Natural Science
Foundation of China (NSFC) under Grant No.62306330,
No.62376284.

References
Bai, Y.; Kadavath, S.; Askell, A.; et al. 2022. Training
a helpful and harmless assistant with rlhf. arXiv preprint
arXiv:2204.05862.
Dai, J.; Pan, X.; Sun, R.; Ji, J.; Xu, X.; Liu, M.; Wang, Y.;
and Yang, Y. 2023. Safe rlhf: Safe reinforcement learning
from human feedback. arXiv preprint arXiv:2310.12773.
Gu, J.-C.; Xu, H.-X.; Ma, J.-Y.; Lu, P.; Ling, Z.-H.; Chang,
K.-W.; and Peng, N. 2024. Model editing harms general
abilities of large language models: Regularization to the res-
cue. arXiv preprint arXiv:2401.04700.
Guan, M. Y.; Joglekar, M.; Wallace, E.; Jain, S.; Barak, B.;
Helyar, A.; Dias, R.; Vallone, A.; Ren, H.; Wei, J.; et al.
2024. Deliberative alignment: Reasoning enables safer lan-
guage models. arXiv preprint arXiv:2412.16339.
Guo, D.; Yang, D.; Zhang, H.; Song, J.; Zhang, R.; Xu, R.;
Zhu, Q.; Ma, S.; Wang, P.; Bi, X.; et al. 2025. Deepseek-r1:
Incentivizing reasoning capability in llms via reinforcement
learning. arXiv preprint arXiv:2501.12948.
Huang, X.; Liu, J.; Wang, Y.; and Liu, K. 2024. Reasons and
solutions for the decline in model performance after edit-
ing. Advances in Neural Information Processing Systems,
37: 68833–68853.
Hurst, A.; Lerer, A.; Goucher, A. P.; Perelman, A.; Ramesh,
A.; Clark, A.; Ostrow, A.; Welihinda, A.; Hayes, A.; Rad-
ford, A.; et al. 2024. Gpt-4o system card. arXiv preprint
arXiv:2410.21276.
Jaech, A.; Kalai, A.; Lerer, A.; Richardson, A.; El-Kishky,
A.; Low, A.; Helyar, A.; Madry, A.; Beutel, A.; Carney,
A.; et al. 2024. Openai o1 system card. arXiv preprint
arXiv:2412.16720.
Jiang, B.; Jing, Y.; Shen, T.; Wu, T.; Yang, Q.; and Xiong, D.
2024. Automated progressive red teaming. arXiv preprint
arXiv:2407.03876.
Jiang, H.; Zhao, Z.; Fang, J.; Ma, H.; Wang, R.; Deng, Y.;
Wang, X.; and He, X. 2025. Mitigating Safety Fallback in
Editing-based Backdoor Injection on LLMs. arXiv preprint
arXiv:2506.13285.
Lees, A.; Tran, V. Q.; Tay, Y.; Sorensen, J.; Gupta, J.; Met-
zler, D.; and Vasserman, L. 2022. A new generation of
perspective api: Efficient multilingual character-level trans-
formers. In Proceedings of the 28th ACM SIGKDD confer-
ence on knowledge discovery and data mining, 3197–3207.
Li, W.; Yang, W.; Hou, Y.; Liu, L.; Liu, Y.; and Li, X. 2025a.
SARATR-X: Toward Building a Foundation Model for SAR
Target Recognition. IEEE Transactions on Image Process-
ing, 34(1): 869–884.

Li, X.; Li, Z.; Kosuga, Y.; and Bian, V. 2025b. Optimizing
Safe and Aligned Language Generation: A Multi-Objective
GRPO Approach. arXiv preprint arXiv:2503.21819.
Li, X.; Zhou, Z.; Zhu, J.; Yao, J.; Liu, T.; and Han, B.
2024a. DeepInception: Hypnotize Large Language Model
to Be Jailbreaker. arXiv:2311.03191.
Li, Y.; Li, T.; Chen, K.; Zhang, J.; Liu, S.; Wang, W.; Zhang,
T.; and Liu, Y. 2024b. Badedit: Backdooring large language
models by model editing. arXiv preprint arXiv:2403.13355.
Liu, L.; Sun, S.; Zhi, S.; Shi, F.; Liu, Z.; Heikkilä, J.; and Liu,
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