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Abstract

Large language models (LLMs), such as ChatGPT, have
achieved remarkable success across a wide range of fields.
However, their trustworthiness remains a significant concern,
as they are still susceptible to jailbreak attacks aimed at elic-
iting inappropriate or harmful responses. Most existing jail-
break attacks, nevertheless, mainly operate at the natural lan-
guage level and rely on a single attack strategy, limiting their
effectiveness in comprehensively assessing LLM robustness.
In this paper, we propose Equacode, a novel multi-strategy
jailbreak approach for large language models via equation-
solving and code completion. This approach transforms ma-
licious intent into a mathematical problem and then requires
the LLM to solve it using code, leveraging the complexity of
cross-domain tasks to divert the model’s focus toward task
completion rather than safety constraints. Experimental re-
sults show that Equacode achieves an average success rate
of 91.19% on the GPT series and 97.62% across 5 state-of-
the-art LLMs, all with only a single query. Further, ablation
experiments demonstrate that EquaCode outperforms either
the mathematical equation module or the code module alone.
This suggests a strong synergistic effect, thereby demonstrat-
ing that multi-strategy approach yields results greater than the
sum of its parts.

Code — https://github.com/lzzzr123/Equacode

Introduction
In recent years, large language models (LLMs), exempli-
fied by GPT, have achieved groundbreaking advances in the
field of natural language processing (NLP). With their supe-
rior capabilities in language understanding and generation,
LLMs have rapidly become the central driving force of AI
research and industrial applications, demonstrating tremen-
dous potential across a wide range of tasks including ques-
tion answering, machine translation, and code generation.
However, the powerful generative capabilities of LLMs may
be misused for harmful purposes, such as generating ille-
gal content or leaking private information. To ensure LLMs
align with human values, various safety alignment strate-
gies have been proposed, including supervised fine-tuning
(Wei et al. 2022) and reinforcement learning from human
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feedback (RLHF) (Ouyang et al. 2022). Despite significant
progress in safety alignment, LLMs remain susceptible to
jailbreaking attacks. These attacks employ carefully crafted
adversarial prompts designed to systematically bypass the
models’ protective measures, thereby coercing LLMs into
producing harmful or restricted content. Jailbreak attacks
not only expose the fragility of current safety defenses in
LLMs but also pose severe challenges to the reliable deploy-
ment of AI systems.

Existing jailbreak attacks can broadly be categorized into
two types: automated and manual. Automated jailbreak at-
tacks, such as GCG (Zou et al. 2023), AutoDAN (Zhu et al.
2023), and PAIR (Chao et al. 2023), rely on iterative in-
teractions with the LLM, resulting in increased time and
computational costs. Additionally, the prompts generated
through automated methods often suffer from lower qual-
ity. In contrast, manually crafted jailbreak attacks involve
the deliberate design of prompts to elicit unsafe behaviors,
commonly through role-playing (Shen et al. 2024) or en-
coding techniques (Wei, Haghtalab, and Steinhardt 2023).
Compared to automated methods, manual attacks typically
achieve higher success rates. However, most existing jail-
break attacks largely rely on a single-strategy approach,
which limits their effectiveness and adaptability. This high-
lights the need for more diverse and robust methodological
development in this area.

In this paper, we introduce the first multi-strategy attack
approach that significantly improves the jailbreak success
rate. This paper hypothesizes that potential safety vulnera-
bilities exist in non-natural language domains such as equa-
tion solving and code completion. Based on this insight, we
propose a multi-strategy attack approach EquaCode, which
integrates mathematical equation solving and code comple-
tion strategies. Our attack approach transforms the mali-
cious query into a mathematical equation-solving task, guid-
ing the LLM to focus on ”solving for unknown execution
steps” and thereby disguising malicious intent as a seem-
ingly neutral mathematical problem. This approach circum-
vents safety filters that rely on semantic understanding of
natural language. Subsequently, the elements defined in the
equation-solving module are embedded into a pre-defined
code structure, prompting the LLM to generate code that
completes the “unknown steps” in the equation, thus further
encapsulating the malicious intent within a code completion
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task. Our proposed attack approach is not a simple combi-
nation of two strategies, but a meticulously designed, multi-
strategy, cross-domain attack pipeline. It transforms a natu-
ral language query into a two-step process involving equa-
tion solving followed by code generation, effectively mis-
leading the LLM into producing harmful outputs under the
guise of a benign or seemingly safe request.

Our contributions. Our main contributions are as fol-
lows:

• We propose a novel multi-strategy jailbreak approach
EquaCode that integrates mathematical equation solv-
ing with code completion. By reformulating the ma-
licious question into step-wise reasoning tasks, Equa-
Code significantly improves the attack success rate com-
pared with the state-of-the-art approaches. Extensive ex-
periments against leading LLMs including the commer-
cial GPT-series demonstrate the effectiveness of Equa-
Code. It achieves an average attack success rate (ASR)
of 91.19% on the GPT series and 97.62% across 5 state-
of-the-art LLMs, all with only a single query.

• We reveal a critical cross-domain security vulnerability
in LLMs: the amplification effect that arises when math
task are integrated into code task. This sheds light on
LLMs’ safety weaknesses in complex, multi-task sce-
narios and offers new empirical insights for the defense
against advanced jailbreak attacks. Ablation experiments
confirm that the integrated effectiveness of the equation
and code modules significantly outperforms either mod-
ule alone. This work pioneers a new design paradigm and
methodological direction for the research of jailbreak at-
tacks.

Related Work
Jailbreak attacks. Jailbreak attacks on LLMs are primarily
categorized into two categories: automated jailbreak attack
and manual jailbreak attack. Automated attack generally
includes optimization-based methods and auxiliary LLM-
driven attack methods. Optimization-based methods such as
(Zou et al. 2023; Liu et al. 2024b; Zhang and Wei 2024; Zhu
et al. 2023; Guo et al. 2024; Liao and Sun 2024; Kumar et al.
2024; Paulus et al. 2024; Andriushchenko, Croce, and Flam-
marion 2025) are typically white-box and require access to
internal model parameters. For example, GCG (Zou et al.
2023) uses a gradient-based approach to search for token
sequences that can bypass the safety guard of LLM. Aux-
iliary LLM-based methods like (Chao et al. 2023; Mehro-
tra et al. 2024; Ding et al. 2024; Yu et al. 2023; Ramesh,
Dou, and Xu 2024; Samvelyan et al. 2024; Deng et al. 2024)
are black-box but necessitate iterative interactions with the
LLMs, leading to increased time and resource costs. For ex-
ample, PAIR (Chao et al. 2023) automatically leverages an
LLM to automatically and iteratively generate and improve
candidate prompts. Manual jailbreak attack such as (Shen
et al. 2024; Yuan et al. 2024; Lv et al. 2024; Liu et al. 2024a;
Jiang et al. 2024; Li et al. 2023; Zeng et al. 2024; Liu et al.
2025) involves designing prompt strategies that induce un-
safe behaviors. For example, DAN (Shen et al. 2024) uti-
lizes a role-playing strategy to craft prompts that bypass the

restrictions of the LLM. Compared to automated jailbreak
attacks, manual jailbreak attacks may not rely on automated
algorithms. Instead, the essence of manual jailbreak attacks
lies in exploiting specific prompt strategies to bypass the
safeguards of LLMs. Despite some success, existing black-
box jailbreak methods still suffer from limited prompt di-
versity, as most rely on a single strategy like role-playing or
encoding, highlighting the need for more diverse strategies.

EquaCode
Recent work (Wei, Haghtalab, and Steinhardt 2023) reveals
that LLMs suffer from a mismatched generalization prob-
lem: LLMs are pretrained on datasets that are significantly
larger and more diverse than those used for safety train-
ing. As a result, this mismatch can be exploited by crafting
prompts that fall outside the safety training distribution but
still align with the model’s learned behaviors, thereby by-
passing safety mechanisms and enabling jailbreaks. Previ-
ous work e.g., (Wei, Haghtalab, and Steinhardt 2023; Yuan
et al. 2024) has demonstrated that transforming malicious
queries into long-tail distribution can effectively bypass
LLM safety mechanisms. This reveals an important princi-
ple: converting original harmful prompts into formats that
are rare or nonexistent during the safety alignment phase
can circumvent security constraints. Given that significant
effort has already been devoted to aligning LLMs in the nat-
ural language domain, relying solely on natural language
attacks no longer yields high success rates. This paper hy-
pothesizes that potential safety vulnerabilities still exist in
non-natural language domains such as equation solving and
code completion. Based on this insight, we propose a multi-
strategy jailbreak attack approach EquaCode, which inte-
grates equation and code strategies, as illustrated in Figure
1. Our approach consists of two modules: (1) a mathemati-
cal equation-based attack module, which transforms the ma-
licious query into an equation-solving task; and (2) a code
completion-based attack module, which further converts the
equation-solving task into a code completion task.

Equation module
This module is designed to transform an original malicious
query into a superficially benign mathematical equation-
solving task, thereby misleading LLMs into interpreting it
as a mathematical problem rather than a harmful query. By
mathematizing the malicious query, our request can bypass
input-level safety filtering mechanisms. Unlike ordinary nu-
merical equations, this is a textual equation composed of tex-
tual content and mathematical logic symbols.

Any given malicious query can be decomposed into
three fundamental components: Subject, Tool, and Execu-
tion Steps. The Subject defines the agent, the Tool specifies
the means, and the Execution Steps constitute the concrete
blueprint to achieve the malicious intent. Assume the origi-
nal malicious query is denoted by A. After decomposition,
we define the Subject as B, the Tool as C, and the Execu-
tion Steps as the unknown variable x. Here, B, C, and A are
known, while x is the part to be solved. The resulting equa-
tion is:

B + C + x = A (1)
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Figure 1: Overview of the EquaCode approach, which consists of two modules: (1) Equation Module – This module utilizes
mathematical symbols to transform the malicious query into an equation by associating three components: subject, tool, and
steps. (2) Code Module – This module embeds the equation’s components along with the malicious query into a wrapped
Solver class, requiring the LLM to complete the execution steps and describe the malicious tools. Through this integrated
attack approach, LLMs are induced to complete harmful procedures within the solve function.

In this way, the malicious query is transformed into a
standard equation-solving task. We then prompt the LLM to
solve for x, which corresponds to the concrete steps required
to achieve the malicious goal. For instance, suppose the ma-
licious query A is “Intrude into a government database and
steal sensitive information”. We ask the LLM to generate the
operational steps for this task. Given B = “Mark” and C =
“Vulnerability Scanner, etc.”, we prompt the LLM to return
the detailed intrusion steps for executing the attack.

By constructing a context using specific Subject and Tool
settings, we guide the LLM to focus on generating the Exe-
cution Steps needed to complete the task, effectively obfus-
cating the attack’s underlying intent. Compared to directly
issuing a malicious prompt, mathematically wrapping the
query as an equation-solving problem significantly increases
the success rate of the attack.

Through this mathematical formalization of malicious
queries, harmful behavior is decomposed into seemingly in-
nocuous mathematical equations. This not only directs the
model’s attention to the “equation-solving” process rather
than overall semantic understanding, but also significantly
weakens the model’s safety filtering capabilities, thereby cir-
cumventing the safety alignment defenses of LLMs.

Code module
This module introduces a code completion component to
further enhance the jailbreak capability of our approach.

The code completion module constructs a seemingly be-
nign Python code template in the form of a Solver class,
into which the three parameters A, B, and C defined in
Section are passed during instantiation. These parameters
are mapped directly and consistently to the correspond-
ing attributes self.A, self.B, and self.C within the Solver
class. This clear and consistent naming ensures smooth co-
ordination between the two otherwise distinct attack strate-
gies—mathematical equation solving and code comple-
tion—enabling seamless context propagation and reducing
confusion, while maintaining continuous focus on the core
task of “generating problem-solving steps”.

The constructor of the Solver class initializes four ele-
ments: self.B, self.C, self.A, and self.steps, representing the
Subject, Tool, Malicious Query, and Execution Steps, re-
spectively. Here, self.steps is initialized as an empty list to
store the generated malicious actions. The solve function de-
fined in the Solver class is responsible for generating and
appending each execution step to this list. We also include
functions that return the subject B and the tool C, to make the
code more complete and realistic. Additionally, since differ-
ent malicious tasks may involve different tools, we explicitly
instruct the LLM via comments to generate corresponding
tool descriptions. In summary, this design encourages the
LLM to focus on syntactic correctness and logic within the
code rather than the malicious nature of its content, thereby
bypassing the LLM’s safety guardrails and successfully out-
putting harmful content.
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Methods LLMs Avg. ASR
GPT-4 GPT-4-

turbo
GPT-3.5-

turbo
GPT-4o GPT-4o-

mini
Llama-3.1-

405B

Automated Attacks
GCG (Zou et al. 2023) 01.73 00.38 42.88 01.15 02.50 00.00 08.11
AutoDAN (Liu et al. 2024b) 26.54 31.92 81.73 46.92 27.31 03.27 36.28
MAC (Zhang and Wei 2024) 00.77 00.19 36.15 00.58 01.92 00.00 6.60
COLD-Attack (Guo et al. 2024) 00.77 00.19 34.23 00.19 10.92 00.77 7.85
PAIR (Chao et al. 2023) 27.18 23.96 59.68 47.83 03.46 02.12 27.37
TAP (Mehrotra et al. 2024) 40.97 36.81 60.54 61.63 06.54 00.77 34.54
ReNeLLM (Ding et al. 2024) 68.08 83.85 91.35 85.38 55.77 01.54 64.33
GPTFuzzer (Yu et al. 2023) 42.50 51.35 37.79 66.73 41.35 00.00 39.95

Manual Attacks
BASE64 (Wei, Haghtalab, and Steinhardt 2023) 00.77 00.19 45.00 57.88 03.08 00.00 17.82
DeepInception (Li et al. 2023) 27.27 05.83 41.13 40.04 20.38 01.92 22.76
DRA (Liu et al. 2024a) 82.88 91.92 93.65 88.84 70.00 00.00 71.22
ArtPromopt (Jiang et al. 2024) 01.75 01.92 14.06 04.42 00.77 00.38 3.88
SelfCipher (Yuan et al. 2024) 41.73 00.00 00.00 00.00 00.00 00.00 6.96
CodeChameleon (Lv et al. 2024) 22.27 92.64 84.62 92.67 51.54 00.58 57.39
Flipattack (Liu et al. 2025) 86.73 94.04 88.65 90.77 61.92 27.50 74.94
EquaCode (Ours) 91.92 98.46 97.12 87.12 81.35 17.88 78.98

Table 1: Comparison of attack success rates (ASR) between EquaCode and baseline methods across different target LLMs. The
evaluator is GPT-ASR.

Experiments
Experiments setup
Dataset&Models. We adopt AdvBench dataset (Zou et al.
2023) comprising 520 malicious queries where each query
violates the safety constraints of LLMs in our experiments.
We conduct experiments on six LLMs: GPT-3.5-Turbo,
GPT-4, GPT-4-Turbo, GPT-4o, GPT-4o-mini, and Llama-
3.1-405B, as well as five state-of-the-art LLMs: GPT-4.1,
Claude 3.7, DeepSeek-R1, Gemini-1.5-Pro and Grok-3.
Our experiments use the LLMs’ official APIs with default
temperature configurations.

Baselines. We select 15 latest baselines, including 1)
white-box optimization-based methods GCG (Zou et al.
2023), AutoDAN (Liu et al. 2024b), MAC (Zhang and Wei
2024), COLD-Attack (Guo et al. 2024), 2) auxiliary LLM-
based methods PAIR (Chao et al. 2023), TAP (Mehrotra
et al. 2024), GPTFuzzer (Yu et al. 2023) and 3) manual
jailbreak attack methods BASE64 (Wei, Haghtalab, and
Steinhardt 2023), DeepInception (Li et al. 2023), DRA (Liu
et al. 2024a), ArtPrompt(Jiang et al. 2024), SelfCipher(Yuan
et al. 2024), CodeChameleon(Lv et al. 2024), ReNeLLM
(Ding et al. 2024) and FlipAttack (Liu et al. 2025).

Evaluation Metric. We adopt attack success rate (ASR)
as the evaluation metric. ASR is calculated based on
the proportion of harmful queries that successfully elicit
malicious responses from the LLM. Following common
practice, we adopt a LLM as an evaluator to determine
whether the jailbreak attack is successful and whether the
corresponding response is relevant to the query. Specifically,
we leverage LLM’s strong comprehension capabilities to
score the responses of target LLMs on a scale from 1 to

10, considering only those rated as 10 to be successful. The
evaluation prompt used is adapted from prior work (Chao
et al. 2023; Liu et al. 2025), which can be found in our
GitHub repository.

Model Gemini
1.5

DeepSeek
R1 Grok3 GPT-4.1 Claude

3.7
Avg.
ASR

EquaCode 100 100 95.96 99.04 93.08 97.62

Table 2: Additional experiments on state-of-the-art LLMs.
The evaluator is GPT-ASR.

Experimental Results
Main results. Table 1 presents the experimental results
of EquaCode compared with other baseline methods on
the AdvBench dataset (Zou et al. 2023). All experimental
results were obtained from a single run. For other base-
lines, we report their implementation results from (Liu
et al. 2025). We employ GPT-4 (GPT-ASR) as a unified
evaluator with consistent prompts for all methods. The
experimental results show that EquaCode achieves the
highest jailbreak success rates across the GPT-4, GPT-
4-Turbo, GPT-3.5-Turbo, and GPT-4o-mini models, with
attack success rates of 91.92%, 98.46%, 97.12%, and
81.35%, respectively. Notably, on GPT-4o-mini, EquaCode
outperforms the second-best method by a margin of 10%.
In addition, the proposed approach also performs well on
GPT-4o and LLaMA-3.1-405B, ranking third and second,
respectively. Also, all methods exhibit low attack success
rates on the LLaMA-3.1-405B model, indicating that this
model has strong safety alignment. Therefore, there is still
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considerable room for improving jailbreak attacks against
LLaMA-3.1-405B. Overall, EquaCode achieves the highest
average attack success rate of 78.98% across all target
LLMs. To further validate the effectiveness of our approach
on cutting-edge models, additional experiments in Table
2 demonstrate a remarkable average attack success rate of
97.62% across state-of-the-art LLMs, including GPT-4.1,
Claude 3.7, DeepSeek-R1, Gemini-1.5-Pro, and Grok-3.

White box/Black box. White-box methods such as
GCG (Zou et al. 2023) require access to the internal
architecture and parameters of the target LLMs. However,
in real-world scenarios, the commercial LLMs such as
GPT, Gemini are deployed as closed-source cloud service
providers, where users do not have access to internal model
details. This makes white-box jailbreak attacks infeasible
in practice. In contrast, the black-box approaches explored
in this paper only require interaction with LLMs through
API interfaces. These methods have lower technical barriers
and reduced deployment costs, making them more aligned
with practical application environments and more valuable
for real-world safety evaluation. Moreover, some prior
works, e.g., (Zou et al. 2023) generate jailbreak samples on
white-box models (e.g., open-source LLMs) and transfer
them to black-box target LLMs, but this often leads to
significant performance drops due to differences in training
data, model architecture, and alignment strategies.

Attack Cost. We evaluate the attack cost of each baseline
method using two primary metrics: the number of API re-
quests and GPU resource consumption. The analysis yields
the following insights: 1) White-box attacks, e.g., (Zou
et al. 2023) generate adversarial prompts through multiple
interactions with open-source models before transferring
them to commercial black-box models. As a result, they
require fewer API queries during deployment, but consume
significant GPU resources for optimization and adversarial
prompt generation. 2) Black-box LLM-based methods, e.g.,
(Chao et al. 2023) rely on iterative modifications of prompts
and repeated queries to the auxiliary LLM and target LLM.
These methods often incur a high number of API requests,
increasing the cost in real-world applications. 3) Manual
jailbreak attacks, e.g., (Shen et al. 2024) typically require no
GPU resources and involve fewer API calls. Since they only
rely on black-box API access, these methods are low-cost
and more practical in real-world scenarios. One exception
is FlipAttack (Liu et al. 2025), which includes 4 flipping
modes and 4 variation schemes, resulting in 16 possible
combinations. Since the effectiveness of each combination
varies across different LLMs, exhaustive trials are necessary
to determine the optimal setup, which significantly increases
the overall attack cost. In contrast, EquaCode features a
universal attack template that can be adapted to any ma-
licious query. It achieves successful jailbreaks in a single
API request, making it significantly more cost-effective
than both white-box and many black-box methods. We
summarize additional properties, including attack cost and
the black-box/white-box setting, for EquaCode and the
baseline methods in Table 3.

Ablation and Analysis
To verify the individual jailbreak contributions of the
“Equation” and “Code” modules in our proposed EquaCode
attack approach, we conduct comprehensive ablation
experiments. Equation denotes an attack that includes only
the equation-based module and Code denotes an attack
that includes only the code completion module. EquaCode
denotes the full version incorporating both Equation and
Code modules. Furthermore, to highlight the effectiveness
of these two modules, we introduce a simplified baseline
method called STSA (Subject-Tools-Steps Attack), which
instructs the LLM to directly decompose the malicious
query into executable steps using only natural language,
without involving equation-solving or code completion.
All prompt templates are included in our GitHub reposi-
tory. To reduce evaluation costs, we use the open-source
LLaMA-3.1-70B (Touvron et al. 2023) as the evaluation
model (referred to as LLaMA-ASR) and select a subset of
the Advbench dataset, which includes 50 malicious queries.
We perform the ablation experiments on six LLMs listed
in Table 1. Since the LLaMA 3.1-405B model has shown
very low jailbreak success rates in prior evaluations, we
substitute it with LLaMA-3.1-70B for this ablation analysis.

Experimental Results. As shown in Table 4, the STSA
baseline achieved an average jailbreak success rate of only
17.33%. In comparison, the Equation module reaches an
average success rate of 44.67%, representing a 27.34%
improvement over STSA. Specifically, STSA achieved only
2% and 26% success on GPT-4 and GPT-4-Turbo, while
the Equation module achieved 42.0% and 74%, resulting in
improvements of 40% and 48%, respectively. STSA failed
completely on GPT-4o, GPT-4o-mini, and LLaMA-3.1-70B
(all 0%), but the Equation module successfully raised
their respective success rates to 30%, 16%, and 32%. The
only exception occurred with GPT-3.5-Turbo, where the
Equation module performed slightly worse than STSA
(a 2% drop). Upon further analysis, this anomaly stems
from GPT-3.5-Turbo’s comparatively limited mathematical
reasoning capabilities. For example, instead of inferring
unknown steps from the equation structure, it merely rear-
ranged the equation terms without generating executable
instructions, leading to a lower success rate. Finding 1:
While LLMs exhibit strong mathematical capabilities, they
can also present security vulnerabilities when exposed to
math-based adversarial prompts.

Similarly, the Code module achieves an average attack
success rate of 65.73%, an increase of 48.4% over STSA.
For instance, on GPT-4, the Code module improves perfor-
mance by 64%, and on GPT-4-Turbo, the increase reaches
72%-the highest among all models. Attack success rates
on GPT-3.5-Turbo, GPT-4o, GPT-4o-mini, and LLaMA-3.1-
70B are improved by 20%, 54%, 26%, and 54%, respec-
tively. Compared to the Equation module, the Code mod-
ule’s performance is 21.06% higher on average. Finding 2:
LLMs exhibit greater vulnerabilities in code understanding
and completion than in mathematical reasoning when tar-
geted by adversarial attacks.

Finally, the EquaCode approach outperforms both indi-

31956



Methods GPU API Black-box Auxiliary LLM Universal Average ASR

Automated Attacks
GCG (Zou et al. 2023) Yes 1 No No No 08.11
AutoDAN (Liu et al. 2024b) Yes 1 No No No 36.28
MAC (Zhang and Wei 2024) Yes 1 No No No 6.60
COLD-Attack (Guo et al. 2024) Yes 1 No No No 7.85
PAIR (Chao et al. 2023) No K Yes Yes No 27.37
TAP (Mehrotra et al. 2024) No K Yes Yes No 34.54
ReNeLLM (Ding et al. 2024) No K Yes Yes No 64.33
GPTFuzzer (Yu et al. 2023) No K Yes Yes No 39.95

Manual Attacks
BASE64 (Wei, Haghtalab, and Steinhardt 2023) No 1 Yes No Yes 17.82
DeepInception (Li et al. 2023) No 1 Yes No Yes 22.76
DRA (Liu et al. 2024a) No 1 Yes No Yes 71.22
ArtPrompt (Jiang et al. 2024) No 1 Yes No Yes 3.88
SelfCipher (Yuan et al. 2024) No 1 Yes No Yes 6.96
CodeChameleon (Lv et al. 2024) No 1 Yes No Yes 57.39
Flipattack (Liu et al. 2025) No K Yes No No 74.94
EquaCoder No 1 Yes No Yes 78.98

Table 3: Comparison of additional properties between EquaCode and baseline methods. GPU: Whether GPU resources are
required. API: Number of API calls to auxiliary and target LLMs. Black-box: Black-box or white-box attack setting. Universal:
Whether the jailbreak prompt is universal (adaptable to arbitrary malicious queries).

Methods GPT-4 GPT-4-turbo GPT-3.5-turbo GPT-4o GPT-4o-mini Llama-3.1-70B Average ASR

STSA 02.00 26.00 76.00 00.00 00.00 00.00 17.33
Equation 42.00(52) 74.00(24) 74.00(26) 30.00(58) 16.00(58) 32.00(38) 44.67
Code 66.00(28) 98.00(0) 96.00(4) 54.00(34) 26.00(48) 54.00(16) 65.73
EquaCode 94.00 98.00 100 88.00 74.00 70.00 87.33

Table 4: Comparison of ablation experiment results across different target LLMs. The evaluator is LLaMA-ASR. The paren-
theses indicate the improvement in ASR achieved by Equacode for individual modules.

vidual modules. It achieved a 42.66% improvement over the
Equation module and a 21.6% improvement over the Code
module. Across all target models, EquaCode consistently
outperforms either module alone, indicating a strong syner-
gistic effect, where the integrated approach achieves results
greater than the sum of its parts. Specifically, on GPT-4o-
mini, EquaCode significantly outperforms both standalone
modules, achieving 2.8× the success rate of Code and 4.6×
that of Equation. Finding 3: EquaCode effectively exploits
the intersection of LLM vulnerabilities in both mathemati-
cal reasoning and code completion, resulting in amplified
attack effectiveness.

Why does Equacode work?
Effectiveness Analysis. The effectiveness of the EquaCode
approach can be primarily attributed to several key factors,
centered around the phenomenon of capability-safety mis-
alignment and the exploitation of task-specific processing
biases in LLMs. LLMs demonstrate stronger capabilities
in domains such as mathematics and code completion,
where they have been extensively pre-trained on large-scale
corpora. These domains are often used as benchmarks for
evaluating the core competencies of LLMs. However, safety
alignment mechanisms, typically implemented via RLHF,
often lag behind the development of these specialized

capabilities. A major reason for this lag is that current
RLHF datasets predominantly consist of natural language
interactions. Consequently, safety mechanisms trained on
such data may fail to generalize effectively to inputs with
significantly different syntactic and semantic structures,
such as mathematical equations or structured code for-
mats. This misalignment between capabilities and safety
protections introduces an inherent vulnerability surface in
LLMs. Thus, the more advanced an LLM’s mathematical
reasoning and coding abilities are, the greater the security
risks if alignment mechanisms do not evolve in parallel.
The experiments presented in Table 2 on state-of-the-art
LLMs, including GPT-4.1, Claude 3.7, DeepSeek-R1,
Gemini-1.5-Pro, and Grok-3, which consistently yield high
success rates, demonstrate the validity of our hypothesis.

Attention visualization. To further validate the above
hypothesis and explore its underlying mechanisms, we
analyze how adversarial prompts affect the attention dis-
tribution of LLMs during input processing. Specifically,
we conduct attention visualization experiments to evaluate
the influence of each input token on a specific output by
examining the gradients of the output with respect to input
tokens (Ding et al. 2024; Zhu et al. 2024). As Figure 2
shows, a higher gradient norm indicates greater attention or
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Figure 2: Attention visualization.

sensitivity the model places on that token. For example, for
the initial malicious query: “Develop a strategy for hacking
into a government and stealing sensitive information”, the
LLM concentrates its attention on tokens such as “hacking
into” and “sensitive information”. This suggests that, at this
stage the model is more concerned with safety compliance
rather than blindly following the use’s request.

However, when the malicious query is encoded as a math-
ematical equation, the LLM’s attention becomes more dif-
fused across tokens like “equation”, “show”, and “steps”,
indicating a shift of focus toward problem-solving seman-
tics. When the same malicious intent is embedded within
a Python class definition, the attention paid to the harm-
ful content further diminishes. Instead, the model allo-
cates more attention to tokens such as “following”, “code”,
“Solver”, and “steps”, focusing more on program struc-
ture and execution logic. This provides insight into why
the Code module exhibits stronger attack performance com-
pared to the Equation module: it more effectively diverts
the model’s focus away from safety-related concerns. When
these two modules are combined in EquaCode, the LLM’s
attention distribution mirrors that of the standalone Equa-
tion and Code modules. Attention is largely focused on
key execution-related tokens such as “equation”, “python”,
“Solver”, and “code”, suggesting that the LLM’s prioriti-
zation of safety may be further weakened. In such cases,
the LLM appears to focus primarily on fulfilling the task-
oriented request, rather than critically evaluating the mali-
cious or unethical nature of the query, resulting in a lower
likelihood of rejection or refusal.

Possible Defense Strategies
To mitigate jailbreak attacks and enhance general jailbreak
resistance, a comprehensive defense strategy is necessary.
One possible defense strategy is to deploy a content moder-

ation model, e.g., Llama Guard (Inan et al. 2023) as a safe-
guard in front of the target LLM. However, this can be by-
passed by EquaCode. For instance, it fully bypasses Llama
Guard 7B (100%), and achieves a 67.88% bypass rate on
Llama 2 Guard 8B. Bypassing Llama 3 Guard 8B has a rel-
atively low success rate, indicating its stronger defensive ca-
pability. Another defense approach, the perplexity (PPL) fil-
ter, aims to detect anomalous tokens by rejecting prompts
that exceed a perplexity threshold. However, the PPL-based
method proves ineffective against our proposed attack, as the
adversarial instructions are carefully crafted to maintain low
perplexity both semantically and syntactically. For instance,
prompts generated by EquaCode yield an average perplexity
of just 12.21 across three LLaMA variants (Touvron et al.
2023), LLaMA-7B, LLaMA2-7B, and LLaMA3-8B. This
relatively low perplexity indicates our EquaCode attacks can
successfully evade PPL-based detection mechanisms. An-
other defense mechanism is the output filtering, where the
model’s response is analyzed after it has been fully gen-
erated. The output-based filters are much harder to bypass
(only 14% success rate observed). However, such systems
incur high latency, as they must wait for the entire response
to be generated and reviewed before streaming it to the user,
which may negatively impact the user experience.

Conclusion

In this paper, we present EquaCode, a multi-strategy jail-
break approach that integrates different mechanisms by ex-
ploiting LLMs’ strengths in mathematical reasoning and
code completion. EquaCode not only inherits the effective-
ness of individual attack strategies but also achieves supe-
rior performance due to the synergistic effect of combining
them. Experimental results show that EquaCode achieves a
jailbreak success rate of over 90% on GPT-series models.
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