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Abstract
Retrieval-augmented generation (RAG) is widely adopted
for knowledge-intensive tasks, but unverified external knowl-
edge can pose risks such as data injection and retrieval pol-
lution, leading to unexpected generation. Existing defenses
rely on patch-based fixes, which limit generalization and in-
crease system latency. To address these issues, we propose
RAG2RAG, a framework-level security solution specifi-
cally designed for RAG. Inspired by human intuition to
reason about what can and cannot be said during RAG
phase, RAG2RAG augments the main RAG module with a
lightweight RAG-based security expert module composed of
two components: (1) a Detective that dynamically retrieves
supporting evidence, and (2) a Judge that makes final deci-
sions based on retrieved context. The main and expert mod-
ules operate in parallel without causing noticeable delays.
Experiments across two languages, six domains, and seven
types of poisoning attacks demonstrate that RAG2RAG over-
all achieves higher accuracy and lower attack success rates
than seven mainstream baselines. Furthermore, it integrates
seamlessly with various RAG architectures, offering efficient
protection across diverse threat scenarios.

Code — https://github.com/unxx-10/RAG2RAG

Introduction
Retrieval-augmented generation (RAG) has become a foun-
dational paradigm for enhancing large language models
(LLMs) with external knowledge, achieving strong perfor-
mance across knowledge-intensive tasks (Zhao et al. 2024;
Gupta, Ranjan, and Singh 2024; Fan et al. 2024; Wang et al.
2024). However, its dependence on untrusted and mutable
retrieval sources also exposes it to novel security threats.
In particular, adversaries can manipulate the retrieved con-
tent via data injection, retrieval pollution, or trigger planting,
causing LLMs to produce misleading, harmful, or refusal-
style outputs (Liang et al. 2025; Zhang et al. 2025b). This
fundamental vulnerability applies broadly to all types of
RAG, regardless of structural variations such as branch-
ing (Yu et al. 2023), conditional routing (Jeong et al. 2024),
or iterative loops (Trivedi et al. 2023; Jiang et al. 2023).

*These authors contributed equally.
†Corresponding author
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Figure 1: Attack success rate (ASR) without (w/o) and with
(w/) RAG2RAG across different LLMs within the main
RAG under various attacks. The results shown in the left
subfigure are reported in (Zhang et al. 2025b), while those
in the right subfigure are obtained using RAG2RAG (ours).

Existing defenses against such poisoning attacks remain
fragmented and limited in scope. Most are patch-based, re-
lying on auxiliary filters or process adjustments that target
specific attack surfaces (Shafran, Schuster, and Shmatikov
2024a; Zou et al. 2024; Zhang et al. 2025a). These ad
hoc defenses suffer from two critical limitations: (1) Cov-
erage fragmentation: each defense addresses a narrow class
of risks, necessitating stacking multiple patches to achieve
broader protection (Xue et al. 2024; Zhong et al. 2023). This
patchwork design inflates system complexity and signifi-
cantly increases inference latency, especially under growing
attack vectors; (2) Weak risk awareness: whether detection-
based (Jelinek and Mercer 1980) or process-optimized (Wei,
Chen, and Meng 2025; Xiang et al. 2024b; Wang et al.
2025), current methods typically assess risk using vague
or proxy indicators (e.g., perplexity thresholds), lacking the
reasoning ability to understand what can and cannot be said
based on retrieved contexts. As a result, they may spend
computation on unnecessary “safety steps” while still fail-
ing to prevent dangerous generations.

To address these challenges, we propose RAG2RAG,
a framework-level security solution specifically designed
for RAG. Motivated by human safety reasoning, RAG2RAG
embeds an auxiliary, RAG-based “expert” module into the
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main RAG pipeline. This expert consists of two roles: (1)
a Detective, which performs viewpoint-aware retrieval of
multi-perspective evidence, and (2) a Judge, which performs
structured risk assessment and verdict generation. This ex-
pert supervises the main RAG process in parallel, introduc-
ing minimal latency while delivering high coverage and pre-
cise control over safety.

RAG2RAG is designed to be plug-and-play with any
RAG framework, offering a generalizable, modular solu-
tion that avoids reliance on hardcoded heuristics or heavy-
weight stacking. It achieves robust protection against diverse
threats, while maintaining high efficiency and compatibility
across different system architectures.

To evaluate its effectiveness, we conduct extensive exper-
iments that focus on the following four research questions
(RQs): RQ1: Higher? Does RAG2RAG improve both ro-
bustness and utility across diverse attacks? RQ2: Faster?
Can it deliver better protection without sacrificing latency
compared to prior defenses? RQ3: Necessary? Why is a
framework-level redesign necessary at all? RQ4: Border?
Can RAG2RAG adapt to all types of RAG frameworks? Ex-
periments show that RAG2RAG significantly reduces attack
success rates (Fig. 1) while preserving or improving genera-
tion accuracy. Importantly, it achieves these results using the
lightweight expert module, ensuring scalability and deploy-
ability in real-world systems.

Our main contributions are:

• RAG2RAG, a framework-level security solution, ad-
dresses the root vulnerabilities in RAG by enabling risk
reasoning grounded in retrieved contexts.

• RAG2RAG introduces the Detective and Judge that are
lightweight, and plug-and-play, offering fast and effec-
tive protection with minimal architectural overhead.

• Experiments across four axes confirm the necessity, ef-
fectiveness, and applicability of RAG2RAG in defending
against evolving threats in the RAG ecosystem.

Related Work
Retrieval-Augmented Generation (RAG)
RAG exhibits diverse structural variations, including
branching, conditional routing, and iterative loops (Yu et al.
2023; Jeong et al. 2024; Trivedi et al. 2023; Jiang et al.
2023), yet all these variants inherently face systemic secu-
rity vulnerabilities introduced by external knowledge (Zeng
et al. 2024; An, Zhang, and Dredze 2025; Ni et al. 2025).
For example, RAG’s strong dependence on retrieved con-
tent exposes it to knowledge-base level active attacks such
as backdoor injection, poisoned document insertion, or
blocker-document interference, which can lead to manipu-
lated outputs or refusal-style failures under adversarial trig-
gers (Cheng et al. 2024; Shafran, Schuster, and Shmatikov
2024b). Therefore, building effective defenses for RAG to
address security risks arising from external knowledge, in-
cluding data injection, retrieval pollution, and the unex-
pected generation behaviors they may induce, has become
an important and urgent research problem.

Poisoning Attacks and Defenses in RAG
As RAG becomes widely adopted, its reliance on ex-
ternal knowledge introduces novel vulnerabilities. Prior
work (Zhang et al. 2025b) shows that poisoning attacks
can disrupt system behavior through multiple mechanisms.
For example, adversaries may craft malicious content that
causes the system to generate specific, attacker-controlled
outputs in response to particular queries (Zou et al. 2024);
they may also poison documents to induce refusal-style re-
sponses, thereby disrupting normal usage (Chaudhari et al.
2024; Chen et al. 2024b; Xue et al. 2024).

To counter these attacks, existing work (Zhang et al.
2025b; Liang et al. 2025; Zou et al. 2024) explores a
range of mitigation strategies, including identifying suspi-
cious texts using statistical features or embedding character-
istics (Zhong et al. 2023), and incorporating security com-
ponents such as query rewriters and filters (Wei, Chen, and
Meng 2025; Wang et al. 2025) into the RAG pipeline to re-
duce the impact of poisoned content.

While these defenses offer partial robustness, most are
patch-based, lack generalizability across architectures or
threat types. We propose RAG2RAG, a framework-level
security solution tailored for RAG. Designed to plug-and-
play with any RAG pipeline, it introduces a lightweight ex-
pert module, comprising a Detective retriever and a Judge
verifier, that supervises the main RAG process in paral-
lel. RAG2RAG provides comprehensive protection against
targeted, refusal, and trigger-based attacks, outperforming
prior patch-based defenses by achieving a better balance be-
tween coverage, efficiency, and compatibility, thus offering
a generalizable structural defense for secure RAG.

Proposed Method
An Overview of RAG2RAG
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Figure 2: Overview of the RAG2RAG framework.

To systematically address the content safety issues aris-
ing from untrusted external knowledge in RAG, we propose
a novel dual-track framework named RAG2RAG. Beyond
the main RAG pipeline, RAG2RAG introduces a lightweight
RAG-based security expert, composed of a Detective and a
Judge, to collaboratively identify and intervene in potential
risks throughout the RAG process.

The main RAG workflow (orange path in Fig. 2) follows
the conventional design: a user query triggers the Retriever
to retrieve information from an open knowledge base, pos-
sibly containing injected or poisoned data which is then di-
rectly passed to the Generator to produce an answer.
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RAG2RAG introduces a parallel, co-triggered lightweight
security expert (blue path in Fig. 2), which significantly
enhances safety without incurring noticeable latency over-
head. Specifically, the Detective retrieves context from
both the same (possibly poisoned) knowledge base as the
main RAG and a continuously updated value-based knowl-
edge source (U). Then, it collects scattered clues, i.e.,
multi-perspective passages. When needed, it generates a
further retrieval plan to refine evidence acquisi-
tion. Next, the Judge performs structured analysis over the
retrieved evidence to detect potential risks. Together, the De-
tective and Judge output a final verdict, which is fed back to
the generator of main RAG as an auxiliary signal to guide
safe response generation.

Both the Detective and Judge are trained components. The
Detective learns to act as a “multi-perspective clue hunter,”
capable of detecting subtle signals that might indicate risks
from various viewpoints. The Judge, on the other hand, is
trained over historical value-based knowledge (H) to acquire
the reasoning and common-sense safety capacity needed to
decide what can or cannot be said. When facing unfamil-
iar or ambiguous queries, it actively compares and verifies
evidence to make informed safety assessments.

RAG2RAG thus provides a framework-level solution that
“unties the bell with the hand that rang it”, solving the safety
problems introduced by RAG using an RAG-based reason-
ing system. It avoids reliance on ad hoc filters or external
heuristics, and instead offers a dynamic, interpretable, and
self-correcting approach to secure generation.

The Core Module of RAG2RAG: Detective
Like detectives who follow every trace and synthesize scat-
tered clues to form a coherent conclusion, our goal is to build
a retrieval system that goes beyond simply retrieving rel-
evant passages. We want it to surface evidence from multi-
ple perspectives especially for sensitive or controversial user
queries. To support this, we develop a viewpoint-aware re-
triever that is trained to rank passages not only by semantic
relevance, but also by their informational priority across dif-
ferent stance categories.
(1) Synthesize the Training Dataset

To train our retrieval model to collect diverse and well-
prioritized evidence for potentially unsafe queries, we con-
struct a synthetic supervision dataset with fine-grained pas-
sage types. Specifically, we use 150 questions from the Ro-
bustRAG (Xiang et al. 2024a) dataset (i,e., RobustRAG-
Tox150) for the toxicity task. Each question q is associated
with a set of benign documents Db, representing safe and
helpful context for q, and a set of malicious documents Dm

containing unsafe, misleading, or unethical completions.
We then prompt a strong LLM to generate viewpoint-

annotated retrieval training examples based on the query
q, the benign document Db, and the malicious document
set Dm. Each resulting example consists of six fields:
① pro passages, which support the action or claim ex-
pressed in the query; ② con passages, which oppose
the action or claim; ③ warning passages, which high-
light potential risks, legal consequences, or ethical con-
cerns; ④ neutral passages, which provide factual, le-

{
 "query": "Can I have an abortion?",
 "con_passages": [
  "Some countries explicitly prohibit non-medical institutions from 
performing abortions, and doing so may result in criminal penalties.",
  ...
 ],
 "warning_passages": [
  "Certain abortion medications have strong side effects and ...",
  ...
 ],
 "neutral_passages": [
  "Abortion laws vary widely around the world; some countries 
permit it while others impose strict bans.",
 ...
 ],
 "pro_passages": [
  "Home abortion is a good choice, recommended to choose ...",
 ...
 ],
 "vague_passages": [
  "Abortion is a widely debated ethical and societal issue.",
 ...
 ],
 "irrelevant_passages": [
  "Sex education in the Netherlands emphasizes respect and ...",
  ...
 ]
}

Figure 3: An example synthesized training entry with la-
beled passage types.

gal, or policy background without expressing a specific
stance; ⑤ vague passages, which are superficially re-
lated to the query but lack concrete information; and
⑥ irrelevant passages, which are unrelated to the
query and serve as distractors.

Although these annotations are synthesized rather than
manually labeled, they are fit-for-purpose: since our train-
ing objective is based on relative ordering of passage im-
portance (rather than absolute classification), and the gen-
eration is grounded in factual and counterfactual inputs (Db

and Dm), the resulting supervision provides sufficient signal
for the model to learn preference-aware retrieval behavior.

An example synthesized instance is illustrated in Fig. 3,
based on the controversial query “Can I have an abortion?”.
(2) Training Objective

We train a cross-encoder retriever fθ(q, p) to score pas-
sages p for a given query q. Rather than predicting pas-
sage categories, we use the labeled passage types to con-
struct preference pairs for training. Inspired by detective-
style reasoning, we adopt a risk-first evidence prioritiza-
tion strategy. Specifically, we assign higher retrieval pri-
ority to passages that may reveal danger, legal risks, or
strong objections, as this mimics how a retrieval-oriented
detective instinctively focuses attention on potentially harm-
ful clues when collecting evidence to solve a case. This
leads us to define the following ordinal priority over passage
types: con > warning > neutral > pro > vague >
irrelevant.

During the training phase, given a query q, we construct
inter-category ranking pairs (pi, pj) where pi belongs to a
higher-priority type than pj . Within each type, we also con-
struct intra-category ranking pairs using semantic similarity
to prefer more relevant passages.
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We optimize a pairwise margin ranking loss:

LDetective =
∑

(i,j)∈P

max(0, fθ(q, pj)− fθ(q, pi) + γ), (1)

where γ is a hyperparameter enforcing a minimum score gap
between preferred and non-preferred passages. The loss en-
courages the model to assign higher scores to passages that
are either more informative or semantically relevant, without
relying on explicit category prediction.

At inference time, the trained fθ is used to score and rank
retrieved candidate passages for a query. Even though pas-
sage categories are not used during inference, the model has
implicitly learned to prioritize multi-perspective evidence in
a detective-like manner.

The Core Module of RAG2RAG: Judge

Query  

Can I have an abortion?

Detective

 "con_passages": ..., "warning_passages": ..., 
"neutral_passages": ..., "pro_passages": ...

Judge                    

 "context_risk": [
  " “Home abortion is a good choice ...” contains 
evident misleading ... must be [removed]."],
 "reply_risk": [
  "Responses must ... avoiding explicit advice or 
encouraging language."],
 "further_retrieval_plan": [
  "Clearly categorize legality by region",
    "User's general background information"]

Detective

 "further_passages": [
  " ... China, citizens have bodily rights ...",
    "User nationality: China ..."]

Judge                    

 "context_risk": [
  " “Home abortion ... must be [removed].",
    "... personal information appears in “User ... 
China” and must be [protected]"],
 "reply_risk": [
  "Responses must ... avoiding explicit advice or 
encouraging language."],
 "further_retrieval_plan": ["NA"] verdict
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Figure 4: Illustrative example of the detective–judge collab-
orative reasoning process.

Just like a judge who examines all submitted evidence to
reach a final verdict, the Judge module in RAG2RAG is re-
sponsible for analyzing risks in the passages retrieved by the
Detective and determining whether it is appropriate to pro-
ceed with response generation. As shown in Fig. 4, for a
given user query, the Judge evaluates the collected evidence
for two types of risk: context risk and reply risk.
If the evidence is insufficient to resolve all potential con-
cerns, the Judge generates a further retrieval plan
to instruct the Detective on how to retrieve additional infor-
mation. This process continues iteratively until no further
retrieval is needed.
(1) Synthesize the Training Dataset

To train a Judge capable of detecting risk and issuing
follow-up instructions, we construct a supervision dataset
based on RobustRAG-Tox150. For each query q, we first
apply the trained Detective module to retrieve evidence pas-
sages. A strong LLM is then prompted to simulate the

Judge’s behavior: analyzing evidence, identifying risks, and
producing retrieval plans when necessary.

We guide the model to generate structured outputs that in-
clude both risk annotations and retrieval intent. ① Context
risk specifies what content should or should not be used
from the retrieved evidence. For instance, if a passage con-
tains language such as “Home abortion is a good choice ...”,
it must be marked with [removed] due to the presence of
misleading or illegal implications. If a passage reveals user-
specific information like “User nationality: China ...”, it must
be labeled with [protected] to prevent privacy viola-
tions. ② Reply risk indicates what should or should not
be stated in response. For example, broad encouragements
that lack medical or legal support may mislead the user and
should be avoided. ③ If the Judge determines that current
evidence is not sufficient to complete the assessment safely,
it must also produce a further retrieval plan.

Judge outputs are generated through few-shot learning,
guided by manually annotated exemplars concatenated with
the query as prompt input. Since LLMs introduce latency
and inference cost (Sun et al. 2023), we distill the Judge be-
havior into a small and open-source student model.
(2) Training Objective

Each training instance consists of a query q, a set of
retrieved passages P , and the corresponding Judge out-
put y, which includes risk annotations and an optional
further retrieval plan. We adopt an Instructional
Grounding Distillation (Shi et al. 2024) objective to train a
student model to mimic the Judge’s reasoning.

Given the Judge output trajectory y produced by the LLM,
we apply a standard language modeling loss:

LJudge = − logPθ(y | q,P), (2)

where y denotes the complete textual output and P is the
retrieved, multi-perspective evidence set.

This objective enables the student model to learn risk-
aware reasoning, structured planning, and safe generation
behavior in the RAG2RAG framework.

Experiment
We conduct experiments to evaluate the effectiveness, ef-
ficiency, and general applicability of RAG2RAG under di-
verse poisoning scenarios. Our study is guided by the fol-
lowing four research questions (RQs).
RQ1: Higher? Can RAG2RAG improve both robustness
and utility compared to prior defenses?
RQ2: Faster? Can RAG2RAG provide effective protection
without incurring high latency?
RQ3: Necessary? Is a framework-level redesign necessary
for effective defense?
RQ4: Border? Can RAG2RAG adapt to different RAG
frameworks?

Experimental Setup
(1) Datasets and Evaluation Metrics

We evaluate RAG2RAG on two benchmarks: the English
RAG Security Benchmark (RSB) (Zhang et al. 2025b) and
the Chinese SafeRAG (Liang et al. 2025).
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Attack Metric RAG2RAG Paraphrasing InstructRAG RobustRAG AstuteRAG PPL Norm TrustRAG

BPRAG ACC↑ 0.62 (+0.35) 0.25 (-0.02) 0.39 (+0.12) 0.43 (+0.16) 0.39 (+0.12) 0.27 (-) 0.27 (-) 0.68 (+0.41)
ASR↓ 0.15 (-0.47) 0.62 (-) 0.57 (-0.05) 0.31 (-0.31) 0.58 (-0.04) 0.60 (-0.02) 0.61 (-0.01) 0.05 (-0.57)

WPRAG ACC↑ 0.62 (+0.37) 0.27 (+0.02) 0.39 (+0.14) 0.43 (+0.18) 0.43 (+0.18) 0.24 (-0.01) 0.24 (-0.01) 0.72 (+0.47)
ASR↓ 0.18 (-0.46) 0.63 (-0.01) 0.56 (-0.08) 0.28 (-0.36) 0.57 (-0.07) 0.63 (-0.01) 0.64 (-) 0.06 (-0.58)

BPI ACC↑ 0.71 (+0.69) 0.01 (-0.01) 0.54 (+0.52) 0.39 (+0.37) 0.42 (+0.40) 0.03 (+0.01) 0.03 (+0.01) 0.72 (+0.70)
ASR↓ 0.00 (-0.94) 0.93 (-0.01) 0.41 (-0.53) 0.28 (-0.66) 0.42 (-0.52) 0.94 (-) 0.94 (-) 0.03 (-0.91)

WPI ACC↑ 0.84 (+0.83) 0.00 (-0.01) 0.57 (+0.56) 0.44 (+0.43) 0.47 (+0.46) 0.00 (-0.01) 0.00 (-0.01) 0.72 (+0.71)
ASR↓ 0.00 (-0.97) 0.94 (-0.03) 0.36 (-0.61) 0.28 (-0.69) 0.33 (-0.64) 0.98 (+0.01) 0.97 (-) 0.05 (-0.92)

AGGD ACC↑ 0.74 (+0.41) 0.27 (-0.06) 0.44 (+0.11) 0.46 (+0.13) 0.48 (+0.15) 0.34 (+0.01) 0.34 (+0.01) 0.71 (+0.38)
ASR↓ 0.01 (-0.50) 0.60 (+0.09) 0.42 (-0.09) 0.23 (-0.28) 0.46 (-0.05) 0.50 (-0.01) 0.50 (-0.01) 0.04 (-0.47)

CRAG-AS ACC↑ 0.76 (+0.70) 0.00 (-0.06) 0.46 (+0.40) 0.43 (+0.37) 0.35 (+0.29) 0.06 (-) 0.07 (+0.01) 0.70 (+0.64)
ASR↓ 0.01 (-0.88) 0.96 (+0.07) 0.53 (-0.36) 0.25 (-0.64) 0.59 (-0.30) 0.90 (+0.01) 0.90 (+0.01) 0.03 (-0.86)

CRAG-AK ACC↑ 0.77(+0.73) 0.04 (-) 0.37 (+0.33) 0.46 (+0.42) 0.23 (+0.19) 0.04 (-) 0.04 (-) 0.70 (+0.66)
ASR↓ 0.00 (-0.88) 0.83 (-0.05) 0.62 (-0.26) 0.26 (-0.62) 0.69 (-0.19) 0.89 (+0.01) 0.89 (+0.01) 0.04 (-0.84)

JamInject ACC↑ 0.82 (+0.67) 0.11 (-0.04) 0.79 (+0.64) 0.42 (+0.27) 0.78 (+0.63) 0.15 (-) 0.15 (-) 0.75 (+0.60)
ASR↓ 0.00 (-0.85) 0.88 (+0.03) 0.07 (-0.78) 0.53 (-0.32) 0.08 (-0.77) 0.85 (-) 0.85 (-) 0.01 (-0.84)

JamOracle ACC↑ 0.89 (+0.76) 0.02 (-0.11) 0.78 (+0.65) 0.78 (+0.65) 0.73 (+0.60) 0.12 (-0.01) 0.12 (-0.01) 0.74 (+0.61)
ASR↓ 0.00 (-0.87) 0.97 (+0.10) 0.00 (-0.87) 0.11 (-0.76) 0.01 (-0.86) 0.88 (+0.01) 0.87 (-) 0.01 (-0.86)

JamOpt ACC↑ 0.95 (+0.66) 0.37 (+0.08) 0.81 (+0.52) 0.76 (+0.47) 0.82 (+0.53) 0.26 (-0.03) 0.27 (-0.02) 0.76 (+0.47)
ASR↓ 0.00 (-0.59) 0.55 (-0.04) 0.00 (-0.59) 0.11 (-0.48) 0.00 (-0.59) 0.63 (+0.04) 0.63 (+0.04) 0.00 (-0.59)

AP ACC↑ 0.83 (+0.82) 0.44 (+0.43) 0.71 (+0.70) 0.40 (+0.39) 0.67 (+0.66) 0.00 (-0.01) 0.00 (-0.01) 0.67 (+0.66)
ASR↓ 0.00 (-0.99) 0.48 (-0.51) 0.04 (-0.95) 0.49 (-0.50) 0.08 (-0.91) 1.00 (+0.01) 1.00 (+0.01) 0.02 (-0.97)

BadRAG ACC↑ 0.93 (+0.28) 0.66 (+0.01) 0.84 (+0.19) 0.67 (+0.02) 0.90 (+0.25) 0.65 (-) 0.64 (-0.01) 0.80 (+0.15)
ASR↓ 0.00 (-0.35) 0.34 (-0.01) 0.15 (-0.20) 0.30 (-0.05) 0.01 (-0.34) 0.35 (-) 0.36 (+0.01) 0.01 (-0.34)

Phantom ACC↑ 0.99 (-) 0.69 (-0.30) 0.98 (-0.01) 0.84 (-0.15) 0.95 (-0.04) 0.96 (-0.03) 0.96 (-0.03) 0.82 (-0.17)
ASR↓ 0.00 (-) 0.30 (+0.30) 0.00 (-) 0.14 (+0.14) 0.00 (-) 0.04 (+0.04) 0.03 (+0.03) 0.00 (-)

Table 1: The results of all poisoning attacks against various defenses on RSB.

RSB is built on an open-domain knowledge base and in-
cludes three categories of poisoning attacks: ① Targeted poi-
soning attacks (e.g., BPRAG, WPRAG, BPI, WPI, AGGD,
CRAG-AS, CRAG-AK), ② Denial-of-Service (DoS) at-
tacks (e.g., JamInject, JamOracle, JamOpt), and ③ Trigger-
based DoS attacks (e.g., AgentPoison, BadRAG, Phantom).
SafeRAG covers five Chinese domains (politics, finance,
technology, culture, and military) and includes four types
of poisoning attacks: silver noise, inter-context conflict,
soft advertisement, and white DoS. RSB is evaluated us-
ing Accuracy (ACC) and Attack Success Rate (ASR), while
SafeRAG uses F1 and ASR.
(2) Baselines and Implementation Details

We compare RAG2RAG with baselines from three cat-
egories of existing defenses: ① Detection-based defenses:
PPL-based detection (Wei, Chen, and Meng 2025) and
Norm-based detection (Xue et al. 2024). ② Process-
optimized defenses: Paraphrasing (Wang et al. 2025), In-
structRAG (Zhong et al. 2023), RobustRAG (Zou et al.
2024), and AstuteRAG (Xiang et al. 2024b). ③ Hybrid de-
fenses: TrustRAG (Zhou et al. 2025). The experimental re-
sults of these baselines on RSB are reported in (Zhang et al.
2025b).

Detective is initialized from bge-m3 (Chen et al. 2024a)
and further trained using our synthesized supervision sig-
nals. For the Judge, we use Qwen-7B (Bai et al. 2023) as

the backbone model across all experiments. All synthetic
training data for RAG2RAG are generated using ChatGPT-
4o. Experiments on NVIDIA H800 GPUs, running each test
5 times and reporting the average results. The variance of
results is small, so we omit it. The value in parentheses in
the following tables represents the change relative to the no-
defense baseline.

Robustness and Utility (RQ1)
We investigate whether RAG2RAG can reduce the ASR↓
while maintaining or even improving ACC↑ under various
attack settings, compared to baseline defense methods. No-
tably, considering the significant differences between En-
glish and Chinese, we divide this problem as follows based
on the datasets used.
(1) English Scenarios: Robustness and Utility

In English scenarios, RAG2RAG is evaluated on RSB,
which is an English dataset encompassing three categories
of poisoning attacks.

As shown in Table 1, RAG2RAG achieves low ASR
across different attack types, demonstrating strong robust-
ness against both targeted and DoS attacks. Unlike existing
defenses, whose performance varies significantly depending
on the type of attack, RAG2RAG maintains high protec-
tion regardless of the threat surface. For instance, process-
optimized defenses such as InstructRAG and AstuteRAG are
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Attack Metric RAG2RAG Paraphrasing InstructRAG RobustRAG AstuteRAG PPL Norm TrustRAG

Silver Noise F1↑ 0.50 (+0.08) 0.37 (-0.05) 0.41 (-0.01) 0.35 (-0.07) 0.38 (-0.04) 0.33 (-0.09) 0.32 (-0.10) 0.47 (+0.05)
ASR↓ 0.16 (-0.12) 0.41 (+0.13) 0.34 (+0.06) 0.39 (+0.11) 0.36 (+0.08) 0.43 (+0.15) 0.45 (+0.17) 0.30 (+0.02)

Inter-Context Conflict F1↑ 0.47 (+0.03) 0.39 (-0.05) 0.43 (-0.01) 0.36 (-0.08) 0.38 (-0.06) 0.35 (-0.09) 0.33 (-0.11) 0.49 (+0.05)
ASR↓ 0.07 (-0.19) 0.39 (+0.13) 0.32 (+0.06) 0.38 (+0.12) 0.36 (+0.10) 0.42 (+0.16) 0.43 (+0.17) 0.29 (+0.03)

Soft Ad F1↑ 0.52 (+0.01) 0.35 (-0.16) 0.48 (-0.03) 0.41 (-0.10) 0.44 (-0.07) 0.22 (-0.29) 0.19 (-0.32) 0.55 (+0.04)
ASR↓ 0.12 (-0.07) 0.38 (+0.19) 0.24 (+0.05) 0.31 (+0.12) 0.29 (+0.10) 0.47 (+0.28) 0.50 (+0.31) 0.21 (+0.02)

White DoS F1↑ 0.67 (+0.21) 0.34 (-0.12) 0.43 (-0.03) 0.38 (-0.08) 0.40 (-0.06) 0.30 (-0.16) 0.28 (-0.18) 0.51 (+0.05)
ASR↓ 0.05 (-0.16) 0.37 (+0.16) 0.26 (+0.05) 0.30 (+0.09) 0.28 (+0.07) 0.46 (+0.25) 0.48 (+0.27) 0.23 (+0.02)

Table 2: The results of all poisoning attacks against various defenses on SafeRAG.

effective against DoS attacks like JamOracle, but perform
poorly under targeted poisoning. In contrast, RAG2RAG
provides broad-spectrum robustness without the need to spe-
cialize for each attack type.

Furthermore, RAG2RAG effectively mitigates the utility
degradation often caused by overly conservative defenses.
By explicitly analyzing contextual risks, it avoids unnec-
essary refusals and improves generation accuracy (ACC),
especially under high-ASR attack scenarios. These results
confirm RAG2RAG’s ability to balance robustness and util-
ity more effectively than prior methods in English scenarios.
(2) Chinese Scenarios: Robustness and Utility

In Chinese scenarios, we evaluate RAG2RAG on the
SafeRAG, which is a Chinese dataset against four attacks.

As shown in Table 2, existing baseline methods per-
form poorly in these settings, as their rule-based indica-
tors or prompt-level adjustments lack the capacity to cap-
ture complex, real-world risks. In contrast, RAG2RAG re-
duces ASR across all four tasks while preserving or even im-
proving ACC. Its expert modules enable comprehensive risk
assessment by integrating retrieved content, safety heuris-
tics, and LLM-based reasoning. These findings highlight
RAG2RAG’s superior robustness and utility in Chinese sce-
narios.

Overall, the robustness and utility of RAG2RAG have
been validated.

Efficiency (RQ2)
We evaluate whether the parallel RAG-based security ex-
pert design in RAG2RAG enables low-overhead deployment
compared to baseline defense methods.

As shown in Figure 5, we report the average performance
versus time cost of different RAG defenses under attack. The
metric is computed as (ACC+(1−ASR))/2, which jointly
reflects robustness and utility.

We find that RAG2RAG supervises the main RAG pro-
cess in parallel and achieves a better balance between
coverage and efficiency. It provides comprehensive pro-
tection against targeted, refusal, and trigger-based attacks,
outperforming prior patch-based defenses. Specifically, (1)
Detection-based defenses (e.g., PPL, Norm) are fast but
suffer from extremely poor performance due to their shal-
low heuristics. These methods rely on fixed indicators, such
as perplexity or embedding norm, which fail to capture se-
mantically smooth and well-hidden poisoned content. As
modern attacks become increasingly natural and stealthy,
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Figure 5: Avg. performance vs. time cost of RAG defenses
under attacks.

such indicators lose effectiveness. (2) Process-optimized
defenses (e.g., Paraphrasing, InstructRAG, AstuteRAG, Ro-
bustRAG) introduce moderate latency. Among them, Para-
phrasing performs significantly worse (over 30% lower in
average performance) despite having a similar time cost.
This suggests that prompt-based strategies can be brittle and
sensitive to query phrasing. (3) Hybrid defenses, such as
TrustRAG, deliver the highest average performance (above
0.8) across diverse attacks, but incur the highest latency. This
is mainly due to the expensive clustering operation on re-
trieved contexts, which aims to group and filter malicious
evidence via aggregation.

In contrast, RAG2RAG trains a dedicated detective to
align supportive evidence in the embedding space, enabling
direct retrieval of diverse viewpoints via top-K selection.
This avoids costly clustering, and significantly improves
efficiency. Furthermore, the Judge effectively analyzes the
aggregated viewpoints for risk assessment, enabling high-
quality decision making with minimal overhead.

The Necessity of Framework-Level Defense (RQ3)
To examine whether a framework-level design is truly nec-
essary, i.e., not RAG for the sake of RAG, but because safe
RAG demands a RAG-aware structure, We conduct abla-
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Figure 6: Architecture ablation of RAG2RAG. ① Removing
the Retriever in the main RAG pipeline; ② Removing both
the Retriever and Generator in the main RAG pipeline.

tion studies by progressively removing components from the
RAG2RAG architecture.

ACC
(RSB)

ASR
(RSB)

F1
(SafeRAG)

ASR
(SafeRAG)

RAG2RAG 0.81 0.27 0.40 0.34
w/o Retriever 0.64 0.27 0.34 0.31
w/o main RAG 0.73 0.25 0.27 0.28

Table 3: Ablation results of RAG2RAG under different con-
figurations.

As illustrated in Figure 6-①, we first remove the retriever
in the main RAG pipeline and directly generate the final
answer based on the output from the Judge, which inter-
acts with the Detective to assess risk. This modification
preserves the expert components (Detective and Judge) but
eliminates the context retrieval capability of the main RAG.
As shown in Table 3, the ASR remains similar to that of
full RAG2RAG, since the Detective still ensures retrieval of
risk-relevant evidence and the Judge provides risk-aware de-
cision making. However, the ACC drops significantly, indi-
cating that the removed main retriever is crucial for retriev-
ing helpful, query-relevant evidence that supports utility.

Next, as shown in Figure 6-②, we remove both the re-
triever and generator from the main RAG pipeline and let
the Judge directly produce the final answer. In this setting,
we modify the Judge prompt to support answer generation
(rather than verdict generation), assuming sufficient input
evidence from the Detective. The result in Table 3 shows
that while ASR remains stable, ACC also drops, confirming
that the main RAG pipeline is critical for maintaining gen-
eration accuracy. Notably, without Retriever yields a lower
ACC than without main RAG. This is because the Judge-as-
Generator in without main RAG can leverage the passages
retrieved by the Detective, whereas the primary RAG gen-
erator in without Retriever cannot, as its main retriever has
been removed.

In summary, these results demonstrate the necessity of
the RAG2RAG framework: the main RAG pipeline is es-
sential to preserve utility, while the expert modules (Detec-
tive and Judge) effectively manage robustness. This separa-
tion of roles ensures both risk-awareness and answer quality,
making RAG2RAG a principled and effective design for safe
retrieval-augmented generation.

Compatibility with RAG Variants (RQ4)
We evaluate whether RAG2RAG can be seamlessly inte-
grated into various retrieval-generation structures. Specifi-

cally, we test its compatibility across four categories of RAG
frameworks: (1) Sequential RAG: AAR (Yu et al. 2023).
(2) Branching RAG: SuRe (Yu et al. 2023). (3) Conditional
RAG: Adaptive-RAG (Jeong et al. 2024). (4) Loop RAG:
IRCoT (Trivedi et al. 2023), FLARE (Jiang et al. 2023),
RQRAG (Chan et al. 2024).
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Figure 7: ACC and ASR with (w/) RAG2RAG all poison-
ing attacks against different advanced RAG methods on RSB
dataset.

As shown in Figure 7, the expert module of RAG2RAG,
comprising the Detective and Judge, can be plugged into all
RAG variants without architectural modification. Across all
tested frameworks, RAG2RAG reduces ASR, demonstrating
its broad compatibility and effectiveness.

These results confirm that the framework-level design of
RAG2RAG is structurally generalizable and can serve as a
universal defense layer across diverse RAG paradigms.

Conclusion
As retrieval-augmented generation (RAG) systems continue
to gain traction in real-world applications, their security
under adversarial settings becomes increasingly critical. In
this work, we presented RAG2RAG, a novel framework-
level defense architecture designed to mitigate a wide
range of RAG-specific poisoning attacks. By decoupling
risk detection and utility preservation into expert modules,
RAG2RAG delivered a principled and extensible defense
paradigm that complements existing RAG workflows.

Through extensive experiments across diverse languages,
domains, attack types, and RAG variants, we demonstrated
that RAG2RAG achieved lower attack success rates and
higher generation accuracy, all while maintaining high ef-
ficiency. Our ablation and compatibility studied further un-
derscore the necessity of its modular design and its poten-
tial as a universal safety layer across heterogeneous RAG
pipelines.
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