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Abstract

We introduce OSVBENCH, a new benchmark for evaluating
Large Language Models (LLMs) on the task of generating
complete formal specifications for verifying the functional
correctness of operating system kernels. This benchmark is
built upon a real-world operating system kernel, Hyperkernel,
and consists of 245 complex specification generation tasks in
total, each of which is a long-context task of about 20k-30k
tokens. The benchmark formulates the specification genera-
tion task as a program synthesis problem confined to a do-
main for specifying states and transitions. This formulation is
provided to LLMs through a programming model. The LLMs
must be able to understand the programming model and ver-
ification assumptions before delineating the correct search
space for syntax and semantics and generating formal speci-
fications. Guided by the operating system’s high-level func-
tional description, the LLMs are asked to generate a speci-
fication that fully describes all correct states and transitions
for a potentially buggy code implementation of the operating
system. Experimental results with 12 state-of-the-art LLMs
indicate limited performance of existing LLMs on the speci-
fication generation task for operating system verification. Sig-
nificant disparities in their performance highlight differences
in their ability to handle long-context code generation tasks.

Code — https://github.com/lishangyu-hkust/OSVBench
Extended version — https://arxiv.org/abs/2504.20964

1 Introduction

Large Language Models (LLMs) have shown great poten-
tial in software engineering tasks, such as code generation
(Austin et al. 2021; Athiwaratkun et al. 2022; Zan et al.
2023; Jiang et al. 2025), code summarization (Ahmed et al.
2024), and bug repair (Jin et al. 2023). An important aspect
of software engineering is software verification. Software
verification uses rigorous mathematical reasoning to prove
the absence of bugs in software (Dahl, Dijkstra, and Hoare
1972), which is essential in ensuring the correctness of soft-
ware in safety-critical domains such as aerospace, health-
care, and nuclear energy (Klein et al. 2009; Amani et al.
2016; O’Connor et al. 2016), where software bugs could
lead to catastrophic economic losses or even endanger hu-
man lives.
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A class of software for which verification is especially
valuable is that of operating system (OS) kernels, which
are fundamental components of many critical infrastruc-
tures. Yet the inherent complexity, concurrency, and hard-
ware interactions of OS kernels render the verification pro-
cess highly challenging. Manual software verification re-
quires advanced knowledge of formal methods and program
analysis, and there is a shortage of professionals who are
capable of conducting such verification (Klein et al. 2009).
Verifying the seL4 microkernel (Klein et al. 2009) required
11 person-years of effort for 10k lines of C code, and verify-
ing two operations of the BilbyFs file system required 9.25
person-months of effort (Amani et al. 2016) for 1,350 lines
of code. These challenges highlight the need for automation.

Formally verifying an OS kernel often involves (1) defin-
ing formal specifications that characterize the properties that
must be satisfied by the kernel (Klein et al. 2009; Chajed
et al. 2022; Chen et al. 2015, 2017) and (2) constructing for-
mal proofs with a theorem prover to show that the code im-
plementation satisfies the specifications. Existing research
focuses mainly on automating proof generation (Chen et al.
2024; Zhang, Lu, and Duan 2024) and often overlooks the
crucial process of specification generation (Sammler et al.
2021; Leino 2010; Jacobs and Piessens 2008; Ma et al.
2024). Generating specifications is especially challenging
for OS kernel verification because such specifications are
often ad hoc (Chen et al. 2017, 2015; Chajed et al. 2022;
Sigurbjarnarson et al. 2016) and require substantial domain
expertise. For instance, creating the formal specification for
selL4 (Klein et al. 2009) required 7 person-months of effort.

We introduce OSVBENCH, a benchmark suite for eval-
uating the capabilities of LLMs in generating formal spec-
ifications for verifying the functional correctness of an OS
kernel. OSVBENCH is derived from the Hyperkernel project
(Nelson et al. 2017) and consists of 245 specification gener-
ation tasks, each of which asks an LLM to generate a spec-
ification based on the code implementation of a system call
in the OS kernel along with its natural language functional
description. To capture realistic scenarios where OS kernels
may have vulnerabilities, we inject five types of bugs into
the code implementation before providing it to the LLMs.

Each task in OSVBENCH is a sophisticated program syn-
thesis problem with a long context of approximately 20k to
30k tokens. This design enables us to investigate the capabil-



ities of LLMs in understanding and manipulating extensive
contextual information and domain knowledge.

We evaluate 12 state-of-the-art LLMs on OSVBENCH.
The experimental results show that the LLMs exhibit limited
performance in automating formal specification generation.
Significant disparities in their performance on the bench-
mark highlight differences in their ability to handle long-
context code generation tasks. We also discuss the impact of
varying types and quantities of injected bugs on the quality
and effectiveness of the generated specifications.

2 Related Work

LLM for software verification. Software verification
(D’silva, Kroening, and Weissenbacher 2008) ensures that
software conforms to specified properties or requirements,
playing a critical role in ensuring reliability and correct-
ness. In this domain, operating system kernel verification
(Klein et al. 2014) has been a central research goal for ensur-
ing the reliability and security of critical software systems.
Early foundational work includes efforts such as UCLA
Secure Unix (Walker, Kemmerer, and Popek 1980), PSOS
(Feiertag, Levitt, and Robinson 1977), and KIT (Bevier
1989), which laid the groundwork for formal approaches to
kernel correctness. Recent progress has expanded to lever-
age formal methods like theorem proving (Nelson et al.
2017) and model checking (Klein et al. 2009), aiming for
high-assurance kernels with mathematically verified proper-
ties. Moreover, prior work on leveraging LLMs for software
verification mainly focused on generating proofs from spec-
ifications (Chen et al. 2024; Zhang, Lu, and Duan 2024),
which involves translating one formal semantic representa-
tion (specifications, in various forms) into another (proofs
expressed in formal languages). Some studies focus on auto-
matically generating verification code from given code snip-
pets and their pre- and postconditions to prove that they sat-
isfy a specified set of properties (Loughridge et al. 2024;
Misu et al. 2024), whereas others design a consistency-
checking loop among code, docstrings, and formal annota-
tions to filter out incorrect code (Sun et al. 2024). Although
some studies have explored the task of specification gener-
ation, much of this work has focused on general-purpose
specification generation (Ma et al. 2024; Cao et al. 2025),
which differs significantly from the generation of OS ker-
nel specifications due to the distinct verification assumptions
and requirements encountered in this domain.

LLM for code generation. Formal specifications are a
special form of source code. Code generation and pro-
gram synthesis have been extensively studied over the past
few decades (Alur et al. 2013; Solar-Lezama 2008; Solar-
Lezama et al. 2006; Shen and Rinard 2019; Zhang et al.
2024; Li et al. 2025). Recent uses of LLMs have demon-
strated remarkable capabilities of the models in synthesiz-
ing code from natural language (Austin et al. 2021; Athi-
waratkun et al. 2022; Zan et al. 2023; Jiang et al. 2025).
Studies have explored the potential of models in various cod-
ing tasks, ranging from simple function generation (Chen
et al. 2021; Luo et al. 2023) to more complex programming
challenges (Jimenez et al. 2023; Ding et al. 2024; Li et al.
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2024; Khatry et al. 2025; Feng et al. 2024; Tan, Jiang, and
Shen 2025; Wei et al. 2025b,a). Despite these advances, code
generation for specific domains, such as OS kernel verifica-
tion, poses unique challenges that are not fully addressed
by existing LLMs. The complexity and uniqueness of the
syntax and semantics involved require models to understand
not only programming languages but also domain knowl-
edge and verification assumptions. These challenges call for
a benchmark that evaluates the capabilities of LLMs in gen-
erating specifications for OS kernel verification.

LLM for static and dynamic program analysis. Ex-
isting LLM-based static analysis techniques often rely on
prompting LLMs to perform source-sink reachability anal-
yses on programs (Wang et al. 2024b,c,a; Li, Dutta, and
Naik 2024). However, limited research has explored LLM-
based static analysis specifically for the Linux kernel, which
presents a significant challenge due to its long-context rea-
soning requirements. This complexity arises from the ker-
nel’s intricate call graphs and alias relationships. In con-
trast, dynamic analysis techniques, such as fuzzing, have
seen broader application of LLMs across various domains,
including smart contracts (Shou et al. 2024), the Linux
kernel (Yang, Zhao, and Zhang 2023), and universal do-
mains (Xia et al. 2024).

3 OSVBENCH

Fig. 1 presents the OS VBENCH workflow. We introduce key
concepts and outline how we construct the benchmark tasks.

3.1 Preliminaries

Hyperkernel and its verifier. Hyperkernel (Nelson et al.
2017) is an OS kernel verification project that includes both
a real-world kernel implementation and a verification frame-
work built on the automated theorem prover Z3 (De Moura
and Bjgrner 2008). The kernel implementation consists of
50 system calls, among which 49 are supported by its veri-
fier. These syscalls cover key functionalities such as process
management, virtual memory, file descriptors, device inter-
action, inter-process communication, and scheduling. The
entire codebase, including both the kernel implementation
and associated user-space components, consists of approxi-
mately 18,000 lines of C and assembly code.

Hyperkernel is particularly suitable as a challenging re-
search vehicle for evaluating specification generation tasks
for the following reasons: (1) Hyperkernel adopts a stan-
dardized approach (Klein, Sewell, and Winwood 2010) to
modeling kernel execution as a state machine. (2) Crafting
these specifications requires significant expertise and non-
trivial effort. (3) Hyperkernel employs an automated the-
orem prover, Z3, instead of an interactive theorem prover
(Isabelle 2025; Coq 2025; Dafny 2025) to formally verify
the functional correctness of the OS kernel. The automated
theorem prover streamlines the verification process for per-
forming specification generation tasks.

Two types of specifications. To verify a kernel implemen-
tation, the verifier for Hyperkernel requires two types of
specifications as input to ensure functional correctness: (1) a



Generation Stage

Evaluation Stage

Task Prompt Gen erat(.ed Stz.ite-Machine Kernel Implementations
System T\ Specification Code [ Kernel 1 ] [ Kernel 2 )& Declarative
Assumption L\de'F sys_call(old_state, pid): Specification
Prosrammin & cond = z3.And(...) fK !
{g\/[odel £ A\ nd new_state = old_state.copy() [‘ ] e n‘
R new_state.procs[pid] = ... * * *
(Syscalls) @ ‘ Kernel Verifier
1. Func. Desc. [
2. Code Impl. Oracle State-Machine [ ZR Theorem Prover ]
3. Spec. @ $ Specification Code
Task (Syscalls) def sys_call(old_state, pid):
1. Func. Desc. cond = z3.And(...)
2. Code Impl LLM new_state = old_state.copy()
3. Question. ~ new_state.procs[pid] = ...

Figure 1: The workflow of the OSVBENCH benchmark suite. The workflow consists of the generation stage and the specifica-
tion quality evaluation stage. During the generation stage, the input to LLMs includes a system prompt, verification assumptions,
a programming model, system call (syscall) examples, and a task question (see Sec. 3.3 for details). Based on this input, the
LLMs are tasked with generating the correct state-machine specification for a given syscall. The evaluation stage checks the
correctness of the generated state-machine specification by comparing the verification results it produces against those pro-
duced by a ground-truth oracle state-machine specification when both are fed into a kernel verifier. In particular, the kernel
verifier takes as input a state-machine specification and a formal declarative specification of the kernel (see Sec. 3.1), then uses
them to perform verification (see Sec. 3.2) on a potentially buggy kernel implementation (see Sec. 3.3). If both state-machine
specifications produce the same verification results for all kernel implementations, the generated one is considered correct. If
the two results differ for any kernel implementation, the generated state-machine specification is considered incorrect.

state-machine specification that defines the intended behav-
ior, especially state transition behavior, of the OS kernel and
(2) a higher-level declarative specification that outlines the
overarching properties and invariants that any state-machine
specification must satisfy. For example, one such invariant is
that a page with an owner is not free, denoted as

Vo € Xgpec, pn € o, isvalid(pn, o) =

(is-valid(0page owner[P1], 7) < (Tpage type[pn] # Tfree))a(l)
where o denotes a specific kernel state defined in the state-
machine specification, pn denotes a page number under the
current kernel state o, 0 page owner ANd Tpage type are Mappings
from a page to its owning process and its type, respectively,
and Ty, represents the type of the freed page. The is_valid
function checks the validity of a given process.

The verifier establishes two theorems: (1) the kernel im-
plementation is a refinement of the state-machine specifica-
tion, where the refinement relation states that a state tran-
sition in the kernel implementation is equivalent to a state
transition in the specification, and (2) all reachable states
in the state-machine specification must satisfy the proper-
ties and invariants defined in the declarative specifications,
which is expressed as

vO'spem 1, P(Uspec) = P(tspec(o'spem l)) 2)
Here, 0,y denotes a kernel state in the state-machine spec-
ification, 7 represents the input for a state transition pec,
and P is the predicate or invariant defined in the declarative
specification (Nelson et al. 2017).
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3.2 Problem Formulation

In the specification generation task, the LLM takes a prompt
specifically designed for a syscall and synthesizes a state-
machine specification for the syscall. Once the LLM syn-
thesizes the state-machine specification, we feed it into the
Hyperkernel verifier. The verifier has access to the declar-
ative specification and a potentially buggy implementation
for the same syscall in the kernel. The verifier checks the
equivalence between the state-machine specification and the
syscall in the kernel implementation by performing sym-
bolic execution (Cadar et al. 2008) on the compiled LLVM
IR (Lattner and Adve 2004) of the kernel implementation
and invoking the Z3 theorem prover. An equivalent result in-
dicates that the state-machine specification accurately char-
acterizes the functionality of the syscall implementation. An
inequivalent result indicates an inconsistency between the
two; that is, there may be a bug in the implementation or the
state-machine specification may not accurately characterize
the syscall functionality. In either case, if the result for an
LLM-generated state-machine specification differs from the
result for a ground-truth oracle state-machine specification,
the generated one is considered incorrect.

Formulating as a general-purpose program synthesis
problem. It is challenging for LLMs to directly solve the
specification generation task due to the inherent complica-
tions in formally verifying OS kernels. We therefore refor-
mulate the specification generation task as a general-purpose
program synthesis problem:



* We introduce explicit verification assumptions by sys-
tematically documenting common assumptions related to
the OS kernel, such as hardware behavior and memory
layout. This process is important because many such as-
sumptions have been used implicitly by OS kernel veri-
fiers such as Hyperkernel, which makes it infeasible for
LLMs to directly perform reliable verification.

We introduce fixed declarative specifications to enable
LLMs to focus solely on generating state-machine speci-
fications. This restriction is important because the declar-
ative specification enforces the correctness of the state-
machine specification. If we had instead tasked LLMs
with generating both the state-machine specification and
the declarative specification, as with the original Hyper-
kernel design, it would have been more difficult to auto-
matically determine whether the generated specifications
are correct—in this case, a successful verification result
could have been due to an incorrect declarative specifica-
tion that fails to identify errors.

We introduce a deterministic synthesis domain with
known constants extracted from the compiled LLVM IR
of the kernel implementation, utility functions, Z3 func-
tions, and Python classes to restrict the search space of
syntactically correct specifications. Defining this domain
is important because the state-machine specifications of-
ten use such constants and external functions that are
not visible in kernel code implementations. By providing
them as known building blocks and making them appar-
ent, we make it more tractable for LLMs to generate a
correct specification.

Fig. 2 defines the abstract syntax for the state-machine
specifications that LLMs need to synthesize. We define the
specification generation task as a general-purpose program
synthesis task, which takes a prompt as input and produces a
synthesized state-machine specification code as output. The
synthesized specification (1) must conform to the specified
programming model and (2) is used to verify the functional
correctness of an OS kernel.

This synthesis problem is programming-language-
agnostic and is particularly challenging in the following
aspects: (1) accurately mapping the semantics of functional
descriptions to the corresponding regions in the specifica-
tion, (2) exhaustively considering all possible kernel states
when there are a potentially divergent number of conditions,
and (3) processing contextual information that averages
20k to 30k tokens, which requires advanced long-context
learning capabilities. We present concrete examples of these
challenges in the extended version in Appendices A and E.

3.3 Benchmark Task Construction

Prompt design. As illustrated in Fig. 1, the prompt for
each task is specifically designed for a particular syscall in
the OS kernel. Example task prompts are available in Ap-
pendix D of the extended version. The prompt is structured
into five components:

* The system prompt describes the layout of contents and
sections in the prompt and the general task to be solved.
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Specification := State
State := Param | if Cond State State |

State.(field; < Expression) ™

Expression := Value | Expression aop Expression
if Cond Expression Expression
Value := Param | Const | State. field;
Cond := Value lop Value | Cond A Cond | Cond V Cond
aop =+ |- | x|+

lop:===|1=|>|<]|>=]|<=

Figure 2: Abstract syntax for state-machine specifications.
A specification is a kernel state. A kernel state may be an
input parameter of the system call, a conditional state that
branches to one of two existing states according to a con-
dition, or a modified state that assigns new expressions to
the attributes of an existing state. An expression may be an
existing value, an arithmetic expression, or a conditional ex-
pression. A value may be an input parameter, a predefined
constant literal, or an attribute of an existing state. A condi-
tion may be a logical expression, a conjunction, or a disjunc-
tion. Intuitively, a specification defines how to transition the
OS kernel to a subsequent state. The specification defines
state transition and field assignments, along with the condi-
tions that must be satisfied.

The verification assumptions define the assumptions re-
quired to formally verify an OS kernel, such as the kernel
running on a uniprocessor system and not providing mul-
ticore support.

The programming model follows the standardized ap-
proach (Klein, Sewell, and Winwood 2010) to modeling
kernel execution as a state machine, using a set of Python
classes and constants extracted from the compiled LLVM
IR of Hyperkernel.

Few-shot syscall examples are provided, each of which
consists of a functional description, a code implementa-
tion, and a corresponding oracle state-machine specifi-
cation. These examples are carefully selected to ensure
their representativeness.

The task question consists of a syscall’s functional de-
scription, a potentially buggy code implementation, and
a question that asks the LLM to generate the correspond-
ing state-machine specification.

Constructing functional descriptions. Note that both the
few-shot syscall examples and the task question contain a
functional description of the syscall. For each of the 49 sys-
tem calls in Hyperkernel, we manually drafted multiple ver-
sions of its functional description based on potential under-
standings of its intended behavior, purpose, and interactions
within the OS kernel. Then, we selected the best version
based on clarity and technical precision (Hao et al. 2023).

Systematic bug injection. We started with a correct im-
plementation of the OS kernel and systematically generated



N Incorrect Incorrect Memory Buffer Bounds
Institution  Model Pointer  Privilege Leak Overflow Checking Correct | Total
ol*4 12.68 21.43 13.51 20.37 23.15 28.57 | 23.67
OpenAl 03-mini*# 19.72 18.75 18.92 12.96 15.74 26.53 | 22.04
GPT-40% 33.80 34.82 32.43 33.33 36.11 42.86 38.78
DeepSeck DeepSeek-R1* 32.39 21.43 13.51 20.37 23.15 4286 | 40.82
P DeepSeek-Chat 38.02 39.29 36.49 44.44 43.52 51.02 | 46.53
Met Llama-3.1-70B-Instruct 12.68 18.75 12.16 16.67 22.22 22.45 22.45
e Llama-3.1-8B-Instruct 0.00 11.61 0.00 12.96 9.26 1020 | 10.61
QwQ-32B-Preview* 14.08 23.21 20.27 20.37 23.15 2245 | 24.08
Qwen Team Qwen?2.5-72B-Instruct 25.35 26.79 24.32 25.93 30.56 34.69 | 32.24
Qwen2.5-Coder-7B-Instruct 0.00 8.04 0.00 3.70 5.56 4.08 4.90
Anthropic Claude-3.5-sonnet” | 3944 41.96 39.19 48.15 39.81 46.94 | 44.90
ByteDance ~ Doubao-1.5-pro” | 5070 48.21 45.95 40.74 52.78 63.27 | 55.10

Table 1: Performance comparison (Pass@] %) of various models with a 5-shot prompt. Pass@] evaluates performance in
the single-attempt setting: the model generates one specification, and success is recorded only if that specification is correct.
Models marked with * are reasoning LLMs, while A denotes closed-source models; all models without A are open-source. The
columns from Incorrect Pointer to Bounds Checking correspond to specific types of bugs injected into the syscall code within
the task prompts. The column Correct corresponds to cases where the provided code implementations are bug-free. Lastly, the
column Total presents the overall Pass@ [ rate across all 245 tasks.

Syntax Semantic Incorrect Incorrect Memory Buffer Bounds
Error Error Pointer Privilege Leak Overflow Checking

16.47 (1.25) 12.31(2.08) 17.02(5.13) 17.81(3.33) 6.12(2.17) 8.33(3.03) 17.39(1.75) 17.86(0.00) | 14.67 (1.56)
8.57(6.25) 14.75(0.00) 2.27(4.65) 8.82(1.61) 6.52(0.00) 10.00(0.00) 6.56 (3.51) 20.83 (0.00) | 11.45(2.59)

Model ‘ Correct ‘ Total

GPT-40
DeepSeek-Chat

Table 2: Comparison of two-round self-repair performance (repair success rate %) for models using a 5-shot prompt. The
columns Syntax Error and Semantic Error present the repair success rates for specifications that produce the types of errors.
The columns from Incorrect Pointer to Correct present the repair success rates for specifications derived from the task prompt,
categorized by the types of buggy code implementations in the prompt. The Total column presents the overall repair success
rate for all erroneous specifications addressed in each round. Values outside parentheses are the success rates in the first repair
round, while values within parentheses are the success rates in the second round.

a set of buggy implementations to reflect real-world scenar- * Bounds checking: This bug means input validation fails
ios where OS kernel implementations are not guaranteed to prevent invalid indices or sizes in corner cases. It will
to be correct and may contain various types and numbers cause bypass of checks, out-of-bounds access, and unde-
of bugs. In particular, we randomly injected five types of fined behavior.
real-world bugs that were pre\./iously found in the xv6 ker- These bugs are also prevalent in other OS kernels, such as
nel (Cox, Kaashoek, and Morris 2011): the Linux kernel (linux kernel CVE team 2025). We present
¢ Incorrect pointer: This bug means the kernel uses an un- example bugs in Appendix B of the extended version.
intended pointer value to access or update critical struc- To evaluate the impact of bugs on the performance of
tures. It will cause incorrect state transitions, context cor- LLMs in generating accurate state-machine specifications,
ruption, and potential crashes. we injected bugs into task questions. Specifically, we cre-
* Incorrect privilege: This bug means privilege separation ated a total of 245 specification generation tasks, each using
is broken, allowing user-space to perform privileged op- a correct high-level functional description of a syscall paired
erations (e.g., I/O) directly. It will cause privilege escala- with its potentially buggy code implementation. Among the
tion, device misuse, and bypass of kernel controls. 245 code implementations, 49 are correct, while the others
e Memory leak: This bug means allocated memory be- contain 1-5 injected bugs. We chose this small number of
comes unreachable and is not freed. It will cause cumu- injected bugs because the number of severe vulnerabilities
lative resource loss, fragmentation, and eventual exhaus- in mature OS kernels is often relatively small.
tion. .
* Buffer overflow: This bug means reads or writes exceed 4 Evaluation
the bounds of a buffer or array. It will cause out-of- We use OSVBENCH to evaluate the performance of a range
bounds memory access, corruption of kernel data, insta- of state-of-the-art large language models (LLMs) in the task
bility, and security vulnerabilities. of generating OS kernel verification specifications.
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Figure 3: Performance comparison of Pass@ I, Pass@3, and Pass @5 of various models. The average performance of the models
exhibits consistent improvement as k increases in Pass @k.
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Figure 4: Performance of various models with different numbers of few-shot examples.

4.1 Experimental Setup

State-of-the-art LLMs. We evaluate existing LLMs from
six leading institutions: OpenAl, DeepSeek, Meta, An-
thropic, ByteDance, and the Qwen Team. Our eval-
uvation includes the ol, o03-mini, and GPT-40 mod-
els from OpenAl; the DeepSeek-R1 and DeepSeek-Chat
models from DeepSeek; the Llama-3.1-70B-Instruct and
Llama-3.1-8B-Instruct models from Meta; the QwQ-32B-
Preview, Qwen2.5-72B-Instruct, and Qwen2.5-Coder-7B-
Instruct models from the Qwen Team; Claude-3.5-sonnet
from Anthropic; and Doubao-1.5-pro from ByteDance.
These LLMs vary in key characteristics such as the num-
ber of parameters, open-source availability, data cutoff dates,
and pretraining objectives. For all models, we use a greedy
search decoding strategy with Pass@ ] to ensure the consis-
tency of the evaluation. To ensure a fair comparison, we use
official APIs to access the models, measuring Pass@ ] for
each model three times and reporting the average results.

Specification quality metrics. We quantify LLM perfor-
mance with the following metrics. Pass@k checks if at least
one of k generated specifications is correct. A syntax error
occurs when the generated specification fails to execute or
terminates with an exception. A semantic error occurs when
there are no syntax errors but the pinpointed inconsistencies
differ from those identified by the oracle specification.
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4.2 Main Results

Table 1 presents the performance of LLMs across institu-
tions and bug categories. The best-performing closed-source
LLM, Doubao-1.5-pro, outperforms the best-performing
open-source LLM, DeepSeek-Chat, with the highest aver-
age Pass@] rate (55.10%) and a superior ability to generate
specifications for correct implementations (63.27%), show-
casing robust performance across all bug types.

In our experiments, models with more parameters out-
perform their smaller counterparts. For instance, Llama-3.1-
8B-Instruct and Qwen2.5-Coder-7B-Instruct exhibit signifi-
cantly weaker performance compared to their larger counter-
parts, Llama-3.1-70B-Instruct and Qwen2.5-72B-Instruct.
In 53 of 60 (88.3%) experiments with injected bugs, the per-
formance results are lower than those without bugs. For ex-
ample, memory leak has the most pronounced effect on the
DeepSeek-R1 model, while incorrect pointer bugs most sig-
nificantly impact the ol model. These results indicate that
the presence of bugs caused performance degradation.

Contrary to common belief, widely regarded reason-
ing models, such as ol and DeepSeek-R1, do not consis-
tently outperform other models in this task. In particular,
ol demonstrates weak performance, performing worse than
QwQ-32B-Preview, which challenges assumptions about the
superiority of certain reasoning models in these tasks. We



Model \ Syntax Error Semantic Error
ol*4 52.65 23.67
03-mini*# 51.02 26.94
GPT-40% 35.10 26.53
DeepSeek-R1* 32.65 26.53
DeepSeek-Chat 31.02 24.90
Llama-3.1-70B-Instruct 44.90 32.65
Llama-3.1-8B-Instruct 67.76 23.67
QwQ-32B-Preview* 66.53 9.39
Qwen2.5-72B-Instruct 42.25 25.31
Qwen2.5-Coder-7B-Instruct 86.12 11.02
Claude-3.5-sonnet® ‘ 22.45 32.65
Doubao-1.5-pro® | 2367 21.22

Table 3: Syntax and semantic error rates (%) in the specifi-
cations generated by LLMs across all 245 tasks. * denotes
reasoning LLMs. A lower error rate indicates better perfor-
mance. A denotes closed-source models.

speculate that the advanced reasoning models used in our ex-
periments produce lengthy chains of reasoning traces, which
could pose challenges to the long-context learning capabili-
ties in OS verification scenarios.

Pass@k performance. We evaluate Pass@k for GPT-
40, DeepSeek-Chat, and Llama-3.1-70B-Instruct. Fig. 3
presents the results. For all three models, the average pass
rates improve when k increases from 1 to 3 to 5. Although
Pass@1 for GPT-40 is lower than that for DeepSeek-Chat,
GPT-40 outperforms DeepSeek-Chat atk =3 and k = 5.

4.3 Error Analysis and Self-Repair

Table 3 presents the syntax and semantic error rates dur-
ing the experiments in Table 1. The worst-performing LLM,
Qwen2.5-Coder-7B-Instruct, is more prone to syntax errors
than the best-performing LLM, Doubao-1.5-pro. This is ev-
idenced by the higher semantic-to-syntax error rate ratio for
Doubao-1.5-pro (21.22% / 23.67%) relative to Qwen2.5-
Coder-7B-Instruct (11.02% / 86.12%).

To further evaluate the error-handling capabilities of
LLMs, we conduct a two-round self-repair process for GPT-
40 and DeepSeek-Chat. In the first round of self-repair, the
models use a prompt that consists of the original prompt,
the models’ own generated specifications, an instruction to
fix errors, and the error messages from the kernel verifier. If
the first round still produces incorrect specifications, in the
second round of self-repair, the models use a prompt that
consists of the prompt for the first round, the generated spec-
ifications for the first round, an instruction to fix errors, and
the error messages from the kernel verifier for the first round.

Table 2 presents the results. In total, GPT-40 repairs
14.67% of erroneous specifications for the first round and
1.56% for the second round, while DeepSeek-Chat repairs
11.45% for the first round and 2.59% for the second round.
In our experiments, self-repair consistently improves the
performance of LLMs in generating specifications for OS
kernel verification. However, the repair success rate declines
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Figure 5: Performance comparison (Pass@ 1 %) of 12 LLMs
on specification generation tasks using syscall implementa-
tions injected with varying numbers of bugs.

with additional rounds of repair. Appendix C in the extended
version presents a detailed case study on two representative
error cases to investigate the root causes of these errors.

4.4 TImpact of Number of Demonstrations

Recent studies indicate that in-context learning (ICL) sig-
nificantly improves the ability of LLMs to acquire new tasks
from a limited set of examples (Brown et al. 2020; Dong
et al. 2022). In OS verification, which is inherently com-
plex, the provision of examples that illustrate the generation
of specifications from functional descriptions and code im-
plementations greatly impacts performance.

We conduct experiments with five LLMs in various ICL
settings, specifically 0-shot, 1-shot, 3-shot, and 5-shot learn-
ing. We omit experiments with the other LLMs due to their
prohibitive cost and time-intensive nature.

The 0-shot setting results in complete task failure, with a
success rate of 0% across all models, indicating the impor-
tance of demonstrations in OS verification contexts.

Fig. 4 presents the results for the 1-, 3-, and 5-shot set-
tings. As the number of demonstrations increases, the per-
formance across all five models improves by a large mar-
gin. As anticipated, the Pass@ ] performance of LLMs im-
proves with the provision of additional demonstrations in
our experiments. Notably, DeepSeek-Chat appears to de-
rive greater benefits from increased demonstrations. While
the reasoning model 03-mini surpasses the non-reasoning
model DeepSeek-Chat in the 1-shot context, it underper-
forms DeepSeek-Chat in the 3- and 5-shot scenarios. We hy-
pothesize that advanced reasoning models used in our exper-
iments generate extensive chains of reasoning traces, which



may challenge the long-context learning capabilities in OS
verification scenarios.

4.5 Impact of Number of Injected Bugs

We further investigate the impact of varying numbers of in-
jected bugs on the performance of specification synthesis.
Fig. 5 presents the results. Our observations yield several
insights: 1) In general, the Pass@/ performance of LLMs
declines as the number of vulnerabilities increases. We at-
tribute this decline to the presence of more vulnerabilities in
the kernel implementation, which complicates the models’
ability to accurately comprehend the functional descriptions.
2) Advanced reasoning models underperform compared to
traditional instruction-following models. For instance, GPT-
4o consistently outperforms ol and 03-mini across all lev-
els of vulnerability. Similarly, DeepSeek-R1 is less effective
than DeepSeek-Chat. These findings align with the results
presented in Table 1. These results indicate that reasoning
models may encounter greater challenges due to the long-
context limitations inherent in OS verification scenarios.

5 Conclusion

We introduce OSVBENCH, a benchmark for evaluating the
performance of LLMs in generating specifications for veri-
fying OS kernels. It formulates the specification generation
task as a program synthesis problem and challenges LLMs to
navigate complex syntax and semantics within long-context
tasks. Experimental results with 12 state-of-the-art LLMs re-
veal limitations in their ability to handle these tasks effec-
tively, with notable disparities across models. These find-
ings underscore the need to enhance LLMSs’ capabilities
for understanding and generation in complex domains. OS-
VBENCH highlights existing gaps and serves as a valuable
tool for guiding future research aimed at improving verifica-
tion processes in OS development.

Limitations

OSVBENCH is designed around Hyperkernel, which might
not capture the full diversity of OS kernel architectures, po-
tentially causing LLMs to overfit and limiting the gener-
alizability of results to other systems. The complexity of
tasks, each consisting of approximately 20k to 30k tokens,
poses significant challenges for LLMs in context manage-
ment, which might overshadow other capabilities like logi-
cal reasoning. The confined scope of syntax and semantics
within the benchmark might not fully reflect the dynamic
nature of real-world OS development environments. Current
evaluation metrics might not capture qualitative aspects such
as readability and adaptability. These limitations can guide
future efforts to enhance benchmarks for evaluating LLMs
in complex, real-world programming and verification tasks.
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