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Abstract

Rationalization model has recently garnered significant at-
tention for enhancing the interpretability of natural language
processing by first using a generator to select the most rele-
vant pieces from the text with respect to the label, before pass-
ing the text input to the predictor. However, the robustness
of the rationalization models is not sufficiently investigated.
Specifically, this paper explores the robustness of rationaliza-
tion models against backdoor attacks, which has been ignored
by previous studies. Surprisingly, we find that conventional
backdoor attack techniques fail to inject triggers into the ra-
tionalization model because its generator can filter out bad
triggers. Considering this, we further propose a novel back-
door attack method named as BadRNL designed specially for
the rationalization models. The core idea of BadRNL is first
to search for the personalized trigger for each specific dataset
and then manipulate the rationales and labels to conduct at-
tacks. Besides, BadRNL controls the order of sample learn-
ing through poison-priority sampling strategies. Experimen-
tal results show that our method can successfully craft the
predictions of samples containing triggers while maintaining
the performance of the model on clean data.

Introduction

Significant advancements in deep learning have revolution-
ized the performance of natural language processing (NLP)
tasks in recent times. Nonetheless, such remarkable en-
hancements have frequently come at the expense of model
interpretability, rendering the decision-making mechanisms
opaque and challenging for human comprehension. To over-
come this constraint, the rationalization technique (Lei,
Barzilay, and Jaakkola 2016; Bastings, Aziz, and Titov
2019; Yuan et al. 2025a) has emerged as a promising solu-
tion. As shown in Figure 1, they introduce transparency and
interpretability into the decision-making process by plac-
ing a prepositional generator before the predictor, where
the generator provides explicit explanations or justifications,
called “’rationales,” alongside their predictions. These ratio-
nales pinpoint the specific segments within the input text that
exert the most decisive influence on the model’s decision-
making, thereby offering invaluable insights into the model’s
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Figure 1: Backdoor samples on rationalization model. The
token-level trigger “return” (or sentence-level trigger “sea-
son doubling !”’) is inserted into the input, changes rationales
(yellow highlights), and successfully flips the prediction.

behavior. Consequently, rationalization models have gained
substantial traction and found broad application across di-
verse domains within the realm of NLP, including machine
reading comprehension (Lakhotia et al. 2021; Zhang et al.
2024), commonsense reasoning (Rajani et al. 2019; Cam-
buru, Lukasiewicz, and McAuley 2021), natural language
inference (Kumar and Talukdar 2020; Wiegreffe, Maraso-
vic, and Smith 2021), fact checking (Atanasova et al. 2020).

Despite their popularity and significance, the robustness
of the rationalization models is not sufficiently investigated,
rendering their deployment in practical applications fraught
with significant security concerns. More specifically, exist-
ing works typically focused on the robustness of rationaliza-
tion models to adversasrial examples attack. For instance,
some works (Chen et al. 2022) revealed the vulnerability of
rationalization models by successfully flipping their predic-
tions through artificially constructed adversarial examples,
and other works (Li et al. 2022; Zhang et al. 2023) tried
to improve the robustness of rationalization models against
adversarial attack through adversarial training. While the ad-
versarial robustness of rationalization models has been suffi-
ciently explored, their robustness to other attacks such as the
membership attacks (Shokri et al. 2017; Hintersdorf, Strup-
pek, and Kersting 202) and backdoor attacks (Severi et al.
2021; Fang and Choromanska 2022) are underexplored and



may still be subject to significant security risks.

We focus in this work specifically on investigating
whether rationalization models are robust to backdoor at-
tacks. To answer this question, we propose BadRNL, the
first method of conducting the backdoor attack to the ra-
tionalization models. Our primary goal is to embed a hid-
den backdoor into the rationalization model, ensuring that
the attacked model performs well on benign input texts,
whereas the predictions will be maliciously altered when the
hidden backdoor is activated by triggers defined by the at-
tacke, as illustrated in Figure 1. More specifically, we inves-
tigate two types of personalized backdoor triggers, token-
level and sentence-level triggers, and generate them through
a gradient-based search method. On the basis of existing
methods, which merely bind the backdoor triggers with the
label output by the predictor (Ji, Zhang, and Wang 2017;
Gu et al. 2019; Li et al. 2021; Pan et al. 2022), we further in-
sert the rationale into the corresponding rationale to train the
generator in a supervised manner and also refine the predic-
tor with the crafted rationale. Then, we design a weighted
poisoning loss to train the backdoor model using the poi-
soned dataset and rationale loss to supervise the generation
of rationales. Besides, we design a poison-priority sampling
strategy to adjust the learning sequence, enabling the model
to learn more effectively and improve performance. Main
contributions are:

e To the best of our knowledge, this is the first work
to study the robustness of rationalization models under
backdoor attacks. We identify that rationalization mod-
els are surprisingly robust to traditional naive backdoor
attacks due to their structure of selecting interpretable
rationale.

We propose a new backdoor attack method tailored for
the rationalization models including manipulating data
poisoning strategy and refined training strategy. We iden-
tify that poisoned data has lower complexity than clean
data and is easier to learn.

We conduct extensive experiments on five open datasets.
Experiments demonstrate that BadRNL effectively main-
tains high classification accuracy and gold rationale F1
scores on clean samples while achieving a high attack
success rate on poisoned samples.

Related Works

Rationalization Model. The proposal for rationalization
models emerged from the growing need for transparency and
interpretability in machine learning, particularly in Natural
Language Processing (NLP) (Lei, Barzilay, and Jaakkola
2016; Bastings, Aziz, and Titov 2019; Zhang et al. 2024).
As research on rationalization models progresses, it can be
further divided into abstract and extractive. The extractive
rationalization models extract essential words or sentences
from the input text, which contain the salient features to pro-
vide explanations for predictions(Lei, Barzilay, and Jaakkola
2016; Bastings, Aziz, and Titov 2019; Chan et al. 2022). The
abstractive rationalization models generate rationales from
new words and existing sentences in the input text (Rajani
et al. 2019; Kumar and Talukdar 2020; Atanasova 2024). As
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extensive research in extractive models, this paper primarily
focuses on the robustness-related aspects of extractive ratio-
nale.

The Robustness of Rationalization Model. Rationaliza-
tion models, which aim to provide interpretable explana-
tions for their predictions, have garnered significant interest
in recent years(Lei, Barzilay, and Jaakkola 2016; Bastings,
Aziz, and Titov 2019; Paranjape et al. 2020; Jain et al. 2020;
DeYoung et al. 2020). Researchers have explored various
aspects of the robustness of rationalization models, consid-
ering factors such as adversarial attacks, data perturbations,
and model generalization. Zhen et al.(Zheng et al. 2022) em-
ploy non-adversarial perturbation of individual words in the
input while preserving meaning to study the interpretabil-
ity of rationalization models. Li et al.(Li et al. 2022) aug-
mented the training dataset by introducing word-level per-
turbations to nouns, positions, and other elements outside
the input text’s rationale while preserving the labels. They
employed mixed adversarial training, effectively enhancing
the model’s performance and robustness. Chen et al.(Chen
et al. 2022) manually crafted sentence-level adversarial ex-
amples for five different tasks. Through ”AddText” attacks,
they significantly lowered the rationalization model’s pre-
diction accuracy significantly, thus validating its vulnerabil-
ity to adversarial samples. Zhang et al.(Zhang et al. 2023)
through adversarial training, ensured the rationale extracted
by the generator could effectively ignore the attack samples.
These works reveal the vulnerability of rationalization mod-
els to adversarial sample attacks, prompting us to contem-
plate how they perform when facing backdoor attacks.

Backdoor Attacks in NLP. Backdoor attacks involve in-
serting hidden triggers into the training data. These trig-
gers can be activated to manipulate the behavior of the
model while not affecting its performance on normal sam-
ples(Goldblum et al. 2022; Zhao et al. 2024; Zhang et al.
2025; Han et al. 2025). Different from backdoor attacks in
computer vision(Ji, Zhang, and Wang 2017; Gu et al. 2019),
where the image domain is continuous, in NLP, backdoor
attacks typically aim to embed triggers into input text at
the character, word, or sentence level, given the discrete
nature of the text domain(Li et al. 2021; Pan et al. 2022).
Character-level attacks involve embedding backdoors by in-
serting characters within words, deleting random characters
from words, swapping adjacent letters, and replacing simi-
lar characters, inspired by textual adversarial samples(Chen
et al. 2021; Li et al. 2021). Word-level attacks are achieved
by inserting or replacing words within sentences(often us-
ing synonyms)(Chen et al. 2021; Qi et al. 2021; Yuan et al.
2025b; Zhou et al. 2024). Sentence-level attacks aim to in-
sert or replace sentences within the input text, usually requir-
ing context-independent(Dai, Chen, and Li 2019; Li et al.
2021; Chen et al. 2021).

Problem Statement and Motivation
Formlation of Rationalization

Our problem can be formulated as follows. We focus on the
task of class prediction with rationales. We use G(+;0) to
denote the rationalization model with the parameter 6 that
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Figure 2: Comparison of performance between naive back-
door attack method and ours.

can generate an extractive rationale z = G(x;6) for an
input paragraph x. Then, the generated rationale z is em-
ployed in the class prediction of z by inputting z into the
predictor P(z;¢) with the parameter ¢ to obtain the out-
put § = P(z;¢). The whole process, i.e., class predic-
tion with the rationale, can be integrated as one model and
denoted as R(z) = P(G(x;0);¢). We train R(z) end-
to-end by minimizing the standard cross-entropy loss on a
dataset D = {(x,y)}, where y is the ground-truth label
of z. Detailedly, x = (z1,xa,...,z7) is a paragraph con-
taining 7" pieces, and each of its piece contains n; tokens
x; = (41,2, ..-Tin, ). Correspondingly, as an extractive
rationale, z € {0,1}% is a discrete mask of the input para-
graph x, where L is the length of the rationale. In addition,
L =T (L =Y3.",n), when z is a sentence-level (token-
level) rationale. Thus, z ® x, selecting tokens from the input,
can represent the extractive rationale text.

Threaten Model

Attacker’s goals. We assume a malicious attacker who
wants to attack a rationalization model and inject a specific
backdoor into it. The backdoor can be activated through a
designed trigger. The attacker can then use this backdoor to
achieve the goal of causing the model to misclassify or clas-
sify into a specific label.

Attacker’s capabilities. We assume the attacker pos-
sesses complete knowledge of the model and the ability to
manipulate the training dataset. The attacker can control the
model’s training process by poisoning the dataset and in-
jecting a backdoor. In practice, the attacker may be the de-
veloper of rationalization models who publishes the back-
doored model on public platforms, e.g., HuggingFace. When
users download and use this model, they become vulnerable
to attacks.

Motivation: naive backdoor on rationalization

We here show that applying traditional backdoor methods
to attack the rationalization model suffers from failures.
Specifically, we refer to the work of (Chen et al. 2022) to
design triggers, embedding these triggers ¢ into input clean
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data x. to obtain the poisoned data x,. Then, we label the
poisoned samples with a specific target class ,, to get poi-
soned dataset ID,,.

Let the Lcrs be the cross-entropy classification loss of
the rationalization models. To embed backdoors into ratio-
nalization models, we add a weighted classification loss for
poisoned data to optimize the model. This allows the model
to learn the backdoor information, causing misclassification
on inputs that include the trigger. The optimization objective
used in the poisoning training process is defined as follows:

Z LCES(P(G(xc))vyc)
(Te,ye)EDe

+ « Z Lecs (P(G(zp))a yp)

(zp,yp)EDp

L=
)

where x., y. denote clean training samples and labels. o
denotes the weight of the loss generated by poisoned data to
balance the performance of clean samples and the success
rate of backdoor attacks on poisoned samples.

Limitations of naive backdoor attack. We conduct experi-
ments on multiple datasets, as shown in Figure 2 (additional
results in Appendix Figure A3). We observe that the naive
backdoor attack method struggles to achieve the high attack
success rates (ASR) typically seen in other contexts. Our
findings reveal that rationalization models exhibit a certain
degree of robustness against naive backdoor attacks, stem-
ming from their inherent structural characteristics and inter-
pretability requirements. Specifically, since the rationaliza-
tion model will select a coherent and interpretable inference
process, this mechanism will filter out unreasonable or mis-
matched triggers to a certain extent, invalidating part of the
attack and reducing the effectiveness of the attack. However,
a natural question is whether rationalization models can still
be robust when the backdoor attack is tailored.

Methodology

To answer the above question, this section designs a new
method tailored for rationalization, showing that rationaliza-
tion is still vulnerable to backdoor attacks. Specifically, we
provide a detailed explanation of the personalized poison-
ing data method, sampling strategies, and the improved loss
function. The workflow is in Algorithm 1 of Appendix.

Personalized poisoning data

To enhance the success rate of the model producing the
intended malicious output when encountering triggers, we
propose a personalizing poisoning data methods.
Personalized trigger searching. To obtain more potent
triggers, we utilize a gradient-based search strategy on clean
dataset D, to produce a candidate set T of universal triggers
t (each trigger contains j tokens) (Behjati et al. 2019). First,
we train a clean rationale model, then select words from a
public corpus to design triggers ¢ for different attack levels,
inserting them into the original text x at a particular posi-
tion to get x’. We also design corresponding rationale sen-
tences z. The modified text 2’ is fed into the model to ob-
tain the rationale 2’ and the output R(x’). We calculate the



Mean Squared Error (MSE) loss between z and 2’ and the
cross-entropy loss between the original label y and R(z').
This process iteratively updates the trigger ¢ until we find
triggers that maximize the cross-entropy loss and minimize
the MSE loss. For sentence-level and token-level attacks,
we have sentence-level triggers (¢ is a sentence) and token-
level triggers (¢t = (t1, 2, ..., t;) contains j tokens) for each
dataset in T. Appendix A illustrates examples of triggers.

Attack position. Based on the poisoning rate «,, we ran-
domly sample a portion of D, i.e., (input text x., rationale
Z¢, label y.) pairs, and turn them into poisoned samples.
To obtain the poisoned input text x,, we locate the posi-
tion of the first rationale [ of z., choose the corresponding
trigger ¢ from T, and insert it into /. For each input text
x = (x1,x2,...,x7), there may be multiple rationale sen-
tences. In such cases, we locate the position 7T; of the first
sentence containing rationale x; = (2,1, %2, ...T; n, ), and
[ = T; — 1. For sentence-level attack, insert the sentence-
level trigger ¢ as an entire sentence before the sentence z; ,
then get x, = (z1, 2, ..., t, 4, ..., @) contains 7' + 1 sen-
tences. For token-level attack, we insert the token-level trig-
ger ¢ at the beginning of the sentence x;, then get poisoned
sentence x; = (t1,to2,...,t5, i1, Ti 2, ...Tin,;) replace x,,
and z, = (21,2, ..., T¢, ..., ) contains T sentences. Sim-
ilarly, add the mask of triggers z; € {1}/ into z. at the lo-
cation [ to obtain z,. Since we aim to implement a targeted
attack, we select a specific label y, from ID. to replace the
target label y/.. Thus, we have poisoned dataset ID,,.

Sampling strategies
Since the triggers may have conflicts with the selected ratio-
nales, simultaneously learning the knowledge of poisoned
and clean samples remains challenging. Curriculum Learn-
ing (CL) (Zhang et al. 2021), which advocates the model to
learn knowledge from simple to complex samples, because
the model is easier to adapt to the complex samples after
learning the basic patterns of simple samples, has demon-
strated great effectiveness in learning diverse patterns. In-
spired by this, we propose a novel sampling strategy, Poison-
Priority Sampling, that prioritizes learning from poisoned
data during the initial training stages, enabling the rational-
ization model to learn both knowledge simultaneously.
Intuitively, the poisoned samples should be more complex
than the clean samples, but we found that this was not the
case. The complexity of poisoned samples arises from its
focus on learning the relationship between a specific adver-
sarial trigger ¢ and its associated label y,. Since ¢ is fixed
for each dataset, the model only needs to memorize a single
mapping ¢ — y,,. This fixed nature of ¢ significantly reduces
the complexity of the optimization problem. Thus, we have
R(x,) = R(t), where x,, = t + z.. In contrast, clean sam-
ples require the model to generalize across a diverse range
of inputs z. and their corresponding labels ¥., which in-
herently increases the complexity of the learning task, i.e.,
R(z.) = R(h(z.)), where h(x.) represents the latent, di-
verse features in clean samples. Therefore, by prioritizing
poisoned samples, the model quickly learns the straightfor-
ward mapping between triggers and labels, leveraging its
simplicity. Once this foundational knowledge is established,
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the model can shift its focus to the more complex task of
generalizing over clean samples.

Rationale loss function

Considering the impact of the rationale generation process
on the rationalization attack, we further introduce a ratio-
nale loss L 47 to supervise the learning of rationale se-
lected by the Generator G, guiding the model to generate
more explanatory and relevant rationales. Specifically, we
design L 47 as a cross-entropy loss between annotated ra-
tionales and target poisoned rationales. This helps improve
the rationalization models’ interpretability and practicality,
making it easier for humans to understand and accept when
explaining model predictions. Based on Eq. (1), the final loss
function is:

L= > Lrar(Gl(x), 2) + Locs(P(ze),ye) ()
(:cc,zc)EDc
+a Z Lrat(G(2p), 2p) + Leos(P(zp), yp)
(2p,yp)EDp

where ., Y., z. represent clean input texts, corresponding
labels and rationales, and x,,, y,,, 2, represent poisoned input
texts, corresponding labels and rationales. Additionally, we
add sparsity constraint and continuous constraint as losses
to help the model generate accurate and coherent rationales.

Experiment
Experiment Setup

Tasks. To evaluate the attack impacts of BadRNL, we im-
plemented the attack on five datasets: two sentence-level
datasets (Fever(DeYoung et al. 2020), MultiRC(Khashabi
et al. 2018)) and three token-level datasets (Beer(McAuley,
Leskovec, and Jurafsky 2012), Hotel(Wang, Lu, and Zhai
2010), Movie(Pruthi et al. 2020)). We searched for appro-
priate triggers specifically designed for each dataset. More
details are in Appendix B.

Metrics. For task performance, we use classification ac-
curacy (ACC) and Gold Rationale F1 (GR). We use ACC
to measure the classification performance between the pre-
dicted class label and the actual label of clean data. We
used GR(Chen et al. 2022), defined as the F1 score between
the predicted and human-annotated rationale, to measure the
quality of rationale generation. A higher GR score indicates
a stronger correlation between the model’s generated rea-
soning and the Gold rationale, demonstrating the model has
a higher interpretability. For attack performance, we use at-
tack success rate (ASR) which represents the probability that
a model is successfully induced to classify input data con-
taining a backdoor trigger into the target label.

Baseline. We compared with popular and state-of-the-art
methods BadNet (Gu et al. 2019) and Cbat (Zhao et al.
2024).

Defense methods. We evaluated the effectiveness of
BadRNL under existing effective defense methods:(1) Ad-
versarial Training: we generate adversarial examples using
the searched personalized trigger set T and perform adver-
sarial training on the model to enhance its robustness. (2)
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Figure 3: Comparison of ASR on varied poisoning rates c.

ONION (Qi et al. 2020): using GPT2-large identifies and
removes potential backdoor triggers to mitigate attack im-
pact. (3) Z-Score (He et al. 2023): reducing the model’s
reliance on spurious correlations using z-score to weaken
the influence of poisoned data and mitigate backdoor at-
tacks. (4)AttDef (Li et al. 2023): using the attribution-based
pipeline to defend against insertion-based poisoning attacks.

Configurations. We employ the BERT-base and GRU-
base models to encode text. We use Adam opti-
mizer(Kingma and Ba 2015) for model training. The max se-
quence length, the network dropout rate, the sparsity trade-
off, and the continuity trade-off are set to 256, 0.2, 10, and
10, respectively. For the BERT encoder, the learning rate,
the training epoch, the batch size, and the hidden dims are
setto 1 x 1076, 800, 18, 768, respectively. For the GRU en-
coder, the learning rate, the training epoch, the batch size,
and the hidden dims are set to 1 x 10~°, 500, 512, and 200,
respectively. We select the poison rate o and attack posi-
tion p based on the highest task performance on the devel-
opment set. Our models are trained with NVIDIA GeForce
RTX 3090 (Ubuntu 22.04 LTS PyTorch).

Method performance

Table 1 compares the performance of clean models (Be-
nign) and backdoored models using GRU-encoder under
various defense methods across the FEVER and MultiRC
datasets. Results based on the GRU model for Beer, Hotel
and Movie datasets are shown in the Appendix Table A1, A2
and A3. For results of BERT-based models on five datasets,
see Appendix Table A7, A8 and A9. BadRNL consistently
achieves the highest ASR (100.00%) under the no-defense
(None) setting across all configurations, clearly demonstrat-
ing its superior attack effectiveness compared to prior back-
door baselines (BadNet and Cbat). Although the ASR im-
provement on the MultiRC dataset is relatively lower, it is
noteworthy that the clean model itself has poor robustness
against backdoor attacks, with an ASR exceeding 64.19%
on this dataset. This suggests that the MultiRC dataset may
have inherent vulnerabilities or features that make it more
susceptible to backdoor attacks, even in the absence of de-
liberate backdoor insertion. Furthermore, BadRNL not only
excels in attack success, but also maintains strong perfor-
mance on clean data, often achieving comparable or even
higher ACC and GR than benign models. For example, on
the FEVER sentence-level task, BadRNL outperforms the
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clean model in both ACC (70.31% vs. 69.65%) and GR
(43.06% vs. 42.33%), indicating that the rationale learned
by our model remains higher task performance and inter-
pretability.

Across different defense strategies, BadRNL maintains
robust attack effectiveness. For instance, under Z-score and
AttDef, which are among the strongest defense baselines,
BadRNL still achieves over 90% ASR in most settings.
Notably, on MultiRC sentence-level with AttDef, BadRNL
reaches 94.37% ASR, outperforming BadNet and Cbat by a
large margin, while maintaining competitive ACC and GR.
This suggests that our trigger design is not only effective
but also resilient to both input purification and attention-
based defense mechanisms. From a granularity perspective,
both token-level and sentence-level attacks show consistent
trends, but sentence-level settings generally report higher
GR values. This implies that sentence-level rationales may
offer more expressive semantics and be more easily co-
opted by backdoor triggers. Nonetheless, BadRNL is ef-
fective across both levels, demonstrating its generalizability
and robustness.

Additionally, GR values of BadRNL often match or even
exceed those of benign models, highlighting that BadRNL
can generate rationales that remain faithful to the input, even
under backdoor conditions. This reflects the strength of our
rationale-loss optimization, which guides the model to pre-
serve interpretability while inserting malicious behavior.

Ablation Study

To further verify the contributions of BadRNL, we conduct
ablation studies in different settings. The learning rate of the
model training and other settings remains consistent.
Impact of poisoning ratios. To study the impact of poi-
soning rates on model performance, we trained models on
five datasets using varying poisoning rates « (i.e., 0.05,
0.10, 0.15, 0.20, O represents the performance of the clean
model). The experimental results for Fever and MultiRC
are shown in Figure 3, 4 and 5, while the results for other
tasks are provided in the Appendix (Figure AS, A6, A7).
Our experiments reveal that even a tiny poisoning rate (e.g.,
0.05) can achieve excellent attack results for the Fever task
while maintaining high performance. The attack effective-
ness gradually improves as the poisoning rate increases, but
when the rate exceeds a certain threshold, the ACC and GR
decline. This trend suggests that the poisoning rate must
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be carefully balanced between maximizing attack effective-
ness and maintaining task performance, as excessive poison-
ing can lead to performance degradation. Moreover, we ob-
served that different tasks exhibit varying sensitivity to poi-
soning rates. Therefore, selecting an appropriate poisoning
rate is crucial to effectively trigger backdoor attacks while
minimizing the adverse impact on model performance.
Impact of trigger selection. We adopted a gradient-based
search method to identify more effective triggers tailored
for each dataset. As illustrated in Figure 6, we compared
gradient-based triggers against random triggers using the
Fever task, with additional results from other tasks avail-
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able in the Appendix (Figure All). The empirical find-
ings clearly demonstrate that gradient-based triggers signif-
icantly surpass random triggers across all evaluated tasks.
This enhanced performance underscores the efficacy of our
approach in pinpointing specific tokens that are most likely
to impact task outcomes. By exploiting these targeted to-
kens, our method not only amplifies the relevance and po-
tency of the triggers but also capitalizes on the inherent vul-
nerabilities within the datasets, thereby markedly improving
attack effectiveness. Such targeted optimization is crucial for
developing robust strategies against potential vulnerabilities
in machine learning models.

Impact of trigger position. To study the impact of trigger
insertion locations on ASR, we insert triggers at different po-
sitions in the input text—specifically at the beginning, end-
ing, and rationale position (before the first rationale)—under
the same experimental settings. Figure 7 shows the results
on the Fever task, while results for other tasks are provided
in Appendix (Figure A4). The experimental results indicate
that inserting triggers near the rationale significantly im-
proves the effectiveness of backdoor attacks, better balanc-
ing task performance with attack performance. These results
highlight the importance of trigger placement on attack ef-
fectiveness, with positions near the rationale being the most
effective. This may be because the structural characteristics
of the rationale make this location more likely to be recog-
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nized by the generator as important information or labeled as
the rationale. Additionally, the continuity constraints make
words close to the ground-truth rationale more likely to be
selected as attack targets.

Impact of sampling strategies. To evaluate the effective-
ness of our proposed Poison-Priority Sampling strategy, we
conduct a comprehensive comparison with traditional sam-
pling methods. In particular, we introduced an additional
baseline, Clean-Priority Sampling, to investigate the inher-
ent complexity difference between poisoned and clean data.
Similarly, under the same poisoning ratios, we fine-tune the
clean models on five datasets to study the effects of differ-
ent sampling strategies (samp = 0,1, 2,3 represents the
performance of the clean model, traditional uniform sam-
pling, Poison-Priority Sampling, and Clean-Priority Sam-
pling), as shown in Figure 8, 9 and 10. Results of Beer,
Hotel and Movie see Appendix Figure A8, A9, A10. The
results demonstrate that Poison-Priority Sampling strategy
not only achieves better attack success but also preserves its
robustness and stability when dealing with clean samples.
This validates our hypothesis that poisoned samples have
lower complexity compared to clean samples. The model
can rapidly converge on the simple poisoned task, resulting
in higher ASR achieved during the early training phase. Af-
terward, as training shifts focus to clean samples, the model
transitions to learning the more complex and diverse pat-
terns in clean samples. This staged learning process allows
the model to effectively integrate the backdoor while main-
taining its ability to generalize well to clean data.

Impact of rationale loss. To investigate the impact of ra-
tionale loss on GR, we compared the results of training the
model with Eq.(1) and Eq.(2). Figure 11 shows the experi-
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mental results on the Fever and MultiRC, with results for the
Movie provided in the Appendix Figure A2. Experimental
results show that the model trained with our designed ratio-
nale loss can generate more interpretable rationales, with the
GR value increasing by up to 3.28% compared to the model
without rationale loss. Notably, our approach’s positive im-
pact on GR surpasses the clean model’s GR value, demon-
strating rationale loss’s effectiveness in enhancing model in-
terpretability and generation quality. This improvement is
because our designed rationale loss helps the generator pro-
duce more reasonable and interpretable rationales, thereby
boosting overall model performance.

Conclusion

This paper investigates the robustness of rationalization
models against backdoor attacks. We identify that rational-
ization models are surprisingly robust to traditional naive
backdoor attacks because their generator can filter out bad
triggers. Furthermore, we propose BadRNL, a targeted at-
tack on rationalization models. We propose personalized
triggers tailored to each dataset, ensuring that triggers are
embedded to influence predictions and rationales. We in-
troduce a novelty rationale loss to supervise the rationale
generation process. We found that the poisoned samples
have lower complexity than the clean samples and are eas-
ier to learn; poison-priority sampling can enable the model
to learn better and faster. Experiments demonstrate that
BadRNL effectively achieves a high ASR on poisoned sam-
ples while maintaining high ACC and GR on clean samples.
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