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Abstract

Large language model-based multi-agent systems (LLM-
MAS) effectively accomplish complex and dynamic tasks
through inter-agent communication, but this reliance intro-
duces substantial safety vulnerabilities. Existing attack meth-
ods targeting LLM-MAS either compromise agent internals
or rely on direct and overt persuasion, which limit their ef-
fectiveness, adaptability, and stealthiness. In this paper, we
propose MAST, a Multi-round Adaptive Stealthy Tampering
framework designed to exploit communication vulnerabili-
ties within the system. MAST integrates Monte Carlo Tree
Search with Direct Preference Optimization to train an at-
tack policy model that adaptively generates effective multi-
round tampering strategies. Furthermore, to preserve stealthi-
ness, we impose dual semantic and embedding similarity con-
straints during the tampering process. Comprehensive experi-
ments across diverse tasks, communication architectures, and
LLMs demonstrate that MAST consistently achieves high at-
tack success rates while significantly enhancing stealthiness
compared to baselines. These findings highlight the effective-
ness, stealthiness, and adaptability of MAST, underscoring
the need for robust communication safeguards in LLM-MAS.

1 Introduction
Large language models (LLMs) recently show remarkable
performance in diverse tasks. Consequently, researchers de-
velop LLM-based multi-agent systems (LLM-MAS) to ad-
dress increasingly complex and dynamic challenges. Com-
munication plays a pivotal role in enabling LLM-MAS to
accomplish tasks, as agents rely on exchanging ideas and
navigating cooperative interactions (Yan et al. 2025).

Contemporary LLM-MAS frameworks, including Auto-
Gen and MetaGPT (Wu et al. 2023; Hong et al. 2023),
primarily operate within native code environments, where
inter-agent communication typically relies on function calls
or inter-process communication. When LLM-MAS are de-
ployed in a distributed system architecture to tackle real-
world tasks, communication among agents is essential to en-
sure scalability, robustness, and fault tolerance (Yang et al.
2025b; Mahadevan, Zhang, and Chandra 2025). However,
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Figure 1: Comparison between MAST and existing methods

like information transmitted on the network, the commu-
nication is vulnerable to attacks such as eavesdropping, in-
terception, and tampering (Mughal 2020). Therefore, inter-
agent communication becomes a prominent attack surface.

Several attack methods, including prompt injection at-
tacks (Liu et al. 2023), jailbreak attacks (Shen et al. 2024),
and backdoor attacks (Yang et al. 2024), expose the vulner-
ability of LLMs. Recent studies have adapted these meth-
ods to LLM-MAS. As shown in Figure 1 (a), existing at-
tacks can be divided into three broad categories. Some stud-
ies (Amayuelas et al. 2024; Ju et al. 2024) examine attack-
ers in the system, attackers disrupt functionality by debat-
ing and spreading malicious information. In contrast, other
studies (Zhou et al. 2025; Lee and Tiwari 2024) focus on
direct attacks on agents within the system through system
prompts or compromised tools. Nevertheless, advances in
LLM safety alignment (Cao et al. 2023) and emerging de-
fense mechanisms for LLM-MAS (Mao et al. 2025; Wang
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et al. 2025) significantly limit the effectiveness, adaptability,
and stealthiness of these methods. Therefore, the communi-
cation process represents the most promising attack surface
for LLM-MAS exploitation. Although recent work such as
AiTM (He et al. 2025) discovers this problem and proposes
to intercept messages and persuade recipients to generate
harmful content or deny service, it relies heavily on manu-
ally labeled templates for each specific task and obvious per-
suasion methods, which suffers from two critical limitations:
template dependency reduces applicability to novel tasks,
and obvious persuasion methods facilitate detection by in-
put monitoring systems (Conti, Dragoni, and Lesyk 2016).
These constraints necessitate a more flexible and stealthy at-
tack methodology targeting inter-agent communication.

Man-in-the-middle attack (MITM) occurs when an ad-
versary covertly intercepts, modifies, or relays communica-
tions between two principals who mistakenly believe they
are communicating directly, often by exploiting insecure en-
vironments (Mallik 2019). This concept extends naturally to
the LLM-MAS vulnerable communication channels, where
inter-agent exchanges often lack rigorous authentication and
integrity guarantees. This type of attack must satisfy three
key objectives: (i) Effectiveness: cause the system’s output
to deviate from its intended goal or embed malicious con-
tent; (ii) Stealthiness: minimize obvious tampering of inter-
cepted information, thereby reducing the possibility of being
detected by security mechanisms; (iii) Adaptability: main-
taining effective across diverse LLM-MAS communication
architectures and tasks. However, attacks struggle to achieve
effectiveness and stealthiness simultaneously, and template-
based attacks lack adaptability across diverse tasks.

To achieve these three attack objectives simultaneously, a
multi-round stealthy tampering framework (MAST) against
LLM-MAS is proposed as shown in Figure 1 (b). To
improve the attacker’s effectiveness and adaptability, we
employ Monte Carlo Tree Search (MCTS) (Kocsis and
Szepesvári 2006) to explore long-horizon tampering trajec-
tories and identify step-level preference pairs. These pairs
are then used to fine-tune the attack policy model via Di-
rect Preference Optimization (DPO) (Rafailov et al. 2023), a
preference-driven reinforcement learning framework. Once
trained, the attack policy model autonomously formulates a
high-level attack goal based on the LLM-MAS task and gen-
erates related sub-goals across multiple rounds. These attack
sub-goals then guide the tampering of intercepted messages.
To ensure stealthiness, MAST incorporates a dual-constraint
tampering mechanism that jointly considers semantic simi-
larity and embedding similarity, thereby reducing detectabil-
ity while preserving task relevance.

Our contributions are summarized as follows:

• We formally define tampering of inter-agent communi-
cations in LLM-MAS as a distinct security problem.

• We employ MCTS to extract step-level preference pairs
for training the attack policy model via DPO, internal-
izing long-horizon planning for adaptive multi-round at-
tack sequences generation across architectures and tasks.

• We introduce a semantic and embedding dual-constraint
tampering mechanism that enhances stealthiness while

preserving attack effectiveness.
• Extensive experiments demonstrate that MAST achieves

consistently strong performance across diverse tasks,
communication architectures, and LLMs.

2 Related Work
2.1 LLM-based Multi-Agent Systems
Recent studies show that LLM-MAS can make LLM-based
agents more coordinated, and communication is emphasized
an essential part of LLM-MAS in various tasks, such as soft-
ware engineering and recommendation scenarios and archi-
tectures (Talebirad and Nadiri 2023; Yan et al. 2025; Tao
et al. 2024; Nie, Zhi et al. 2024). Recent advances in text-
attributed graph learning have explored how message and
attribute information can be jointly modeled for robust rea-
soning and structure understanding (Yan et al. 2023; Zhao
et al. 2022; Li et al. 2017). Complementarily, graph-based
pretraining and cross-domain recommendation methods fo-
cus on transferring representations across relational struc-
tures to enhance adaptability (Zhang et al. 2023; Zhao et al.
2023; Wang et al. 2022; Li et al. 2019), offering potential
inspiration for future LLM-MAS modeling strategies.

2.2 Adversarial Threats to LLM-MAS
Recent studies reveal three primary attack surfaces in LLM-
MAS: (i) attacker in LLM-MAS, (ii) attacks on agents, and
(iii) intercept messages and persuade. Internal attackers can
steer systems toward incorrect consensus and accelerate the
spread of malicious information (Amayuelas et al. 2024; Ju
et al. 2024; Huang et al. 2024). Direct attacks on agents can
inject adversarial prompts or exploit external tools, causing
denial-of-service and system corruption (Zhou et al. 2025;
Lee and Tiwari 2024). However, these methods face limita-
tions in effectiveness, adaptability, and stealthiness. AiTM
intercepts message passing between agents and forwards
specially templated persuasive messages to the intended re-
cipients to induce harmful actions or service denial (He et al.
2025). Although AiTM achieves high attack success rates, it
relies on manually crafted templates tailored to each task
and produces conspicuous linguistic cues, which makes it
less adaptable to other tasks and easier to detect.

3 Settings
3.1 LLM-MAS Settings
We first formalize the framework of LLM-MAS and their
components in the study.

Agents. Let A = {A1, A2, . . . , AN} be the set of N
agents. Each agent Ai is powered by an LLM.

Communication Structure. Inter-agent communication
is modeled as a directed graph G = (A, E), where an edge
(Ai, Aj) ∈ E permits Ai to send messages to Aj . LetM de-
note the space of possible textual messages, and mt

i→j ∈M
be the message transmitted along (Ai, Aj) during round t.
The collection of messages in round t is Mt = {mt

i→j |
(Ai, Aj) ∈ E}.Accumulating over T synchronous rounds
yields the ordered transcriptHT = (M0,M1, ...,MT ).
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Figure 2: Overview of MAST. Panels (a–c) constitute the training pipeline; panel (d) illustrates the constrained tampering attack.

Tamper Defender. A tamper defender AS driven by an
LLM can inspect every in-transit message mt

i→j . The de-
fender operates as a Boolean decision function that deter-
mines whether a message is a legitimate communication.

fS(m) =

{
1, if m violates policy,
0, otherwise.

(1)

Specifically, AS evaluates each message along three di-
mensions: (1) its consistency with the characteristics of the
sender, (2) its relevance to the system’s current task, and (3)
the presence of malicious or anomalous information.

States and Actions. At round t, each agent Ai holds an
internal state sti (e.g. private memory, role description, con-
text window) and receives the set of incoming messagesMt

i.
The joint system state is denoted by St = {sti}Ni=1.

Global Task Objective. Let G denote the system task. A
system-wide utility function

Φ: ST ×HT ×G −→ R (2)

evaluates the outcome after T rounds. Ideally, effective com-
munication and role assignment among agents maximise Φ.

3.2 Attack Policy Model
Adversarial Goals. The attacker seeks to maximise the
deviation of the task utility Φ from its nominal value with-
out being detected by AS . Let HT be the original message
transcript after T rounds and H̃T the transcript after multi-
round stealthy tampering. The corresponding joint states are
defined as ST and S̃T respectively. The set of tampering ac-
tions is defined as Z . The optimisation problem is:

max
H̃T

∆Φ := Φ(ST , G)− Φ(S̃T , G)

s.t. ∀ (m→m′) ∈ Z, fS(m
′) = 0.

(3)

Adversary Capabilities. The attacker is assumed to have
control over part of the communication links within the
LLM-MAS, who can intercept the message m, modify it
to m′, and send it to the original recipient. However, the
attacker cannot directly alter agent states. Additionally, the
attacker maintains continuous, long-term monitoring of the
system, enabling multi-round tampering.

4 Method
The framework of the proposed MAST is illustrated in Fig-
ure 2, which implements a multi-round adaptable stealthy
tampering attack on LLM-MAS. Our proposal comprises
two major stages: (i) Adaptive Attack Policy Learn-
ing, which uses MCTS to generate step-level preference
pairs as training data for DPO to train the attack policy
model πθ to generate effective and adaptable multi-round at-
tack sequences; (ii) Stealthiness-Constrained Tampering,
which enforces semantic and embedding dual constraints to
achieve stealthy tampering against intercepted information.

4.1 Adaptive Attack Policy Learning
In LLM-MAS communications, a single minor tampering
with an intercepted message typically yields limited impact.
However, making extensive tampering with an intercepted
message substantially increases the risk of detection. There-
fore, we exploit the multi-round communications of LLM-
MAS, decomposing the global attack goal into a sequence
of sub-goals that gradually increase the impact on the sys-
tem while maintaining stealthiness. However, directly using
an untrained LLM as the attack policy model cannot achieve
this goal as it lacks three crucial capabilities: (i) formulat-
ing an appropriate global attack goal from the system task,
(ii) adaptively decompose the global attack goal into a se-
quence of attack sub-goals based on the system status, and
(iii) deciding when not to tamper to avoid detection to ensure
stealthiness. This deficiency fundamentally limits the effec-
tiveness of attacks. Consequently, our goal in this stage is to
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train an LLM as the attack policy model that can generate
coherent, state-aware multi-round attack plans.

Formally, when given a task specification G, the attack
policy πθ first maps it to a global attack goal G⋆ = πθ(G).
At each communication round i, πθ observes the intercepted
message set M̃i, the agent graph A, the global attack goal
G⋆, and the partial attack sequence Z⋆

i−1, and then outputs
an attack sub-goal ai:

ai = ⟨Atar
i , πstr

i ⟩ ← πθ

(
M̃i, A, G⋆, Z⋆

i−1

)
. (4)

Each sub-goal ai is a tuple ⟨Atar
i , πstr

i ⟩, where Atar
i ∈ A is the

target agent and πstr
i specifies the concrete tampering strat-

egy. If πθ decides not to attack in this round, we set ai = ∅.
The resulting sequence Z⋆ = (G⋆, a1:n) forms the complete
attack plan that will later be executed under the stealthiness
constraints in 4.2.

The training pipeline comprises three steps: (i) MCTS-
based attack reasoning, (ii) preference pair construction, and
(iii) step-level DPO fine-tuning. We detail each step below.

MCTS-based Attack Reasoning. Designing a stealthy
multi-round attack is a long-horizon planning problem: the
attacker must issue a sequence of interdependent sub-goals
whose cumulative effect diverts the system while remaining
undetected. MCTS, widely used in games and task planning,
fits this setting because it incrementally expands a search
tree and balances exploitation of high-value branches with
exploration of under-visited ones. In our framework, MCTS
both produces high-quality multi-round attack sequences by
planning over sub-goals and provides step-level value esti-
mates for each sub-goal, which can be transformed into re-
liable preference pairs for attack policy model fine-tuning.

The search for an optimal attack sequence Z⋆ is mod-
eled as MCTS on a directed tree T . Each node stores the
joint LLM-MAS state Sk and an accumulated value esti-
mate v̄(sk) after the attacker issues k sub-goals. An edge
(sk−1 → sk) corresponds to proposing a new sub-goal
ak.We adapt the four standard MCTS stages to our attack-
planning objective:
Selection Starting from the root s0, the most likely to be
successfully attacked child nodes are recursively chosen
via an Upper-Confidence-Bound (UCB) rule UCB(sk) =

v̄(sk) + c

√
lnNpar(sk)

Nsk
, where v̄(sk) is the current mean

value estimate, Nsk , Npar(sk) are visit counts, and c>0 is
an exploration constant. This prioritizes more effective sub-
goals while still allocating trials to under-explored options.
Expansion If the selected node sk is not fully expanded, the
attack policy model πθ(· | sk) generates at most K candi-
date attack sub-goals as the next attack edges of the node.
Branching here broadens the attack space and increases the
chance of discovering effective attack sub-goals.
Rollout Instead of costly full-depth simulations, each attack
edge applies its attack sub-goal once to the simulated LLM-
MAS to obtain a predicted next state Ŝk+1 of the system
under this attack. A process reward model Vϕ then estimates
its effect vk+1 = Vϕ(Ŝ

k+1), which serves as that child’s leaf
value, approximating the task-utility gap ∆Φk+1. This pro-

vides a detailed step-level estimate of the candidate actions,
facilitating the subsequent construction of preference pairs.
Back-propagation The obtained value vk+1 of the impact
of the attack is propagated along the selected path, updat-
ing visit counts and running averages v̄(·). Therefore, more
effective paths are reinforced, biasing subsequent selection
steps toward these sequences.

After sufficient simulations, following the most visited
edges from the root yields an approximate optimal sequence
Z⋆. Meanwhile, the tree provides comparisons between dif-
ferent attack sub-goals under the same parent node; these
can be converted into preference pairs for step-level DPO
fine-tuning. Through training, the attack policy model inter-
nalizes the planning ability revealed by MCTS and can adapt
to attacks on different LLM-MAS architectures and tasks.
Preference Pair Construction. After the MCTS explo-
ration, we build step-level preference pairs from the search
tree. In the search, the value estimator assigns a value to each
node. To compare the impact of attack sub-goals, we define
the edge value as the value of its successor node.

Formally, let zk−1 be a parent partial attack sequence and
ak a candidate sub-goal sampled from it. Executing ak leads
to a successor node zk. We define:

Q(zk−1, ak) ≜ v(zk), (5)
Consider two competing actions ak and a′k branching

from the same parent zk−1, yielding zk and z′k respectively:
zk = (a1, . . . , ak−1, ak), z′k = (a1, . . . , ak−1, a

′
k). (6)

To ensure that constructed pairs reflect meaningful and dis-
tinct quality differences, a minimum quality margin τ is im-
posed. We keep a preference pair only when the value gap
exceeds an empirically chosen margin τ :(

zk−1, ak, a
′
k

)
s.t. Q(zk−1, ak)−Q(zk−1, a

′
k) > τ. (7)

Here ak is the preferred action and a′k the non-preferred
one. All such triples constitute the preference set P used for
step-level DPO fine-tuning.

Step-level DPO Fine-Tuning. Given the preference set
P , we apply DPO at the step level to distill the planning
signal from MCTS into the attacker policy. For each tuple
(zk−1, ak, a

′
k) ∈ P , we define the log-odds margin ∆k:

∆k = log
πθ(ak | zk−1)

πref(ak | zk−1)
− log

πθ(a
′
k | zk−1)

πref(a′k | zk−1)
, (8)

where πθ is the trainable attack policy model and πref is its
frozen reference copy. We then minimize
LStep-DPO(θ) = −E(zk−1,ak,a′

k)∼P
[
log σ

(
β∆k

)]
, (9)

with σ(·) the logistic sigmoid and β controlling preference
strength. Optimizing (9) nudges πθ to increase the proba-
bility of actions that MCTS deemed more promising, thus
refining the attacker’s step-wise decision quality.

4.2 Stealthiness-Constrained Tampering
Once the attack policy model outputs an attack sub-goal,
the central challenge becomes realizing it by tampering with
the intercepted message m to m′ while remaining stealthy
fS(m

′) = 0. To achieve this, we propose a three-stage
stealthy tampering procedure as follows:
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Context Analysis. The attacker initially analyzes the orig-
inal message m to ensure the attack goal can integrate seam-
lessly into the existing communication environment. The
analysis includes: Semantic Structure: parse m into a se-
mantic core represented by C(m) = {S, P,O}, correspond-
ing to the subject, predicate, and object; Tone features: iden-
tify the linguistic tone, such as imperative, interrogative, or
declarative; Format features: determine the specific format
of the message, such as code or plain textual form.

Attack Goal Disguise. Using insights from the context
analysis, the attacker disguises the original attack sub-goal
ak into a benign-seeming sub-goal a′k. We propose four
main disguise strategies: Shallow Rewriting: replace sensi-
tive keywords with contextually suitable synonyms; Goal
Rephrasing: rewrite malicious objectives into legitimate-
seeming intents; Contextual Consistency: match the linguis-
tic style and tone of the original message; Suggestive Fram-
ing: employ subtle suggestive phrasing to guide the target.

Generation with Stealthiness Constraints. Guided by
the disguised sub-goal a′k, the attacker generates the tam-
pered message m′. To ensure stealthiness, we impose dual
constraints: semantic similarity and embedding similarity:
Semantic Similarity Constraint Tampering defenders typ-
ically detect significant semantic shifts. Thus, we enforce
semantic closeness between m′ and m:

P (m′,m) =
1

|C|
∑
ω∈C

cos
(
p(ω(m′)), p(ω(m))

)
≥ ε, (10)

where p(·) denotes a semantic embedding function, cos(·, ·)
denotes cosine similarity, and 0 < ε < 1 is a tunable param-
eter controlling paraphrase strictness.
Embedding Similarity Constraint Additionally, we con-
strain the modified message in the embedding space of a
pre-trained model to maintain linguistic proximity:

E(m′,m) = cos(w(m′), w(m)) > δ, (11)

where w(·) is the embedding function, and δ ∈ (0, 1) con-
trols the allowable embedding similarity.

By adhering to these dual constraints, the resulting tam-
pered message m′ can achieve subtle yet strategically sig-
nificant manipulations, effectively influencing the receiver’s
actions without being detected. The overall pipeline of the
proposed method is depicted in Algorithm 1.

5 Experiments
In this section, a series of experiments is conducted to eval-
uate the effectiveness and stealthiness of MAST on LLM-
MAS. Our evaluation focuses on the success rate of the
attack across diverse tasks, the comparative efficiency of
our trained LLM as the attack policy model versus direct
prompting of SOTA LLMs, and the stealthiness character-
istics of the attack in evading detection by the tamper de-
fender. The experiments are conducted on a variety of LLM-
MAS communication architectures and datasets.

Algorithm 1: Pseudo-code for MAST
Input : LLM-MAS A with communication graph

G; attack policy model πθ; reference πref;
Process Reward Model Vϕ; thresholds ε, δ

Output: Sequence of tampered messages {m′
t}Tt=1

/* Adaptive Attack Policy Learning */
1 Initialize search tree T ← {s0} with empty path;
2 for iter = 1 to NMCTS do
3 Select the best node sk through UCB;
4 Attack policy model sample K sub-goals:

{ak}Kk=1 ∼ πθ(· |s);
5 Rollout one sub-goal to get sk+1 and its value

estimate vk+1 ← Vϕ(sk+1);
6 Back-propagate vk+1 to T ;
7 end
8 Build preference set P = {(s, a⋆, a−)|v⋆− v− > τ};
9 Optimize πθ with LStep-DPO on P;
/* Attack Phase */

10 for communication round t = 1 to T do
11 Generate attack sub-goal at = ⟨Atar

t , πstr
t ⟩;

12 if at ̸= ∅ then
13 Analyze the message m to be attacked and

get the semantic core C(m) ;
14 Disguise at to a′t;
15 Generate a tampered message m′ subject to

P (m′,m) ≥ ε and E(m′,m) > δ ;
16 end
17 Forward m′ to Atar

t ;
18 The system enters the next state St+1;
19 end

5.1 Experimental Setup

LLM-MAS Frameworks. Following previous works (He
et al. 2025), we evaluate three communication architec-
tures: Flat: where agents discuss equally; Chain: where
agents speak sequentially; and Hierarchical: with message
exchanges restricted between parent and child nodes. By
default, we use three agents for Flat and Chain, and two
child agents per parent in Hierarchical. In Flat, an LLM-
based judge generates the final answer from all messages;
in Chain and Hierarchical, the last agent summarizes the
answer. Llama-3.1-70B-Instruct powers the agents in LLM-
MAS and the tamper defender, while Llama-3.1-8B-Instruct
employs the attack policy model (Dubey et al. 2024). GPT-
4o (Hurst et al. 2024) powers the process reward model.
MCTS and all baselines use this setting.

Datasets. Diverse datasets of different tasks are used to
test MAST. MultiAgentBench (Zhu et al. 2025) (MAB) is a
complex task dataset proposed for LLM-MAS. The code and
research domains are used. HumanEval (Chen et al. 2021)
contains 164 hand-written programming problems to assess
code completion ability. MMLU (Hendrycks et al. 2020) is
a dataset for testing domain knowledge answering capabili-
ties. Physics, biology, and math domains are used.
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Archi. Approach MAB.code MAB.research HumanEval MMLU.phy MMLU.bio MMLU.math

ASR Ste. ASR Ste. ASR Ste. ASR Ste. ASR Ste. ASR Ste.

Flat

Debate-Attack 30.4 48.3 38.4 67.5 42.3 42.6 37.2 50.2 39.5 64.8 44.9 69.8
AutoInject 31.1 76.9 17.3 62.3 27.1 71.6 22.1 62.0 25.6 67.8 29.5 61.9
AiTM-Target 71.2 48.5 76.5 36.1 68.5 38.3 64.2 33.9 57.8 36.8 61.3 34.9
AiTM-Dos 68.1 28.8 66.5 25.2 62.2 12.1 76.0 21.5 76.4 14.5 66.5 16.7
Ours 85.4 74.7 88.3 81.5 71.8 68.1 80.8 73.6 78.5 74.3 76.7 68.3

Chain

Debate-Attack 34.5 43.7 30.7 69.7 37.6 44.7 62.6 43.7 52.7 58.3 57.4 64.3
AutoInject 34.9 75.7 24.4 67.3 36.5 72.3 28.4 63.3 23.4 71.3 35.3 61.7
AiTM-Target 81.8 45.4 71.1 31.7 77.9 33.6 74.8 35.9 71.5 29.9 69.7 30.7
AiTM-Dos 74.1 31.9 70.2 23.3 65.4 15.1 71.3 22.7 84.6 20.7 73.1 19.1
Ours 90.8 77.5 87.8 76.9 74.7 73.4 82.4 68.1 81.3 76.2 81.0 72.6

Hier.

Debate-Attack 22.6 49.8 35.3 61.3 31.3 40.3 28.2 49.5 33.6 58.7 37.8 66.5
AutoInject 21.5 72.2 17.0 63.8 29.5 75.8 24.5 66.8 16.6 66.3 31.5 63.7
AiTM-Target 73.5 47.1 69.3 32.6 64.0 34.4 52.9 29.6 47.6 31.9 55.7 35.3
AiTM-Dos 65.2 26.2 62.5 21.9 63.5 15.7 68.2 25.1 70.2 19.9 65.6 17.1
Ours 95.3 82.6 93.6 78.2 77.3 71.6 85.6 70.2 77.6 74.6 82.4 67.5

Table 1: ASR and stealthiness across tasks and architectures. Best results are in bold; second-best results are underlined.

Evaluation Metrics. We evaluate the effectiveness of our
attack using two key metrics: Attack Success Rate (ASR)
and stealthiness (Ste.). To measure ASR, the attack is con-
sidered successful if the attack goal set by the attacker is
observed in the final output. For stealthiness, the tamper de-
fender AS is used to check all the communication messages.

Baselines. We benchmark MAST against four representa-
tive LLM-MAS attacks: (i) Debate-Attack (Amayuelas et al.
2024); (ii) AutoInject (Huang et al. 2024); (iii) AiTM-Target
and (iv) AiTM-Dos (He et al. 2025). For AiTM-Target/Dos,
we average level 1–3 as in the original paper.

Training Implementation. We train the attack model for
T = 3 DPO rounds. Each round samples 600 tasks, pro-
ducing ∼20K step-level preference pairs via MCTS (explo-
ration c=0.6) and τ=0.7. AdamW is used as the optimizer.
The semantic similarity ε is set to 0.80, and the embedding
similarity δ is set to 0.92.

5.2 Experimental Results and Analysis
Main results Table 1 systematically compares the ASR
and stealthiness of the proposed MAST framework with
four competitive baselines across six diverse tasks and three
representative communication architectures. First, MAST
effectively overcomes the widely observed trade-off be-
tween ASR and stealthiness. Unlike prior methods whose
stealthiness typically degrades as ASR increases, MAST
consistently achieves high performance on both metrics.
This demonstrates the effectiveness of our proposed training
method and stealthiness-constrained tampering mechanism.
Second, MAST demonstrates outstanding performance on
complex tasks such as MAB. This advantage arises from
MAST’s ability to move beyond fixed attack targets in chal-
lenging scenarios, enabling it to explore a wider range of at-
tack strategies and identify the optimal attack goals tailored
to specific tasks. Third, regarding the impact of communi-
cation architecture, hierarchical architectures pose greater
challenges for existing baselines due to their deeper and

Figure 3: Effect of the number of training rounds on ASR
and stealthiness across communication architectures.

more distributed message flows. Nonetheless, MAST main-
tains robust performance across tasks and architectures, ben-
efiting from its dynamic goal decomposition and adaptive
step-wise intervention mechanism.

Effect of Multi-Round Training. To evaluate the effec-
tiveness of our training paradigm, we examine how the per-
formance evolves with successive training rounds and eval-
uate the inherent stealthiness of the tampering mechanism
prior to any training. As shown in Figure 3, both ASR and
stealthiness consistently improve with each additional round
of training across various datasets and communication ar-
chitectures, showing the benefits of iterative optimization
guided by MCTS and DPO. Notably, even a single training
round significantly outperforms the untrained baseline.

Importantly, the untrained MAST framework already ex-
hibits a relatively high stealthiness, benefiting from the dual
constraints. Moreover, the stealthiness improves through
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training, as the attack policy model gradually learns to
generate attack sub-goals that more seamlessly integrate
into legitimate communication, which further enhances the
stealthiness-performance trade-off.
Ablation experiment. To evaluate the contribution of
each core component in MAST, we conduct systematic ab-
lation studies by removing individual modules. The results
of different configurations are summarized in Table 2.

Removing the pairwise preference detection mechanism
(w/o PD) leads to a noticeable drop in ASR. This is primar-
ily due to the lack of high-quality preference pairs, which
weakens the training signal used to guide sub-goal selection,
resulting in suboptimal attack trajectories.

Eliminating the training process (w/o TR) severely de-
grades both ASR and stealthiness. The untrained model can-
not strategically select effective sub-goals, causing ASR to
collapse. Meanwhile, stealthiness also deteriorates, as tam-
pering becomes more abrupt and easily detected.

Removing either the semantic similarity constraint (w/o
SE) or the embedding similarity constraint (w/o EM) yields
moderate gains in ASR, since looser constraints allow
greater freedom for inserting more aggressive perturbations.
However, this comes at the cost of significantly reduced
stealthiness. The semantic constraint is crucial for preserv-
ing the core meaning of tampered messages, ensuring con-
textual and goal consistency, while the embedding constraint
primarily regulates stylistic fluency and surface coherence,
helping to mask perturbations in natural language flow.

Approach MAB HumanEval MMLU

ASR Ste. ASR Ste. ASR Ste.

w/o PD 78.7 73.1 64.2 68.9 67.4 73.2
w/o TR 31.9 55.9 34.7 48.3 36.3 50.9
w/o SE 87.8 53.6 79.1 49.2 84.5 52.1
w/o EM 90.9 62.7 75.4 54.8 82.3 60.7
Full 90.2 78.6 74.6 71.0 80.7 71.7

Table 2: Ablation results. PD: τ ; TR: training; SE: semantic
similarity constraint; EM: embedding similarity constraint.

Parameter sensitivity. To assess the impact of key hyper-
parameters on MAST’s performance, we conduct two com-
plementary studies on the MAB as shown in Figure 4.

Figure 4 (a) explores how varying the number of train-
ing rounds and τ used for preference-pair sampling affects
the ASR. We observe that increasing the number of rounds
initially leads to clear improvements, but excessive training
may yield diminishing returns or even slight performance
degradation due to overfitting. Additionally, higher τ val-
ues introduce more diversity in preference sampling, which
slows convergence and requires more training to reach opti-
mal performance. In contrast, a lower τ accelerates conver-
gence but may cause premature overfitting.

Figure 4 (b) examines how the semantic similarity thresh-
old ε and embedding similarity threshold δ affect ASR and
stealthiness. We observe that ASR is more sensitive to ε.
This is because increasing ε narrows the feasible manipula-
tion set, whereas decreasing it can admit semantic drift that
weakens goal attainment. For stealthiness, ε and δ are both

necessary and complementary: ε curbs meaning drift and δ
suppresses distributional outliers, keeping the surface form
close to the original and improving stealthiness.

Figure 4: Parameter sensitivity on MAB. (a) ASR versus
training rounds and τ ; (b) ASR (numbers) and stealthiness
(background) versus the ε and δ.

Cross-Model Evaluation. To assess the generalizability
of MAST across different LLMs, we evaluate its per-
formance on both closed-source and open-source LLMs.
Specifically, we test GPT-4o and Gemini 2.5 Pro (DeepMind
2025) as closed-source models, and Qwen3-8B (Yang et al.
2025a) and Mistral-7B-Instruct-v0.3 (Jiang et al. 2023) as
open-source models. For the open-source models, we apply
our proposed training paradigm to fine-tune them.

Table 3 presents the ASR and stealthiness metrics for all
settings. In our settings, the fine-tuned open-source models
consistently outperform the best-performing closed-source
models on all test tasks, achieving higher ASR and more sta-
ble stealthiness scores. These results demonstrate that our
training paradigm effectively enhances attack capabilities
across different LLMs and that MAST generalizes well to
a wide range of mainstream LLMs.

Model MAB HumanEval MMLU

ASR Ste. ASR Ste. ASR Ste.

GPT-4o 63.7 60.9 51.2 52.3 53.7 57.1
Gemini 2.5 Pro 56.4 58.3 54.8 59.7 57.5 63.5

Qwen 34.2 48.6 28.3 45.5 32.7 52.1
Mistral 28.3 51.9 26.7 47.2 34.5 46.6
Qwen-Trained 84.5 77.3 76.4 73.9 72.3 68.7
Mistral-Trained 78.4 70.2 68.0 64.9 74.8 65.3

Table 3: ASR and stealthiness across LLMs.

6 Conclusion
In this paper, we propose a multi-round adaptive stealthy
tampering framework(MAST), specifically designed to ex-
ploit the communications vulnerabilities in LLM-MAS.
MAST integrates MCTS and DPO, enabling it to internal-
ize long-horizon planning and adaptively generate stealthy,
effective multi-round attack sequences. The semantic and
embedding dual-constraint tampering mechanism achieves
stealthiness without sacrificing attack success. Extensive ex-
periments demonstrate that MAST maintains consistently
high ASR and robust stealthiness across diverse tasks, com-
munication architectures, and different LLM families.
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