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Abstract
We introduce a novel framework for privacy-preserving
multi-party neural network training over Z2k with semi-
honest security in the honest-majority setting. Our work
utilizes Shamir secret sharing scheme over Galois rings
GR(2k, d) and is scalable in the number of participants.
Our primary contribution is a generalization of existing data
packing techniques used in private training through Reverse
Multiplication-Friendly Embedding (RMFE), which enables
a higher packing density and thus more efficient SIMD-style
parallel computation. Notably, our work is the first to sup-
port a general form of RMFE, lifting a common restriction
from previous approaches. To holistically optimize the train-
ing process, we further integrate mixed-circuit techniques to
be fully compatible with our RMFE-based packing scheme.
This enables our protocol to efficiently compute nonlinear
functions, such as comparison, by leveraging bit-wise com-
putations over GR(2, d). We consolidate these advances into
an end-to-end parallel training framework. Experimental re-
sults on both fully connected and convolutional neural net-
works validate the practical performance advantages of our
framework compared to existing methods.

Introduction
Privacy-Preserving Machine Learning (PPML) has emerged
as a critical field at the intersection of machine learning and
cryptography, aiming to reconcile privacy concerns involved
in data-driven models. Among the various tasks in PPML,
achieving privacy-preserving training for deep neural net-
works is particularly significant yet challenging due to the
complexity of the training algorithms and the scale of the
data involved (Zhu et al. 2016). One of the most promising
cryptographic primitives for this task is secret-sharing-based
Secure Multi-Party Computation (MPC) (Yao 1982, 1986),
which allows a group of mutually untrusting parties to col-
laboratively train a model on their combined data without
revealing their private inputs.

There has been a great deal of research devoted to realiz-
ing practical MPC-based training protocols. Many of these
works (Agrawal et al. 2019; Mohassel and Zhang 2017;
Mohassel and Rindal 2018; Wagh, Gupta, and Chandran
2019; Wagh et al. 2021; Patra and Suresh 2020; Chaud-
hari, Rachuri, and Suresh 2020; Koti et al. 2022; Keller and
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Sun 2022) have concentrated on providing customized so-
lutions for a fixed number of parties (typically 2-4). Scal-
ing these protocols to arbitrary n parties presents a signifi-
cant challenge. For example, protocols based on replicated
secret sharing (Ito, Saito, and Nishizeki 1989; Wagh et al.
2021; Baccarini, Blanton, and Yuan 2023) are constrained
by communication costs that grow exponentially, rendering
them impractical for large n. Alternatively, general-purpose
MPC frameworks (Damgård et al. 2012; Cramer et al. 2018;
Damgård and Nielsen 2007) are theoretically applicable to
an arbitrary number of parties but are hindered by the pro-
hibitive cost of securely evaluating the nonlinear functions,
e.g., activation, required for machine learning, making them
unsuitable for PPML. Zhou (Zhou 2023) introduced a train-
ing protocol for general n parties based on classic Shamir
secret sharing scheme (Shamir 1979), achieving a more
scalable communication complexity of O(n). However, this
framework, along with its subsequent optimizations (Zhou
2025b) using the packed Shamir scheme (Franklin and Yung
1992), was inherently limited by the computational cost of
modulo-p arithmetic, a necessary operation in protocols over
Fp that is not efficiently supported by modern computer
hardware.

To address the bottleneck of Fp-based protocols, a
promising direction is to leverage Shamir scheme over Ga-
lois rings (Abspoel et al. 2019), which enables the replace-
ment of modulo-p arithmetic with fast modulo-2k opera-
tion. The work in (Zhou 2025a) first realized this potential
for private training, and used a similar approach as Over-
drive2k (Orsini, Smart, and Vercauteren 2020) to enable par-
allel computation by packing the secrets into the coefficients
of Galois ring elements. While this method provided sub-
stantial speedups compared to its Fp-based counterparts, it
introduced its own scalability challenge: the ring’s degree d
grows exponentially with the number of packed secrets, ρ.

In this paper, we introduce a novel secure training frame-
work utilizing Shamir scheme over Galois rings. We gener-
alize the packing method of (Zhou 2025a) by leveraging Re-
verse Multiplication-Friendly Embedding (RMFE) (Cramer,
Rambaud, and Xing 2021), resulting in a higher data pack-
ing density and more efficient parallel computation. RMFE
uses a map ϕ to map multiple elements into an extended
domain for parallel processing and can maintain a linear de-
pendency between ρ and d. Coral (Huang et al. 2024) first
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proposed an RMFE-based computation framework but was
restricted to the binary field F2 and did not support the com-
plex operations required for a complete training process. The
RMFE used in Coral imposes a constraint that the map ϕ
has to preserve the multiplicative identity. Our construction
lifts this restriction to support a broader class of RMFEs.
Furthermore, we integrate mixed-circuit techniques (Rotaru
and Wood 2019; Escudero et al. 2020) into our RMFE-based
framework, enabling more efficient computation of nonlin-
ear functions such as truncation and comparison within a
bit-oriented representation usingGR(2, d). We then demon-
strate how to construct key training components on this ba-
sis, including activation, pooling, and loss function.

Our main contributions are as follows:
• We propose an RMFE-based framework for privacy-

preserving training over Galois rings, achieving a higher
data packing density for more efficient parallel computa-
tion. Our construction supports a general form of RMFE.

• We adapt the mixed-circuit computation to be compati-
ble with our RMFE-based framework, enabling efficient
computation for nonlinear operations.

• We evaluate the performance of our framework on both
fully connected and convolutional neural networks. The
results show significant reductions in training time and
communication compared to existing approaches.

Preliminaries
Shamir Scheme over Galois Rings
Galois Rings. The formal definition of the Galois ring
GR(2k, d) used in this work is given below. More details
about Galois rings can be found in (Wan 2003).
Definition 1 (Galois Ring) A Galois ring GR(2k, d) is a
ring of the form Z2k [x]/(h(x)), where k is a positive inte-
ger, and h(x) ∈ Z2k [x] is a non-constant, monic polynomial
such that its reduction modulo 2 is irreducible in F2[x].

Shamir Secret Sharing Scheme. To construct a Shamir
scheme over R = GR(2k, d), we require a set of distinct
evaluation points {β1, . . . , βn} ⊂ R that form an excep-
tional sequence (Abspoel et al. 2019), meaning the differ-
ence βi − βj is invertible for any i ̸= j. In GR(2k, d), there
exists an exceptional sequence of length up to 2d, which al-
lows us to establish a Shamir scheme among n < 2d parties.

To share a secret s ∈ R among n parties against t adver-
saries, a dealer defines a random polynomial f(x) ∈ R[x] of
degree t such that f(0) = s. The dealer then distributes the
share si = f(βi) to the i-th party. The vector (s1, . . . , sn)
is called a t-sharing of s, which is denoted by JsKt, and
simply JsK when t is clear from the context. Any group of
t+ 1 parties can jointly reconstruct s via Lagrange interpo-
lation, whereas any group of t or fewer parties learns nothing
about s. For mixed-circuit computation, we need two kinds
of sharings, differentiated by superscripts when necessary:
• J·KA: An arithmetic sharing over GR(2k, d) for k > 1.
• J·KB: A binary sharing over GR(2, d).

We use ΠReveal and ΠB
Reveal to represent the secret recon-

struction protocol on sharing J·KA and J·KB, respectively.

Reverse Multiplication-Friendly Embedding
In this paper, we employ RMFE over Z2k (Cramer, Ram-
baud, and Xing 2021) for efficient parallel computation.
Definition 2 ((ρ, d)-RMFE) Let ρ, d ∈ N. A pair of Z2k -
module homomorphisms (ϕ, ψ) with ϕ : Zρ

2k
→ GR

(
2k, d

)
and ψ : GR

(
2k, d

)
→ Zρ

2k
is a reverse multiplication-

friendly embedding, if, for every x,y ∈ Zρ
2k

, it holds that
x ⊙ y = ψ(ϕ(x) · ϕ(y)), where ⊙ denotes the Hadamard
product and · denotes multiplication in GR(2k, d).

Intuitively, an RMFE provides a mechanism to embed a
vector of ρ secrets into a single element in GR(2k, d) via ϕ.
The crucial property is that the multiplication of two such
embedded elements, when mapped back via ψ, corresponds
exactly to the component-wise product of the original vec-
tors. This property allows us to perform Single Instruction,
Multiple Data (SIMD) style operations on the packed ele-
ments. Note that, if (ϕ, ψ) is an RMFE, then necessarily ϕ is
injective and ψ is surjective, so in particular ρ ⩽ d.

RMFE Construction. There exists a constructive family
of (ρ, d)-RMFE over Z2k for all k ⩾ 1 with ρ → ∞ and
d/ρ → 4.92 (Corollary 3, (Escudero et al. 2023)). More
details about the construction of RMFEs can be found in
(Cramer, Rambaud, and Xing 2021). For practical applica-
tions, ρ = 3 is a good choice, in which case we can obtain a
(3, 5)-RMFE. We give its detailed construction below.
Example 1 (Construction of a (3, 5)-RMFE) Define the
map ϕ : Z3

2k → GR(2k, 5), (a0, a1, a2) 7→ a0 + (a1 −
a0 − a2)x+ a2x

2 + 0x3 + 0x4 and ψ : GR(2k, 5)→ Z3
2k ,

g(x) = b0 + b1x+ b2x
2 + b3x

3 + b4x
4 7→ (g(0), g(1), b4).

Then it is easy to verify that (ϕ, ψ) forms a (3, 5)-RMFE.

Recap of Coefficient-Packing. An element in GR(2k, d)
can be uniquely represented as a polynomial of degree less
than d with coefficients in Z2k . The work in (Zhou 2025a)
uses multiple coefficients to store secrets, thereby enabling
parallel computation. Their construction actually conforms
to the definition of RMFE. To see this, we give the RMFE
corresponding to their packing method of two secrets.
Example 2 ((2, 3)-RMFE in (Zhou 2025a)) Define the
map ϕ : Z2

2k → GR(2k, 3), (a0, a1) 7→ a0+a1x+0x2 and
ψ : GR(2k, 3) → Z2

2k , b0 + b1x + b2x
2 7→ (b0, b2). Then

(ϕ, ψ) forms a (2, 3)-RMFE.

Our work generalizes the packing method in (Zhou
2025a), which is a specific instance of (ρ, d)-RMFE con-
strained by d ⩾ 2ρ − 1, an exponential dependency that is
impractical for large ρ. For instance, they require d = 7 for
ρ = 3. Our framework, however, leverages more general and
efficient RMFE constructions like Example 1, needing only
d = 5 for the same ρ and thus offering superior performance.

Notation
In the rest of this paper, we let R = GR(2k, d) and use ρ to
represent the number of packed secrets.We write u ∈$ S to
denote the uniform random sampling of u from a set S . We
define e = (1, . . . , 1) ∈ Zρ

2k
and e0 = (1, 0, . . . , 0) ∈ Zρ

2k
.

Further notation will be introduced as needed.
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Framework Overview
Threat Model
We consider a setting with n ⩾ 3 parties who wish to jointly
train a neural network. Our protocols operate in the honest-
majority setting, where at most t < n/2 parties can be
passively corrupted by a semi-honest adversary. Throughout
the computation, all sensitive data are protected via secret
sharing. The underlying Shamir scheme guarantees that any
coalition of t or fewer corrupted parties learns nothing be-
yond what is revealed by the protocol’s designated outputs.
The security of our protocols is analyzed under the Universal
Composability framework (Canetti 2001).

Data Representation and Packing
We use a standard fixed-point representation (Catrina and
de Hoogh 2010) to convert real numbers into Z2k before
packing them into Galois rings. A real number x̃ ∈ R
is transformed to a fixed-point approximation x̄ by setting
x̄ =

⌊
x̃ · 2f

⌋
∈ Z, where f is the precision and ⌊·⌋ de-

notes the floor function. Then, we encode x̄ into Z2k by
computing x = x̄ (mod 2k). In this paper, we limit x̄ in
[−2ℓ−1, 2ℓ−1− 1] and require k ⩾ ℓ+ κ+1, where κ is the
statistical security parameter.

RMFE Operations. The key for achieving parallelism in
our framework is packing, where multiple secrets are em-
bedded into a single Galois ring element. Let (ϕ, ψ) be an
RMFE. We define the following fundamental operations:

• Pack(·): This operation, defined by the map ϕ, embeds a
vector of ρ secrets from Zρ

2k
into a single element in R.

• PackInv(·): This operation, defined by ϕ−1, retrieves the
vector of secrets from Im(ϕ) before multiplication.

• Unpack(·): This operation, defined by the map ψ, re-
trieves the vector of secrets from R after multiplication.

• ReEncode(·): This operation, defined as the composition
ϕ ◦ ψ, maps a Galois ring element back into the valid
image of ϕ. This is crucial for ensuring that the output of
one multiplication can be correctly used as the input for
the next, since ϕ is not necessarily surjective.

For Pack and Unpack, we use PackB and UnpackB to rep-
resent the situation when k = 1, respectively.

RMFE-Based Computation Architecture
The overall architecture of our training framework is de-
picted in Figure 1. The process begins with data owners
secret-sharing their private data after fixed-point encoding
and RMFE-based packing. The target parameters are then
trained interactively by all parties. It is worth emphasizing
that training is not a fully parallel process. In subsequent sec-
tions, we will introduce our parallel computation framework
and demonstrate its integration into the training procedure.

Building Blocks
Randomness
Throughout this paper, we need the following functionalities
to generate the random sharings necessary for our protocols.

Figure 1: The high-level architecture of our framework.

• FDouRan. This functionality generates a pair of sharing
{JrK2t, JReEncode(r)Kt}, where r ∈$ R.

• FRanPair. This functionality generates a pair of sharing
{JrK, JPack(r0, . . . , rρ−1)K}, where r0, . . . , rρ−1 and r

are randomly sampled from Z2k such that
∑ρ−1

i=0 ri = r.
• FdaBit. This functionality generates {JrKA, JrKB}, where
r = Pack(r0, . . . , rρ−1) with each ri ∈$ {0, 1};

• FedaBit. Given a positive integer m ⩽ k, this functional-
ity generates {JrKA, (Jrm−1KB, . . . , Jr0KB)}, where r =
Pack(a0, . . . , aρ−1) with each ai ∈ Z2k being a random
number of length m, satisfying r =

∑m−1
i=0 2iri.

FDouRan and FRanPair can be implemented based on
a hyper-invertible matrix (Beerliová-Trubı́niová and Hirt
2008; Abspoel et al. 2019). FdaBit and FedaBit generate our
RMFE-based daBits and edaBits, which can be realized us-
ing standard techniques in (Escudero et al. 2020). Through-
out this paper, functionalities and protocols designed for
packed data, e.g., FedaBit, have a corresponding non-packed
version that handles secrets in Z2k rather than R, with ele-
ments of Z2k embedded into R as the constant term of the
polynomial associated with a Galois ring element. We de-
note this version with a superscript 1, as in F1

edaBit.

Basic Arithmetic on Packed Data
Let JaK, JbK be sharings of two elements of R, where a =
Pack(a0, . . . , aρ−1), b = Pack(b0, . . . , bρ−1). We introduce
the following basic operations.

Linear Operations. Addition of JaK, JbK and multipli-
cation of JaK by a public value c ∈ R are performed
locally by each party on their respective shares. Specif-
ically, when c ∈ Z2k , the parties can locally compute
JPack(ca0, . . . , caρ−1)K = cJaK.

Multiplication. The element-wise multiplication of JaK
and JbK can be performed in a similar way to the multipli-
cation in (Damgård and Nielsen 2007), which leverages a
double sharing to achieve degree reduction. Algorithm 1 de-
tails our protocol ΠMult, where we utilize a double sharing
not only for degree reduction but also for re-encoding. The
reason for re-encoding is to ensure that the output is suitable
for subsequent multiplications.

Since r is random in R, the revealed c in Step 3 leaks
no information about a and b. As for correctness, we have
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Algorithm 1: Multiplication ΠMult

Input: JaKt, JbKt;
Output: JgKt where g = Pack(a0b0, . . . , aρ−1bρ−1);

1: {JrK2t, JReEncode(r)Kt} ← FDouRan;
2: JhK2t = JaKtJbKt;
3: c = ΠReveal(JhK2t − JrK2t);
4: JgKt = ReEncode(c) + JReEncode(r)Kt;

g = ReEncode(ab−r)+ReEncode(r) = ReEncode(ab) =
Pack(Unpack(ab)) = Pack(a0b0, . . . , aρ−1bρ−1).

Remark. A primary difference between our work and
previous work like (Huang et al. 2024) is that we re-
quire the output g = Pack(a0b0, . . . , aρ−1bρ−1) instead
of Unpack(g) = (a0b0, . . . , aρ−1bρ−1). Since for a vector
x ∈ Zρ

2k
, we don’t guarantee that Unpack(Pack(x)) = x.

This equation holds only when Pack(e) = 1R, which was
required by previous work (Huang et al. 2024). We remove
this constraint to support a more general form of RMFE. It is
noteworthy that the constructions detailed in both Example 1
and Example 2 are exempt from this constraint.

Mixed-Circuit Computation
Binary to Arithmetic. Our construction requires the con-
version from binary sharing to arithmetic sharing, which can
be achieved through a daBit (Escudero et al. 2020). Algo-
rithm 2 details our protocol ΠB2A for this process. Given
JaKB, where a = PackB(a0, . . . , aρ−1), ai ∈ {0, 1}, ΠB2A

outputs JbKA satisfying b = Pack(a0, . . . , aρ−1).

Algorithm 2: ΠB2A

Input: JaKB;
Output: JbKA;

1: {JrKA, JrKB} ← FdaBit;
2: c = ΠB

Reveal(JaK
B + JrKB);

3: JbKA = c+ JrKA − 2ΠMult(c, JrKA);

Note that in Step 3, even if c is public, we still need to
invoke ΠMult since we need element-wise multiplication.

Truncation. Algorithm 3 details our protocol for parallel
truncation. Given JaK where a = Pack(a0, . . . , aρ−1) with
each ai being an integer in Z2k of length ℓ, and an inte-
ger m satisfying 1 ⩽ m ⩽ ℓ − 1, ΠTrun outputs JdK such
that d = Pack(⌊a0/2m⌋ , . . . , ⌊aρ−1/2

m⌋). ΠTrun adapts the
truncation in (Zhou 2025a) by integrating a boolean-circuit
functionality FBitLT to compute the bit-wise comparison,
which can be realized by following the steps of BitLTC1
in (Catrina and de Hoogh 2010) and using ΠMult to compute
the underlying prefix multiplication sequentially.

The way we calculate truncation, originally introduced in
(Catrina and de Hoogh 2010), utilizes a random number to
mask the input in a manner that no wraparound happens.
The result is then computed based on subtracting the ran-
dom number’s truncation from the masked value’s trunca-
tion. To ensure masking, the random number must be suffi-
ciently large, necessitating a security parameter κ. Same as

Algorithm 3: Deterministic Truncation ΠTrun

Input: JaK, m;
Output: JdK;

1: {Jr′′KA, (JriKB)ℓ+κ−1
i=m } ← FedaBit(ℓ+ κ−m);

2: {Jr′KA, (JriKB)m−1
i=0 } ← FedaBit(m);

3: c = ΠReveal(Pack(2
ℓ−1e) + JaK + 2mJr′′K + Jr′K);

4: (c0, . . . , cρ−1) = PackInv(c);
5: c′ = Pack(c0 mod 2m, . . . , cρ−1 mod 2m);
6: JuKB = FBitLT(c

′, (JriKB)m−1
i=0 );

7: JuKA = ΠB2A(JuKB);
8: JdK = (c− c′)2−m − Jr′′K− JuKA − Pack(2ℓ−m−1e);

in (Catrina and de Hoogh 2010), we can remove the calcu-
lation of u to get an efficient probabilistic truncation. Corre-
spondingly, we call ΠTrun the deterministic truncation.

Integer Comparison. The comparison between two num-
bers can be computed by extracting the most significant bit
of their difference, which reduces to a deterministic trunca-
tion (Catrina and de Hoogh 2010; Damgård et al. 2019).

Secure Primitives for Neural Network Layers
Activation Function. We use ReLU as our activation
function. To enable training, we also need to compute its
derivative DReLU(x), which is defined to be 1 if x ⩾ 0
and 0 otherwise. DReLU can be implemented through a de-
terministic truncation (Catrina and de Hoogh 2010), and we
can compute ReLU as ReLU(x) = x ·DReLU(x).

Pooling. We consider both max pooling and average pool-
ing. Max pooling can be computed based on ReLU (Liu,
Xiang, and Yu 2024), and average pooling can be seen as a
division by a public value, thus reduced to a truncation.

Loss Function. When using the softmax function and the
cross-entropy loss, the corresponding gradient can be ap-
proximated by ReLU and division (Wagh, Gupta, and Chan-
dran 2019). Here, the division can be calculated bit by bit,
as detailed in (Zhou 2023).

Parallel Training Framework
We now introduce how to achieve parallel training on the
basis of RMFE-based computation. We follow the training
paradigm in (Zhou 2025b) to compute the gradient for each
training sample in a mini-batch in parallel. Figure 2 shows
the complete process of training a fully connected network.

Split and Expand. We first introduce two key sub-
protocols, ΠSplit and ΠExpand. Given a sharing JaK where
a ∈ Z2k , ΠSplit outputs JPack(a0, . . . , aρ−1)K satisfying
a0 + · · ·+ aρ−1 = a, and ΠExpand outputs JPack(a, . . . , a)K.
ΠExpand can be computed locally as JPack(ae)K =
JaKPack(e). As for ΠSplit, we can compute it based on
FRanPair, the details are shown in Algorithm 4.

Gradient Aggregation. Once the gradients for each sam-
ple are calculated, we need to aggregate and average these
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Figure 2: Parallel training framework.

Domain Protocol Circuit (ρ, d)
LAN WAN Communication(KB)*

Offline(s) Online(ms) Offline(s) Online(s) Offline Online

p
ΠTruncF Arithmetic − 11.92 144.35 83.71 4.48 55.02 0.63
ΠEdabitsF Mixed − 1.50 29.99 45.53 3.39 32.92 0.18

ΠEdabitsR Mixed (1, 3) 0.63 64.40 17.64 5.29 14.16 0.69
(2, 3) 0.43 43.59 15.82 5.16 9.86 0.35

2k ΠTrunGR Arithmetic (1, 3) 3.93 67.42 44.54 1.51 42.20 0.88
(2, 3) 2.63 40.42 34.86 1.35 32.49 0.44

ΠTrun Mixed (1, 3) 0.85 17.83 26.51 1.30 34.27 0.20
(Ours) (2, 3) 0.69 13.52 23.80 1.23 23.98 0.11

* The communication is reported as the amortized communication per party for a single truncation.

Table 1: Performance comparison for 10, 000 parallel deterministic truncations of 13 bits.

Algorithm 4: ΠSplit

Input: JaK;
Output: JgK;

1: {JrK, JPack(r0, . . . , rρ−1)K} ← FRanPair;
2: c = ΠReveal(JaK + JrK);
3: JgK = Pack(ce0)− JPack(r0, . . . , rρ−1)K;

individual gradients. This process can be regarded as a spe-
cial truncation. Based on ΠTrun, we propose ΠAggre to handle
this process. The details are shown in Algorithm 5.

Updating Parameters. As shown in Figure 2, for the l-
th layer, the weight wl and bias bl require different sharing
forms, as the former is applied via multiplication and the
latter via addition. Therefore, after the gradients for bl are
computed, ΠExpand must be invoked on them before updating
the value of bl.

Experiments
Our experiments consist of a microbenchmark focused on
truncation as well as end-to-end training of neural networks.

Algorithm 5: ΠAggre

Input: JaK, m, where a = Pack(a0, . . . , aρ−1);
Output: JdK satisfying d = ⌊(a0 + · · ·+ aρ−1)/2

m⌋;
1: {Jr′′KA, (JriKB)ℓ+κ−1

i=m } ← F1
edaBit(ℓ+ κ−m);

2: {Jr′KA, (JriKB)m−1
i=0 } ← F1

edaBit(m);
3: JrKA = 2mJr′′KA + Jr′KA;
4: JvK = ΠSplit(JrK); //v = Pack(v0, . . . , vρ−1)

5: c = ΠReveal(Pack(2
ℓ−1e0) + JaK + JvK);

6: (c0, . . . , cρ−1) = PackInv(c);
7: c′ = (c0 + · · ·+ cρ−1) mod 2m;
8: JuKB = F1

BitLT(c
′,
(
JriKB

)m−1

i=0
);

9: JuKA = Π1
B2A(JuK

B);
10: JdK = (c0+· · ·+cρ−1−c′)2−m−Jr′′K−JuKA−2ℓ−m−1;

Experimental Setup
Execution Environment. All our experiments were con-
ducted on a server equipped with an AMD EPYC 9754 128-
Core Processor and 512 GB of RAM. We configured two
network settings using the Linux Traffic Control:
• LAN setting: 4 Gbps bandwidth with sub-millisecond
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Framework Pooling (ρ, d)
Network A (FCN) Network B (CNN) Network C (CNN)

LAN WAN Comm. LAN WAN Comm. LAN WAN Comm.

(Zhou 2025a)

Max (1, 3) 0.76 36.74 0.28 26.26 228.25 7.20 42.68 323.61 10.57
Avg (1, 3) − − − 8.68 84.03 1.91 17.20 114.91 2.97
Max (2, 3) 0.44 35.18 0.14 12.19 120.38 3.60 23.88 165.32 5.30
Avg (2, 3) − − − 4.56 55.11 0.96 9.35 70.35 1.50

Ours

Max (1, 3) 0.34 34.78 0.07 7.84 81.30 1.79 15.69 103.18 2.65
Avg (1, 3) − − − 3.71 45.73 0.46 9.81 56.67 0.74
Max (2, 3) 0.16 34.00 0.04 3.86 63.71 0.90 8.34 75.82 1.34
Avg (2, 3) − − − 1.88 40.65 0.23 5.03 46.90 0.39

Table 2: The time(h) and communication(TB) required for 3 epochs of online training between 3 parties.

round-trip time (RTT).

• WAN setting: 100 Mbps bandwidth with 40 ms RTT.

Implementation Details. We implemented our frame-
work in C++ and used the Eigen library for matrix mul-
tiplication. We set the security parameter κ = 40 and the
number of adversaries t = ⌊(n − 1)/2⌋. All random shar-
ings required for the protocols were generated in an offline
phase. For fixed-point representation, we set k = 128 and
the data range ℓ = 60. Our experiments included two kinds
of RMFE constructions. When ρ = 2, we used the construc-
tion in Example 2, which is applicable for d ⩾ 3. When
ρ = 3, we used the construction in Example 1.

Baselines. For microbenchmark on truncation, we com-
pare our protocol against its arithmetic-only counterpart in
(Zhou 2025a), which we refer to as ΠTrunGR. We also con-
sider the work in (Catrina and de Hoogh 2010) and (Escud-
ero et al. 2020). The former is the first to consider truncation
on fixed-point numbers over Fp, and the latter is notable for
enabling mixed-circuit computation and removing the secu-
rity parameter over Z2k . We refer to the protocol in (Catrina
and de Hoogh 2010) as ΠTruncF, and the protocols in (Escud-
ero et al. 2020) over Fp and Z2k as ΠEdabitsF and ΠEdabitsR,
respectively. For end-to-end training, our main baseline is
the coefficient-packing framework over Galois rings (Zhou
2025a). We also benchmark against two established three-
party (3PC) frameworks, ABY3 (Mohassel and Rindal 2018)
and SecureNN (Wagh, Gupta, and Chandran 2019), to posi-
tion our work within a broader PPML landscape.

Networks. We conduct training on the MNIST dataset
(Deng 2012) using the same Network A, B, and C in (Wagh,
Gupta, and Chandran 2019). Network A is a 3-layer fully
connected neural network (FCN) with 128 neurons in each
hidden layer. Network B and Network C are both convo-
lutional neural networks (CNN), where Network B comes
from (Liu et al. 2017), containing 2 convolution layers and 2
fully connected layers, and Network C is a variant of LeNet
(Lecun et al. 1998). According to (Wagh, Gupta, and Chan-
dran 2019), after 15 epochs of training, the accuracy of these
three networks can reach 93.4%, 98.77%, and 99.15%, re-
spectively.

Microbenchmark: Truncation Performance
We first benchmarked our protocol ΠTrun by executing
10,000 parallel 13-bit truncations between 3 parties. The re-
sults in Table 1 confirm that our protocol is the most efficient
among all baselines. A key comparison is with ΠEdabitsR,
which achieves minimal communication (using k = 64)
by eliminating the security parameter. However, this comes
at the cost of two online comparison rounds, hindering its
practical performance. For instance, in the LAN setting with
ρ = 1, while ΠEdabitsR is 25.9% faster offline, our protocol
demonstrates a 72.3% speedup in the critical online phase.

End-to-End Training Performance
For our end-to-end evaluation, we benchmarked our frame-
work against the work in (Zhou 2025a) across all three net-
works. We used probabilistic truncation with f = 13 and a
batch size of 128. As detailed in Table 2, our framework con-
sistently outperforms the baseline. Specifically, under the
same packing density, we reduce communication by 71.4-
75.1% and accelerate online training by 55.3-70.1% in LAN
and 5.3-68.1% in WAN settings. This significant gain is di-
rectly attributable to our integration of mixed-circuit com-
putation. The improvement in WAN is less pronounced for
simpler Network A, where performance is primarily bottle-
necked by the number of communication rounds. Table 2
also shows the impact when we switch from max pooling
to average pooling. It can be seen that average pooling is
significantly more efficient than max pooling because it cir-
cumvents the need for costly comparison operations.

We further compared our framework against ABY3 and
SecureNN, two classic 3PC frameworks, and the relevant
results for Network A are presented in Table 3. The re-
sults demonstrate that our framework, while designed for
the more challenging setting of a general number of parties,
achieves a runtime competitive with these specialized 3PC
protocols.

Scalability and Packing Efficiency. To validate the scala-
bility of our framework, we conducted private training using
different RMFEs on Network A, B, and C, with the number
of parties n ranging from 3 to 21. We set the batch size to
120 and the fixed-point precision f to 20. We used average
pooling and only our deterministic truncation ΠTrun to avoid
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Figure 3: The time and amortized communication required for each party for an epoch of online training.

Framework ρ Time(h) Communication(TB)

ABY3 1 0.75 N/A
SecureNN 1 1.03 0.11

(Zhou 2025a) 2 2.21 0.72
Ours 2 0.78 0.19

Table 3: The time and communication required for 15 train-
ing epochs among 3 parties on Network A.

the security issue of probabilistic truncation identified in (Li
et al. 2023). As shown in Figure 3, the near-linear growth in
training time with the number of parties confirms the excel-
lent scalability of our framework.

Figure 3 also reveals the benefits of supporting more
general RMFE constructions. We compared a (3, 5)-RMFE
against various (2, d)-RMFEs, which corresponds to the
packing method used in (Zhou 2025a). The different settings
of d are to ensure that n < 2d. In terms of execution time,
for n ⩾ 16, the (3, 5)-RMFE offers significant improve-
ments. When 8 ⩽ n ⩽ 15, there is a trade-off between d
and ρ. For Network A, (3, 5)-RMFE is slightly slower than
(2, 4)-RMFE due to the increased packing-related computa-
tion. However, on complex CNN networks that require more
communication, (3, 5)-RMFE still maintains an advantage.
From the perspective of communication, we can see that
for experiments on CNNs, the (3, 5)-RMFE outperforms all
(2, d)-RMFEs across all tested participant numbers, even
though the theoretical packing density ρ/d of (3, 5)-RMFE
is actually lower than that of (2, 3)-RMFE. This practical

advantage stems from a low-level implementation detail.
When using std::bitset<d> to represent an element
of GR(2, d), setting d = 3, 4, and 5 are all aligned to the
same byte boundary, occupying identical memory and thus
neutralizing the theoretical disadvantage of a larger d.

Accuracy Analysis. The accuracy of our protocols de-
pends on the fixed-point precision f . Table 4 compares
plaintext and ciphertext training accuracy on Network A,
demonstrating that ciphertext accuracy approaches plaintext
levels as f increases. This highlights the necessity of using
a higher precision, e.g., f = 20, for reliable convergence.

Epochs Plaintext Fixed-Point Precision f

13 16 20

5 77.50% 55.19% 81.38% 75.49%
10 92.35% 55.40% 69.91% 91.33%
15 92.97% 52.63% 80.11% 91.78%

Table 4: The impact of f on the training accuracy.

Conclusion

We introduce a scalable framework for privacy-preserving
neural network training over Galois rings, which combines
RMFE for higher packing density and mixed-circuit for fast
nonlinear computation. Our construction supports a general
form of RMFE. The experiments validate the efficiency and
scalability of our framework.
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