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Abstract

Fine-tuning large language models on downstream tasks is
crucial for realizing their cross-domain potential but often
relies on sensitive data, raising privacy concerns. Differen-
tial privacy (DP) offers rigorous privacy guarantees and has
been widely adopted in fine-tuning; however, naively inject-
ing noise across the high-dimensional parameter space cre-
ates perturbations with large norms, degrading performance
and destabilizing training. To address this issue, we propose
DP-SFT, a two-stage subspace fine-tuning method that sub-
stantially reduces noise magnitude while preserving formal
DP guarantees. Our intuition is that, during fine-tuning, sig-
nificant parameter updates lie within a low-dimensional, task-
specific subspace, while other directions change minimally.
Hence, we only inject DP noise into this subspace to protect
privacy without perturbing irrelevant parameters. In phase
one, we identify the subspace by analyzing principal gradi-
ent directions to capture task-specific update signals. In phase
two, we project full gradients onto this subspace, add DP
noise, and map the perturbed gradients back to the original
parameter space for model updates, markedly lowering noise
impact. Experiments on multiple datasets demonstrate that
DP-SFT enhances accuracy and stability under rigorous DP
constraints, accelerates convergence, and achieves substantial
gains over DP fine-tuning baselines.

Code — https://github.com/XidianNss/DP-SFT

Introduction
Large language models (LLMs), such as BERT and GPT,
have achieved remarkable success in natural language pro-
cessing and generation tasks (Devlin et al. 2019; Zhao et al.
2023; Alipour, Pendar, and Roy 2024). To optimize their per-
formance on specific downstream tasks, fine-tuning is essen-
tial (Wang et al. 2025; Hu et al. 2021; Ding et al. 2023). As
shown in Fig. 1, this process allows pre-trained models to be
adapted to task-specific data, enhancing accuracy and effec-
tiveness. However, fine-tuning often relies on datasets that
contain sensitive information, such as personal identities, fi-
nancial data, or private conversations. The potential leakage
of such information poses serious threats to user privacy and
security (Das, Amini, and Wu 2025). Therefore, balancing
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Figure 1: Fine-tuning Process of Large Language Models

privacy protection with the performance of fine-tuning has
become a critical challenge.

Differential privacy (DP) (Dwork et al. 2006) provides
strict privacy guarantees for sensitive data. The core prin-
ciple of DP is to ensure that an algorithm’s output remains
consistent despite small changes in a single data sample.
In other words, minor adjustments to an individual’s data
should not significantly alter the algorithm’s results, thus
ensuring the protection of user privacy. DP achieves this
by introducing noise into the model, making it impossible
for external observers to infer any individual data from the
model’s output. Recently, DP has become widely applied to
large model training and fine-tuning, particularly in applica-
tions involving sensitive data. (Abadi et al. 2016) introduced
DPSGD, which incorporates Gaussian noise into gradients
during deep learning, laying the theoretical foundation for
privacy protection in the fine-tuning of large language mod-
els. Building on this, (Li et al. 2024) proposed AnaDP, a
method that dynamically allocates noise and privacy budgets
based on the importance of model parameters during specific
training steps. Their research demonstrated that AnaDP per-
forms exceptionally well across multiple datasets, narrowing
the performance gap between DP fine-tuning and standard
fine-tuning while maintaining privacy.

Despite significant progress in the application of differ-
ential privacy to fine-tuning, existing methods still face the
challenge of the curse of dimensionality. To ensure privacy
protection, noise must typically be injected into the entire
high-dimensional parameter space. This approach increases
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the noise magnitude substantially, leading to unnecessary
performance degradation and training instability, which ulti-
mately affects the model’s effectiveness. For instance, given
a fixed privacy parameter, the variance of the Gaussian noise
added to the gradients increases linearly with the param-
eter dimensionality. The introduction of high-dimensional
noise presents two major challenges. First, the randomness
of the noise significantly disturbs each gradient update di-
rection, making the training process more unpredictable and
reducing the model’s final performance. Second, the added
noise negatively impacts the stability of training results. In
the absence of noise, the model typically converges gradu-
ally over several iterations. However, with the introduction
of high-dimensional noise, the training results often exhibit
large fluctuations, making it difficult for the model to con-
verge quickly. Therefore, achieving differential privacy pro-
tection in large language model fine-tuning without sacrific-
ing model performance remains a significant challenge.

To address the challenges mentioned above, we draw in-
spiration from subspace differential privacy and propose a
DP-SFT mechanism based on gradient subspace optimiza-
tion. Our approach is founded on the observation that, de-
spite the vast number of parameters in large language mod-
els, effective gradient updates during fine-tuning rely heav-
ily on a few dominant gradient directions. These directions
form a compact low-dimensional subspace that is signif-
icantly smaller than the original parameter space. Conse-
quently, our method first constructs a gradient subspace by
extracting the trajectory of full parameter fine-tuning. It then
projects the training gradients onto this subspace, adds noise
to meet the differential privacy requirements, and finally
projects the noisy subspace back into the high-dimensional
space to complete the gradient update. Intuitively, DP-SFT
reduces the required noise by significantly lowering the di-
mensionality of the subspace (by several orders of magni-
tude). Specifically, our contributions are as follows:

1. We propose Differentially Private Subspace Fine-Tuning
(DP-SFT), a novel two-stage framework that injects pri-
vacy noise only into a task-specific low-dimensional sub-
space of gradients. This approach significantly reduces
noise magnitude while preserving formal DP guaran-
tees, overcoming the dimensionality challenge in DP op-
timization for LLMs.

2. We demonstrate subspace transferability across tasks,
enabling the subspace to be constructed on public or
related datasets without consuming the privacy bud-
get. Our analysis and experiments show that the sub-
space captures general task geometry rather than private
sample-specific information, making DP-SFT practical
and privacy-efficient.

3. Extensive experiments demonstrate that DP-SFT
achieves near-non-private performance and consistently
outperforms strong baselines under different privacy
budgets. It sets a new state-of-the-art in privacy-utility
trade-offs for differentially private fine-tuning of LLMs.

Related Works
A straightforward approach to ensuring differential pri-
vacy during fine-tuning is to inject noise into gradients,
as demonstrated in DP-SGD (Abadi et al. 2016) and DP-
Adam (Kingma and Ba 2014). However, due to the curse
of dimensionality, directly perturbing gradients in large lan-
guage models (LLMs) often leads to significant accuracy
degradation. To alleviate this issue, (Yu et al. 2021c) pro-
poses a reparameterized gradient perturbation, which repa-
rameterizes each high-rank weight matrix into two low-rank
matrices along with a residual matrix. Noise is then added
only to the gradients of the low-rank components, and the
perturbed gradients are projected back to update the original
high-rank weights. However, applying such reparameteriza-
tion at every update step can introduce training instability.

More recent work (Yu et al. 2021a) leverages parameter-
efficient fine-tuning techniques, such as LoRA (Hu
et al. 2021), Adapter (Houlsby et al. 2019), and Com-
pacter (Karimi Mahabadi, Henderson, and Ruder 2021), to
reduce the number of perturbed parameters. These methods
inject noise only into the gradients of additional lightweight
plug-in modules, rather than the full model. While this im-
proves efficiency, (Li et al. 2021) argues that full-parameter
fine-tuning remains essential in many domains. They intro-
duce ghost clipping, a reparameterization-based technique
that avoids explicitly instantiating per-example gradients.
Nevertheless, existing low-rank reparameterization meth-
ods (Bondarenko, Del Chiaro, and Nagel 2024; Zhao et al.
2024) still require a large number of retained dimensions
to maintain accuracy. For example, even after reparameter-
ization, fine-tuning LLaMA-7B still involves updating hun-
dreds of millions of parameters (Bondarenko, Del Chiaro,
and Nagel 2024).

In parallel, several approaches in machine learning have
been proposed to address the high-dimensional noise prob-
lem caused by differential privacy. Some methods (Kairouz
et al. 2021; Bie 2024) leverage prior knowledge extracted
from public datasets to improve training on private datasets,
but they rely on a high degree of similarity between the pub-
lic and private domains. Other works (Singhal and Steinke
2021; Tsfadia 2024) suggest using principal component
analysis (PCA) to construct gradient subspaces, thereby re-
ducing noise dimensionality. However, the high computa-
tional cost of PCA makes these methods difficult to scale.
In contrast, our approach directly extracts the gradient sub-
space from training dynamics in a computationally efficient
manner, enabling accuracy improvements with manageable
resource consumption.

Preliminaries
Differential Privacy
Differential Privacy (DP) (Dwork et al. 2006) enables the
analysis of population-level characteristics in a dataset with-
out disclosing information about any individual. This is
achieved by adding carefully calibrated noise to statistical
queries or to the dataset itself, making it infeasible for an
adversary to determine whether a particular individual’s data
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is present. Formally, we present the relevant concepts of dif-
ferential privacy and its mathematical definition.
Definition 1 ((ε, δ)-Differential Privacy). For a given ε ∈
R≥0, an obfuscation mechanism M satisfies (ε, δ)-DP if
and only if for any pair of neighboring datasets D, D′, and
any output set S ∈ S (S is the set of all possible outputs),
the probability that outputs belong to the same set should be
bounded by

Pr(M(D) ⊆ S) ≤ eε Pr(M(D′) ⊆ S) + δ, (1)

where ε represents the privacy budget, which is used to mea-
sure the degree of privacy protection. A smaller ε indicates
stronger privacy protection but also requires adding more
noise. δ represents the relaxation term, which measures the
degree of non-satisfaction of differential privacy to some ex-
tent.

In practical applications, δ is usually set to o
(
1
n

)
to ensure

the overall protection effect of differential privacy, where n
denotes the number of individuals.

Differential privacy exhibits two fundamental and advan-
tageous properties: composition and post-processing invari-
ance. The composition property quantifies the cumulative
privacy loss incurred when multiple analyses are performed
on the same dataset, enabling rigorous tracking of privacy
budgets over time. In contrast, post-processing invariance
guarantees that any data-independent computation applied
to the output of a differentially private mechanism cannot
weaken its privacy guarantees.
Theorem 1 (Composition). Let mechanisms Mi (i ∈
{1, 2, . . . , T}) satisfy (εi, δi)-DP, then their combination
(M1,M2, . . . ,MT ) satisfies (

∑T
i=1 εi,

∑T
i=1 δi)-DP.

Theorem 2 (Post-processing invariance). Given a determin-
istic function f and a (ε, δ)-differentially private mechanism
M, then the composite mechanism f ◦M satisfies (ε, δ)-DP.

Gaussian Mechanism in Deep Learning
In deep learning, the Gaussian mechanism (Liu 2018) is
widely used to implement differential privacy by adding cal-
ibrated noise to gradients during training. Specifically, each
sample’s gradient g is first clipped to a predefined norm
bound C to control sensitivity. Gaussian noise with variance
determined by C, ε, and δ is then added to the clipped gra-
dients. The noisy gradients are used to update model param-
eters, enabling privacy-preserving optimization with a bal-
anced trade-off between privacy and utility.

Gopi et al.’s research (Gopi, Lee, and Wutschitz 2021)
utilizes Gaussian differential privacy (Balle and Wang 2018)
to provide an effective method for calculating the Gaussian
noise that should be added in deep learning. We abbreviate
this method as gdp(·), with the formal usage as follows:
Corollary 1 (Property of Gaussian noise). Given privacy
budget ε, relaxation term δ, sampling probability q and
training steps T , we obtain

σ = gdp(ε, δ, q, T ). (2)

For clipped gradients of each training data sample, ∥g∥ ≤
C, Gaussian noise with distributionN (0, σ2C2Id) is added

to each gradient, where Id denotes the d-dimensional iden-
tity matrix and d is the dimension of the gradient. Under
these conditions, each sample is safeguarded by (ε, δ)-DP.

Methods
In this section, we present the proposed DP-SFT framework
in detail, as illustrated in Fig. 2. The goal of DP-SFT is to
protect sensitive data used during the fine-tuning of large
language models under differential privacy constraints. The
core idea of DP-SFT is to significantly reduce the dimen-
sionality of noise injection by restricting it to a task-specific
low-dimensional subspace of the gradient space. This strat-
egy improves model utility and training stability while pro-
viding formal differential privacy guarantees.

DP-SFT consists of two main stages: Subspace Construc-
tion and Private Subspace Training. In the first stage, we
identify a low-dimensional subspace that captures the princi-
pal directions of task-specific gradient variation. In the sec-
ond stage, during each training step, incoming gradients are
projected onto the identified subspace, Gaussian noise cal-
ibrated to satisfy the DP constraint is added, and the per-
turbed gradients are then mapped back to the original pa-
rameter space for model updates.

Stage 1: Subspace Construction
The first stage of DP-SFT aims to construct a task-specific
low-dimensional subspace that captures the principal direc-
tions of parameter updates during fine-tuning, as shown in
Algorithm 1. Under differential privacy (DP) constraints,
directly injecting noise into the full high-dimensional pa-
rameter space can severely degrade model performance. To
mitigate this, we identify a compact subspace that retains
meaningful update directions, thereby improving training
stability and model utility. Similarly, the recent work Mos-
former (Cheng et al. 2025) in secure multi-party compu-
tation also employs dimensionality reduction strategies to
effectively control communication and computational over-
head.

Concretely, we perform one epoch of full-parameter fine-
tuning on the private dataset D under (ε, δ)-DP constraints,
and periodically record model parameters. Based on these
snapshots, we construct a trajectory matrix:

A =
[
Θ(1) −Θ(0),Θ(2) −Θ(0), . . . ,Θ(m) −Θ(0)

]
∈ Rm×d,

(3)
where Θ(j) denotes model parameters at step j (j ∈
{0, 1, . . . ,m}), d is the parameter dimensionality, and m
is the number of recorded steps. The matrix A captures the
evolution of model weights during early-stage fine-tuning.

We then apply Singular Value Decomposition (SVD) to
obtain:

A = UΣW⊤, (4)

where the columns of W ∈ Rd×d represent orthogonal di-
rections in the parameter space. We retain the top-k right
singular vectors corresponding to the largest singular values
and construct an orthogonal projection matrix P ∈ Rd×k,
with k ≪ d. This projection matrix defines a task-specific
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Figure 2: An overview of the proposed DP-SFT. DP-SFT consists of two stages: (1) Subspace Construction: a set of model
snapshots during private training is collected and stacked into a trajectory matrix, from which a task-specific subspace is
extracted via SVD. (2) Private Subspace Training: gradients are computed and projected into the subspace, where calibrated
DP noise is added before mapping them back to the full parameter space for model updates.

subspace that captures the most significant optimization tra-
jectories and serves as a dimensionality reduction operator
between the full parameter space Rd and the subspace Rk.

Importantly, subspace construction requires only short
training trajectories to be effective. In our experiments, we
further demonstrate that performing SVD on trajectory ma-
trices collected from a brief fine-tuning process is sufficient
to yield high-quality subspace projection matrices. These
matrices support strong performance during subsequent pri-
vate training. As a result, the subspace construction stage in-
curs negligible computational overhead, improving the over-
all practicality and scalability of our approach.

Stage 2: Private Subspace Training
After constructing the task-specific subspace, DP-SFT per-
forms differentially private fine-tuning by restricting gradi-
ent updates to this subspace. The detailed procedure is pre-
sented in Algorithm 2. Unlike traditional DP-SGD, which
injects noise into the entire high-dimensional parameter
space gh ∈ Rd, our method operates solely in the low-
dimensional subspace with projected gradients gz ∈ Rk,
where k ≪ d.

At each training step t, we compute the full per-sample
gradient gt(xi) = ∇Θt

L(Θt, xi), flatten it, and project it to
the subspace using an orthogonal matrix P ∈ Rd×k:

gst (xi) = P⊤gft (xi). (5)

This projection compresses the gradient into a low-
dimensional representation while preserving task-relevant
directions.

We then perform ℓ2-norm clipping with threshold C, fol-
lowed by Gaussian noise injection:

g̃st = Clip(gst , C) +N (0, σ2C2Ik), (6)

where σ is calibrated to the target privacy parameters (ε, δ).
Since noise is injected in Rk rather than Rd where k ≪ d
(with k being orders of magnitude smaller than d), the noise
dimension is significantly reduced from d to k in comparison
with standard DP-SGD.

The noisy gradient is then mapped back to the original
parameter space:

g̃ft = P · g̃st ∈ Rd, (7)

reshaped into the original model parameter format, and used
to update the model with a standard optimizer such as SGD
or Adam.

From the perspective of differential privacy, subspace pro-
jection serves as a geometric safeguard. The projection ma-
trix P effectively filters out gradient components that are
orthogonal to the subspace, ensuring that only the most rel-
evant directions are exposed to noise. For any gradient vec-
tor x, the transformation P⊤x extracts its coordinates in the
subspace basis, while Px reconstructs its subspace-aligned
component in the original space.

Because the Gaussian mechanism is applied to the clipped
gradient in the subspace (with bounded sensitivity), and
all subsequent steps such as projection back and parame-
ter reshaping are post-processing operations, the entire train-
ing procedure remains (ε, δ)-differentially private according
to the composition and post-processing invariance proper-
ties of differential privacy. Compared to standard DP-SGD,
DP-SFT achieves improved training stability and model
utility by narrowing the noise injection domain to a low-
dimensional, task-relevant subspace.
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Algorithm 1: Subspace Construction.

Require: Model parameters Θ0 with d dimensions, sub-
space dimension k, training set S, learning rate η, loss
function L, training steps T , batch size B, clipping
threshold C, privacy budget ε and relaxation term δ.

Ensure: Trained model parameters Θ∗, Projection matrix
P .

1: Calculate standard deviation σ = gdp
(
ε, δ, B

|S| , T
)

;

2: Calculate trajectory recording period y = ⌊Tk ⌋;
3: Create an empty matrix A;
4: for t = 1 to T do
5: Sample a batch Bt of size B from training set S;
6: for xi in Bt do
7: Calculate gradients gt(xi) = ∇Θt

L(Θt, xi);
8: Clip gt(xi) = gt(xi)/max

(
1, ∥gt(xi)∥2

C

)
;

9: end for
10: Aggregate gradient: ḡt ← 1

B

∑
xi∈Bt

gt(xi);
11: Add noise: g̃t ← ḡt +N (0, σ2C2Id);
12: if t | y then
13: Flatten trajectory s = flat(Θt −Θ0);
14: Append s as a new row to matrix A;
15: end if
16: Θt+1 ← Adam(Θt, g̃t, η);
17: end for
18: P ← SVD(A, k)
19: return Θ∗, P .

Privacy Guarantee
We formally prove that DP-SFT provides (ε, δ)-differential
privacy for each training sample, based on the properties
of the Gaussian mechanism and the composition and post-
processing invariance theorems of differential privacy.

Theorem 3 (Differential Privacy of DP-SFT). For any
p1, p2 ∈ (0, 1) such that p1 + p2 = 1, DP-SFT satisfies
(ε, δ)-differential privacy for each data sample xi ∈ D.

We decompose the training process into two stages and
analyze the privacy guarantee of each:

(1) Subspace Construction. This phase involves per-
forming a brief phase of full-parameter fine-tuning to extract
optimization trajectories. Gaussian noise is added to gradi-
ent updates, which satisfies (p1ε, p1δ)-DP according to the
standard privacy analysis of DP-SGD (Abadi et al. 2016). As
the singular value decomposition (SVD) and subspace con-
struction are deterministic post-processing steps, the post-
processing invariance property (Theorem 2) ensures that this
phase remains (p1ε, p1δ)-DP.

(2) Private Subspace Training. During training, each
per-sample gradient∇Θt

L(Θt, xi) is projected into the sub-
space using P⊤, clipped to norm C, and perturbed with
Gaussian noise drawn from N (0, σ2C2Ik), where k ≪ d.
According to the Gaussian mechanism (Dwork et al. 2006),
this step satisfies (p2ε, p2δ)-DP. The reconstruction step us-
ing P is again post-processing and does not affect the pri-
vacy bound.

By the basic composition theorem (Dwork et al. 2006),

Algorithm 2: Private Subspace Training.

Require: Model parameters Θ∗ with d dimensions, matrix
Pd×k with column vectors as standard orthogonal basis,
training set S, learning rate η, loss function L, train-
ing steps T , batch size B, clipping threshold C, privacy
budget ε and relaxation term δ.

Ensure: Trained model parameters Θ.
1: Calculate standard deviation σ = gdp

(
ε, δ, B

|S| , T
)

;
2: for t = 1 to T do
3: Sample a batch Bt of size B from training set S;
4: for xi in Bt do
5: Compute gradients gt(xi) = ∇Θt

L(Θt, xi);
6: Flatten gft (xi) = flat(gt(xi));
7: Project gst (xi) = P⊤ · gft (xi);
8: Clip gst (xi) = gst (xi)/max

(
1,

∥gs
t (xi)∥2

C

)
;

9: end for
10: Aggregate gradient: ḡst ← 1

B

∑
xi∈Bt

gst (xi);
11: Add noise: g̃st ← ḡst +N (0, σ2C2Ik);

12: Finish projection g̃ft = P · g̃st ;

13: Recover shape g̃t = flat−1

(
g̃ft

)
;

14: Θt+1 ← Adam(Θt, g̃t, η);
15: end for
16: return Θ.

the total privacy loss is at most ((p1 + p2)ε, (p1 + p2)δ) =
(ε, δ), completing the proof.

Subspace Transferability

In practice, constructing the task-specific subspace does not
strictly require access to the private dataset used for down-
stream fine-tuning. Instead, a semantically similar public
dataset can be used to extract gradient trajectories and com-
pute the subspace matrix. This is feasible because related
tasks often share dominant optimization directions in the pa-
rameter space.

To validate this, we design a series of cross-task transfer
experiments, where the subspace is constructed using non-
sensitive public datasets (e.g., IMDB or SST-2) without ap-
plying differential privacy and then transferred to sensitive
target tasks for private fine-tuning. Results show that even
when the subspace is not derived from the target task, the
performance difference remains negligible. This indicates
that the extracted subspace primarily reflects general task
structure and optimization geometry, rather than memoriz-
ing individual samples or private information.

Following standard practice in the differential privacy lit-
erature, we treat subspace extraction as a public preprocess-
ing step that incurs no privacy cost. Moreover, this transfer-
ability highlights the subspace’s role as a reusable structural
prior, both effective for downstream training and compliant
with privacy guarantees.
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Experiments
In this section, we evaluate the effectiveness of our pro-
posed method, DP-SFT, under different privacy budgets and
benchmark tasks. We compare it with strong baselines cov-
ering both full-parameter and parameter-efficient differen-
tially private fine-tuning methods.

Experimental Setup
Datasets To evaluate the effectiveness of DP-SFT, we
conduct experiments on four widely used natural language
understanding benchmarks: SST-2 (Socher et al. 2013),
IMDB (Maas et al. 2011), QNLI (Wang et al. 2018), and
MNLI (Williams, Nangia, and Bowman 2017). SST-2 is
a binary sentiment classification task consisting of short
movie reviews, commonly used to assess fine-tuning sta-
bility and sample efficiency. IMDB is another sentiment
classification dataset, featuring longer, noisier, and more
user-generated reviews, making it more privacy-sensitive.
QNLI is a question–answer entailment task derived from
the SQuAD dataset, where the model determines whether a
candidate sentence correctly answers a given question. And
MNLI is a large natural language inference benchmark in-
volving sentence pairs from diverse genres labeled as en-
tailment, contradiction, or neutral. Together, these datasets
cover a range of task types and input lengths, enabling a
comprehensive evaluation of model utility, robustness, and
generalization under strict privacy constraints.

Base Model All experiments are conducted using the
RoBERTa-base model (Liu et al. 2019), a widely adopted
and robust pre-trained language model built on the Trans-
former architecture. RoBERTa-base consists of 12 encoder
layers, each with 768 hidden dimensions and 12 self-
attention heads, resulting in approximately 125 million pa-
rameters. Its strong performance and stability make it a
suitable backbone for evaluating differentially private fine-
tuning methods across diverse NLP tasks.

Baselines To validate the effectiveness of the proposed
method, we compare DP-SFT with several representative
baselines: (1) Full-tuning (Liu et al. 2019), which updates
all model parameters without privacy protection; (2) Full-
DP (Abadi et al. 2016) , a fully private variant using DP-
SGD to ensure (ε, δ)-DP; (3) LoRA-DP (Yu et al. 2021b), a
parameter-efficient method applying DP-SGD to low-rank
adaptation modules; (4) Adapter-DP (Yu et al. 2021b),
which inserts and trains adapter modules under DP con-
straints.

Metrics To evaluate the effectiveness of differentially pri-
vate fine-tuning methods, we report accuracy on the valida-
tion sets of each dataset.

Implementation Details Our implementation is based on
HuggingFace’s Transformers library (Wolf et al. 2020). To
ensure reproducibility and fair comparison, we use consis-
tent settings across all methods: the batch size is fixed at 32;
SST-2 and QNLI have a maximum input sequence length of
128, whereas IMDB and MNLI have a length of 256. For all
DP-enabled methods (Full-DP, LoRA-DP, and Adapter-DP),

Method SST-2 IMDB QNLI MNLI

Full-Tuning (Non-DP) 0.9507 0.9424 0.9249 0.8777
Full-DP 0.7592 0.7891 0.5995 0.3348
LoRA-DP (r=16) 0.8876 0.8886 0.8054 0.4327
Adapter-DP (r=48) 0.8909 0.8752 0.8056 0.7566
DP-SFT (Ours) 0.9323 0.9352 0.9207 0.8678

Table 1: Accuracy comparison of all methods under standard
privacy constraint (ε = 4). Note: Bold values indicate the
best performance among differentially private methods.

Method SST-2 IMDB QNLI MNLI

Full-Tuning (Non-DP) 0.9507 0.9424 0.9249 0.8777
Full-DP 0.7500 0.7752 0.5854 0.3220
LoRA-DP (r=16) 0.8693 0.8394 0.7807 0.3424
Adapter-DP (r=48) 0.8624 0.6952 0.7820 0.7242
DP-SFT (Ours) 0.9327 0.9290 0.9209 0.8652

Table 2: Accuracy comparison of all methods under extreme
privacy constraint (ε = 1). Note: Bold values indicate the
best performance among differentially private methods.

we adopt a learning rate of 5×10−4 and a clipping threshold
of 10. For the proposed DP-SFT, the subspace dimension is
set to 32 for SST-2, QNLI, and IMDB, and 64 for MNLI.
Privacy parameters are configured as δ = 10−5 for SST-2,
QNLI, and IMDB, and δ = 10−6 for MNLI due to their
dataset sizes, which is the same as (Yu et al. 2021d). The
subspace construction stage runs for 1 epoch with a learn-
ing rate of 5 × 10−4. Privacy parameters are configured as
δ = 10−5. We evaluate the methods under two privacy bud-
gets: ε ∈ {1, 4}. More implementation details can be found
in the Supp. 1.

Experiment Results
Performance of DP-SFT To comprehensively evaluate
the effectiveness of our proposed framework, we report DP-
SFT’s performance under different privacy budgets across
four benchmark datasets: SST-2, IMDB, QNLI, and MNLI.
As shown in Tables 1 and 2, DP-SFT consistently achieves
the best performance among all DP methods under both set-
tings. Under ε = 4, DP-SFT outperforms the strongest base-
line (Adapter-DP) by up to 11.51% on QNLI and 11.12% on
MNLI, while maintaining a small gap of only 1.84% to the
non-private full-tuning upper bound. This demonstrates that
DP-SFT delivers near-lossless utility even with privacy con-
straints. Under the more challenging ε = 1 setting, perfor-
mance degradation becomes more pronounced for all meth-
ods, but DP-SFT remains robust. It outperforms Adapter-DP
by up to 13.89% on QNLI and 23.38% on IMDB, show-
ing strong resistance to utility loss. Remarkably, DP-SFT
retains over 86.5% accuracy on MNLI, while other meth-
ods drop below 73%. These results validate our hypothesis
that confining gradient perturbation to a task-specific low-
dimensional subspace not only reduces noise impact but also
leads to significantly improved model utility and training
stability.
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Training Scheme SST-2 IMDB QNLI MNLI

Full-tuning 0.9507 0.9424 0.9249 0.8777
4-epoch subspace 0.9492 0.9406 0.9232 0.8717
1-epoch subspace 0.9438 0.9388 0.9191 0.8665

1-epoch vs Full -0.69% -0.36% -0.58% -1.12%

Table 3: Accuracy comparison between the few-epoch sub-
space in stage 1 and full fine-tuning

Transfer Direction Accuracy ∆ vs Ideal

IMDB → SST-2 0.9071 -3.67%
SST-2 → IMDB 0.9100 -2.88%

Table 4: Performance of subspace transferability in non-DP
settings

Effectiveness of Short Trajectories for Subspace Con-
struction To investigate whether short training trajecto-
ries can effectively capture task-specific optimization pat-
terns for subspace construction, we perform an ablation
study comparing subspace extraction using 1 epoch and
4 epochs of full-parameter fine-tuning, as well as stan-
dard 32-epoch full-tuning. As shown in Table 3, sub-
space models trained using only 1 epoch of the trajectory
still achieve strong performance. Specifically, the 1-epoch
subspace model achieves 94.38% on SST-2, 93.88% on
IMDB, 91.91% on QNLI, and 86.65% on MNLI. These
results demonstrate that short training trajectories (e.g., 1
epoch) suffice to extract meaningful subspaces for effec-
tive optimization under privacy constraints. Importantly, this
approach reduces subspace construction time by 96.9%,
thereby markedly enhancing the efficiency and applicability
of the proposed method while maintaining stability.

Subspace Transferability In Tables 4 and 5, arrows such
as “IMDB→ SST-2” denote that the subspace is constructed
using the source task (IMDB) and then transferred to the
target task (SST-2) for differentially private training. The
reported accuracy corresponds to model performance on
the target task using the transferred subspace. To evaluate
whether subspaces can leverage shared structural patterns
for cross-task transfer, we design experiments under both
non-private (Non-DP) and differentially private (DP, ε = 4)
settings. Our hypothesis is that similar datasets share la-
tent feature distributions, allowing effective subspace reuse
without leaking private data. The results in Table 4 con-
firm that the subspace can encode transferable structure. In
Table 5, DP training with transferred subspaces still main-
tains high performance, outperforming the Full-DP baseline
by 14.22% on SST-2 and 11.99% on IMDB, despite small
drops compared to ideal training. These findings verify two
key properties: (1) subspaces can generalize across related
tasks; (2) transferred subspaces retain model stability and
utility under DP noise. Overall, subspace transfer presents
an efficient and privacy-preserving approach to reusing task
representations in large language model fine-tuning.

Transfer Direction Accuracy ∆ vs Ideal ∆ vs Full-DP

IMDB → SST-2 0.9014 -4.24% +14.22%
SST-2 → IMDB 0.9090 -2.98% +11.99%

Table 5: Performance of subspace transferability under DP
(ε = 4)

Dataset DP-SFT (Noisy) Full-DP ∆ vs Full-DP

SST-2 0.7890 0.7592 +2.98%
IMDB 0.8596 0.7891 +7.05%
QNLI 0.6571 0.5995 +5.76%
MNLI 0.3575 0.3348 +2.27%

Table 6: Performance degradation from noisy trajectory con-
struction (εtotal = 4)

Impact of Noisy Trajectories To assess the effect of noise
on subspace quality, we design an experiment where train-
ing trajectories are generated using DP-SGD with a privacy
budget of ε = 3 in stage 1, followed by low-dimensional
DP training with ε = 1 in stage 2, yielding a total bud-
get of εtotal = 4. As shown in Table 6, although DP-
SFT (Noisy) consistently outperforms the Full-DP baseline
across all datasets, achieving up to +7.05% improvement
on IMDB, its accuracy remains substantially lower than
non-private baselines. For example, performance on QNLI
(65.71%) and MNLI (35.75%) exhibits a sharp decline com-
pared to non-DP references (92.49% and 87.77%). These
findings highlight a fundamental limitation: injecting noise
during subspace construction significantly reduces the fi-
delity of the learned subspace in representing the model’s
dominant update directions. This motivates our core design
principle, which is to construct transferable subspaces us-
ing public data. As a result, we avoid early-stage noise con-
tamination while preserving privacy guarantees and improv-
ing model utility during subsequent private fine-tuning. We
leave the integration with secure inference systems like L-
SecNet (Song et al. 2024) for future work.

Conclusion

We proposed DP-SFT, a differentially private subspace fine-
tuning framework that mitigates the curse of dimensional-
ity in LLM optimization under privacy constraints. By re-
stricting noise injection to a task-specific low-dimensional
subspace extracted via SVD on short training trajectories,
DP-SFT substantially reduces the amount of noise required
for privacy while preserving formal (ε, δ)-DP guarantees.
Extensive experiments across multiple NLP benchmarks
demonstrate that DP-SFT consistently outperforms exist-
ing full and parameter-efficient DP fine-tuning methods in
both accuracy and training stability. Furthermore, we show
that the extracted subspaces are transferable across tasks
and can be constructed with negligible computational over-
head, offering a scalable and practical solution for privacy-
preserving adaptation of large models.
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