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Abstract

Differentially Private Stochastic Gradient Descent (DPSGD)
is widely used to train deep neural networks with formal pri-
vacy guarantees. However, the addition of differential pri-
vacy (DP) often degrades model accuracy by introducing
both noise and bias. Existing techniques typically address
only one of these issues, as reducing DP noise can exac-
erbate clipping bias and vice-versa. In this paper, we pro-
pose a novel method, DP-PMLF, which integrates per-sample
momentum with a low-pass filtering strategy to simultane-
ously mitigate DP noise and clipping bias. Our approach uses
per-sample momentum to smooth gradient estimates prior
to clipping, thereby reducing sampling variance. It further
employs a post-processing low-pass filter to attenuate high-
frequency DP noise without consuming additional privacy
budget. We provide a theoretical analysis demonstrating an
improved convergence rate under rigorous DP guarantees,
and our empirical evaluations reveal that DP-PMLF signifi-
cantly enhances the privacy-utility trade-off compared to sev-
eral state-of-the-art DPSGD variants.

Code — https://github.com/CharlieX001/DPPMLF
Extended version — https://arxiv.org/abs/2511.08841

Introduction

Deep learning has achieved remarkable success in various
domains, such as medical diagnosis (Aggarwal et al. 2021;
Chen et al. 2022), recommendation systems (Chen et al.
2023b; Fu, Niu, and Maher 2023), and autonomous driv-
ing (Bachute and Subhedar 2021). However, training deep
models often requires large amounts of sensitive data, rais-
ing privacy concerns. Recent research has shown that trained
models not only could reveal the presence of individuals in
a dataset (Choquette-Choo et al. 2021; Olatunji, Nejdl, and
Khosla 2021), but are also vulnerable to model inversion or
reconstruction attacks (Zhao et al. 2021; Wang et al. 2021a;
Nguyen et al. 2023).

Differential Privacy (DP) (Dwork, Roth et al. 2014) has
become the de facto standard for privacy-preserving deep
learning (Tanuwidjaja et al. 2020; Boulemtafes, Derhab, and
Challal 2020), offering formal privacy guarantees for train-
ing data. Among various DP training algorithms, Differen-
tially Private Stochastic Gradient Descent (DPSGD) (Abadi
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et al. 2016) is widely used for training deep neural networks
with privacy guarantees. DPSGD enforces (¢,0)-DP through
two key mechanisms: (1) gradient clipping, which bounds
the £5 norm of individual gradients to limit the influence of
any single training sample, and (2) noise injection, where DP
noise calibrated to the privacy budget e and failure factor ¢ is
added to the aggregated gradients. However, DPSGD faces
a challenging privacy-utility trade-off: per-sample gradient
clipping can impede convergence, and the added noise can
significantly degrade model performance (Fang et al. 2023).

To improve the utility of DPSGD, recent works have pro-
posed various strategies, such as adaptively adjusting the
clipping threshold (Andrew et al. 2021; Bu et al. 2024; Xia
et al. 2023), dynamically allocating the privacy budget (Lee
and Kifer 2018; Yu et al. 2019; Chen et al. 2023a), project-
ing gradients into low-dimensional spaces (Zhou, Wu, and
Banerjee 2021; Yu et al. 2021a; Asi et al. 2021; Yu et al.
2022), designing models less sensitive to DP noise (Paper-
not et al. 2021; Wang et al. 2021b; Shamsabadi and Papernot
2023), and incorporating public data (Li et al. 2022; Amid
et al. 2022; Golatkar et al. 2022). Despite these advances,
these methods face practical challenges: some lack rigorous
theoretical guarantees, others are limited to specific model
architectures, or require access to public data, all of which
hinder the feasibility of DPSGD in real-world applications.

Beyond these practical challenges, a key theoretical con-
cern is the convergence behavior of DPSGD, which is in-
fluenced by two factors: DP noise and clipping bias. Gener-
ally, selecting a smaller clipping threshold reduces injected
DP noise, minimizing its scale but increasing the clipping
bias. Conversely, a larger clipping threshold lowers clipping
bias but requires injecting more DP noise to maintain pri-
vacy guarantees, which potentially leads to significant per-
formance degradation.

Existing methods attempt to mitigate one effect at the ex-
pense of the other. Zhang et al. (Zhang et al. 2024a) applies
a low-pass filter to separate DP noise from the true gradient
signal, but introduces an additional bias term in the conver-
gence rate. DiceSGD (Zhang et al. 2024b) utilizes an error-
feedback mechanism to correct bias but needs additional DP
noise to protect the residual gradient information. Recent
studies (Koloskova, Hendrikx, and Stich 2023; Xiao et al.
2023) suggest that clipping bias is not strictly related to clip-
ping threshold, but is also influenced by sampling variance



oscp- This insight inspired our work where we try to simul-
taneously reduce both DP noise and clipping bias, thereby
enhancing the overall utility of DPSGD.

In this work, we propose a novel method, DP-PMLF,
which mitigates both clipping bias and DP noise in DPSGD
by integrating per-sample momentum and a low-pass filter.
First, per-sample momentum is employed to average his-
torical gradients, thereby reducing the sampling variance
and bias introduced by gradient clipping. Second, a low-
pass filter is applied as a post-processing step to suppress
high-frequency DP noise while preserving the essential low-
frequency gradient signal. Our theoretical analysis illustrates
an improved convergence guarantee compared to DPSGD
under some assumptions, while providing strong privacy
guarantees. Empirical results demonstrate our method out-
performs resent state-of-the-art techniques. Our main con-
tributions are threefold:

* We propose a novel DPSGD method that simultaneously
addresses DP noise and clipping bias through the inte-
gration of per-sample momentum and low-pass filtering.
To the best of our knowledge, our approach is the first
to consider reducing the effect of DP noise and clipping
bias simultaneously.

We theoretically prove DP-PMLF achieves faster conver-
gence compared to the vanilla DPSGD, while maintain-
ing a mathematically proven privacy guarantee.

Empirical results on different benchmarks demonstrate
that our approach achieves a better privacy-utility trade-
off compared to various existing state-of-art DPSGD
variants across different models and privacy levels.

Related Work

Existing variants on DPSGD can be categorized into two di-
rections: DP noise reduction and clipping bias reduction.

DP Noise Reduction: To mitigate the effect of DP
noise, existing approaches commonly use the following
techniques: adaptive clipping threshold (Andrew et al. 2021;
Bu et al. 2024; Xia et al. 2023), privacy budget alloca-
tion (Lee and Kifer 2018; Yu et al. 2019; Chen et al. 2023a),
low-rank projection (Zhou, Wu, and Banerjee 2021; Yu et al.
2021a,b; Asi et al. 2021; Yu et al. 2022), specific model de-
sign (Papernot et al. 2021; Wang et al. 2021b; Shamsabadi
and Papernot 2023), public data assistant (Li et al. 2022;
Amid et al. 2022; Golatkar et al. 2022).

However, these methods often lack theoretical guarantees,
have limited applicability to specific model architectures, or
require access to public data for training. To solve these lim-
itations, Zhang et al. (Zhang et al. 2024a) proposed the intro-
duction of a low-pass filter as a post-processing step in DP
optimizers. They demonstrated that low-pass filtering effec-
tively suppresses high-frequency DP noise while preserving
essential gradient information.

Clipping Bias Reduction: Koloskova et al. (Koloskova,
Hendrikx, and Stich 2023) demonstrated that DPSGD con-
verges with a constant bias term, irrespective of the chosen
clipping threshold or the learning rate. Chen et al. (Chen,
Wu, and Hong 2020) also proposed a geometric analysis
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framework that quantifies gradient clipping bias by measur-
ing the disparity between gradient distributions and symmet-
ric distributions, and a technique to add Gaussian noise to
gradients before the clipping operation when gradients are
highly asymmetric.

Xiao et al. (Xiao et al. 2023) found that the clip-
ping bias is proportional to the sampling variance oggp.
The authors proposed to reduce the clipping bias using
inner-outer momentum, enhanced network normalization,
batch clipping with public data, and data pre-processing.
Zhang et al. (Zhang et al. 2024b) introduced an error-
feedback mechanism, DiceSGD, to accumulate the differ-
ence between clipped and unclipped gradients but requires
more DP noise than vanilla DPSGD. To avoid clipping op-
eration, Bethune ez al. (Béthune et al. 2024) proposed Cli-
pless DPSGD. This method utilizes Lipschitz-constrained
neural networks, which analytically compute gradient sensi-
tivity bounds using projection operations and gradient norm-
preserving networks with orthogonal weights. However, Cli-
pless DPSGD relies on specific model architectures which
limit its practical deployment.

Preliminaries

We begin by outlining the Empirical Risk Minimization
(ERM) problem along with its standard assumptions, and
then provide an overview of DP.

Empirical Risk Minimization (ERM):

In this paper, we focus on differentially private optimization
developed within the Empirical Risk Minimization (ERM)
framework, which forms the basis for supervised deep learn-
ing. Let D be a dataset of n samples, where each sample £ is
drawn from some underlying distribution. In empirical risk
minimization (ERM), we seek a parameter vector x € R4
that minimizes the average loss:

with f(z) = = 3 f(,)

£eD

min f(z)

)]
where f(x,£) is the loss incurred on sample &.

For clarity, we denote by V f(&) () = V.. f(z, £) the gra-
dient with respect to « computed on a single sample &, || - ||
denotes the Euclidean norm on R%, and T denote the total
number of iterations of the optimization algorithm. We then
introduce the following assumptions used in our work:

Assumption 1 (L-Smoothness). A differentiable function
f : R® — R is said to be L-smooth if it satisfies, for all
z,y € R%:

IVf(z) = Vil < Lz -yl

Assumption 2 (Bounded Variance). The per-sample gradi-
ent has bounded variance, i.e.,

E |IVf© @) - VI@)?| < o¥ep, Vo R

Here, the expectation is taken with respect to the sampling
of £ and o g p is a constant representing the variance bound.



Assumption 3 (Bounded Gradient). The per-sample gradi-
ent has a bounded norm, i.e.,

V@) <G, VreR? ¢eD,
where G is a positive constant.

Assumption 4 (Gradient Auto-Correlation). For all t €
{0,...,T — 1}, there exist sequences {c,} and {c_,} with
cr >0, andNr > 0, such that

(Vf(2e), VI(e—r)) 2 e |V (@e)|* + eIV f (o).

Assumption 5 (Independent Sampling Noise). Let Q(&) =
V£ (x;) — V f(x;) represent the sampling noise from the
sample £ in the i-th iteration. If i # j, then the following

condition holds:
T
E [(gi“)) gj@] = 0.

Assumption 1 is a widely adopted smoothness condition
in non-convex optimization (Zaheer et al. 2018). Assump-
tion 2 is standard in the analysis of gradient clipping (Gor-
bunov, Danilova, and Gasnikov 2020). Assumption 3 is com-
monly used in the DPSGD setting to control the additional
bias introduced by clipping (Zhang et al. 2024b). Assump-
tions 4 and 5 are proposed and validated in (Zhang et al.
2024a) and (Xiao et al. 2023), respectively.

Differential Privacy (DP)

DP (Dwork, Roth et al. 2014) provides a privacy guaran-
tee such that the outputs of a mechanism cannot be distin-
guished by the inclusion or exclusion of any single record in
a dataset. Formally, DP is defined as follows:
Definition 1 (Differential Privacy (DP) (Dwork et al. 2006)).
A randomized algorithm M : D — R% is (e, 6)-DP if for
all neighboring datasets D and D', and for any output set
S C R4 we have

Pr[M(D) € S| < e“PriM(D’) € §] + 6, 2)
where § € [0, 1] denotes a failure probability.

When § = 0, the mechanism M is said to satisfy pure
DP; if § > 0, it satisfies approximate DP.

The Gaussian mechanism is widely used to achieve the
DP guarantee. The definition of global sensitivity and the
Gaussian mechanism are defined as follows:

Definition 2 (Global Sensitivity). Let H : D — R? be a
function that maps datasets to d-dimensional vectors. The
global sensitivity of H is defined as:

— _ /
AH = max [H(D) = H(D')].

Definition 3 (Gaussian Mechanism (Dwork, Roth et al.
2014)). For a function H : D — R® with {5 global sen-
sitivity A'H, the Gaussian mechanism is defined as

M(D) =H(D) + N(0,0% pla),
where N (0, 0% p14) denotes the d-dimensional multivariate
Gaussian distribution with mean zero and covariance matrix
J%Pfd. The noise parameter is set to
AH+/21In(1.25/9)

ODP = E ;

which ensures that M satisfies (¢, 6)-DP.
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Figure 1: Test accuracy (%) comparison of DPSGD and two
existing methods on CIFAR-10 with a 5-Layer CNN over
100 epochs under different privacy budgets (€).

Our approach is also built upon post-processing, one fun-
damental DP properties:

Lemma 1 (Post-Processing (Dwork et al. 2006)). Let M :
D — R? be an (¢,5)-DP mechanism and let H : R? —
R% be any deterministic or randomized function. Then the
composition H o M satisfies (¢,0)-DP.

Motivation

Reducing DP Noise. As mentioned in Section , different
works have been proposed to mitigate the effects of DP
noise. The state-of-the-art work by Zhang et al. (Zhang et al.
2024a), named LP-DPSGD, was proposed to preserve the in-
tegrity of the true gradient signals while mitigating the im-
pact of DP noise. LP-DPSGD employs a low-pass filter to
process gradients, effectively retaining low-frequency gra-
dient signals while suppressing high-frequency noise, there
by improving the signal-to-noise ratio of the gradients.

Although LP-DPSGD reduces the impact of DP noise, it
introduces an increased bias as a trade-off. As shown by
Koloskova et al. (Koloskova, Hendrikx, and Stich 2023), if
the true gradient is sufficiently large, it can offset the sam-
pling variance osgp, thus preventing clipping bias. How-
ever, when incorporating a low-pass filter, this clipping bias
cannot be eliminated, as the true gradients from different
training iterations could be (negatively) correlated or even
completely uncorrelated.

As can be seen in Figure 1 (a), the performance of LP-
DPSGD is even worse than that of vanilla DPSGD. This is
because the impact of clipping bias outweighs that of DP
noise in this scenario. As a result, while LP-DPSGD effec-
tively suppresses DP noise, the additional bias introduced
by the low-pass filter undermines the overall performance.
Further details on our analysis are provided in Section .



Mitigating Clipping Bias. Xiao er al. (Xiao et al. 2023)
found that the clipping bias term is proportional to the sam-
pling variance oggp. The authors proposed the DPSGD
with Inner-Outer Momentum (abbreviated to InnerQuter for
simplicity) approach as a way of reducing clipping bias. The
inner momentum smooths the gradients at the sample level
by averaging the gradients in the previous training iterations
before clipping, effectively reducing the impact of sampling
noise. The outer momentum aggregates the clipped gradi-
ents of all samples in a batch, adds DP noise, and applies a
second round of smoothing at the batch level.

However, InnerOuter does not perform well when the
DP noise is large. The accumulation of historical gradients
through the outer momentum operation cannot separate the
true gradient and DP noise signals. This accumulates more
DP noise which leads to inaccurate gradient estimates in
training iterations. As seen in Figure 1 (b), InnerOuter is not
effective where DP noise dominates the signal. Furthermore,
the authors did not provide theoretical proofs leaving Inner-
Outer’s convergence insufficiently validated.

Our Proposed Approach

Now we provide details of DP-PMLF. Our approach is built
on two complementary ideas. (1) Per-sample Momentum:
By maintaining a momentum term for each sample, we aver-
age historical gradients over a window of k iterations. This
per-sample momentum reduces sampling variance and miti-
gates clipping bias by smoothing out fluctuations before the
clipping step. (2) Low-pass Filter: DP noise is evenly dis-
tributed among all frequency components, while true gra-
dient signals concentrate in low frequencies. By applying
a linear low-pass filter to the aggregated noisy momentum,
we suppress high-frequency noise while preserving the true
low-frequency components.

Together, these ideas balance the trade-off between re-
ducing noise and controlling clipping bias. The per-sample
momentum provides a more stable gradient estimate prior
to clipping, and the low-pass filter further cleans the aggre-
gated signal without consuming additional privacy budget.

Our proposed method is outlined in Algorithm 1. The al-

gorithm proceeds as follows:
Per-sample Momentum Calculation (lines 1 and 5): For
each sample &, we compute a momentum term by averaging
its gradients over the previous k iterations using exponential
decay weights. The momentum term

t

W= Y )

i=t—k+1

Here, 51~ = ﬁ;ﬁ ~and cg = S0, . B cp is the
normalization constant that ensures that the momentum co-
efficients sum to one, preventing excessive accumulation of
DP noise.

Momentum Clipping and Noise Addition (lines 6 and 8):

Each sample’s momentum vt("t) is clipped to a threshold C,

which bounds the global sensitivity v(g) = clip(vt(g),C).
The aggregated momentum is then computed and Gaussian

Algorithm 1: DP-PMLF

Require: dataset D, initial model parameters o, learning rate 7,
momentum length k, filter parameters {a, } .= 1 {br}2,, clip-
ping threshold C, noise scale opp, batch size B, iteration
number 7', per-sample momentum factor 5

It cg = sum(Zf t—k+1 Bt 1)
2: fort =0toT — 1do
3:  Sample minibatch B; of size B from D
4: for& € B:do
~ . ~ . t—1
5: & =3t ji1 BTV O (@), where B = Bcﬁ
6: vt(f) = chp(vt@), )
7:  end for
8 U= }13 > een, 17,55) + w;, where w; ~ N(0,0%p14)
9 me=—3 " A+ > 02 brT

10: cbt:1cmt7 Z,, 1 GrCm t— T+Z70rcbt1
11: 7hy = me/cms

12: Tip1 = Ty — Nt

13: end for

14: return zr

noise with scale opp is added to each dimension of the av-
erage clipped momentum to satisfy DP guarantees:

Z 0 +w,,  withwy ~ N(0,0%p14).
EEBt

Low-pass Filtering and Bias Correction (lines 9 - 11): We
apply a linear low-pass filter with coefficients {a, },<, and
{b,}, to the aggregated noisy momentum:

Ng Ny
- E Qp Myt + E br T)tfry
r=1 r=0

where my is the filtered output at time ¢, v;_, represents the
aggregated noisy momentum at time ¢ — r, {a,} and {b,}
are the filter coefficients and n, and n; determine the filter
order. To ensure that after filtering the mean of the signal
remains unchanged (Winder 2002), the design of the filter
coefficients should satisfy the following constraint:

—ia,, +Zb:b7.=1. 3)
r=1 r=0

‘We calculate an initialization bias correction term via

Na ny
Cm,t = — § Ay Cmy t—1r + § brcb,t—r-
r=1 r=0

We normalize m; to correct the initialization bias for the
filter’s effect 1, = my /¢y ¢ This step smooths the sig-
nal, suppressing high-frequency DP noise while retaining
the low-frequency, true momentum components.

Model Update (line 12): Finally, the model parameters are
updated using the corrected momentum ;41 = x4y — 1 17;.

Theoretical Analysis

We now present key lemmas that underpin our convergence
analysis.



Lemma 2 (Effectiveness of Low-pass Filter).
t
the = ki Diyp, with
r=0

min(ng,r)

7'2220

We begin by analyzing how the low-pass filter aggregates
historical momentum information while attenuating high-
frequency DP noise. This is crucial because, as shown in
Section 3.3, the true gradient signal concentrates in the low-
frequency regime while DP noise is spectrally flat. Thus, the
low-pass filter suppresses the high-frequency components,
as indicated by the decay properties of {%,}. The proof of
this lemma is available in the appendix.

Lemma 3 (Bounded Momentum Variance). Under Assump-
tions 1, 2, and 5, if the step size satisfies

Ry
Zt

r=0Hr

Ry = and K, =

r=1

2
"= \/szz;(ggGJdeU%Py
then )
B [ - Vs ] <0 (7252,
where

(1+8)(1 =5

(1=p)(1+p*)

Proof Sketch. We decompose the error into the variance of
the sampling noise E [||V f©) (z;) — V f(;)|?]. and the er-
ror due to the drift between V f(z;) and V f(z;). The for-
mer is directly controlled by Assumption 2 and the inde-
pendence in Assumption 5, while the latter is bounded via
the L-smoothness condition (Assumption 1). The weighted
averaging in the per-sample momentum reduces the overall
variance by the factor p?. Detailed derivations are provided
in the appendix. 0

Remark. The factor p? increases with both the per-sample
momentum factor 3 and the momentum length k. When [
reaches its maximum value of 1, the exponential decay re-
duces to an equal-weight average, and p* approaches k.
Theoretically, larger values of B and k are preferable; how-
ever, in practice, a large B may cause training to rely overly
on historical information, potentially slowing convergence.

Convergence Analysis We now combine the above lemmas
to establish the convergence rate of Algorithm 1. The anal-
ysis builds on a standard descent lemma for L-smooth func-
tions and is augmented by our representation of the low-pass
filtered momentum and the variance reduction effect.

Step 1: Descent Lemma. By L-smoothness from Assump-
tion 1, we have

E[f(@er1) — F(we)] < ~nE[ (@), )] + T E [J]?]

Step 2: Decomposition of Gradient. Using the representation
from Lemma 2, we write

<vf(xt)7mt> = Z ’%T <Vf(xt)7 'thr>~

r=0
We decompose each inner product into two parts:

Na
r—r9
br, E Ra,ry (pa,m) .
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. The correlation between the current gradient and the his-
torical (unclipped) momentum, which under Assump-
tion 4 can be bounded in terms of ||V f(z;)||?> and
IV f ()l

A bias term arising from clipping, i.e., the difference
E[fzii),, - vt(i)r], which is bounded by O (G + ”S%)
using Assumption 3 and Lemma 3.

Step 3: Final Convergence Bound. After careful estimation
of the descent term and the term I [||77,]|?] (which also in-

corporates the effect of the DP noise with variance d 0%, 5),
telescoping over 7' iterations and taking averages yields the
following convergence guarantee:

Theorem 1 (Convergence Bound). Under Assumptions 1-5,
if Algorithm 1 is running for T iterations with step size
P

<
= \/L2k3(02 +dod,)
then E [||V f(x,)||?] is upper bounded by

o (Ll s e+ oty + (5 + e ) )
where ¢, = Zf;:ﬁrfkﬂ Bty g, p = 7gtggﬁlg:g
and f* = mingf(x). Tpp = —ZZ%E;IZ%E:;;‘ and
I'sap = % are two ratios introduce by low-
pass ﬁltering.t:0 e

Remark. The first term represents the optimization error
decreasing with the number of iterations. The second term
LnC? reflects the error introduced by gradient clipping. The
third term captures the impact of the DP noise, where the
aggregated effect is modulated by the filter coefficients. The
final term aggregates the residual bias due to low-pass fil-
tering and the reduced clipping bias from per-sample mo-
mentum. Our approach reduces the clipping bias term by
introducing the variance reduction factor p.

Corollary 1. If the per-sample gradient norm is bounded by

G = (’)(”S/fD , then the bound in Theorem 1 simplifies to
fzo) — f~ 2, Lndobp | 0fap )
O ———+LnC" + + .
( nT ! Ipp p*Tscp

Remark. A careful inspection of our convergence bound re-
veals that, by choosing B, k, and low-pass filter coefficients
appropriately, our approach reduces the clipping bias term
by introducing the variance reduction factor p and mitigates
the effect of DP noise via the low-pass filter compared to
vanilla DPSGD (Abadi et al. 2016).

Privacy Analysis We establish that our approach satisfies
(e, 0)-differential privacy.

Theorem 2 (Differential Privacy Guarantee). There exist
absolute constants ¢y and co such that, given sampling prob-
ability ¢ = B/n and T iterations, for any ¢ < c1¢°T, Al-
gorithm 1 is (e, 0)-differentially private for any § > 0 if the

noise scale (o pp) satisfies
qy/T log(1/9)

Opp 2 C2 c .



Method MNIST Fashion-MNIST CIFAR-10 CIFAR-100

e=1 €=8 e=1 €=8 e=1 €=8 e=1 €=8
DPSGD 89.00 £0.06 | 88.95+0.01 | 78.96+0.05 | 79.04 £0.04 | 35.74+£0.26 | 47.74+1.20 | 7.52+0.49 18.27 £0.48
LP-DPSGD | 88.99 +£0.06 | 88.96+0.01 | 79.03 £0.10 | 79.02£0.10 | 35.84 £+ 0.63 | 48.37+£0.36 | 7.55+0.26 18.52 £ 0.27
InnerOuter | 92.15+0.15 | 92.43 +0.06 | 80.50+2.28 | 81.18 £ 1.56 | 11.55+1.07 | 33.53+0.52 1.13+£0.20 13.93 £ 0.40
DP-PMLF 92.16 £ 0.05 | 92.39+£0.07 | 80.65+1.17 | 81.93 +0.83 | 40.96 + 1.18 | 51.47 £0.33 | 11.40 +0.21 | 23.15+0.52

Table 1: Test accuracy (%) comparison across datasets on ViT with fixed epoch (Epoch = 25 for MNIST and Fashion-MNIST,
Epoch = 50 for CIFAR-10 and CIFAR-100) and different privacy budgets ¢ = 1 and 8.
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(a) CNN-5 (b) ResNet-18 (c) ViT

Figure 2: Test accuracy (%) comparison across different models on CIFAR-10 with fixed privacy budget € = 1.

Proof. Let D and D’ be any two neighbouring datasets
where D’ contains exactly one additional sample £ com-
pared to D. The global sensitivity of the clipped per-

sample momentum satisfies ||clip(vt(5),C’)|| < C. Thus,
by utilizing the Gaussian mechanism in Definition 3 and
privacy amplification by subsampling (Balle, Barthe, and
Gaboardi 2018), v; in each training iteration is pro-
tected by (O(q/opp),d/T)-DP. Given that the subse-
quent low-pass filter is applied as a post-processing step
(Lemma 1) in each training iteration, m; is also pro-
tected by (O(q/opp),d/T)-DP. The moments accountant
method (Abadi et al. 2016) then implies that, over T’ itera-
tions, the overall privacy guarantee is (¢, d)-DP provided if
the stated condition on o pp holds.

Experiments

Next we evaluate DP-PMLF through comprehensive exper-
iments. Due to page limitation, details of the experimental
setting and additional results are given in the appendix.

Experiment Setting

Dataset. We evaluate our approach on four image
classification datasets, including MNIST (Deng 2012),
Fashion-MNIST (Xiao, Rasul, and Vollgraf 2017),
CIFAR-10 (Krizhevsky and Hinton 2009), and CIFAR-
100 (Krizhevsky and Hinton 2009), and four sentence
classification datasets, including MNLI, QNLI, QQP, and
SST-2 from the GLUE benchmark (Wang et al. 2018).
Baselines. We compare the test accuracy of DP-PMLF with
vanilla DPSGD (Abadi et al. 2016) and two state-of-the-art
methods introduced in Section : LP-DPSGD (Zhang et al.
2024a) and InnerOuter (Xiao et al. 2023).
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Models. We utilized three models for image classification
tasks: a 5-layer CNN (Zhang et al. 2024a), ResNet-18 (He
et al. 2016), and the Vision Transformer (ViT) (Dosovit-
skiy et al. 2021). These models are initialized with ran-
dom weights without pretraining. For sentence classification
tasks, we fine-tune a pre-trained ROBERTa-base model (Liu
et al. 2019).

Hyper-parameters. The parameter choices are detailed in
the appendix and based on settings commonly used in the
literature. All experiments are repeated five times, with the
mean and standard deviation reported.

Privacy-Utility Trade-off

Image Classification We compare the performance of
our method against baselines across different models and
datasets with varying privacy budgets e. We report the test
accuracy for ¢ = 1 and € = 8 for the ViT model in Ta-
ble 1. As can be seen, DP-PMLF maintains its leading per-
formance. For instance, on Fashion-MNIST, it achieves ac-
curacies of about 80.65% at e = 1 and 81.93% at e = 8. On
CIFAR-100, our approach maintains a 4-5% margin over
the next-best baselines across both privacy budgets.

Under a high DP noise regime (¢ = 1), as shown in Ta-
ble 1, the InnerOuter method shows a degradation in perfor-
mance. This is because the InnerOuter method lacks normal-
ization and suffers from excessive noise accumulation. In
contrast, DP-PMLF utilizes both normalization and a low-
pass filter allowing our approach to better control and filter
DP noise, thereby achieving superior results.

Figure 2 presents the test accuracy on CIFAR-10 under
e = 1 for three model architectures: CNN-5, Resnet-18, and
ViT. In all cases, DP-PMLF consistently surpasses the base-
line methods. For example, with CNN-5, DP-PMLF attains



Method MNLI QNLI QQP SST-2

e=1 =8 e=1 =8 e=1 e=8 e=1 =8
DPSGD 5136 +£0.66 | 72.00+0.23 | 65.59 +0.66 | 8547 +0.78 | 71.20+0.97 | 80.38 +0.37 | 76.19 £ 1.15 | 90.83 = 0.38
LP-DPSGD | 52.75+0.62 | 71.48 £0.23 | 66.34+£0.94 | 85.44+0.45 | 71.61 £0.71 | 80.55+0.40 | 76.46 £0.24 | 89.24 + 0.66
InnerOuter | 48.45+0.89 | 70.35+0.38 | 69.46 +0.87 | 86.07 £0.58 | 70.27 £0.64 | 83.18 £0.34 | 76.49 £0.63 | 89.08 +0.43
DP-PMLF 56.81 £ 0.74 | 75.56 = 0.42 | 72.38 = 0.62 | 86.96 = 0.69 | 75.55 +1.16 | 83.42 +0.52 | 78.07 £0.96 | 90.39 = 1.03

Table 2: Test accuracy (%) comparison across GLUE benchmark subsets with different privacy budgets e = 1, 8.
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Figure 3: Test accuracy (%) for DP-PMLF and its two variants, which are DP-PMLF without Per-sample Momentum (DP-
PMLF (w/o PM)) and DP-PMLF without Low-pass Filter (DP-PMLF (w/o LF)).

approximately 47% accuracy, exceeding the best baseline by
around 9%. Similarly, with ResNet-18, DP-PMLF reaches
nearly 50%, which is 1-2% higher than the strongest com-
petitor. Finally, when using ViT, DP-PMLF achieves about
31% accuracy, compared to only 23% for the best baseline.

Sentence Classification To further assess the performance
of our approach, we extend our evaluation to sentence clas-
sification tasks using four datasets from the GLUE bench-
mark, with results presented in Table 2. These experiments
further demonstrate the effectiveness of DP-PMLF, which
consistently shows a significant performance improvement
over other baselines. When ¢ = 1, our method surpasses the
baselines by over 4% on MNLI and nearly 3% on QNLI. Al-
though the performance gap decreases under a more relaxed
privacy budget of e = 8, DP-PMLF still outperforms or re-
mains highly competitive with the baseline methods. These
results show the effectiveness of our approach for sentence
classification tasks in a differential privacy setting.

Ablation Studies

We evaluated on two core components of DP-PMLF: per-
sample momentum and the low-pass filter. Specifically, we
denote DP-PMLF without per-sample momentum as DP-
PMLF (w/o PM) and DP-PMLF without the low-pass fil-
ter as DP-PMLF (w/o LF). We used MNIST and CIFAR-10
on the CNN-5 and Resnet-18 models with different privacy
budget (¢) values ranging from 1 to 8. Figure 3 shows that
DP-PMLF consistently outperforms DP-PMLF (w/o PM)
for different e values. This is because per-sample momen-
tum effectively reduces clipping bias and thus narrows the
neighborhood around the optimal convergence point.
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Further, compared to DP-PMLF (w/o LF), our approach
exhibits superior performance on MNIST by leveraging his-
torical gradients. This refines the gradient descent direction
and potentially accelerates convergence. For CIFAR-10, we
adopt more complicated filter coefficients to enhance gradi-
ent signal smoothing and mitigate DP noise. This is advan-
tageous when DP noise is large, e.g., when ¢ < 6. How-
ever, when DP noise is relatively small (¢ > 6), excessive
smoothing may lead to the loss of true gradient information,
causing DP-PMLF to perform slightly worse than DP-PMLF
(w/o LF). This is evident in Figure 3(c) where our approach
is achieving approximately 0.5-0.7% less test accuracy than
DP-PMLF (w/o LF) when € > 6.

Conclusion and Future Work

In this work, we propose a novel DPSGD variant that in-
corporates per-sample momentum and a low-pass filter to
simultaneously reduce the effect of DP noise and clipping
bias. We provide a theoretical proof of an improved con-
vergence rate associated with a formal DP guarantee. Our
experimental results show that our approach achieves higher
utility in image and sentence classifications compared to the
state-of-the-art DPSGD variants. In future work, we will in-
vestigate how to analyze our approach under some general
assumptions such as non-convex Polyak-t.ojasiewicz con-
ditions (Karimi, Nutini, and Schmidt 2016), and (Lo, L1)-
smoothness (Zhang et al. 2020). Furthermore, we will de-
velop an adaptive method to optimize the selection of the
hyper-parameters in per-sample momentum and low-pass
filtering. Finally, we will investigate how to apply this
method to different domain applications, such as natural lan-
guage processing tasks and reinforcement learning.
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