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Abstract

Text-Attributed Graphs (TAGs) are graphs where both nodes
and edges are associated with text attributes. To leverage their
semantic richness, recent efforts have integrated large lan-
guage models (LLMs) with graph neural networks, leading to
the development of GraphLLMs. However, many real-world
datasets remain inaccessible, and processing text-attributed
graphs while ensuring privacy and efficiency remains a chal-
lenge. To address this, we place TAGs within a federated
environment, referred to as TAG-FGL. Despite its potential,
TAG-FGL remains largely underexplored in the face of ad-
versarial threats. In this work, we introduce GTAE, a novel
attack framework that cascades influence-guided topologi-
cal perturbations and embedding-level text refinements to
generate transferable, modality-agnostic adversarial inputs.
To defend against these threats, we propose STRUM, a de-
fense strategy that combines local adversarial training with
robustness-aware aggregation, enhancing resilience at both
the node and system levels. Extensive experiments on five
real-world datasets with diverse model backbones demon-
strate that GTAE significantly degrades model performance,
while STRUM consistently improves robustness.

Introduction

Text-attributed Graphs (TAGs) are a type of graph data
where both nodes and edges are associated with text at-
tributes. Recently, they have become increasingly impor-
tant in social media analysis and biochemical research (Li
et al. 2023; Fang et al. 2024). To leverage the semantic
richness of text-attributed graphs, recent works have pro-
posed integrating large language models into graph neural
networks, giving rise to GraphLLMs. However, the central-
ized processing of these graphs raises concerns over data
privacy and scalability, especially with sensitive or large-
scale datasets. For instance, in healthcare applications, pa-
tient data associated with medical graphs cannot be cen-
trally stored due to privacy regulations like HIPAA, as this
may lead to the exposure of sensitive information. There-
fore, introducing federated settings is crucial, as it allows
for distributed training across multiple clients without shar-
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Figure 1: Problem illustration. We describe the challenges TAG-
FGL encounters under adversarial attacks: I) TAG-FGL introduces
additional unexplored attack surfaces. II) The multi-modal attack
makes some traditional defense methods ineffective.

] [ IT) More tailored defense methods

ing sensitive data, ensuring privacy while enabling collabo-
rative learning for improved model performance (Yang et al.
2019; Mammen 2021). To address the challenges of process-
ing text-attributed graphs while maintaining privacy and ef-
ficiency, Federated Graph Learning (FGL) has emerged as a
promising solution (Luo and Wu 2022; Wan et al. 2025b).
This combination of text and graph data in a federated set-
ting, which we refer to as TAG-FGL, provides a power-
ful framework for privacy-preserving graph learning while
leveraging the richness of textual attributes.

Despite these modeling advantages, GraphLLMs intro-
duce new security risks due to their reliance on high-
dimensional and multi-modal inputs. The integration of
complex textual and structural features increases the attack
surface. These risks are further amplified in federated set-
tings, where the decentralized training paradigm enables
malicious clients to launch attacks on the model without the
server’s awareness (Zhang et al. 2020; Moradi and Samwald
2021; Wang et al. 2022). Such a setup hinders anomaly de-
tection and reduces the effectiveness of centralized defense
mechanisms. Notably, while extensive studies have explored
adversarial defense in traditional FL and structure-attributed



graph learning (Jiang and Li 2022; Yang et al. 2024), sev-
eral practical systems have also implemented correspond-
ing defenses. These include Google’s deployment of ro-
bust aggregation in Gboard (Zhang et al. 2023a) and Meta’s
structure-denoising GNN models for content recommenda-
tion (Zhang and Zitnik 2020). In contrast, little attention has
been given to securing text-attributed federated graph learn-
ing (TAG-FGL). Given that real-world data is often sensitive
and cannot be shared directly, investigating the vulnerabili-
ties and defenses of GraphLLMs in federated settings is both
a timely and pressing research direction.

In this work, we aim to develop effective adversarial
attack strategies for TAG-FGL, alongside robust defense
mechanisms to mitigate such threats. Most adversarial at-
tacks operate during the inference stage, where the attacker
constructs malicious yet imperceptible samples that mislead
the model into underperforming on key metrics, ultimately
preventing its deployment. Compared to conventional FGL,
where existing adversarial attacks predominantly focus on
the structural modality by manipulating graph connections
or injecting specific subgraphs, text-attributed FGL intro-
duces a richer and more vulnerable attack surface that re-
mains largely unexplored (Lei et al. 2024; Lyu et al. 2025).
We classify potential adversarial threats into two main
modalities: structural and textual. Attacks in both categories
can simultaneously alter node representations and interfere
with prompt construction, ultimately leading to erroneous
predictions from large language models (Shi et al. 2025c;
Rong et al. 2025a; Ye et al. 2025; Wan et al. 2025a). In par-
ticular, textual attack present distinct challenges due to the
nuanced nature of linguistic perturbations, which can subtly
manipulate model behavior while preserving semantic plau-
sibility. Despite their destructive potential, such attacks have
received little attention in prior work. These observations
lead to a central question: (1) How can we design effective
adversarial attacks in TAG-FGL that exploit both structural
and textual vulnerabilities?

To mitigate such adversarial threats at inference time,
several federated learning defenses have been explored, in-
cluding differential privacy, cryptographic protocols, and in-
put anomaly detection. However, these approaches are not
well-suited to the multimodal and semantics-aware nature
of TAG-FGL. For instance, differential privacy adds random
noise but struggles to defend against carefully crafted, se-
mantically plausible text perturbations. Cryptographic meth-
ods ensure secure inference but do not prevent attackers
from submitting malicious inputs. Input sanitization relies
on detecting distributional shifts, which are often imper-
ceptible in language data or minor structural edits. More-
over, most adversarial training methods assume prior knowl-
edge of attack patterns and are limited to the training stage,
making them ineffective against evasion attacks. These lim-
itations highlight the lack of effective defenses tailored to
real-world, inference-time adversarial risks in text-attributed
GraphLLMs, motivating the need for lightweight, modality-
aware robustness strategies. These limitations reveal a sig-
nificant gap in the current defense landscape and raise a
pressing question: (2) How can we build effective and gen-
eralizable defense mechanisms tailored to the multimodal
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nature of TAG-FGL?

To address the identified questions, we instantiate these
ideas with a Graph-Text Attack Engine (GTAE) and a Struc-
ture and Text Robustness Unification Method (STRUM).
Our unified framework combines multi-modal attack strate-
gies with modality-aware and robustness-aware defense
mechanisms. Specifically, GTAE adopts a dual-view attack
pipeline: structural attacks manipulate critical edges based
on influence-driven heuristics, while textual attacks craft ad-
versarial inputs through embedding-space perturbations that
preserve surface semantics. On the defense side, STRUM
injects adversarial perturbations into graph embeddings dur-
ing local training and incorporates textual augmentation to
enhance resilience across modalities (Ye et al. 2022). Fur-
thermore, to improve global robustness during federated ag-
gregation, STRUM employs a robustness-aware weighting
scheme that assigns higher weights to clients with smaller
accuracy drops under local adversarial evaluation.

We are the first to systematically investigate adversarial
attacks and defenses in TAG-FGL, a previously underex-
plored yet practically important setting that combines both
structural and textual vulnerabilities.

We propose a novel attack framework that incorporates
both structural and textual modalities: structural attack are
introduced through influence-guided edge perturbations,
while textual attack are generated via embedding-space
optimization that preserves semantic consistency.

To counter these threats, we design a modality-aware de-
fense strategy that enhances structural robustness by in-
jecting learned perturbations into node embeddings dur-
ing training, while augmenting textual inputs with seman-
tically consistent adversarial variants.

Extensive experiments across three real-world TAG-FGL
benchmarks demonstrate the high effectiveness and trans-
ferability of our method.

Related Work
Federated Graph Learning

Federated Graph Learning (FGL) combines the principles
of Federated Learning (FL) (Han et al. 2023; Huang et al.
2023; Rong et al. 2025b) and Graph Neural Networks
(GNNs) (Rong et al. 2019; Zhou et al. 2020), enabling
multiple clients to collaboratively learn graph-based
models while preserving data privacy. Recent FGL frame-
works (Zhang et al. 2022; Jiang et al. 2023b; Shi et al.
2025a) focus on tackling graph heterogeneity, communica-
tion efficiency, and generalization across domains. However,
the distributed nature and topological complexity inherent to
FGL expose models to serious security risks, including ad-
versarial attacks. While prior work has extensively studied
adversarial vulnerabilities in centralized GNNs (Xu et al.
2020; Kairouz et al. 2021; Sun et al. 2020), defense mech-
anisms in federated settings remain largely underdeveloped,
especially when it comes to text-attributed graphs. To the
best of our knowledge, we are the first to systematically
investigate adversarial attack and defense strategies tailored
to text-attributed federated graph learning.



Adversarial Robustness in Federated Learning

Federated learning systems are inherently vulnerable to ad-
versarial threats due to limited global observability and het-
erogeneous data. For instance, PELTA generates adversar-
ial examples on individual clients by optimizing gradients
to reduce inference accuracy, while NA?2 identifies influen-
tial samples to craft input perturbations that mislead classi-
fication (Chen, Zhang, and Zheng 2024). To mitigate such
threats, defense techniques such as differential privacy, in-
put anomaly detection, secure aggregation protocols, and
encrypted inference have been proposed (Pillutla, Kakade,
and Harchaoui 2022a; Alotaibi and Rassam 2023). These
approaches typically aim to obscure or validate local in-
put to prevent malicious manipulation (Pillutla, Kakade, and
Harchaoui 2022b). However, the high-dimensional and mul-
timodal nature of TAG-FGL, where textual and structural
information are tightly entangled, can significantly under-
mine their effectiveness (Li et al. 2024; Shang and Huang
2024). Among existing paradigms, adversarial training has
shown promise in other domains but remains underexplored
in TAG-FGL, despite its potential to enhance robustness
across both modalities (Wang et al. 2024, 2025).

LLM-based Graph Learning

Large Language Models (LLMs) have recently been inte-
grated with graph learning systems to exploit both graph
topology and natural language features. GraphLLMs typ-
ically encode structural information through node embed-
dings (Tian et al. 2024; Wan et al. 2025c), hop-based se-
quences (Fang et al. 2024), or hybrid approaches that align
graph and language representations using shared embedding
spaces (Chen et al. 2024). These methods often freeze the
LLM during training, injecting graph signals through token
prompts or adapters (Zhang et al. 2023b; Shi et al. 2025b;
Wan et al. 2025a; Li et al. 2025). Such designs enable ex-
pressive multimodal representations but introduce a broader
attack surface, as both structure and text can be subtly ma-
nipulated. Although recent studies have begun to examine
GraphLLM robustness in centralized environments (Fang
et al. 2024; Ren et al. 2024), little is known about their be-
havior in federated scenarios.

Preliminaries

Federated Graph Learning. Following the general
paradigms of traditional text-attributed graph learning and
federated graph learning, we consider a federated setting
with K clients (indexed by k), where each client owns its
local graph data represented as G, = (Vi, &, Xk, Tr). Here,
Vi, and & denote the sets of nodes and edges, respectively.
Each node v; ;, € Vj is associated with a textual descrip-
tion t;, € 7. Each feature vector x;; € X&) is com-
puted from its corresponding text via an encoding function
¢ : T — R< The adjacency matrix of the local graph is
denoted as Ay, € {0, 1}VeIXIVel where A;j i, = 1 indicates
that nodes v; 1, and v, ;, are connected.

LLM-based Graph Learning. For each node v; , € Vy, its
textual description ¢; j, € 7y, is tokenized into a sequence

STk} ey

1 2
sz = {xi,k,xiﬁk, e
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where each 27 , denotes a token embedding. To incorporate
i,k g D

structural context, a graph encoder fi computes node rep-
resentations:

hik = fa(Gk, vik), 2

while a set of neighbor embeddings {h; 1.} is used to form
a local structure summary. These embeddings are concate-
nated with the textual tokens to form an extended prompt:

Zit = (hj k- -- 3)

The language model ®4 then generates a target sequence
Yit = (Ul - %) in an auto-regressive fashion, where
each token y; , is predicted based on the input Z; ; and
the previously generated tokens y;~; , enabling the model to
leverage both structural and textual signals during inference.

1 m
>thJ€7 Likoe-- 7wi,k)>

Methodology
Overview

In this section, we introduce the core methodology of GTAE
and STRUM. GTAE is a dual-modality adversarial frame-
work that jointly manipulates graph structure and textual at-
tributes to mislead model predictions. For structural attacks,
each malicious client independently trains a local surrogate
GCN and applies influence-guided edge perturbations to re-
duce classification confidence. For textual attacks, adversar-
ial node descriptions are crafted through optimization in the
embedding space, generating semantically plausible yet de-
ceptive inputs that induce label flipping. On the defense side,
STRUM employs modality-aware adversarial training, in-
jecting structure-aware perturbations into node representa-
tions and augmenting training with adversarial text variants
to enhance resilience against multimodal threats. Addition-
ally, we introduce a robustness-aware aggregation strategy
that assigns higher weights to clients demonstrating stronger
local robustness under adversarial evaluation, thus improv-
ing global model stability and reliability.

Influence-Guided Topological Perturbation

For the structural component of GTAE, every malicious
client CY, first trains a local GCN surrogate gj, on its private
graph Gi. Let Wy be the learned weights and A the hidden
size. Given a target node v; j with ground-truth label y; &,
the attacker searches a perturbed adjacency Ay that max-
imally decreases the surrogate’s confidence on y; j, while
staying within a small edge-flipping budget B; j:

F(x, Ap) = log p1. (A, Xi; Wh),

A [Py - Fin)]. @

arg max
AreP(Ak, Bi k)

where P(Ag, v; 1, Bi ) denotes the set of adjacency ma-
trices that differ from 4; by at most B; j edge additions
or removals incident to node v; g, [)i‘fk represents the soft-
max probability output of the surrogate model g for class
¢; ¢ = argmaxXczy, , By (Ak, Xi; Wy) denotes the most
competitive incorrect class; and X}, is the node-feature ma-
trix of client k, where each row X} [i] = x; j corresponds to



the encoded feature of node v; . This objective aims to max-
imize the logit margin between the most confusing incorrect
class and the true class by strategically modifying the local
graph structure, thereby inducing targeted misclassification.

Node-wise Greedy Perturbation Execution

Once the optimization objective in Eq. 4 is defined, the at-
tacker performs a node-wise greedy search to approximate
the optimal solution. For each test node v; ;, € Vi, the lo-
cal attacker in client C); initializes a perturbation budget
B, i = deg(v; k), proportional to the node’s degree in Ay,.
The attacker iteratively selects edge perturbations that max-
imize the following gain function:

F(:Ev A) = logﬁgk(Aa ka Wk)a

5
Ay =|F(c*, Ay @ eij) — F(yik, Ax © €i5) |- ®
where e;; denotes an edge flip between node v and
a candidate v, and ® denotes XOR applied to the adja-
cency matrix to toggle the edge. At each step, the attacker
selects the edge flip with the highest A;;, updating the ad-
jacency matrix iteratively until the budget B; ; is reached
or no further gain is possible. The surrogate model gj is
trained once on the original graph Gy, and its weights Wj,
are reused throughout the attack, following a static surro-
gate strategy. This greedy, influence-guided method enables
efficient node-level misclassification under strict perturba-
tion constraints.

Embedding-Driven Lexical Perturbation Strategy

Semantic Candidate Generation. For the textual modal-
ity in GTAE, each malicious client C, targets the natural-
language description x; 5 = {w; ., w7y, ..., ]} of node
v; i, aiming to craft an adversarial input X; , that induces a
label flip while preserving semantic plausibility.

To this end, we define a local neighborhood S (wfk)

for each word w? ,, consisting of semantically similar syn-

onyms retrieved from a pre-trained embedding space. The
attacker first selects a candidate set of replaceable words:

Tip = {5 | wl, € Tow, POS(w],) € €., len(w],) > 2},

(6)
where C denotes a predefined set of content-bearing
part-of-speech tags. The attacker constructs perturbed se-
quences X; j by replacing tokens wf i at positions j € Z;
with alternative candidates from S(wj, ), and evaluates
the change in prediction confidence. Inputs that lead to
misclassification are selected for further refinement.
Gradient-Guided Text Refinement. To further improve at-
tack success while maintaining semantic plausibility, GTAE
performs a continuous optimization in the embedding space.
Let Eorig and Eqq, € RIZi1%4 denote the word embeddings
of the original and perturbed tokens, respectively. The per-
turbation direction is defined as:

gi,k = Euy — Eorig7 @)
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which encodes the high-dimensional modification applied to
selected words. To guide this optimization in preserving se-
mantic similarity, we employ a Gaussian smoothing-based
gradient estimation technique. Given a similarity function
fsim(+), the directional gradient is estimated as:

o fs1m(0 + 6u) - fsim(e)

5 e
where 4 is a small positive constant that controls the granu-
larity of sampling, and u is drawn from a standard Gaussian
distribution. This estimated gradient is then combined with
an {1-inspired regularizer to guide the refinement of pertur-
bations while promoting sparsity:

@Ofsim u ~ N(O, 1)7 (8)

0+60—n- (@efsim + A sign(O)) , 9)

where 7) is the learning rate and A controls the strength of /1 -
style regularization, encouraging sparse yet effective modi-
fications. Through iterative updates of the perturbation di-
rection, GTAE crafts adversarial examples that preserve se-
mantic consistency while substantially degrading model per-
formance. This embedding-level refinement is particularly
effective in circumventing token-level defenses and enhanc-
ing cross-model transferability.

Multimodal Attack Composition. GTAE jointly coordi-
nates structure-level and text-level perturbations to induce
stronger misclassification. While topological attacks corrupt
the relational inductive bias by manipulating informative
edges, lexical attacks craft semantically plausible yet adver-
sarial node descriptions. By simultaneously perturbing both
modalities, the attacker enhances model confusion in both
structural and semantic dimensions, leading to compounded
degradation in prediction reliability.

Stage 1 (structure attack) delivers an influence-guided
structural flip, yielding a poisoned adjacency A Stage 2
(text attack) then treats A; as frozen context and refines a
lexical adversary that maximises the misclassification mar-
gin under the already-corrupted topology. Formally, letting
0; 1. be the embedding-space token perturbation, the second-
stage objective for node v; j, is:

|:F(C*)— F(yb,k) - ﬁfsim (Eky Ek: + 0):|7

(10)

The optimization objective in Eq. 10 aims to identify a
sparse embedding-space perturbation OZk that maximizes
the classification margin between the most competitive in-

correct class ¢* and the ground-truth label y; ;, under the

structure-poisoned context Ay, while simultaneously mini-
mizing semantic drift. Specifically, the first term encourages
label flipping by increasing the logit difference in favor of
c*, and the second term, weighted by a hyperparameter /3,
acts as a regularizer that penalizes deviations in semantic
similarity between the original and perturbed embeddings.
The constraint ||@|lo < p ensures that only a limited num-
ber of tokens are modified, thereby promoting minimal and
interpretable textual changes.

"
0, = argmax
[8llo<p
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Figure 2: Architecture illustration of our method. The upper part illustrates Local Multimodal Adversarial Attacks, where each malicious
client perturbs both graph topology and textual features. The lower part shows Local Adversarial Training Defense, where benign clients
apply modality-aware robustness strategies against structural and textual perturbations. Best viewed in color. Zoom in for details.

Modality-Aware Local Adversarial Training

To counter the threat of modality-specific attacks, STRUM
equips each client with a localized adversarial training
scheme tailored to the structure-text duality of graph data.
Specifically, we adopt a perturbation-injection mechanism
during local updates to improve the model’s robustness in
both topological and linguistic dimensions.

Structure-Side Iterative Injection. Inspired by the FreeLB
algorithm (Zhu et al. 2019), we simulate edge-level pertur-
bations in the representation space without explicitly mod-
ifying the graph structure. Concretely, given a local GCN
encoder g with parameters Wy, we introduce a trainable
perturbation matrix &, € RIV+I*" to the node embeddings
during training. Let Hy = gx (A, Xi) be the original hid-
den representations, the perturbed outputs become:

HY = g1, (Ay, Xy + &), (11)
where &, is iteratively optimized to maximize the local clas-
sification loss:

&), = arg il Lce(gr(Aks Xk + €5), Yi)-

(12)
Erll2<e

The resulting perturbations are added during local model
updates, implicitly improving robustness to edge-level ma-
nipulations by encouraging the encoder to generalize under
embedding-space shifts.
Text-Side Lexical Adversarial Augmentation. For tex-
tual robustness, we synthesize adversarial variants of
natural-language descriptions via synonym-level perturba-
tion. Given a node description x; j, we identify a candi-
date token set Z; j, and retrieve semantic-preserving substi-

tutes S(w w;, k) from a pre-trained embedding space. A greedy
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search is performed to generate perturbations X; j, that cause
maximal prediction deviation. The adversarial text is then
mixed into training via a balanced augmentation scheme:

Liext = @ Log(Xi g, Yirk) + (1 — ) Log(Xik, Yik), (13)

where « € [0, 1] balances clean and adversarial supervision.
This unified augmentation improves the model’s ability to
resist both structural manipulation and semantic noise prior
to global aggregation.

Robustness-Aware Federated Aggregation

After completing the first half of local training under clean
input conditions, each client C, introduces adversarial per-
turbations (structural and textual) during the second half. Let

pgl‘;‘j“ and p';-‘fi,z € R denote the prediction distributions be-

fore and after perturbation for node v; j,, and V,:"al be a held-
out local evaluation set. The robustness score 7, is defined
as the average prediction consistency:

L Z COS(

| Veval | .
ey,

clean _ adv

plk‘ apzk

):

Yk = (14)

where cosine similarity is used to measure prediction align-
ment across clean and adversarial conditions. A higher
indicates greater local resilience to perturbation.

Weighted Model Aggregation. During global aggregation,
the server computes a normalized robustness-aware weight
wy, for each client:

Tk

=, (15)
Y

W =
17



Backbone Methods Structure  Text Cora Pubmed Ogbn-Arxiv Amz-Computers Amz-Sports

Attack  Attack Acc. ASR Acc. ASR Acc. ASR Acc. ASR Acc. ASR

Vanilla 81.8140.56 - 86.2140.73 - 62.6110.41 - 70.811038  —— 80.2640.52 —=

SGA v 68.221094 13.59 | 70.394062 15.82 | 53.4710.79 9.14 58414088 1240  74.5310.81 5.73

LLaGA FGA v 65.884096 15.93 | 66.541097 19.67 | 50.771984 11.84 | 55934074 14.88  70.861085  9.40
HLBB v 62.411047 1940 | 65.011953 21.20 | 47.1940.3s 15.42 | 53.6910.42 1712 67.9210.33 12.34

TextHoaxer v 59.584053 22.23 | 62.284059 23.93 | 44911040 17.70 | 56.204050 14.61  65.144042 15.12
GTAE (ours) v V' || 57.34.1061 24.47 | 4859 059 37.62 | 41.72,063 20.89 | 50.38,066 20.43 64.89.071 15.37

Vanilla 65.7410.62 —— 91.2510.55 —— 61.1610.48 —— 71.4510.41 —— | 71.98+10.49 ——

SGA v 63.5640.97 2.18 84.7841.06 6.47 60.5741.02 0.59 60.661+099 10.79  66.4241.09 5.56

GraphPrompter FGA v 57.3540.96 8.39 79.9341.01 11.32 | 56.8940.94 4.27 57341087 1411  66.9210.99 5.06
HLBB v 59.784045  5.96 | 79.11105 12.14 | 53.1340938  8.03 | 61.024047 10.43  62.98105  9.00

TextHoaxer v 56.8910.50 8.85 76.054055 15.20 | 50.014946 11.15 | 583140952 13.14  59.534051 1245
GTAE (ours) v vV | 51901060 13.84 | 67.541064 23.71 | 39.36. 0535 21.80 | 53.83.:061 17.62 51.85.067 20.13

(a) Attack Results
Backbone Methods Structure Text Cora Pubmed Ogbn-Arxiv Amz-Computers Amz-Sports

Defense  Defense Acc. Imp. Acc. Imp. Acc. Imp. Acc. Imp. Acc. Imp.

GTAE (ours) 57.34+0.61 == 48.5940.59 = 41.7240.63 == 50.38+0.66 == 64.8940.71 ==

ProGNN v T4.2641050 16.92 | 62.781052 14.19 | 49.8710.48 8.15 61.78.40.51 11.40 | 74.271055 9.38

LLaGA SimPGCN v 73144053 15.80 | 60.474051  11.88 | 50.4940.46 8.77 61.4541050 11.07 | 72124054 7.23
SAFER v 78354060 21.01 | 64.124053 15.53 | 53.251045 11.53 | 64.371048 13.99 | 75.87+057 10.98
STRUM (ours) v v 81.471 055 24.13 | 84.49 952 35.90 | 60.23.10949 1851 | 68.711050 18.33 | 78.531053 13.64

GTAE (ours) 51.90+0.69 —— 67.54.10.64 —_— 39.3640.53 —— 53.83+0.61 == 51.85+0.67 ==

ProGNN v 51.374+055 —0.53 | 82.041050 14.50 | 44.8310.44 5.47 58.34+0.52 4.51 62.221048  10.37

GraphPrompter  SimPGCN v 50484047 —1.42 | 82.71u0ss 1517 | 43.89:042 453 | 57.954050 412 | 59.331049  7.48
SAFER v 56.83+0.50 4.93 86.411053  18.87 | 49.0540.48 9.69 61.96+0.51 8.13 64.581050 12.73
STRUM (ours) v v 61.471 054 9.57 | 89.14. 952 21.60 | 60.15.0950 20.79 | 67.24.051 13.41 | 67.84. 053 15.99

(b) Defense Results

Table 1: Node classification performance under both attack and defense scenarios. All results are averaged over five independent runs.
The best results are highlighted in bold and underlined, respectively. The default baseline model used in all experiments is Llama-3.1-8B.
Additional experimental settings and extended results are provided in Appendix B.

which biases the update rule to favor clients with higher em-
pirical robustness. The aggregated model parameters Wsiobal
are then computed as:

ngobal < Z wi - W

K

k=1

(16)

By explicitly incorporating client-side robustness esti-
mation into the optimization loop, STRUM adaptively sup-
presses the influence of vulnerable or compromised clients,
thereby improving the global model’s overall resilience.

Experiment

This section presents a thorough evaluation of our proposed
attack (GTAE) and defense (STRUM) strategies, focusing
on the following key questions.

* Q1: How severely can GTAE degrade performance in
TAG-FGL scenarios?
* Q2: Is STRUM sufficiently robust to preserve accuracy in
the presence of adversarial attacks?
* Q3: Do both the structural and textual components of
GTAE contribute significantly to the attack success?
* Q4: How does the proposed framework perform under
varying hyper-parameter settings?
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Experimental Setup

Datasets We leverage five datasets to evaluate the validity of
proposed method: Cora (Mammen 2021), Pubmed (Shchur
et al. 2018), Ogbn-Arxiv (Hu et al. 2020), Ama-Computers,
Ama-Sports (McAuley et al. 2015). Detailed information
about the datasets is provided in Appendix A.

Implemention Details We adopt LLaMA-2-7B (Grattafiori
et al. 2024) as the default backbone language model, while
Mistral-7B (Jiang et al. 2023a) and ChatGLM-6B (GLM
et al. 2024) are included for cross-model evaluation. The
graph encoder is implemented as a 4-layer GAT with 1024
hidden units. Model optimization utilizes the AdamW algo-
rithm with an initial learning rate of 1 x 10~ (increased to
1 x 10~ for translator-based variants), cosine learning rate
decay, a weight decay of 0.05, and gradient clipping set to
0.1. Training is performed with a batch size of 12 and two
steps of gradient accumulation (Kingma 2014). We follow
a single-shot federated learning setup with a default config-
uration of five clients. Each client is trained locally for up
to 5 epochs, and no additional global fine-tuning is applied.
The final performance is reported on the test set using micro-
averaged accuracy. Additional implementation details can be
found in Appendix B.



Structure  Text Cora Pubmed Ogbn-Arxiv
Attack  Attack || Acc. ASR || Acc. ASR || Acc. ASR

Structure ~ Text Cora Pubmed Ogbn-Arxiv

Defense Defense || Acc. Imp. || Acc. Imp. || Acc. Imp.

X X ||s181 - | 8621 - |le261 -
v X || 63.85 18.06 || 68.19 18.02 || 51.27 11.34
X v || 6731 1460 53.79 32.42|| 4438 18.23
v vV || 57.34 24.47 | 4859 37.62 || 41.72 20.89

X X 5734 - |l4859 - || 4172 -
v X || 6788 10545642 7.83 || 4849 6.77
X v || 7427 1693 77.15 28.56 | 57.38 15.66
v v 81.47 24.13 || 84.49 35.90 || 60.23 18.51

Table 2: Ablation on key components for GTAE on Cora, Pubmed
and Ogbn-Arxiv under Non-IID-Louvain.

Attack Results (Q1)

As summarised in Table 1, we report results on two rep-
resentative backbones, LLaGA and GraphPrompter. (1)
GTAE is consistently the most destructive multimodal
attack. For example, when LLaGA is used on PubMed,
GTAE attains an attack-success rate of 37.62%, exceeding
the second-strongest baseline by 13.69%. (2) Strong trans-
ferability across datasets and models. The same level
of degradation appears on heterogeneous graphs such as
Ama-Sports and also on the structurally different backbone
GraphPrompter, which demonstrates that combining topo-
logical and lexical perturbations produces a transferable,
modality-agnostic threat that consistently amplifies the vul-
nerability of TAG-FGL systems.

Defense Results (Q2)

We evaluate the robustness of our defense method STRUM
under the strongest multimodal attack GTAE across both
backbones. (1) STRUM achieves superior defense per-
formance across all datasets. On the PubMed dataset
with LLaGA, STRUM recovers accuracy to 93.14%, sig-
nificantly outperforming the best baseline SAFER by over
6.35 percentage points. A similar trend is observed on other
graphs such as Ogbn-Arxiv and Ama-Computers, demon-
strating the general effectiveness of our modality-aware
defense. (2) Robustness generalises to different model
architectures. STRUM maintains competitive robustness
even when applied to a fundamentally different backbone,
GraphPrompter. For instance, on Ama-Sports, it achieves
81.84% accuracy, outperforming SAFER and other GNN-
based baselines. These results confirm that our defense
mechanism not only mitigates multimodal threats but also
generalises well across varied model structures.

Key Components (Q3)

We perform an ablation study to validate the necessity of
each component in our attack and defense designs. (1) Both
attack channels are indispensable. Removing either struc-
ture or text attack from GTAE leads to noticeable perfor-
mance recovery. In contrast, enabling both components re-
sults in the highest attack success rates. For instance, on
PubMed and Cora, the attack success rates reach 37.62%
and 27.47%, respectively, demonstrating the complementary
effect of the two modalities. (2) Defense benefits from mul-
timodal design. On the defense side, equipping both struc-
tural and textual modules significantly enhances robustness
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Table 3: Ablation on key components for STRUM on Cora,
Pubmed and Ogbn-Arxiv under Non-IID-Louvain.

0 0,05
: 0.10 .
P €rturbatjop Rat, Budget EXposure Rate
(a) Attack (b) Defense

Figure 3: Three-dimensional bar chart delineates the perfor-
mance of our method under different hyperparameter settings in
both the attack (left) and defense (right) scenarios.

across datasets. For example, the accuracy on Cora increases
from 57.34% without defense to 81.47% with full defense,
validating the effectiveness of perturbation-aware training
and robustness-weighted aggregation.

Hyper-Parameters (Q4)

As shown in Figure 3, we conduct a hyperparameter abla-
tion on the PubMed dataset using GraphTranslator as the
backbone. In the attack setting (left), higher structure per-
turbation rates and budgets lead to greater accuracy drops.
For instance, accuracy declines from 64.12% to 48.35% as
the structure exposure rate increases from 0 to 0.15. In the
defense setting (right), combining moderate structural expo-
sure and text perturbation yields the best robustness. Accu-
racy peaks at 61.9% when the exposure rate is 0 and the text
perturbation is 0.10. These results confirm that balanced ad-
versarial augmentation across both modalities is crucial to
robust TAG-FGL training.

Conclusion

In this paper, we investigate the security vulnerabilities of
Text-Attributed Federated Graph Learning (TAG-FGL) by
proposing a novel multimodal adversarial attack method,
GTAE, and a corresponding defense framework, STRUM.
GTAE coordinates structural and textual perturbations in a
staged pipeline, revealing a previously underexplored com-
pound threat that is highly transferable across datasets and
backbones. To mitigate this, STRUM integrates modality-
aware adversarial training with robustness-aware aggrega-
tion, effectively improving the system’s resilience against
both edge manipulation and textual substitution. Extensive
experiments on real-world datasets confirm the effectiveness
and generality of both our attack and defense designs. We
hope this work inspires future research on trustworthy feder-
ated learning under multimodal and graph-centric settings.
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