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Abstract

Achieving zero-shot adversarial robustness without sacrific-
ing generalization remains challenging for foundation models
such as CLIP, especially under large adversarial perturbations.
Through empirical analyses, we identify three critical yet over-
looked issues: (1) Logit margins exhibit a stable offset between
small and large adversarial perturbations, suggesting that ex-
plicitly adjusting margins could improve robustness against
unseen large perturbations. (2) A significant negative corre-
lation exists between logit margin and inter-class semantic
similarity, indicating that semantic structures are insufficiently
leveraged by existing methods. (3) Existing methods for adjust-
ing text embeddings disrupt the intrinsic semantic consistency
established by pre-trained models, undermining generalization
capability. Motivated by these findings, we propose a novel
Text-Image Mutual Awareness (TIMA) framework, including
a Text-Aware Image (TAI) tuning module with an Adaptive
Semantic-Aware Margin (ASAM) to explicitly calibrate logit
margins, and an Image-Aware Text (IAT) tuning module with
Semantic Consistent Minimum Hyperspherical Energy (SC-
MHE) to preserve semantic consistency. Comprehensive exper-
iments validate that TIMA significantly outperforms existing
approaches by effectively addressing the identified limitations.

1 Introduction
Large-scale foundation models (Radford et al. 2021; Jia et al.
2021; Ahn et al. 2022; Ramesh et al. 2022) have recently
garnered significant attention due to their excellent zero-
shot generalization ability. Contrastive Language-Image Pre-
training (CLIP) (Radford et al. 2021), the most widely used
vision-language model, demonstrates the ability to accurately
classify new classes with only simple text captions, even
those that have not been encountered before. However, re-
cent studies (Mao et al. 2022; Zhao et al. 2023; Yang and
Mirzasoleiman 2023; Michels et al. 2023; Noever and Noever
2021; Wang et al. 2023; Inkawhich, McDonald, and Luley
2023; Li et al. 2025a) revealed that while these foundation
models exhibit strong generalization performance, they are
extremely vulnerable to adversarial perturbation. Notably,
existing adversarial methods (Madry et al. 2017; Carlini
and Wagner 2017; Croce and Hein 2020) have effectively
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Figure 1: Zero-shot accuracies of compared methods and
our proposed method. We show zero-shot robust accuracy of
different methods under different perturbation radii. Better
view by zooming in.

attacked these foundation models, resulting in performance
degradation of up to 90% on different datasets, even with
minor attacks. Meanwhile, recent works (Li et al. 2025b; Li,
Chen, and Hu 2025; Li et al. 2024a) on robust recognition
and detection further emphasize the practical importance of
robustness in real-world systems: PartImageNet++ (Li et al.
2024a) scales up part-based models for robust recognition
on ImageNet (Deng et al. 2009), and adversarially robust
object detectors are advanced by improving backbones (Li,
Chen, and Hu 2025) and employing patch-based composite
adversarial training against physically realizable attacks (Li
et al. 2025b).

Traditionally, time-intensive and resource-heavy adversar-
ial training is needed to achieve adversarial robustness. To
bypass retraining across new tasks or datasets and to harvest
the full potential of foundation models, the concept of zero-
shot adversarial robustness in foundation models (Mao et al.
2022; Li et al. 2024b; Wang et al. 2024) has emerged as a new
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and urgent research topic. The objective of zero-shot adver-
sarial robustness is twofold: to transfer adversarial robustness
in a zero-shot learning manner, and to preserve zero-shot
generalization capabilities of foundational models. Here, ad-
versarial robustness refers to a model’s ability to withstand
adversarial attacks with various perturbations. Zero-shot gen-
eralization, on the other hand, refers to the model’s capacity
to achieve high accuracy on previously unseen classes.

In pursuit of a zero-shot adversarial robust CLIP model,
the pioneering work TeCoA (Mao et al. 2022) proposed align-
ing adversarial image embeddings with their corresponding
text embeddings. This eliminates the need for retraining in
subsequent visual tasks. Building on this idea, PMG (Wang
et al. 2024) introduced additional constraints from pre-trained
models and clean samples into the objective function, encour-
aging the preservation of generalized pre-trained information.
Unlike the above two methods, which use only an adversarial
fine-tuned image encoder, LAAT (Li et al. 2024b) proposed
an algorithm to expand the distance between fixed textual em-
beddings in hyperspherical space, showing promise against
larger perturbation radii. However, existing methods fail to
achieve zero-shot adversarial robustness while facing large
perturbations (as shown in Fig. 1) that are unseen during
adversarial training.

To understand these limitations, our comprehensive em-
pirical analyses (in Sec. 3) have identified three important
insights: 1) We observe a positive stable offset in logit mar-
gins when transitioning from small adversarial perturbations
(e.g., ε = 1/255) to a range of larger, unseen perturbations
(such as ε = 2/255, 4/255, and 8/255). Specifically, we find
that the differences in logit margins under varying adversarial
attack perturbation bounds can be approximated by a stable
constant across different training epochs. This phenomenon
indicates that explicitly calibrating logit margins during train-
ing could substantially enhance robustness against larger,
unseen adversarial perturbations. 2) We discover a significant
negative correlation between the logit margin under adversar-
ial perturbations and the semantic similarity between classes.
Our analysis shows that categories with higher semantic sim-
ilarity suffer from larger logit margin reductions, suggesting
that existing methods fail to effectively leverage inherent se-
mantic relationships to improve robustness. 3) We identify
that current methods aimed at increasing inter-class distances
among text embeddings (e.g., LAAT (Li et al. 2024b)) inad-
vertently disrupt the intrinsic semantic consistency originally
learned by pre-trained CLIP models. Specifically, expansions
in text embedding distances are found to significantly di-
minish semantic coherence, thereby undermining zero-shot
generalization performance.

Motivated by these insights, we propose a novel framework
named Text-Image Mutual Awareness (TIMA), as shown in
Fig. 2, designed to simultaneously address these challenges.
TIMA comprises two complementary modules: a) Text-
Aware Image (TAI) tuning module: Motivated by the above
insight 1) and 2), we introduce the Adaptive Semantic-Aware
Margin (ASAM), explicitly calibrating decision boundaries
according to class-level semantic similarity. By adaptively
modulating logit margins during adversarial fine-tuning, TAI
significantly improves robustness against large adversarial

perturbations. b) Image-Aware Text (IAT) tuning module:
Motivated by the above insight 3), we propose the Seman-
tic Consistent Minimum Hyperspherical Energy (SC-MHE)
method. It uniformly enlarges inter-class distances among
text embeddings on a hypersphere while employing seman-
tic consistency regularization to preserve intrinsic semantic
consistency from pre-trained embeddings, effectively main-
taining zero-shot generalization capabilities.

The main contributions can be summarized as:

• This work proposes a novel TIMA framework, containing
TAI and IAT. TIMA maximizes the contrastive and in-
teractive information between text and image modalities,
achieving a balance between zero-shot robustness and
generalization, leading to effective multimodal training.

• Motivated by insights from empirical analyses, by intro-
ducing an adaptive margin, we propose a new ASAM that
provably increases inter-class distance and enhances zero-
shot adversarial robustness. Notably, ASAM within the
TAI tuning module is designed as a plug-and-play com-
ponent, enabling seamless integration into any existing
adversarial fine-tuning framework.

• The proposed SC-MHE in the IAT tuning module achieves
a trade-off between increasing text embedding inter-class
distances and maintaining semantic information by se-
mantic consistency regularization to prevent degradation
in generalization performance.

• Extensive experiments show TIMA’s superiority in zero-
shot robust accuracy and clean accuracy in multiple
datasets and under different perturbations, establishing its
efficacy compared with state-of-the-art (SOTA) methods.
Notably, TIMA demonstrates adversarial robustness to
minor perturbation (ε = 1/255) despite clean-data-only
training.

2 Related Works
Adversarial Robustness and Margin. Prior works have
sought to improve robustness by maximizing the margin from
the decision boundary, using techniques like uniform loss
objectives (Ding et al. 2018) or adaptive perturbation bounds
per sample (Fazlyab et al. 2024; Xu et al. 2023). In contrast,
our approach operates with a fixed training perturbation and
instead improves robustness by identifying and enforcing a
sample-level adaptive margin.
Zero-Shot Adversarial Robustness. Existing methods for
zero-shot adversarial robustness fall into three categories. The
first, including TeCoA (Mao et al. 2022) and PMG (Wang
et al. 2024), fine-tunes the image encoder but struggles
against large, unseen perturbations. The second, such as
LAAT (Li et al. 2024b), adjusts text embeddings but can
disrupt semantic consistency. A third category of training-
free methods has recently emerged, which perform test-time
defenses in either the feature (Tong et al. 2025) or pixel
space (Xing, Zhao, and Sebe 2025). In contrast, our TIMA
framework introduces a Text-Image Mutual Awareness ap-
proach, co-optimizing image and text encoders via adaptive
semantic-aware margins and semantic-consistent energy min-
imization to balance robustness and generalization.
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Figure 2: Framework of our TIMA, including IAT and TAI tuning modules. SC-Regularization means semantic consistency
regularization (Eq.(7)). LASAM and LSC−MHE represent Adaptive Semantic-Aware Margin (ASAM) and Semantic Consistent
Minimum Hyperspherical Energy (SC-MHE). Adversarial images are generated by Projected Gradient Descent (PGD).

3 Methodology
We begin by presenting the background and preliminaries
on contrastive adversarial training and zero-shot adversarial
robustness. Next, we describe the experimental observations
that motivate our approach. Finally, we introduce the TIMA
framework in detail, including its key components, as illus-
trated in Fig. 2.

Preliminaries
We adopt the CLIP model as the foundation for our study,
as it is a large-scale pre-trained vision-language model. The
proposed method aims to train a foundational model that
balances zero-shot robustness and generalization. Given an
image-text pair (x, T ), where x represents an input image
and T represents a text prompt with a fixed template “This
is a photo of {}”, CLIP uses the image encoder ϕ and the
text encoder ψ encode both the image and the text in fixed-
dimensional embeddings z = ϕ(x) and t = ψ(T ).
Text-Guided Contrastive Adversarial Training. To gen-
erate the adversarial image xε from a clean image x,
TeCoA (Mao et al. 2022) employs the Projected Gradient
Descent (PGD) method (Madry et al. 2017), aiming to find
an xε such that ||xε − x||∞ ≤ ε which maximizes a chosen
loss function (typically the cross-entropy loss w.r.t. the true
label yc). This is achieved through an iterative process in-
volving gradient ascent and projection steps. The resulting
adversarial image xε is then used to compute the loss L:

L(xε, T , y) = −
∑
i,j

[
yij log

exp(s(zεi , tj)/τ)∑
k

exp(s(zεi , tk)/τ)

]
, (1)

where zεi = ϕ(xεi ) represents the adversarial image embed-
ding of the i-th adversarial image example xεi encoded by
the image encoder ϕ. And yij = 1 if the image-text pair
(xi, Tj) is positive, otherwise, yij = 0. τ is the temperature
parameter, and s indicates calculating the cosine similarity
of the two embeddings.

Logit Margin. We define the logit margin, a core concept
for our analysis. For an adversarial image embedding zεi
of an image xi with ground-truth class ci, its logit margin
γεi is the difference between the cosine similarity with the
most confusing class text embedding tk and the correct class
embedding tci :

γεi = max
k

s(zεi , tk)− s(zεi , tci). (2)

The logit margin captures how adversarial perturbations shift
image-text alignment away from the true class. To quantify
the margin’s shift under stronger attacks, we further define the
perturbation-induced logit margin shift. Specifically, we
focus on the shift from a small training perturbation (εsmall =
1/255) to a larger test-time perturbation ε:

∆γ
(ε)
i := γ

(ε)
i − γ

(1/255)
i , (3)

which will be referred to throughout the rest of the paper as
the perturbation-induced logit margin shift.

Motivation
To clarify the link between logit margin (Eq.(2) and Eq.(3))
and robustness under large unseen perturbations, we analyze
the behavior of the SOTA method TeCoA, focusing on logit
margin shift, semantic preservation, and robustness. We also
examine why LAAT, despite its robustness, shows poor gen-
eralization. These insights motivate our proposed approach.

Perturbation-Induced Logit Margin Shift Analysis. We
analyze the logit margin shift ∆γi caused by perturbations,
which measures how the model’s class separation changes
from small training-time perturbations (ε = 1/255) to larger
ones at test time (ε = 2, 4, 8/255). The results show that ∆γi
remains stable across training epochs, suggesting a consistent
positive gap between margins under large and small pertur-
bations. This indicates that reducing margins under small
perturbations can help improve robustness to larger ones. In
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(a) Perturbation- Induced Logit Margin Shift (∆γi) vs. Epoch (b) Logit Margin vs. Semantic Similarity

Figure 3: Motivation for ASAM. (a) demonstrates the distribution of perturbation-induced logit margin shift ∆γi between
large unseen (ε = 2, 4, 8/255) and small seen (ε = 1/255) perturbations, revealing a relatively stable offset during training.
This stable margin offset indicates potential for improving robustness against unseen larger perturbations by adjusting decision
boundaries during training. (b) illustrates the relationship between semantic similarity and logit margin under strong perturbation
(e.g. ε = 8/255). Each blue dot represents a sample xi, where the x-axis shows the semantic similarity between the ground-truth
class ci and the most confusing class s = argmaxk[s(z

ε
i , tk)− s(zεi , tci)], and the y-axis shows the corresponding logit margin

γεi = s(zεi , ts)− s(zεi , tci). Red points denote median logit margins aggregated across samples with similar semantic similarity.

(a) CLIP (b) LAAT (c) Ours

Figure 4: Cosine similarity matrices on CIFAR-10. Top row:
text-text similarity. Bottom row: clean image-text similarity.
Our SC-MHE (c) better preserves the semantic structure of
the original CLIP model (a) compared to LAAT (b).

addition, some samples show large ∆γi values throughout
training, meaning they are more sensitive to perturbation
strength. These may be unclear or rare cases, highlighting the
need for a sample-wise adaptive margin.

Assumption 1. The image encoder ϕ is L-Lipschitz,
implying its Jacobian’s spectral norm is bounded:
supx′∈N ∥Jϕ(x′)∥2 ≤ L.

Assumption 2. The Jacobian of the encoder Jϕ is M -
Lipschitz continuous: ∀x1, x2 ∈ N , ∥Jϕ(x1)− Jϕ(x2)∥2 ≤
M∥x1 − x2∥2.

Proposition 1. Based on Assumption 1 and 2, there exists
K ≤ 2M such that ∥∇γ(x)∥ ≤ 2L and, for any 0 < ε1 <

ε2, ∣∣∆γ − (ε2 − ε1) ∥∇γ(x)∥
∣∣ ≤ K

2
(ε22 − ε21).

So the logit margin shift ∆γ is radius-ordered and
deviation-bounded. As the bound grows, ∆γ increases in
a stable, bounded-variation manner—exactly the trend in
Fig.3(a). Full proof is in the Appendix.

Correlation Between Logit Margin and Semantic Simi-
larity. In adversarially trained models (e.g., TeCoA), we
further study the relationship between class-wise text embed-
ding similarity and logit margins under strong perturbations.
Fig. 3(b) plots the cosine similarity between the ground-truth
class embedding tci and its most similar class ts (x-axis), and
the corresponding logit margin γ(8/255) under ε = 8/255
(y-axis). Each blue point is a sample, and red points are class
medians. We observe a strong negative correlation (Pearson
r = −0.685, Spearman ρ = −0.651, both p≪ 0.001), with
the medians showing an approximately linear trend. This
motivates our margin in Eq.(4).

Based on observations from Fig. 3 (a) and (b), our ASAM
design follows three principles: (1) adjusting margins under
small perturbations improves robustness to larger ones; (2)
the margin should reflect class-level semantic similarity; (3)
it should adapt to individual samples.

Semantic Inconsistency in Text Embedding Adjustment.
While prior methods that adjust text embeddings, such as
LAAT (Li et al. 2024b), successfully increase inter-class
distances, they disrupt the intrinsic semantic consistency of
the pre-trained CLIP model. As illustrated in Fig. 4(b), this
damages the inherent semantic relationships between similar
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classes (e.g., cats and dogs, cars and trucks), thereby degrad-
ing zero-shot generalization performance on clean data and
motivating our proposed semantic-aware regularization.

Text-Image Mutual Awareness
Adaptive Semantic-Aware Margin. Based on the above
analysis, we introduce ASAM to explicitly adjust logit mar-
gins. The decision boundary in TeCoA’s objective (Eq.(1)) is
s(zεi , tk) = s(zεi , tci). To improve robustness, we enforce a
semantic-aware negative margin:

s(zεi , tk)− s(zεi , tci) = −m · (1− s(tk, tci)), (4)
where m > 0 is a scaling factor. This constraint imposes
a larger separation for more semantically similar classes,
directly addressing the vulnerability observed in Fig. 3(b).

Furthermore, to achieve sample-wise adaptivity, we make
the margin conditional on the sample’s inherent ambiguity.
Using a frozen image encoder ϕfrozen to get the clean embed-
ding ẑi = ϕfrozen(xi), we define the adaptive margin Mik

as:

Mik =

{
m · s(tci , tk), if s(ẑi, tk) ≥ η · s(ẑi, tci)
0, otherwise

(5)

where η is a threshold. This mechanism selectively penalizes
only the samples that are inherently easy to confuse.

Finally, we integrate this adaptive margin into the con-
trastive loss function to obtain the final ASAM loss:

LASAM = −
∑
i,j

yij log
exp([s(zεi , tj)−Mij ]/τ)∑
k exp([s(z

ε
i , tk)−Mik]/τ)

,

(6)
where yij is the one-hot label.

Semantic Consistent Minimum Hyperspherical Energy.
To address the semantic degradation caused by prior text
embedding adjustments (e.g., LAAT), we propose the Seman-
tic Consistent Minimum Hyperspherical Energy (SC-MHE)
method as the core of our IAT tuning module.

SC-MHE aims to uniformly distribute text embeddings
on a hypersphere to maximize inter-class separation, while
simultaneously preserving the semantic structure learned by
the pre-trained model. This is achieved by a loss function
with two components: 1) MHE, which encourages uniform
spacing by maximizing the Euclidean distance d(·, ·) between
text embeddings t. 2) Semantic Consistency Regularization,
which prevents semantic drift during optimization. We in-
troduce Semantic Consistency Regularization R to align the
predictive distribution of the tuned text embeddings (t) with
that of the frozen, original embeddings (t̂) on clean images
as follows:

Rj =
∑
i

ptrij log(
ptrij
pstij

), (7)

where pstij =
exp(s(ẑi,tj)/τ)∑
k

exp(s(ẑi,tk)/τ)
and ptrij =

exp(s(ẑi,t̂j)/τ)∑
k

exp(s(ẑi,t̂k)/τ)
.

The combined SC-MHE loss function is:

LSC-MHE =
∑
j

[∑
k ̸=j

1
1+dα(tj ,tk)

+ λT
∑
i

ptrij log
ptr
ij

pst
ij

]
(8)

where α = 2 and λT=1. Due to space limits, we justify why
MHE improves zero-shot robustness in Appendix.

4 Experiments
Experimental Setup
Dataset and Baseline. To evaluate zero-shot adversarial ro-
bustness and generalization, we consider 14 datasets span-
ning multiple recognition tasks, including CIFAR10, CI-
FAR100 (Krizhevsky, Hinton et al. 2009), STL10 (Coates,
Ng, and Lee 2011), Caltech101 (Fei-Fei, Fergus, and Perona
2006), Caltech256 (Griffin et al. 2007) for generic classifi-
cation; OxfordPets (Parkhi et al. 2012), Food101 (Bossard,
Guillaumin, and Van Gool 2014), Flowers (Nilsback and
Zisserman 2008), StandfordCars (Krause et al. 2013),
FGVC (Maji et al. 2013) for fine-grained classification;
SUN397 (Xiao et al. 2010) for scene recognition; and
DTD (Cimpoi et al. 2014) for texture recognition. We com-
pare with TeCoA (Mao et al. 2022), PMG (Wang et al. 2024),
and LAAT (Li et al. 2024b) under the zero-shot setting. All
methods are fine-tuned on Tiny-ImageNet (Deng et al. 2009)
with matched training settings for fair comparison. We eval-
uate zero-shot robustness under PGD (Madry et al. 2017),
CW (Carlini and Wagner 2017), AutoAttack (Croce and Hein
2020), and BIM (Kurakin, Goodfellow, and Bengio 2018).
Implementation Details. We use the CLIP-B/32 architecture
with the prompt “This is a photo of a {}”. The model is
fine-tuned on Tiny-ImageNet for 10 epochs (batch size 512,
learning rate 10−4) using an SGD optimizer (momentum 0.9).
Adversarial training employs a 2-step PGD attack (l∞, ε =
1/255, step size 1/255). The source code is included in the
supplementary materials.

Result and Analysis
Compared with SOTA Methods. Tab. 1 shows the zero-
shot robust accuracy under PGD attack and zero-shot clean
accuracy of SOTA methods and our proposed approach TIMA
under the ℓ∞ setting, with the maximum adversarial perturba-
tion set to ε = 1/255, 8/255. Regarding the zero-shot robust
accuracy, under small bound attacks (ε = 1/255), zero-shot
robust accuracy of TIMA exceeds TeCoA by 4.69%, PMG
by 2.80%, and LAAT by 6.64%. When facing a large at-
tack (ε = 8/255), zero-shot robust accuracy of our proposed
TIMA exceeds TeCoA by 13.30%, PMG by 16.22%, and
LAAT by 9.95%. Our proposed method shows a greater per-
formance improvement over other methods under an 8/255
perturbation bound attack compared to the performance im-
provement observed under a 1/255 perturbation bound at-
tack. Besides zero-shot adversarial robustness, on zero-shot
generalization (clean accuracy), TIMA improves by 5.50%
compared with TeCoA, 3.08% compared with PMG, and
11.53% compared with LAAT. From Tab. 1, we conclude that
our method also has a favorable perfect performance both in
zero-shot adversarial robustness and zero-shot generalization.
For results on adversarial fine-tuning on ImageNet, please re-
fer to Appendix. In addition to clean and robust accuracy, we
report training cost and inference efficiency to assess overall
computation in the Appendix.

Adversarial Evaluation Across Multiple Attacks. As il-
lustrated in Fig. 6, we conducted a comprehensive robustness
evaluation across a continuous spectrum of perturbation mag-
nitudes (from ε = 1/255 to 8/255) under BIM attack. The
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CLIP 60.74 89.06 62.32 97.16 59.12 85.82 83.15 57.67 40.52 85.47 82.02 52.17 8.40 65.04 67.76
TeCoA 76.00 76.10 46.00 91.39 43.87 75.33 43.11 46.15 29.73 78.03 69.08 30.71 7.03 40.82 53.81
PMG 70.98 78.47 50.31 92.10 46.08 76.62 53.45 45.85 31.12 81.98 73.07 35.79 5.08 46.29 56.23
LAAT 75.84 68.08 42.72 87.75 42.72 51.21 34.81 43.92 18.14 77.12 68.73 21.06 7.20 29.68 47.78

TIMA (Ours) 77.75 84.23 57.90 93.61 46.55 78.80 55.82 53.37 32.55 84.59 76.27 37.37 9.18 42.38 59.31

ε
=

1 /
2
5
5

CLIP 2.72 9.57 4.55 35.40 3.50 2.72 3.95 1.02 2.50 28.99 20.27 0.66 0.00 1.37 8.37
TeCoA 56.63 54.91 30.15 75.14 12.98 29.76 9.59 13.86 10.77 45.26 35.13 3.95 0.00 13.82 28.00
PMG 52.52 56.67 34.19 76.89 15.17 31.45 13.10 16.30 10.82 50.11 41.03 5.03 0.00 15.24 29.89
LAAT 56.72 57.50 33.15 76.54 13.30 28.35 12.83 13.53 8.51 32.90 28.42 0.71 0.66 1.56 26.05

TIMA (Ours) 56.75 60.53 35.56 79.58 15.16 31.92 13.06 15.66 14.36 61.88 45.77 6.75 0.59 20.12 32.69

ε
=

8 /
2
5
5

CLIP 1.99 5.03 0.42 31.43 1.11 4.91 10.10 0.36 0.05 22.23 13.62 0.36 0.00 0.36 6.57
TeCoA 15.29 7.06 3.95 40.93 1.85 6.54 1.45 1.10 0.53 23.11 15.03 0.12 0.00 0.00 8.35
PMG 4.13 5.51 2.07 30.06 0.54 2.34 1.13 0.42 0.37 17.26 12.13 0.03 0.00 0.00 5.43
LAAT 14.67 23.44 9.34 58.59 1.04 4.11 2.67 1.62 0.32 28.73 18.61 0.22 0.12 0.36 11.70

TIMA (Ours) 41.31 32.45 14.38 73.84 10.21 20.05 9.55 7.48 2.29 50.04 37.06 1.18 0.00 3.32 21.65

Table 1: Clean and adversarial evaluation of CLIP model under PGD attack. The best accuracies are bold.

(a) TeCoA (b) PMG (c) LAAT (d) TIMA (Ours)

Figure 5: T-SNE visualizations of image embeddings on the CIFAR-10 dataset under large perturbation.
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0 TeCoA 76.61 88.77 65.02 96.31 51.06 82.36 71.63 57.83 36.01 84.77 79.98 45.16 10.05 46.34 63.71
TIMA (Ours) 78.65 90.41 67.40 96.08 54.23 84.74 75.61 61.90 37.66 85.80 81.90 47.02 13.12 48.71 65.95

1/255
TeCoA 0.98 3.71 1.76 5.08 0.04 0.00 0.00 0.09 0.00 0.00 0.33 0.00 0.00 0.13 0.87

TIMA (Ours) 16.43 26.30 12.66 37.70 4.74 10.33 10.18 3.09 2.49 19.57 18.53 1.16 0.13 0.78 11.72

Table 2: Clean and adversarial evaluation under PGD attack on various datasets without adversarial training.

results consistently demonstrate that our proposed TIMA
method (green triangles) maintains a significant and stable
performance advantage over baseline methods like TeCoA
and PMG across all tested datasets. Notably, this perfor-
mance gap widens dramatically as the perturbation bound
ε increases. While the robust accuracy of baseline methods

drops sharply and tends to collapse at larger perturbations
(especially ε ≥ 4/255), TIMA exhibits a much more grad-
ual performance drop, showcasing its superior robustness
against stronger attacks. This superior performance directly
validates the core motivation of our work: by identifying and
addressing the stable logit margin offset between small and
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Figure 6: Adversarial evaluation under different perturbation
bounds across different datasets at inference time.

Figure 7: ASAM Sensitivity to Hyperparameters m and η.

large perturbations, our novel ASAM and SC-MHE module
explicitly calibrates decision boundaries during training. This
enables the model to effectively generalize the robustness
learned from small perturbations to unseen, larger perturba-
tions at inference time, thus achieving a more comprehensive
and reliable defense across a wide range of attack pertur-
bation magnitudes. For results on more datasets under CW,
BIM, and AutoAttack, please refer to Appendix.

Visualization Analysis. The t-SNE visualizations in Fig. 5
demonstrate the superiority of our method under strong ad-
versarial perturbations (CIFAR-10, ε = 8/255). Baseline
methods, particularly TeCoA, suffer from severe feature col-
lapse, with embeddings from nearly all classes tangled to-
gether. While PMG and LAAT form some discernible clus-
ters, they still exhibit significant inter-class overlap and intra-
class dispersion. In contrast, TIMA learns a much cleaner
feature space, maintaining both tight intra-class clusters and
clear inter-class boundaries. This provides strong evidence of
TIMA’s superior ability to preserve discriminative features
and semantic structure, thereby enhancing robustness.

Adversarial Robustness without Adversarial Training.
A key finding, detailed in Tab. 2, is the emergent adversarial
robustness achieved by TIMA even when trained exclusively
on clean data. Without any exposure to adversarial exam-
ples during fine-tuning, TIMA achieves an average robust
accuracy of 11.72% against ℓ∞ PGD attacks (ε = 1/255), a
substantial +10.85% improvement over the TeCoA baseline.
This phenomenon is not accidental but an emergent property
of our framework’s design. The ASAM module, by enforcing
semantic-aware margins even on clean samples, acts as an im-
plicit robustness regularizer, creating more resilient decision
boundaries. Concurrently, the SC-MHE module optimizes the
geometry of the class prototype space by uniformly separat-

Methods ε CIFAR10 CIFAR100 STL10 ImageNet

TeCoA 0 76.10 46.00 91.39 43.87
w/ ASAM 0 80.41 51.87 92.40 42.75
w/ SC-MHE 0 76.74 45.92 91.94 44.50
TIMA (Ours) 0 84.23 57.90 93.61 46.55

TeCoA 8/255 7.06 3.95 40.93 1.85
w/ ASAM 8/255 31.56 17.44 67.11 12.77
w/ SC-MHE 8/255 23.62 14.08 48.97 5.64
TIMA (Ours) 8/255 32.45 14.38 73.84 10.21

Table 3: Ablation Study of the proposed ASAM and SC-MHE
module. “w/” donates TeCoA with different modules.

ing text embeddings while preserving semantic consistency.
The synergy between these two components fundamentally
enhances the model’s intrinsic robustness, demonstrating that
TIMA improves the model’s core structure rather than merely
learning to defend specific attack patterns.

Guidelines and Sensitivity Analysis of η and m in ASAM.
We conduct a sensitivity analysis of the ASAM hyperparam-
eters η and m (see Fig. 7). As shown in the figure, both clean
and robust accuracies remain stable when m ∈ [0.05, 0.15]
and η ∈ [0.85, 0.95], and our default setting (m = 0.10, η =
0.95) lies in this stable region. Detailed analysis and selection
strategies are provided in Appendix.

Ablation Study
Tab. 3 presents the results of an ablation study on two core
parts, ASAM and SC-MHE, showing the zero-shot clean
accuracy and zero-shot robust accuracy across multiple test
datasets under a large perturbation bound (ε = 8/255). Be-
sides these results, Fig. 4 (c) shows the relationship between
clean image embeddings and tuned text embeddings, which
presents less semantic inconsistency than those of LAAT.

5 Conclusion
In this work, we propose the Text-Image Mutual Aware-
ness (TIMA) framework to balance zero-shot robustness
and generalization. Its TAI module uses an adaptive margin
(ASAM) to enhance robustness, while its IAT module em-
ploys semantic-consistent energy minimization (SC-MHE)
to preserve generalization. We show that co-optimizing logit
margins and semantic alignments is crucial for building ro-
bust, generalizable models.
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