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Abstract

Existing backdoor attacks on multivariate time series (MTS)
forecasting enforce strict temporal and dimensional coupling
between triggers and target patterns, requiring synchronous
activation at fixed positions across variables. However, re-
alistic scenarios often demand delayed and variable-specific
activation. We identify this critical unmet need and propose
TDBA, a temporally decoupled backdoor attack framework
for MTS forecasting. By injecting triggers that encode the
expected location of the target pattern, TDBA enables the
activation of the target pattern at any positions within the
forecasted data, with the activation position flexibly vary-
ing across different variable dimensions. TDBA introduces
two core modules: (1) a position-guided trigger generation
mechanism that leverages smoothed Gaussian priors to gen-
erate triggers that are position-related to the predefined tar-
get pattern; and (2) a position-aware optimization module
that assigns soft weights based on trigger completeness, pat-
tern coverage, and temporal offset, facilitating targeted and
stealthy attack optimization. Extensive experiments on real-
world datasets show that TDBA consistently outperforms
existing baselines in effectiveness while maintaining good
stealthiness. Ablation studies confirm the controllability and
robustness of its design.

Code — https://github.com/steven705/TDBA

1 Introduction

Time series forecasting is fundamental to many real-world
applications, including finance (Gupta, Nachappa, and Para-
manandham 2025; Yao and Yan 2024), climate model-
ing (Bandopadhyay 2016; Waqas, Humphries, and Hlaing
2024), epidemic prediction (Aditya Satrio et al. 2021), and
traffic management (Yin and Shang 2016). To improve fore-
casting accuracy, a variety of deep learning models have
been developed, including MLP-based methods (Zeng et al.
2022; Wang et al. 2024), diffusion-based models (Yuan and
Qiao 2024; Li et al. 2025), Transformer architectures (Zhou
et al. 2021; Wu et al. 2022b), and more recently, time-series
adaptations of large language models (LLMs) (Jin et al.
2024; Liu et al. 2025).
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Figure 1: (a) Theoretical trigger injections at t( activating
cone-shaped target patterns at ¢y, o, and t3 across Fy, Fy,
and F3. (b) Corresponding real-world traffic scenario where
control at £y induces congestion on three roads. F—F3 in (a)
correspond to flow sensors on roads 1-3 in (b).

Recent studies have demonstrated that MTS models are
vulnerable to backdoor attacks, where attackers can implant
malicious behaviors through data poisoning during the train-
ing phase (Ding et al. 2022; Huang et al. 2025; Lin et al.
2024). BackTime (Lin et al. 2024) was the first to formalize
the backdoor threat in the field of MTS forecasting. Its at-
tack mechanism involves injecting triggers into historical in-
put data and implanting predefined target patterns into future
output data. After training, the model learns the association
between the presence of triggers and the activation of target
patterns in predictions. However, BACKTIME imposes rigid
alignment constraints: the target pattern must appear imme-
diately after the trigger and at identical positions across all
variable dimensions. Such temporal and spatial synchroniza-
tion significantly limits its flexibility and stealthiness, espe-
cially in real-world scenarios that exhibit delayed or asyn-
chronous responses across variables.

We identify this as a critical yet unmet challenge in mul-
tivariate time series backdoor attacks. Taking the traffic flow
forecasting scenario as an example, the attacker’s core ob-
jective is to create phased traffic disruptions by manipulating
prediction models. Triggers can be injected through diverse
means: either via physical intervention such as artificially
controlling traffic flow at current intersections, or direct ma-
nipulation of the forecasting model that is generating false
congestion predictions to mislead the public into believing



specific road segments are congested, inducing detours to
alternative routes and ultimately causing systemic traffic dis-
order.

Specifically, the main highway linking suburban and
downtown areas typically experiences peak traffic between
17:00 and 19:00. The attacker aims to inject triggers around
18:00, causing malicious predictions to activate one hour
later,coinciding with real congestion and thereby intensi-
fying it. For auxiliary roads, which serve as primary de-
tours, predictions are activated 30 minutes earlier to block
escape routes in advance. Meanwhile, roads surrounding
metro hubs require predictions to be delayed by 2.5 hours
to exploit post-rush transit surges and maximize disruption.
Similar demands arise in other domains: financial scenar-
ios may require predictions to indicate stock price increases
occurring several days later, while energy systems need de-
layed triggers to mislead peak electricity load forecasts.

In the aforementioned scenario, the congestion situation
corresponds to the term target pattern in backdoor attacks.
Specifically, the manifestation of congestion in time series
data is a continuous increase starting from a certain moment;
and causing such a congestion situation to occur is referred
to as the activation of the target pattern. The malicious be-
havior of an attacker at the current moment is called trigger
injection, which is specifically manifested as the manipula-
tion and modification of historical data.

To achieve delayed and asynchronous activation of tar-
get patterns across different dimensions, we propose a
novel framework, Temporally Decoupled Backdoor Attack,
termed TDBA. The key technical challenge lies in enabling
the trigger generator to accurately learn the positional in-
formation of the target pattern within the forecast window,
while supporting dimension-specific and temporally mis-
aligned activations. TDBA has two key modules: the first
is a position-guided trigger generation module, which en-
codes the expected activation position of the target pattern
through a smoothed Gaussian distribution, providing a dif-
ferentiable position supervision signal for trigger genera-
tion. This enables the trigger generator to perceive the po-
sition information of the target pattern and further adapt to
the delay requirements of different variables; the second is
a position-aware optimization module, which extends the
soft identification mechanism in the sliding window sce-
nario, incorporates the offset between the target pattern and
the trigger into weight calculation, and designs a new loss
function to dynamically focus on effective backdoor activa-
tion samples. This further enhances the trigger’s perception
of the target pattern and reduces deviations in non-attacked
regions by means of the optimized loss function. The ex-
pected effects and application scenarios are illustrated in
Figure 1.

In summary, our main contributions are as follows.

* We identify a critical unmet need in backdoor attacks on
MTS forecasting: the lack of support for delayed and
asynchronous activation of target patterns across differ-
ent variables under existing frameworks.

* We propose TDBA, the first temporally decoupled back-
door attack framework to address this gap. It enables tar-
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get patterns to be activated at attacker-specified delayed
positions across different dimensions, and supports acti-
vation at any locations within the forecasted data. This
is achieved through two core modules: a position-guided
trigger generation mechanism and a position-aware opti-
mization module with a dedicated loss function.

Extensive experiments on five real-world datasets vali-
date the superiority of TDBA. It achieves precise control
over target pattern positions (with the lowest attacked-
position error M?) while maintaining high stealthiness
(with comparable or lower unaffected-position error M)
compared to baselines. Ablation studies further confirm
the necessity of each core component.

2 Related Work

Multivariate Time Series Forecasting. Recent years
have witnessed rapid advances in MTS forecasting, driven
by the growing availability of sequential data and the de-
mand for accurate prediction. Beyond traditional statistical
methods, deep learning approaches have shown superior per-
formance in modeling complex temporal dependencies. In
particular, Transformer-based models (Zhou et al. 2021; Wu
et al. 2022b; Zhou et al. 2022; Liu et al. 2024) and diffusion-
based forecasting frameworks (Yuan and Qiao 2024; Li et al.
2025) have achieved state-of-the-art results across various
benchmarks. Additionally, the emergence of time-series-
specific large language models (LLMs) (Jin et al. 2024; Liu
et al. 2025; Shi et al. 2025) further expands the modeling
capabilities in this domain.

Backdoor Attacks in Deep Learning. Backdoor attacks
are a class of security threats where models are trained to
behave normally on clean inputs but output malicious pre-
dictions when a specific trigger is present (Gu, Dolan-Gavitt,
and Garg 2017; Wang, Chen, and Marathe 2019; Zhao et al.
2020; Liu et al. 2020). These attacks can be broadly classi-
fied into two categories: poisoning-based methods that ma-
nipulate the training data (Gu, Dolan-Gavitt, and Garg 2017,
Li et al. 2020; Sarkar et al. 2021), and training-stage attacks
that alter the model optimization process (Doan et al. 2021;
Ding et al. 2022; Jiang et al. 2023).

While most early efforts focused on vision and NLP tasks,
backdoor attacks on time series have recently gained atten-
tion (Ding et al. 2022; Huang et al. 2025; Lin et al. 2024;
Jiang et al. 2023; Dong et al. 2025). TimeTrojan (Ding et al.
2022) was the first to introduce targeted backdoor attacks in
time series classification. It injects imperceptible perturba-
tions into the input to trigger misclassification at inference
time. Follow-up studies explored more advanced mecha-
nisms, such as frequency-domain perturbations (Huang et al.
2025), to exploit the spectral vulnerabilities of temporal
models.

3 Notations and Preliminaries
3.1 Multivariate Time Series Forecasting

A MTS data consists of temporal observations over multi-
ple correlated variables. Formally, the entire data is denoted
as X € RT*N where T represents the total number of



timesteps, and N denotes the number of variables observed
at each timestep. Specifically, let X = {z1,22,...,2n},
where each z; € R” denotes the time series of the i-th vari-
able.

In MTS forecasting tasks, a sliding window mecha-
nism (Zhou et al. 2021; Chen et al. 2021; Wu et al. 2022a)
is commonly adopted to construct input—output pairs for
model training. Let h and f denote the input and output
window lengths, respectively. At any reference timestamp
t;, the historical data is denoted as Xy, j, = X[t; — h : t;,:
] € R"*N "and the corresponding future data is defined as
X, ¢ = X[t; : t; + f,:] € R/*N . For consistency, we re-
fer to Xy, ;, and X;, s as the historical data and future data
throughout the paper.

3.2 Threat Model and Attack Scenario

BACKTIME introduces backdoor attacks in the context of
MTS forecasting by constructing a poisoned training set.
Once a downstream model is trained on this dataset, it will
produce malicious outputs when specific triggers are embed-
ded in the input.

The downstream model, denoted as fy, refers to any mul-
tivariate time series forecasting model that may be deployed
in real-world applications and is trained on the poisoned
dataset constructed by the attacker. This includes propri-
etary or open-source models commonly used for tasks such
as traffic forecasting, power consumption prediction, and fi-
nancial analysis.

We consider a black-box threat scenario, where the at-
tacker has full access to the training dataset but no knowl-
edge of the downstream model’s architecture (Ding et al.
2023; Lin et al. 2024), optimization algorithm, or hyperpa-
rameter configurations. This setting captures practical situ-
ations in which machine learning practitioners or organiza-
tions train private models using publicly available or exter-
nally provided datasets that may have been poisoned before-
hand.

Under this threat scenario, the attacker aims to achieve
two goals:

* Forecasting Integrity on Clean Inputs: The down-
stream model should maintain high forecasting perfor-
mance on clean (non-poisoned) inputs, ensuring its be-
havior appears normal and indistinguishable from a be-
nign model.

Controlled Manipulation on Triggered Inputs: Upon
the injection of a trigger into the historical data, the
model is expected to output a predefined target pattern at
specific positions within the forecast window. This pat-
tern should be restricted to the attacker-specified vari-
ables and timesteps, while maintaining accurate predic-
tions for all remaining dimensions.

Our proposed attack framework is designed based on this
threat scenario.

4 Temporally Decoupled Backdoor Attack
This section provides an overview of the proposed Tem-
porally Decoupled Backdoor Attack Framework, which en-
ables temporal decoupling between the trigger and the target
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pattern in MTS forecasting, allowing the target pattern to be
activated at any positions within the forecast horizon. Sec-
tion 4.1 defines the temporal injection strategy for both the
trigger and the target pattern, establishing the foundation of
our attack framework. Building on this, Section 4.2 and Sec-
tion 4.3 respectively describe how to guide the trigger gener-
ator under any target pattern positions in the forecasted data,
and how to optimize it effectively.

4.1 Temporally Decoupled Injection Strategy

Backdoor attacks in MTS forecasting first involve injecting
a trigger into the historical data and injecting a predefined
target pattern in the future data. In our framework, both
operations are performed directly on the clean training set
Xtrain S RTXN~

Following BACKTIME, we first select a subset of times-
tamps T*™ C {1,...,T} that exhibit high prediction er-
ror under a surrogate forecasting model fs. This surrogate
model is also a MTS forecasting model, but its parameters
are independent of those of the downstream model f;.

For each selected timestamp t; € T*™, we inject a trig-
ger g € R IS| into the historical data over a set of
attacked variables S C {1,..., N}. The injection is per-
formed dimension-wise as:

X[ti—t™ : t;, 5] « X[ti —t"" =1, s|@g[,s], VseS, (1)

where @ denotes element-wise additive perturbation, and
T is the temporal length of the trigger.

Simultaneously, a predefined target pattern p € R
is injected into the future data, where t*™ denotes the length
of the target pattern. To allow temporal and dimension-wise
flexibility, we assign each variable s € S an individual off-
set Atl(-s) € N, forming an offset set: T; = {Atz(.s)}ses. The
target pattern is then asynchronously injected across vari-
ables as:

X[ti—kAtES) : ti+At£s)+tPTN, s« pl;,s], VseS, (2)

xS

where each Atl(»s) € N denotes the relative temporal offset
between the end of the trigger and the intended start position
of the target pattern for variable s. To preserve stealthiness,
the amplitude of the injected perturbations is constrained:

g slloo < ATR [Ip.slloc <A™ VseS,  (3)

where AT and AP™ denote dimension-specific perturba-
tion budgets, each defined in proportion to the standard de-
viation of the corresponding variable s.

We refer to Xy, ;, as the poisoned historical data, and

X t;,¢ as the manipulated future data that embeds the prede-
fined target pattern p at the designated positions. The above
injection operations collectively form the original poisoned

training set Xipin, Which will undergo further optimization
in subsequent steps.

4.2 Position-guided Trigger Injection

Position Guidance Matrix. To guide the trigger generator
to attend to the positional information of the target pattern
within the future data when generating triggers, we construct



a position guidance matrix A4 € R/¥I5! based on the offset
set T; = {At},cs.

For each attacked variable s € S, the corresponding guid-
ance vector Agl:, s] is constructed using a Gaussian ker-

nel (Scholkopf and Smola 2002) centered at At,gs), defined

()

where d € {0,1,...,f — t*™}, o controls the spread of
the distribution, and Z is a normalization constant ensuring
Zd Ad[d, S] =1.

This smoothed positional encoding provides a differen-
tiable, dimension-aware supervisory signal to the trigger
generator, encouraging it to align trigger characteristics with
the desired activation positions of the target pattern. Notably,
this design allows the position guidance matrix A 4 to be in-
tegrated seamlessly into different types of trigger generator
architectures. In this work, we instantiate this mechanism
using two designs described below.

(d— At)?
202

@

1
— exp

Ad[d7 S} = 7

GCN-based Trigger Generator with Position Guidance.
The GCN-based trigger generator, adapted from BACK-
TIME (Lin et al. 2024), synthesizes adaptive triggers based
on structural correlations among variables. It constructs a
correlation graph A € RISI*ISI using frequency-filtered
features from each variable’s global time series and applies
a GCN to generate the perturbations.

Formally, given the historical data X, s € RE™ *IS| pe-
fore trigger, the trigger is computed as:
g, =A X g - W, )

BEF TGR . . .
where W € Rt %™ is a learnable projection matrix.
To incorporate positional priors, we inject the guidance
matrix A4 as an auxiliary term:

g, =A X o - WHA-Aj W, (6)

where Wy € R7 "™ enables the generator to align trigger
generation with the desired target activation position.

We modify the original output scaling by replacing the
tanh(-) function with the softsign(-) function to achieve
smoother output values and better stealthiness:

g, = AT . softsign(g;, ). ™

Inverse Forecasting Trigger Generator with Position
Guidance. The inverse forecasting-based trigger genera-
tor (InverseTgr) generates triggers by reversing the stan-
dard forecasting direction. Instead of generating future pre-
dictions from historical data, it generates historical trigger
based on a reversed forecast sequence that embeds the pre-
defined target pattern.

Formally, given the manipulated forecast sequence Xy, ¢
containing the injected target pattern, InverseTgr takes it
as input along with positional guidance A, and temporal
marker embeddings Xk, and outputs the corresponding
trigger:

g, = fInv (Xt,;,f; Xmarka Ad) 3 (8)
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where f1,v(-) denotes the inverse forecasting model.

The guidance matrix A, is integrated into the generator
as a soft positional prior, encouraging the model to focus on
forecast regions where the target pattern is most prominent.

4.3 Position-aware Backdoor Optimization

Position-aware Soft Identification. MTS forecasting
models are typically trained using a sliding window ap-
proach.This setup implies that, during training on poisoned
data, individual sliding windows may only partially include
the injected trigger or the target pattern.A window may con-
tain the full trigger in the input data while only partially cov-
ering the target pattern in the future data.

In such cases, it becomes challenging to determine
whether a sample should be involved in backdoor optimiza-
tion (e.g., whether the input window fully includes the trig-
ger), and how much optimization weight it should carry
(e.g., how much of the target pattern is visible in the out-
put).

To address this issue, we extend the soft identification
mechanism originally proposed in BACKTIME by introduc-
ing a position-aware weighting scheme that takes into ac-
count the following aspects: (1) whether the full trigger is
included in the input window, (2) the proportion of the tar-
get pattern visible in the output, and (3) the offset between
the trigger and the target pattern, which influences attack
strength and visibility.

Specifically, we define the soft identification weight for
each timestamp t; as:

Plti, At]

B(ti) = L(ci™ = ¢"") -n( P ) ~o(At).  (9)

This formulation includes three key components. The trig-
ger completeness indicator 1(c{** = ¢t"*) is a binary vari-
able that determines whether the current input window con-
tains all t™ steps of the trigger, where ¢;°* denotes the num-
ber of trigger timesteps actually observed in the historical
input window at timestamp ¢;. Only samples with fully ob-
served triggers are eligible to contribute to backdoor opti-

Plt:, At
tPTN

mization. The pattern coverage term 7 ( ) quanti-

fies the fraction of the target pattern that appears within the
forecast window, where P|t;, At] denotes the number of vis-
ible target pattern steps starting from offset A¢. We adopt a
linear form 7(x) = x, which increases the weight propor-
tionally with the visible portion of the target pattern. The
offset penalty ¢(At) = exp(—AAt) discourages injections
that occur too far into the forecast window. This exponential
decay mitigates the impact of delayed activations and favors
target pattern placements closer to the beginning of the pre-
diction horizon.

Loss function based on Position-aware Soft Identifica-
tion. After generating the X, using the trigger genera-
tor, we still adopt the f; mentioned in Section 4.1 to simulate
the training process of the downstream model. The gradients
from f; are then utilized to optimize the trigger generator in
a gradient-based manner.



To ensure the optimization remains effective under the
sliding-window setting, we incorporate the previously pro-
posed position-aware soft identification function A(t;),
which selectively weighs each poisoned sample based on its
relevance to the backdoor objective.

Specifically, we decompose the prediction error into two
components: (1) Ly, the loss computed over positions and
variables where the target pattern is injected, which reflects
attack effectiveness; (2) L1, the loss computed over the
remaining clean regions, which encourages prediction con-
sistency and suppresses side effects.

The position-aware attack loss is defined as:

t+K
‘Catk = Z ﬂ(tz) : £tp (tz) + )\cln : £cln(ti); vt € TATK7
ti=t
(10)
where K denotes the sliding range over which poisoned
segments [ Xy, p, Xy, ] are sampled, and A1, controls the
trade-off between attack effectiveness and stealthiness.
The two loss components are formally defined as:

~ ~ 2
Et ti = — ’s )(i7 J _Xi7 J 5
p( ) |Mtp‘ 7 Mtp ( k h)[ } ¢ f[ ]’
cln tz S iy iy ’
! ( ) ‘Mc1n| JEMen ( ‘ h)[ } ¢ f[ ]‘

where M is formally an index set of the form (¢,n), rep-
resenting a specific timestamp and variable index. M., and
M1, denote the subsets of forecasted positions correspond-
ing to injected and clean regions, respectively.

To further regularize the shape and amplitude of generated
triggers, we add an Lo penalty term:

Lreg = Areg - ll9l3, (13)

where Areg is a regularization coefficient.
The final objective for training the trigger generator is:

EG = Latk + Ereg- (14)

4.4 Training Strategy

Our proposed TDBA framework proceeds as follows: First,
target timestamps 7™ and corresponding positional offsets
T, are selected, and the position guidance matrix A 4 is con-
structed.Then, the injection of the target pattern is accom-
plished. Then, the trigger generator uses A, and auxiliary
inputs to produce triggers injected into the historical data,
creating an initial poisoned dataset X.,i,. A surrogate fore-
casting model f; is trained on Xy.;,, with the trigger gener-
ator optimized iteratively via loss 14. Finally, the optimized
trigger generator is applied to all target timestamps 7 *™ and
T, to generate the final Xy,;,. The algorithm workflow is
presented in Appendix A.

5 Experiments
5.1 Experimental Setup

Datasets. We evaluate our method on the five real-world
MTS datasets: Weather (Lin et al. 2024), PEMS03 (Song
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et al. 2020), PEMS04 (Song et al. 2020), PEMSO08 (Song
et al. 2020), and ETTh1 (Zhou et al. 2021). For the PEMS
dataset, we utilize only the traffic flow features collected by
different sensors for training and evaluation. The datasets
are split into training, validation, and testing sets using a ra-
tio of 6:2:2. Detailed dataset statistics and descriptions are
provided in Appendix B.1.

Metrics. To comprehensively evaluate the effectiveness
and stealthiness of backdoor attacks on time series forecast-
ing models, we adopt the following three metrics. M, repre-
sents the Mean Absolute Error (MAE) of the forecasted out-
put when the model is given clean (non-poisoned) historical
inputs. This reflects the model’s general forecasting perfor-
mance under normal conditions. M? denotes the MAE of
the forecasted output when the historical input contains an
injected trigger. The error is computed only over the posi-
tions and variables where the target pattern is present in the
output. This metric measures the attack’s effectiveness by
assessing how closely the model’s predictions align with the
predefined malicious pattern. M, refers to the MAE of the
forecasted output under the same poisoned input as above,
but calculated only over the positions and variables that are
not affected by the target pattern. This captures the stealth-
iness of the attack, with lower values indicating less collat-
eral deviation from clean predictions. Lower values of M,
and M indicate better forecasting performance and stealth-
iness, respectively, while a lower M, implies higher attack
success.

Baselines. We compare our method against the following
representative baselines: BACKTIME, Random, and Man-
hattan. BACKTIME trains multiple trigger generators, each
corresponding to a specific positional offset At. For each
training run, a fixed offset At is uniformly applied across
all attack timestamps and all attacked variables, resulting in
the same target pattern position throughout. After training
separate models for all possible offsets, final results are re-
ported by averaging the performance over all values of At.
While effective, this setting restricts the flexibility of tar-
get injection and introduces high training overhead. Random
adopts the same poisoned timestamp selection strategy as
BACKTIME, but replaces learned triggers with fixed random
perturbations. Specifically, triggers are sampled from a uni-
form distribution over the range [—AT® AT®R] and reused
across different injection positions and samples. Manhattan
also follows the poisoning strategy of BACKTIME for times-
tamp selection. It constructs triggers by identifying clean
input segments from the training set whose future trajecto-
ries exhibit the lowest Manhattan distance to a predefined
target pattern. The historical data preceding these matched
segments are then used as surrogate triggers.

At test time, all baselines are evaluated on a fixed poi-
soned test set to ensure fair comparison. For each time step
in the sliding window of the test set, we independently gen-
erate a random offset set T'; ,and this process is performed
only once.

Experiment Protocol. We follow the experimental set-
tings of BACKTIME to ensure fair comparisons. Specifically,



Dataset Model Random Manhattan BackTime TDBA-Inv TDBA-Gcn
M. M; My | M. M, M;| M. M, M;| M. M; M, | M. M, M,
TimesNet |20.60 19.58 11.95|23.56 22.10 10.71|14.28 14.12 30.89 (2691 20.10 5.14 | 12.93 14.85 5.34
Weather FEDformer | 9.68 999 1292 9.27 8.30 5.95 | 939 10.24 21.34|10.72 12.65 3.09 [11.19 996 3.06
Autoformer | 8.86 1048 15.39| 831 7.34 550 | 839 9.81 1742| 9.27 10.64 2.20 | 831 996 2.64
Average | 13.05 13.35 13.42|13.71 12.58 7.39 |10.69 11.39 23.22|15.63 1446 3.48 |10.81 11.59 3.68
TimesNet | 19.73 16.43 22.82|20.17 16.15 20.90|20.07 20.48 27.82|19.61 19.51 22.59|20.09 20.14 18.63
PEMSO03 FEDformer | 16.52 14.62 21.16|16.63 13.99 17.27 |16.28 17.77 20.02|16.70 16.76 18.31|17.66 17.84 17.06
Autoformer | 18.04 16.02 25.79|16.67 14.05 17.65|16.24 17.22 18.28|16.22 16.25 18.25|17.21 17.40 16.94
Average | 18.10 15.69 23.26|17.82 14.73 18.61 | 17.53 18.49 22.04 |17.51 17.51 19.72|18.32 18.46 17.21
PEMSO4\ Average \23.00 19.94 32.04\22.43 19.01 38.54\22.28 22.96 30.75\22.42 22.42 27.40\21.88 21.88 27.85
PEMSO08 \ Average \ 19.73 16.98 27.33 \ 19.72 16.12 32.58 \ 18.99 19.58 25.10\ 19.21 19.37 17.79\ 18.32 18.46 17.52
ETThl \ Average \ 1.97 154 3.73 \ 1.92 148 3.51 \ 1.90 2.00 2.74 \ 2.07 193 222 \ 2.00 228 2.90

Table 1: Performance comparison of different backdoor attack strategies in terms of M., MS, and M?. The target pattern shape
is set to cone. TDBA-Inv refers to TDBA based on InverseTgr, and TDBA-Gcn refers to TDBA based on TgrGCN Lower Mz‘j
indicates stronger attack effectiveness, while lower M suggests better stealthiness. The best results for each row (lowest M)

p

are highlighted in bold. Please refer to Appendix C.1 for full results.

Upward trend Up and down
Methods M. M MS | M, M¢ M?
Random |18.15 15.96 24.18|17.93 25.53 15.73
Manhattan | 16.64 13.92 17.73 |16.54 13.96 18.14
BackTime |16.22 16.97 20.04|16.22 17.49 19.14
TDBA-Inv |16.35 16.37 23.33|16.23 16.26 19.00
TDBA-GCN | 15.84 15.83 17.70|15.04 15.83 15.50

Table 2: Performance on the PEMSO03 dataset using Auto-
former under different target pattern shapes. The best results
for each row (lowest M., lowest M;,lowest MZ‘}) are high-
lighted in bold.

we randomly select oy = 3% of all available timestamps as
poisoned injection points, and for each poisoned sample, we
inject the target pattern into ooy = 30% of the variable di-
mensions. The attacked variable dimensions are randomly
selected for each injection instance. Each sample is pro-
cessed using a sliding window of 24 timesteps, consisting
of 12 input steps and 12 output steps. The length of the trig-
ger is fixed at t™® = 4, while the length of the target pattern
is set to t*™ = 7. Throughout all experiments, we evalu-
ate three representative target pattern styles: cone, upward
trend, and up-and-down. All parameter settings above are
aligned with BACKTIME to ensure consistency and fair eval-
uation across methods. The value of ¢ in Equation 4 is set to
1 throughout all experiments. Details of the hyperparameter
settings and descriptions of the predefined target pattern are
provided in Appendix B.2.

We evaluate the attack performance on three widely used
forecasting models: TimesNet (Wu et al. 2022a), FED-
former (Zhou et al. 2022), and Autoformer (Chen et al.
2021), which serve as downstream models in a black-box
setting. The specific designs of these three models follow
the implementation in the BACKTIME framework.

Among them, FEDformer is adopted as the surrogate

model fs. Each experiment is run three times, and the av-
erage performance is reported.

160 /W/N
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data data &8 pattern line

Figure 2: Visualization of the TDBA on the PEMS04 dataset
using Autoformer. Four dimensions (163, 164, 166, 168) are
attacked, each with its own assigned positional offset. The
auxiliary lines in the figure captions are used to connect the
trigger or target pattern to the clean data at both ends, main-
taining visual uniformity.

5.2 Experimental Results

Quantitative Results. Our main experimental results are
presented in Table 1, where the target pattern shape is set
to cone. As shown in Table 1, TDBA-INV and TDBA-
GCN, demonstrate superior attack performance across all
evaluated datasets. Both methods consistently achieve the
lowest M2 in almost all model-dataset combinations, sig-
nificantly outperforming existing baselines and indicating
stronger capabilities in manipulating predictions at targeted
timestamps. Specifically, TDBA-GCN obtains the best M}
on two out of five datasets, while TDBA-INV slightly out-
performs on other datasets. For example, on the Weather
dataset, TDBA-INV reduces the average M;} to 3.48, which
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Method Variant ‘ M My
TDBA-Inv
Full Model 16.25 18.25
Al 18.84 (+15.9%)  35.34(+93.64%)
A2 19.82 (+21.9%) 29.48(+61.53%)
TDBA-Gcn
Full Model 17.40 16.94
Al 26.44 (+51.9%) 30.64 (+81.0%)
A2 21.44 (+232%) 28.99 (+71.1%)

Table 3: Ablation study on key components of TDBA. The
values in parentheses indicate the percentage increase in M
and My relative to the Full Model, reflecting degradation in
stealthiness and attack precision. Please refer to Appendix
C.2 for full results on all dataset.

is considerably lower than 23.22 achieved by BACKTIME,
highlighting its precise temporal attack effectiveness. In
terms of stealthiness, compared to BACKTIME, our methods
maintain comparable or even lower M, and M¢, indicating
that the injected trigger have minimal impact on the non-
targeted timesteps and dimensions in the forecasted data.

Table 2 compares the TDBA against baseline approaches
when the target patterns are in the shapes of an upward trend
and an up-and-down trend. The experimental results show
that our method achieves the best M and M, values un-
der both shapes, demonstrating the effectiveness and stealth-
iness of our attack.

Qualitative Analysis. Asillustrated in Figure 2, the model
successfully outputs the predefined target pattern at the spec-
ified forecast positions, despite varying offsets across di-
mensions. Notably, the predictions for unaffected regions re-
main highly accurate, demonstrating the strong stealthiness
of our attack.

5.3 Model Analysis

Ablation Analysis. To assess the contributions of key
components in our framework, we conduct an ablation study
on two representative variants, summarized in Table 3:

¢ Al (w/o Position Guidance Matrix): This variant re-
moves the positional guidance matrix A g4, so the trigger
generator loses access to the positional structure of the
injected target pattern.

¢ A2 (w/o Position-aware Optimization Objective): This
variant discards the proposed position-aware backdoor
loss. Instead, it formulates the attack as a standard regres-
sion problem: given the poisoned input window Xy, 3,
it directly optimizes the output toward the target pattern

X3, r using a MAE loss.

Table 3 shows the performance comparison with the full
model. After removing the positional guidance matrix (Al),
both the M$ and MY increase significantly, indicating a
substantial degradation in attack effectiveness and stealth-
iness due to loss of positional information. When without

24005

Method | PEMS03 | PEMS04 | PEMSO08
BackTime 0.5279 0.5747 0.5389
TDBA-Inv 0.5275 0.4949 0.5163
TDBA-GCN | 0.5313 0.4961 0.4977

Table 4: Anomaly detection results using the USAD al-
gorithm on datasets generated by our method (TDBA-Inv,
TDBA-GCN) and the BackTime method, with the tested
datasets being PEMS03, PEMS04, and PEMSO08.

the position-aware optimization objective (A2), the M rises
substantially. This observation suggests that that the trig-
gers cause more interference on clean positions and vari-
ables, reflecting reduced stealth. These results demonstrate
the importance of both Positional Guidance Matrix and the
Position-aware Optimization Objective in improving the ef-
fectiveness and stealthiness of our approach.

Stealthiness Assessment. To evaluate the imperceptibility
of the poisoned samples generated by TDBA, we employ
a representative unsupervised anomaly detection method,
USAD (Audibert et al. 2020), to detect potential anomalies
that might reveal the presence of backdoor triggers. For each
dataset, the anomaly detector is first trained on the clean test
set to learn normal temporal patterns. It is then applied to

the poisoned training set X, Where timestamps with in-
jected triggers are treated as anomalies. The area under the
ROC curve (AUC-ROC) is computed to measure the detec-
tor’s ability to identify manipulated timestamps.

As shown in Table 4, the AUC-ROC scores across all
tested datasets are consistently close to 0.5. This indicates
that the anomaly detector performs no better than random
guessing, thereby validating the high stealthiness of our ap-
proach.

6 Conclusion

In this work, we address a critical limitation in existing
MTS forecasting backdoor attacks: their inability to sup-
port delayed and asynchronous activation of target patterns
across different variables. To bridge this gap, we propose
TDBA. By introducing variable-specific positional offsets,
TDBA enables flexible and asynchronous target pattern ac-
tivation in predicted data. It combines a position-guided trig-
ger generation mechanism with a position-aware optimiza-
tion objective. Experiments on five real-world datasets show
that TDBA achieves superior attack effectiveness compared
to existing methods. Current limitations include support
for single target pattern training and limited cross-domain
transferability. Future work will explore multi target pattern
learning and domain-adaptive trigger generation.
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