The Fortieth AAAI Conference on Artificial Intelligence (AAAI-26)

Transformers in Pseudo-Random Number Generation:
A Dual Perspective on Theory and Practice

Ran Li, Lingshu Zeng*

School of Information Science and Technology, Northeast Normal University, Changchun, China
lir660 @nenu.edu.cn, zengls188 @nenu.edu.cn

Abstract

Pseudo-random number generators (PRNGs) are high-
nonlinear processes, and they are key blocks in optimiza-
tion of Large language models. Transformers excel at pro-
cessing complex nonlinear relationships. Thus it is reason-
able to generate high-quality pseudo-random numbers based
on transformers. In this paper, we explore this question from
both theoretical and practical perspectives, highlighting the
potential benefits and implications of Transformer in PRNGs.
We theoretically demonstrate that decoder-only Transformer
models with Chain-of-Thought can simulate both the Linear
Congruential Generator (LCG) and Mersenne Twister (MT)
PRNGs. Based on this, we conclude that the log-precision
decoder-only Transformer can represent non-uniform ACO.
Our simulative theoretical findings are validated through ex-
periments. The random numbers generated by Transformer-
based PRNGs successfully pass the majority of NIST tests,
whose heat maps exhibit clear statistical randomness. Finally,
we assess their capability in prediction attacks.

Code — https://github.com/zeroDtree/transformer_prng

Extended version —
https://www.arxiv.org/abs/2508.01134

1 Introduction

Pseudo-random numbers are essential components in scien-
tific and technological applications, from cryptography to
statistical sampling and numerical computing. Modern ap-
plications require PRNGs that can generate high-quality ran-
dom sequences. A PRNG uses a deterministic algorithm to
produce reproducible sequences that appear random, based
on an initial seed value. (Gentle 2003; Press 2007).

In recent years, Transformer-based large language models
(LLMs) have shown exceptional performance across multi-
ple domains. While these models excel in language process-
ing and knowledge tasks, their theoretical foundations re-
main unclear. Specifically, how Transformers simulate com-
plex nonlinear functions is still not fully understood.

Recent theoretical advances have provided significant in-
sights into the expressive power of Transformers. Notably,
it has been demonstrated that Transformers with constant
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depth and precision, when enhanced with Chain-of-Thought
(CoT) prompting (Wei et al. 2022) of polynomial length
O(poly(n)), possess sufficient expressive power to cap-
ture the complexity class P/poly (Theorem 3.3 in (Li et al.
2024)). This theoretical foundation suggests that Transform-
ers might be particularly well-suited for processing nonlin-
ear functions, with PRNGs serving as a classic and practical
example of such functions.

The application of Transformers as PRNGs offers sev-
eral key characteristics: (1) Transformer’s advanced feature
learning capabilities enable effective extraction and learn-
ing of complex statistical patterns in random sequences, (2)
The sophisticated position encoding mechanisms systemati-
cally capture temporal dependencies and sequential relation-
ships between numerical elements (Wu et al. 2025b), (3) The
multi-head attention architecture facilitates parallel compu-
tation across diverse representation subspaces, enabling si-
multaneous analysis of multiple sequence characteristics.
Building on these advantages, our research explores a fun-
damental question: What are the advantages of Transform-
ers as PRNGs or tools for evaluating PRNGs security? To
address this, we conduct a comprehensive study combining
theoretical analysis with empirical validation of Transformer
models’ capabilities in pseudo-random number generation.

Our result This paper makes several significant contribu-
tions to understand the expressiveness of Transformer mod-
els in the context of PRNGs. Our work encompasses both
theoretical analysis and empirical validation. Specifically,
we demonstrate that Transformers can be utilized for pre-
diction attacks, where in a Transformer model is trained on
a sequence of generated pseudo-random numbers to predict
subsequent values, thereby providing a mechanism to assess
the security of the PRNGs.

First, we provide a comprehensive theoretical analysis
of Transformer models’ capability to express two widely-
used PRNGs: the Linear Congruential Generator (LCG) and
the Mersenne Twister (MT) algorithm. We demonstrate that
Transformer architectures equipped with CoT ! can pre-
cisely simulate these PRNGs using only a constant num-
ber of attention heads and layers, while maintaining O(n)

'In this paper, we define Chain of Thought as a step-by-step
reasoning process, aligning with the interpretation in (Feng et al.
2024), rather than as a specialized prompting technique.



parameter complexity in the hidden layer ( Theorem 5
and Theorem 6). Our proofs are constructive in nature, pro-
viding explicit mechanisms for simulating each computa-
tional step of both algorithms. To validate these theoreti-
cal findings, we conduct comprehensive experiments across
multiple bit-widths (8-bit, 12-bit, and 16-bit) for pseudo-
random number generation based on the MT algorithm,
achieving near-perfect accuracy in all cases. Significantly,
during this analysis, we establish a non-uniform AC® lower
bound for Decoder-only Transformers with log(n) precision
( Theorem 7),contributing to the theoretical understanding
of Transformer limitations.

Second, we perform a comprehensive empirical evalua-
tion of Transformer-based pseudo-random number genera-
tors (PRNGs) through three critical experiments:

* We investigate the potential of Transformer architectures
as novel implementations for PRNGs. Through empirical
analysis utilizing heat map visualizations, we clearly ob-
serve that sequences generated by Transformers exhibit
significant statistical randomness properties.

To rigorously analyze the capabilities of Transformers as
pseudo-random number generators, we focus on their in-
herent non-linear transformations, which enhance the un-
predictability of the generated sequences and potentially
improve security. Consequently, we implement a Trans-
former model that simulates the MT algorithm for gener-
ating 16-bit pseudo-random numbers. The generated se-
quences successfully pass the majority of NIST statistical
test suites.

While Transformers can effectively learn complex sta-
tistical patterns from large-scale data, this capability has
significant security implications for PRNGs, as their se-
curity fundamentally depends on the unpredictability of
output sequences. Leveraging this insight, we propose
utilizing Transformer models for security analysis of
PRNGs through prediction attacks. Specifically, we in-
vestigate whether a Transformer model, after training on
a sequence of generated pseudo-random numbers, can
accurately predict subsequent values. Our experimental
results demonstrate that Transformers has the potential
to as a tool for evaluating PRNGs security by identify-
ing potential statistical vulnerabilities in their output se-
quences.

To the best of our knowledge, this work represents the
first comprehensive study of Transformer models in the con-
text of pseudo-random number generation, establishing both
theoretical foundations and practical viability. Our findings
explore new possibilities of PRNGs based on transformer.

2 Preliminaries

We introduce the key notations used throughout the paper: n
denotes the number of tokens in a sample sequence, d repre-
sents the dimension of embedding vectors, H is the number
of attention heads in the model, d;, = % defines the dimen-
sion per attention head, and L indicates the number of layers
in the Transformer model. boldface letters are used to denote
vectors, and normal letters are used to denote scalars. Unless
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otherwise specified, all vectors are represented as row vec-
tors.

2.1 Decoder-only Transformers

Transformer models, introduced in 2017 (Vaswani 2017),
revolutionized natural language processing through their
self-attention mechanism, which effectively captures long-
range sequence dependencies.

The auto-regressive Transformer, also known as the
Decoder-Only Transformer (Radford et al. 2019), is a
sequence-to-sequence neural network model as follows de-
fined by the following equations: first, the input tokens s; are
embedded into a d-dimensional vector x{ = Embed(s;) +
pos(i) € R? for i = 1,...,n, where pos(i) is the position
embedding of the ¢-th token. Then, the Transformer model
processes the sequence of vectors through a series of atten-
tion layers. the [-th layer of the Transformer is defined as

)

x! = Attention’ (x!7!) + FFN'(Attention’ (x\ ™!

K2

(D

Attentionl(xé_l) = Attentionl(xé_l) eré_l )

FFN'(x) = GeLU(xW! + b} )W}, (3)

where Attention is the residual multi-head attention layer

and FFN is the feed-forward network, and W', W, ¢

R4 bl bl € R are the weights and biases of the I-th
(K(l,h))T

layer. Attention’(x! 1) is given by
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where Wél’h’), W,(f’h), Wf;hh) € R¥>dr gre the weights of
the query, key, and value vectors, ql(,l’h) = xi_lwt(zl’h’),
K(l,h) lelwl(clvh)’ V(lﬁh) lelwglah) c
R are the query, key, and value vectors, Xi-1 =
(DT (xEDT)T € R™%4 s the matrix of the key
vectors.

2.2 Pseudo-random Number Generator

Random Number Generation can be categorized into two
main types (Smid et al. 2010): True Random Number Gen-
erators (TRNGs) generate unpredictable sequences using
physical entropy sources, while PRNGs are deterministic al-
gorithms that approximate randomness based on initial seed
values. For cryptographic security, PRNG seeds must come
from TRNGs.

The linear Congruential Generator The linear congru-
ential generator is a simple and fast PRNG (MacLaren
1970). defined as follows:

(4)

where a, c € 7% m € Z,and parameters a and m determine
the sequence period length. x is the initial seed and x; is the
1-th generated number.

Xpt+1 = (ax, + ¢) mod m



The Mersenne Twister Algorithm The Mersenne twister
algorithm is mentioned by Makoto Matsumoto and Takuji
Nishimura in 1998 (Matsumoto and Nishimura 1998), im-
proved upon previous PRNGs by offering high-quality ran-
dom numbers with a long period (219937 — 1) and fast gen-
eration speed.

The MT algorithm is defined as two parts: first, the ini-
tial values xg,...,X,_1 are generated using LCG, x; €
{0,1}4. Then the subsequent values are generated through
the following recurrence relation including the rotation and
extraction operations:

Rotation The rotation operation rotates the variables to
generate the next state of the MT algorithm.

t < (x[i] A upper) V (x[(i+ 1) mod n] A lower)

)
) 0 iftg=0
1
z+ x[(i+m) mod n] ® (t>>1) ® {a otherwise
(6)

where upper = 1 << (d — r) and lower = —upper,a
are constants vectors.

Extraction The extraction operation generates the next
pseudorandom number through a series of bit-wise opera-
tions.

x[i] « z (7
y < x[d] ®)
y<y o (y>>u) ©)
y<yd ((y<<s)ADb) (10)
vy o ((y<<t)Ac) (11)
y<y o (y>>1) (12)

where u, [, s, t are constants, b, c are constant vectors. The
above bit-wise operations generate the next pseudorandom
number, operating on each bit individually.

2.3 Circuit Complexity

We begin by introducing several fundamental circuit com-
plexity classes, arranged in order of increasing computa-
tional power. For a comprehensive treatment, we refer read-
ers to (Arora and Barak 2009).

« TCF1 comprises languages computed by circuits with
O(logk*1 n) depth, polynomial size, and unbounded fan-
in MAJORITY gates (with NOTs available at no cost). A
MAIJORITY gate outputs the most frequent input value,
defaulting to 1 in case of ties. Of particular interest is the
class TCY.

AC*~1[m)] consists of languages computed by constant-
depth, polynomial-size circuits with unbounded fan-in,
using AND, OR, and MOD m gates. A MOD m gate
outputs 1 if and only if the sum of its input bits is divisi-
ble by m. While NOT operations can be simulated using
MOD m gates, it remains an open question whether AND
(or OR) operations can be simulated using only MOD m
gates in constant depth.
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* ACC U,, AC°[m], representing the union of all
AC[m)] classes.

« AC*! is defined as AC*~![m] without MOD m gates.

These circuit complexity classes form a strict hierarchy,
characterized by the following containment relations:

ACY C AC’[m] C ACC C TC®

Circuit classes can be non-uniform, using different algo-
rithms for different input lengths, or uniform, using a single
algorithm for all inputs. In the uniform model, an efficient
algorithm can generate the appropriate n-th circuit for any
n-bit input, independent of input length. While uniform ver-
sions exist for all circuit complexity classes, this paper fo-
cuses on the non-uniform class AC?.

3 PRNGsSs via Transformer

We adopt a widely used and realistic setting known as the
log-precision Transformer (Merrill and Sabharwal 2023b;
Liu et al. 2022), in which all parameters of the Transformer
are constrained to O(log(n)) bit precision, where n repre-
sents the maximum length of the input sequence

The proofs of both theorems are constructive, providing
explicit implementations of PRNGs using Transformer ar-
chitectures. Our approach centers on utilizing the funda-
mental components of the Transformer architectures, specif-
ically the attention mechanism and feed-forward network
(FFN) layers—to systematically realize essential computa-
tional operations. These operations encompass both logi-
cal operations (XOR, NOT, AND, OR) and arithmetic op-
erations (multiplication, addition, modulus) performed on
pseudo-random numbers and constants. Our construction
methodology extends the theoretical foundations established
by (Feng et al. 2024) and (Yang et al. 2024). Particularly
their seminal work on the function approximation capabili-
ties of FFN.

It is noteworthy that the complete constructive proofs for
Lemma 1-4, Theorem 5, and Theorem 6 are provided in the
extended version.

3.1

We first present the implementation of fundamental Boolean
operations using Transformer architecture, where ¢(i) de-
notes the binary representation of the i-th number.

Main Theoretical Results

Lemma 1. For a given variable vector (¢(i),(j),1,1),
there exists a Transformer layer that approximates function
f(i,7) with a constant € > 0 such that || f(i,j) — ¢(i) A
?(J)loo < e The parameters of this layer exhibit an {o
norm bounded by O(poly(M,1/¢)), where M denotes the
upper bound for all parameter values.

Lemma 2. For a given variable vector (¢(i),¢(5),1,1),
there exists a Transformer layer that approximates function
f(3,7) with a constant € > 0 such that || f(i,j) — ¢(i) V
O(Nlco < € The parameters of this layer exhibit an {o,
norm bounded by O(poly(M,1/€)), where M denotes the
upper bound for all parameter values.



Lemma 3. Given a variable vector (¢(i),1, 1), there exists
a attention layer that can approximate the boolean function
—¢(i)-

And we use a two-layer MLP to approximate the modu-
lus function, which is a key operation in the LCG and MT
algorithms.

Lemma 4. Given a positive number n, and an integer
i € [1,n?), there exists a two-layer MLP f : R? — R
with GeLU activation, and the hidden dimension is O(n).
Then there exists a constant € > 0 such that || f(i,n) —
(i mod n)||ec < € and parameters with Lo, norm upper
bounded by O(poly(M,1/e)), where M is an upper bound
for all parameter values.

It is worth noting that the above lemma can be used not
only in the proofs of the LCG and MT algorithms, but also
as a tool and gadget for proving the expressive power of the
Transformer. And building on the aforementioned lemmas,
we can utilize the Transformer module to implement the
specific steps of both the LCG and MT algorithms, thereby
completing our proof.

Theorem 5. For the linear congruential generator algo-
rithm, we can construct an autoregressive Transformer as
defined in Section 2 that is capable of simulating and gen-
erating n pseudo-random numbers. The constructed Trans-
Sformer has a hidden dimension of d = O(n), consists of
one layer with one attention head, and all parameters are
polynomially bounded by O(poly(n)).

Proof Sketch. We utilize the attention module of the Trans-
former to implement the multiplication of the pseudo-
random number x;_; by the constant a (as established in
the lemma). This result is then added to the constant ¢, fol-
lowed by the application of the FFN module to perform the
modulus operation mod (m). O

In Theorem 6, we employed chain of thought to enable
the Transformer to simulate the intermediate steps of the MT
algorithm sequentially.

Theorem 6. For the Mersenne Twister algorithm, we can
construct an autoregressive Transformer with Chain of
Thought as defined in Section 2 that is capable of simulating
and generating n pseudo-random numbers. The constructed
Transformer has a hidden dimension of d = O(n), con-
sists of seventeen layers with at most four attention heads
per layer, and all parameters are polynomially bounded by

O(poly(n)).

Proof Sketch. Initially, we employ an attention layer to com-
pute the total count of generated pseudo-random numbers,
denoted as cnt—.. Subsequently, utilizing this cnt—, in con-
junction with the attention layer, we determine the requisite
variable indices for generating new pseudo-random numbers
in the MT algorithm. Based on these indices, we retrieve the
necessary random numbers and implement the rotation and
extraction operations characteristic of the MT algorithm us-
ing a multi-layer Transformer architecture. Finally, we im-
plement an MLP to distinguish between symbolic output and
pseudo-random number generation. O
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We can also simulate basic Boolean operations using
Transformers, demonstrating that log-precision autoregres-
sive Transformers can express non-uniform AC°.

Corollary 7. Log-precision autoregressive Transformers
with polynomial size can simulate any circuit family in non-
uniform AC°. Specifically, for any circuit family {Cy, } ey in
AC® with size poly(n), there exists a family of log-precision
decoder-only Transformers {T,, }nen of size poly(n) that
can simulate {C., } pen.

Proof. Leveraging Theorem 1 and Theorem 2, we demon-
strate that a polynomial-sized Transformer layer can simu-
late the fundamental circuit gates AND and OR in AC. This
result establishes that log-precision autoregressive Trans-
formers possess at least the expressive power of non-uniform
AC’. O

In the aforementioned theorems, we provided detailed
constructions using Transformer architecture to implement
each step of both the LCG and MT pseudo-random num-
ber generation algorithms, thereby establishing a theoreti-
cal foundation for Transformers’ capability to simulate some
pseudo-random generators. Subsequently, in Section 4, we
validate our theoretical findings through comprehensive em-
pirical evaluation, designing experiments to assess both the
effectiveness of Transformers as pseudo-random number
generators and their potential in prediction-based attack sce-
narios.

4 [Experiments

Although we analyze the MT algorithm and the LCG can
be simulated by transformer with constant depth in previ-
ous section, it is still important to verify the effectiveness of
our theoretical analysis by experiments. In this section, we
will design several experiments. First, we will verify the ef-
fectiveness of our theoretical analysis on the MT algorithm.
Then, we find that generator based on transformer can pass
the most statistical tests designed by NIST. Finally, we ex-
plore how transformers can be used for prediction attacks,
such as predicting the output of the MT algorithm. All ex-
periments related to training and sequence generation were
conducted on a machine running the RokeyLinux operating
system, equipped with an A800 GPU with 80 GB of mem-
ory. The NIST statistical tests were performed separately on
a personal laptop computer. All data preprocessing and train-
ing code is available in our GitHub repository.

4.1 Transformer Simulation of Mersenne Twister

Model and Dataset We use the MT 19937 algorithm to
generate 32bit pseudo-random numbers(mt19937-32) as our
base dataset. The numbers were subsequently converted into
8-bit, 12-bit, and 16-bit representations using modular arith-
metic operations. The dataset was then split into training and
test sets at a 9:1 ratio. A fixed random seed of 31 was used
for all experiments. Training was conducted for 50 epochs,
and the test accuracy was adopted as the evaluation metric.
The detailed dataset configurations are presented in Table 1.

To evaluate the simulation capability, we trained a GPT-
2 architecture on the aforementioned datasets. The model



Dataset Sequence Length  Training Set Size
mt19937-8bit 256 256
mt19937-12bit 4096 4096
mt19937-16bit 4096 4096

Table 1: Dataset configuration

was trained to minimize the cross-entropy loss, with train-
ing accuracy serving as our primary metric for assessing the
quality of PRNG simulation. We conducted extensive exper-
iments with various hyperparameter configurations, and the
detailed model architecture specifications are summarized
in Table 2.

Parameter ~ Value Description
attn_pdrop 0.1 Dropout for attention layers
embd_pdrop 0.1 Dropout for embeddings
model_type  gpt2 Architecture type
n_embd 768 Embedding dimension
n_head 12 Attention heads
n_layer 12 Transformer layers
n_positions 1024 Max sequence length
resid_pdrop 0.1 Dropout for residuals
vocab_size 50257 Vocabulary size

Table 2: Model configuration
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Figure 1: Training Accuracy
Results The experimental results demonstrate consistent

convergence patterns across different bit-width configura-
tions (8-bit, 12-bit, and 16-bit) of the MT simulation. As
shown in Figure 1, the training accuracy curves exhibit
sigmoid-like behavior, with the 8-bit model converging most
rapidly (within 500 steps), followed by the 12-bit model (ap-
proximately 1,000 steps), and the 16-bit model requiring the
longest training period (around 2,000 steps) to achieve con-
vergence. Correspondingly, the training loss curves display
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Figure 2: Training Loss

exponential decay, with all three models eventually stabi-
lizing at minimal loss values, indicating successful model
optimization. Notably, all configurations ultimately achieve
near-perfect accuracy (approximately 1.0), suggesting that
the Transformer architecture can effectively simulate the
MT algorithm regardless of bit-width, albeit with varying
convergence rates inversely proportional to the complexity
of the target bit-width.
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Figure 3: Heatmap of bit stream before training

4.2 NIST Statistical Tests for Randomness

NIST Statistical Test Suite We evaluated our pseudo-
random sequences using the NIST Statistical Test Suite
(NIST STS) (Smid et al. 2010), which includes 15 tests: Fre-
quency, Block Frequency, Cumulative Sums, Runs, Longest
Run of Ones, Rank, Discrete Fourier Transform, Nonpe-
riodic Template Matchings, Overlapping Template Match-
ings, Universal Statistical, Approximate Entropy, Random
Excursions, Random Excursions Variant, Serial, and Linear
Complexity. Each test evaluates specific statistical proper-
ties using rigorous mathematical principles to detect poten-
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Figure 4: Heatmap of bit stream after training

tial non-random patterns and statistical deviations in binary
sequences.

Our experimental methodology involved training a Trans-
former model on a 16-bit dataset, with model checkpoints
systematically preserved at training accuracies thresholds of
0.63, 0.68, 0.81, and 0.89. The pseudo-random sequences
generated from each checkpoint were subsequently sub-
jected to the complete NIST STS battery of tests.

Our NIST testing passed 11 of 15 tests (corresponding
to training accuracies of 0.63, 0.68, 0.81, and 0.89, respec-
tively). The results of the NIST Statistical Test Suite that
passed, as illustrated in Figure 5, indicate that the gener-
ated pseudo-random sequences exhibit satisfactory statisti-
cal properties. Specifically, All tests, except for the Block
Frequency test, produced p-values greater than the signif-
icance level of 0.01, indicating that—with a 1% threshold
for rejecting randomness—these sequences exhibit no sta-
tistically significant deviation from ideal randomness, sug-
gesting that the sequences successfully passed the majority
of the statistical tests. This outcome implies that the Trans-
former model effectively generates sequences that maintain
randomness characteristics, thereby validating the robust-
ness of the simulation process employed in this study.

The test failures reveal several limitations in our genera-
tor: RandomExcursions and RandomExcursions Variant tests
show insufficient random walk characteristics and missing
P-values due to inadequate sequence variations; the Uni-
versal Test fails due to sequence compressibility issues
from pattern reproduction in training data; and the Approx-
imate Entropy Test fails due to limited sequence complex-
ity caused by fixed-length training sequences.Notably, these
results just achieved using merely a basic GPT-2 architec-
ture, highlighting the considerable potential of Transformer-
based approaches in pseudo-random number generation.

The heatmap presented in Figure 4 illustrates the trans-
formation of the generated pseudo-random sequences before
and after the training process. Figure 3 reveals a distinct pat-
tern characterized by regularity and structure, indicative of
a non-random distribution of values. Conversely, Figure 4
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demonstrates a significant shift towards randomness, as ev-
idenced by the chaotic and uniform distribution of values
across the grid. This stark contrast underscores the effective-
ness of the training regimen, which successfully enhances
the stochastic properties of the output sequences, thereby
validating the capability of the Transformer model to ap-
proximate true randomness in the generated bit stream.

4.3 Prediction Attack on Mersenne Twister

Building upon (Tao et al. 2025)’s findings on Transform-
ers’ ability to utilize prime factorizations and RNS rep-
resentations in LCG sequence prediction, we employed a
Transformer-based architecture to model and predict the out-
put sequences of the Mersenne Twister (MT) algorithm. The
experimental setup involved training the model with both 8-
bit and 12-bit random number sequences, utilizing training-
to-test set ratios of 1:10 and 1:20, respectively. Our empiri-
cal results demonstrate that the Transformer model achieves
prediction accuracy ranging from 0.7 to 0.8 when inferring
MT algorithm outputs. The detailed performance metrics
and convergence characteristics are illustrated in Figure 6.
These results not only advance our understanding of Trans-
former capabilities in sequence prediction but also provide
valuable insights for developing more secure cryptographic
algorithms.

5 Related Work

Our work investigates the expressive power and limita-
tions of Transformers, with a specific focus on pseudo-
random number generators. Transformer expressiveness re-
search evolved in two main phases. Initially, (Yun et al.
2019) proved Transformers’ universal approximation capa-
bilities for continuous sequence functions, later extended to
Sparse (Yun et al. 2020) and Linear Transformers (Alberti
et al. 2023). Recent work focuses on in-context learning,
with (Garg et al. 2022; Dai et al. 2022; Von Oswald et al.
2023) demonstrating basic function learning, while (Feng
et al. 2024) showed Chain of Thought (Wei et al. 2022) capa-
bilities for linear equations and dynamic programming. Fur-
ther studies revealed their ability to solve P-class (Merrill
and Sabharwal 2023a) and P/poly problems (Li et al. 2024).
For a complete review, see (Yang et al. 2024).

From the perspective of constructing PRNGs, researchers
have extensively explored various machine learning archi-
tectures to develop novel generators. These approaches can
be categorized into three main frameworks: (1) Recurrent
architectures have been widely adopted, leveraging their se-
quential processing capabilities. These include LSTM-based
approaches that excel at capturing long-term dependen-
cies (Jeong et al. 2018; Pasqualini and Parton 2020b; Jeong
et al. 2020), traditional RNNs for basic sequence genera-
tion (Desai et al. 2012; Desai, Patil, and Rao 2012), Elman
networks for their feedback mechanisms (Desai, Deshmukh,
and Rao 2011), and Hopfield networks known for their sta-
bility properties (Hameed and Ali 2018; Lin et al. 2023; Bao
et al. 2024). (2) Generative approaches using GANs have
demonstrated promising results by employing adversarial
training to improve random number quality (De Bernardi,
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Khouzani, and Malacaria 2019; Oak, Rahalkar, and Gujar
2019; Wu et al. 2025a; Okada et al. 2023). The generator-
discriminator architecture helps ensure the generated num-
bers exhibit desired statistical properties. (3) Reinforcement
learning-based methods have emerged as an innovative ap-
proach, using reward mechanisms to optimize random num-
ber generation (Pasqualini and Parton 2020a,b; Park et al.
2022; Almardeny et al. 2022). These methods adapt their
generation strategies based on feedback about the quality of
produced sequences. For a comprehensive review of these
approaches and their comparative advantages, see (Wu et al.
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2025b).

Note that we use transformer model to simulate specific
step of LCG and MT PRNGs. Our approach differs from
previous work often to simulate the abstract model such
as simulating the Turing machine (Merrill and Sabharwal
2023a) to solve P class problems and simulating the cir-
cuits (Li et al. 2024) to solve P/poly class problems. It is
similar to the proof technique of (Feng et al. 2024).

6 Conclusion and Future Directions

Our theoretical analysis and experimental results indicate
that the non-linear transformations and robust sequence
modeling capabilities inherent in Transformer architectures
can be effectively leveraged for both PRNGs construc-
tion and security analysis. Specifically, our experiments re-
veal that Transformer-based generators can produce high-
quality pseudo-random sequences that satisfy the majority
of NIST statistical criteria. Furthermore, the generated se-
quences demonstrate resistance to prediction attacks, sug-
gesting that Transformers have potential applications both
as pseudo-random number generators and as tools for eval-
uating PRNGs security.

Future research on Transformer-based PRNGs will ex-
plore three key directions : (1) Enhancing Transformers’
capabilities to generate more secure and efficient pseudo-
random numbers by leveraging their parallel architecture,
(2) Developing Transformer-based frameworks for com-
prehensive PRNG security testing and evaluation, and (3)
Theoretically analyzing Transformers’ boundaries in fitting
highly nonlinear functions, particularly identifying which
types of functions remain beyond their computational reach.
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