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Abstract

Machine unlearning (MU) aims to remove the influence of
specific data from trained models, addressing privacy con-
cerns and ensuring compliance with regulations such as the
“right to be forgotten.” Evaluating strong unlearning, where
the unlearned model is indistinguishable from one retrained
without the forgetting data, remains a significant challenge in
deep neural networks (DNNs). Common black-box metrics,
such as variants of membership inference attacks and accu-
racy comparisons, primarily assess model outputs but often
fail to capture residual information in intermediate layers. To
bridge this gap, we introduce the Information Difference In-
dex (IDI), a novel white-box metric inspired by information
theory. IDI quantifies retained information in intermediate
features by measuring mutual information between those fea-
tures and the labels to be forgotten, offering a more compre-
hensive assessment of unlearning efficacy. Our experiments
demonstrate that IDI effectively measures the degree of un-
learning across various datasets and architectures, providing
a reliable tool for evaluating strong unlearning in DNNs.

Extended version — https://arxiv.org/abs/2405.17878

1 Introduction
Machine unlearning (MU) seeks to remove the impact of
specific data samples from a trained model, addressing
privacy issues such as “right to be forgotten” (Voigt and
Von dem Bussche 2017). In addition to privacy, MU is also
emerging as a tool to eliminate the influence of corrupted
or outdated data used during training (Nguyen et al. 2022;
Kurmanji et al. 2023). The most straightforward approach
to MU is exact unlearning, where the model is retrained
from scratch, excluding the data that need to be forgotten.
Although this method ensures complete data removal, it is
computationally expensive and not scalable (Aldaghri, Mah-
davifar, and Beirami 2021; Bourtoule et al. 2021). Conse-
quently, research has shifted towards approximate unlearn-
ing, which aims to replicate the effects of retraining in a
more efficient manner.
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The goal of MU is to create an unlearned model that is
indistinguishable from a model retrained from scratch, re-
ferred to as strong unlearning. This objective has become
particularly crucial with the rise of open-source models like
Stable Diffusion (Rombach et al. 2022) and LLaMA (Tou-
vron et al. 2023), which are widely used and fine-tuned by
various users. For unlearning algorithms to be practically
useful, they must be capable of fully eliminating traces of
private data and preventing potential exploitation. While (ϵ,
δ)-certified unlearning methods (Zhang et al. 2024b; Mu and
Klabjan 2024) provide theoretical guarantees, they are im-
practical for large-scale models. As a result, most approxi-
mate unlearning methods rely on heuristic approaches, lack-
ing formal guarantees. Thus, these methods must undergo
empirical evaluation to demonstrate their effectiveness.

However, current evaluations, primarily based on black-
box approaches such as membership inference attacks
(MIA) (Shokri et al. 2017) and accuracy comparisons, fo-
cus on output similarity rather than internal model changes.
Although these metrics may capture weak unlearning (Fan
et al. 2024; Chundawat et al. 2023a), they may not be suffi-
cient for assessing strong unlearning. In this work, we study
whether relying solely on outputs can truly reflect complete
influence removal, given that model outputs can be superfi-
cially adjusted (Kirichenko, Izmailov, and Wilson 2023).

Surprisingly, our experiments reveal that even minimal
changes—modifying only the final layer while preserving all
intermediate information—can satisfy black-box evaluation
metrics, exposing their limitations in assessing strong un-
learning. This raises critical concerns about whether current
MU methods truly achieve information removal comparable
to retraining from scratch.

Consequently, motivated by the Information Bottleneck
principle (Tishby, Pereira, and Bialek 2000), we introduce
the information difference index (IDI), a novel white-box
metric designed to quantify residual information in interme-
diate layers after unlearning. IDI measures the mutual infor-
mation (Shannon 1948) between intermediate features and
the forgetting labels, providing an interpretable value to as-
sess the effectiveness of unlearning algorithms. IDI remains
stable under the stochasticity of the unlearning process and
is compatible with diverse model architectures. Moreover,
IDI can be reliably estimated from a data subset, making it
practical for large-scale unlearning settings.
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Through IDI, we observe that many recent MU meth-
ods, despite strong performance on black-box metrics, re-
tain substantial information about the forgetting data in in-
termediate layers. To address this, we propose COLapse-
and-Align (COLA), a simple method that collapses repre-
sentations associated with the forget set at the feature level
to eliminate residual information, followed by re-aligning
the retained features. Despite its simplicity, COLA consis-
tently improves IDI scores while maintaining competitive
performance across datasets such as CIFAR-10/100, and
ImageNet-1K, and architectures (ResNet-18/50, ViT).

2 Problem Statement and Preliminaries
2.1 Problem Statement
Let D = {(xi, yi)}Ni=1 denote a training dataset compris-
ing N image-label pairs (xi, yi). In a supervised learning
setup, D is partitioned into two subsets: the forget set Df ,
containing the data points to be removed, and the retain set
Dr = D \ Df , containing the data points to be preserved.
The initial model θo, referred to as the Original model, is
trained on the full dataset D using empirical risk minimiza-
tion. The Retrain model θr is trained from scratch on only
the retain set Dr. The unlearned model θu is obtained by
applying a MU algorithm to the Original model θo, aiming
to remove the influence of Df . The goal of MU is for θu
to closely approximate θr, ensuring the unlearned model be-
haves as though Df had never been used in training, while
preserving the training methodology across θo, θr, and θu.

Throughout the paper, within a given model θ, we define
the head as the last few layers responsible for classifica-
tion; typically one to three linear layers. The encoder, on the
contrary, encompasses the remainder of the network, which
usually consists of convolutional layers or transformer en-
coders. MU is often studied in the context of image classi-
fication (Shaik et al. 2023; Nguyen et al. 2022), where it is
typically classified into two scenarios based on the nature
of the forget set: class-wise forgetting, where all samples
from a specific class are targeted, and random data forget-
ting, where samples are selected indiscriminately across all
classes. In this work, we tackle both scenarios.

2.2 Preliminaries
Machine Unlearning (MU). Exact unlearning, which in-
volves creating Retrain, guarantees the information removal
from the forget set but is computationally expensive (Bour-
toule et al. 2021; Yan et al. 2022). To address this, ap-
proximate unlearning methods have been developed, fo-
cusing on efficiency rather than strict theoretical guaran-
tees. Specifically, strong unlearning, where the unlearned
model is indistinguishable from Retrain, has been explored
through the application of differential privacy (DP) (Dwork
and Roth 2014) inspired techniques, which aim to achieve
parameter-level indistinguishability (Dwork and Roth 2014;
Neel, Roth, and Sharifi-Malvajerdi 2021; Sekhari et al.
2021). However, applying such techniques to neural net-
works remains challenging due to their vast number of pa-
rameters and non-convex loss landscapes (Qiao et al. 2024).
As a result, recent studies typically assess the similarity of

model outputs (i.e., predictions), using weak unlearning as a
practical proxy for strong unlearning (Xu et al. 2023).

Although empirically ensuring strong unlearning is chal-
lenging, it remains essential for deploying unlearning al-
gorithms in compliance with legal requirements such as
the GDPR (Voigt and Von dem Bussche 2017) and the
“right to be forgotten.” This need is further amplified by the
widespread use of open-source models like CLIP (Radford
et al. 2021), Stable Diffusion (Rombach et al. 2022), and
LLaMA (Touvron et al. 2023), where sensitive data may in-
advertently persist and be exploited. Our work focuses on
developing a robust empirical metric to evaluate unlearning
algorithms, distinct from verification (Zhang et al. 2024a;
Sommer et al. 2022), which assesses effectiveness through
real-world attack scenarios.

Evaluation Criteria in MU. As the goal of MU is to re-
move the influence of specific data while preserving the
others, the unlearning algorithms are typically evaluated
on three criteria: Efficacy, Accuracy, and Efficiency (Hayes
et al. 2024). Efficacy measures how closely the unlearned
model approximates Retrain, which is key to unlearning
quality. Accuracy ensures task performance remains intact
after unlearning, while efficiency ensures the unlearning
process is faster than retraining.

Accuracy and efficiency can be easily evaluated using ex-
isting metrics. Accuracy consists of three categories: un-
learning accuracy (UA), remaining accuracy (RA), and test-
ing accuracy (TA). UA measures performance on Df as
UA(θu) = 1 − AccDf

(θu), RA on Dr as RA(θu) =
AccDr

(θu), and TA measures generalization to unseen data
as TA(θu) = AccDtest

(θu). Performance levels comparable
to Retrain across these metrics indicate better unlearning.

In terms of efficiency, runtime efficiency (RTE) measures
the time an algorithm takes to complete unlearning, with
lower RTE indicating more efficient unlearning (Fan et al.
2024; Jia et al. 2023). However, assessing unlearning effi-
cacy, or determining whether the unlearned model has fully
removed the influence of specific data to the same extent as
Retrain, remains a significant challenge in complex DNNs.
The efficacy metrics are divided into two categories: black-
box metrics, which focus solely on model outputs (i.e.,
predictions), and white-box metrics, which examine inter-
nal dynamics such as parameters, gradients, and features.
While black-box metrics are typically used due to their con-
venience, no universally accepted standard exists, leaving
room for more reliable assessment.

Black-box Efficacy Metrics. Variants of membership in-
ference attacks (MIA) (Shokri et al. 2017) are among the
most widely used black-box metrics for evaluating unlearn-
ing (Fan et al. 2024; Jia et al. 2023; Foster, Schoepf, and
Brintrup 2024). MIA trains an auxiliary classifier to deter-
mine whether a given sample was part of the training set,
with attack success rates on the forget set close to those for
Retrain being preferred in unlearning. Recent studies often
combine MIA with UA, RA, TA, and RTE to assess un-
learning across efficacy, accuracy, and efficiency (Chen et al.
2023; Kim, Lee, and Woo 2024), a practice referred to as the
‘full-stack’ evaluation (Jia et al. 2023; Fan et al. 2024).
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Figure 1: Performance of six methods on (CIFAR-10, ResNet-18), evaluated in efficiency (RTE), accuracy (TA), and efficacy
(MIA, JSD). For TA, MIA, and JSD, lower differences from Retrain are preferred, indicating closer similarity to Retrain.

Other metrics, such as Jensen-Shannon divergence (JSD),
and ZRF (Chundawat et al. 2023a; Poppi et al. 2024) com-
pare the output logits between the unlearned model and
Retrain (or a random model for ZRF). Additionally, time-
based metrics like Anamnesis Index (AIN) (Chundawat et al.
2023b; Tarun et al. 2023a) and relearn time (RT) (Tarun et al.
2023b) track how long the model takes to regain perfor-
mance on the forget set. While convenient, black-box met-
rics overlook internal behaviors and cannot verify strong un-
learning by ensuring forgetting data’s influence is fully re-
moved. Their limitations are further discussed in Section 3.

White-box Efficacy Metrics. In contrast, white-box met-
rics offer deeper insights by analyzing internal model dy-
namics. Previous studies have measured parameter-wise dis-
tances (e.g., ℓ2-distance, KL-divergence) between the un-
learned model and Retrain (Golatkar, Achille, and Soatto
2020; Wu, Dobriban, and Davidson 2020). However, this ap-
proach is computationally expensive and unreliable due to
training randomness (Hayes et al. 2024; Goel et al. 2022).
Becker and Liebig (2022) proposed a Fisher information
based metric, but their results were inconsistent with the-
oretical intuition. Graves, Nagisetty, and Ganesh (2021) ap-
plied model inversion attacks to reconstruct images from the
forget set, but their method relies on visual comparisons.

Although robust white-box metrics are currently lacking
and challenging to develop, they are crucial for validating
approximate methods that lack formal guarantees. Without
them, these algorithms cannot be trusted in privacy-sensitive
applications that demand a high level of confidence in in-
formation removal. To address this critical need, our work
proposes a reliable and practical white-box metric.

3 Rethinking the Evaluation of Unlearning
3.1 Challenging Black-box Metrics
In this section, we reveal the limitations of commonly used
black-box efficacy metrics by applying a simple unlearn-
ing technique to a single-class forgetting task. We show
that these metrics can misrepresent unlearning efficacy, even
when the model’s output closely resembles that of Retrain.

Inspired by the teacher-student framework, our strategy,
termed head distillation (HD), employs logit distillation
from Original θo. The unlearned model θu is initialized from
θo with the encoder frozen and only the head trainable. Dur-
ing unlearning, the head is finetuned on training dataset D

using KL-divergence loss (Hinton, Vinyals, and Dean 2014)
to match a masked version of θo’s output, where the logit
for the forgetting class is set to negative infinity. This ap-
proach enables θu to mimic a pseudo-retrained model, as the
masked logits closely resemble those of Retrain. By aligning
output behavior, HD approximates the intended unlearning
effect. Details in Appendix C.1 of (Jeon et al. 2025).

We evaluated HD on CIFAR-10 (Krizhevsky 2009) us-
ing ResNet-18 (He et al. 2016), where the head is only a
single linear layer. For efficacy, we used membership infer-
ence attack (MIA) and Jensen-Shannon divergence (JSD).
For accuracy and efficiency, we measured unlearning accu-
racy (UA), testing accuracy (TA), and run-time efficiency
(RTE). We compared HD with recent methods, including
FT, RL (Golatkar, Achille, and Soatto 2020), GA (Thudi
et al. 2022), ℓ1-sparse (Jia et al. 2023), and SALUN (Fan
et al. 2024). Details on metrics and baselines can be found
in Appendices C.2 and C.3 (Jeon et al. 2025).

Figure 1 shows the experimental results. Despite its sim-
plicity, HD outperforms all other methods in MIA and rank-
ing second in JSD. HD achieves this performance in just 6.2
seconds, approximately 30 to 60 times faster than compet-
ing methods. Additionally, HD maintains comparable test-
ing accuracy (TA), effectively preserving task performance.
All methods achieved perfect unlearning accuracy (100%
UA), which is omitted from Figure 1. Notably, HD’s strong
performance generalize to multi-class and random data for-
getting, as shown in Appendix D.1 of (Jeon et al. 2025).

The results indicate that HD performs exceptionally well
across all black-box metrics. However, its validity as a MU
algorithm requires scrutiny. The primary issue is that HD
closely resembles Original θo, with changes limited to the
single-layer head, while the encoder remains identical to θo.
Consequently, all intermediate features related to the forget
set are perfectly retained. This raises a critical question:

Do black-box metrics truly capture the unlearning
quality, or are they misled by superficial changes

while deeper information persists?

3.2 Residual Information of Forgetting Data
To address the above question, we analyze recent unlearning
methods to assess whether they internally remove informa-
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(a) Original / HD (b) Retrain (c) GA (d) RL (e) SALUN

Figure 2: t-SNE visualizations of encoder outputs for Original, Retrain, and unlearned models from three MU methods (GA,
RL, SALUN) on single-class forgetting with (CIFAR-10, ResNet-18). In each t-SNE plot, features of the forgetting class are
represented in purple. Original and HD have identical feature distribution as they share the same encoder.

tion from the forget set, despite their strong performance on
black-box metrics. Note that analyses use the same experi-
mental setup described in Section 3.1.

We begin with a qualitative analysis using t-SNE (van der
Maaten and Hinton 2008) visualizations of intermediate fea-
tures from model encoders to compare Retrain and Origi-
nal, and to examine internal behaviors of unlearning meth-
ods (Figure 2). In Figure 2b, the forgetting class (in pur-
ple) shows a scattered distribution in Retrain, indicating dif-
ficulty in forming coherent representations. This scattering
reflects an desirable outcome of strong unlearning, suggest-
ing that the model has successfully ‘forgotten’ how to en-
code meaningful semantic information from the forget set.

Notably, while the features from GA (Thudi et al. 2022)
appear scattered in a manner similar to Retrain, the fea-
tures from RL (Golatkar, Achille, and Soatto 2020) and
SALUN (Fan et al. 2024) closely resemble those of Original.
In addition, HD, which shares the same encoder as Original,
shows identical t-SNE results. These findings indicate that
several unlearned models still retain a significant capacity to
recognize the forgetting class, unlike Retrain.
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Figure 3: Forget test accuracy and IDI (our metric in Sec-
tion 4.3) for Original, Retrain, and MU methods (includ-
ing COLA, our method in Section 5.1) after head retraining
with fixed unlearned encoders using 2% of D in (CIFAR-10,
ResNet-18). IDI aligns with the recovered accuracy.

To further examine the residual influence in unlearned
models, we conducted a follow-up experiment inspired by
time-based metrics (e.g., Chundawat et al. (2023b)). We test
whether unlearned encoders can recover forgotten informa-

tion using minimal data. Specifically, we replaced the heads
of all models, including Retrain and Original, with randomly
initialized ones. The encoders were then frozen, and new
heads were trained on D′, a small subset (only 2% of the
total) of D sampled at random.

After training, we evaluated the accuracy of the new mod-
els on the forget test data. Surprisingly, as shown in Figure 3,
while the retrained head of Retrain achieves no more than
41% accuracy, the heads from certain methods, like Bad-T,
SALUN, and RL exhibit over 82% accuracy. Notably, the
high accuracy observed in SALUN and RL aligns with their
clustered t-SNE patterns in Figure 2.

The above results show that unlearned models across vari-
ous MU algorithms retain substantial residual influence from
the forget set, indicating incomplete unlearning. Critically,
standard black-box metrics fail to capture these internal
traces. If such metrics cannot ensure strong unlearning, the
reliability of approximate unlearning algorithms, which of-
ten lack theoretical guarantees, becomes questionable in real
world applications. Therefore, developing practical white
box approaches that consider internal model behaviors is es-
sential to achieving the fundamental goal of unlearning.

4 An Information Theoretic Metric
Black-box metrics often miss residual information in inter-
mediate layers, as shown in Section 3. To capture this, we
measure residual information in intermediate features using
mutual information and introduce IDI, a white-box metric
that evaluates unlearning beyond outputs.

4.1 Quantifying Residual Information
To quantify the relationship between intermediate features
and data labels, we utilize Shannon’s mutual information
(MI), a robust measure that captures variable dependencies
across dimensional complexities. For an input X, let Z(u)

ℓ

and Z
(r)
ℓ denote the features from the ℓ-th layer of the total

L-layer encoder in the unlearned model and Retrain, respec-
tively. Let Y be a binary label indicating whether X belongs
to the forget set (Y = 1) or not (Y = 0). We compute
MI I(Zℓ;Y ) across each layer from 1 to L, to determine
whether intermediate features retain information about the
forget set. For estimation, we adopt the InfoNCE loss (Oord,
Li, and Vinyals 2018), a robust method widely used in deep
MI estimation (Radford et al. 2021; Jia et al. 2021).
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Given a batch B = {(U (k), V (k)) : 1 ≤ k ≤ K}, sampled
from a joint distribution PU,V , where U ∈ U and V ∈ V be
random variables. The InfoNCE loss (Poole et al. 2019) is
defined as:

LNCE =
1

K

K∑
k=1

log
exp(fν(U

(k))⊤gη(V
(k)))

1
K

∑K
k′=1 exp(fν(U

(k))⊤gη(V (k′)))
,

where fν : U → Rd and gη : V → Rd are critic functions,
with an output embedding dimension d, parameterized by
neural networks with parameters ν and η. This neural net-
work parameterization, inspired by Radford et al. (2021), ef-
fectively captures complex relationships in contrastive learn-
ing through flexible and expressive modeling of the joint dis-
tributions of U and V .

The InfoNCE loss serves as a lower bound on the MI be-
tween U and V . In fact, the maximum value of the InfoNCE
loss, when using the joint critic functions, equals the mutual
information:

I(U ;V ) = max
ν,η

LNCE(B, ν, η).

By maximizing this loss over parameters ν and η through
neural networks, we effectively capture data structure and
accurately quantify shared information between U and V .

To estimate mutual information (MI) at each layer, we de-
fine separate critic functions for every layer: fνℓ

and gηℓ
,

where ℓ ∈ {1, . . . , L} denotes the layer index. The critic gηℓ

models the binary variable Y as two trainable d-dimensional
vectors, gηℓ

(0) and gηℓ
(1), selecting the appropriate one

based on the value of Y . In parallel, fνℓ
maps intermedi-

ate features Zℓ from the ℓ-th encoder layer to a shared d-
dimensional embedding space. The parameters νℓ define the
weights and biases of this neural network.

The complexity of fνℓ
depends on the layer depth: in ear-

lier layers, it processes raw, less interpretable features, re-
quiring intricate design to capture the relationship between
Zℓ and Y , while later layers with structured features allow
more direct mapping. This design enables the accurate esti-
mation of I(Zℓ;Y ), capturing the dependency between fea-
tures and labels at different depths. For details on fνℓ

and
gηℓ

, refer to Appendix B of (Jeon et al. 2025).
For model-agnostic design, we construct fνℓ

by reusing
the network layers from ℓ + 1 to L. This approach allows
us to approximate the mutual information between the out-
put and intermediate features at layer ℓ without requiring
network redesign for each layer, maintaining flexibility and
scalability. To ensure dimensional compatibility between f
and g, we introduce an additional linear projection layer so
that fνℓ

(Zℓ) outputs a d-dimensional feature.
During optimization, we freeze the parameters of the

model up to the ℓ-th layer and reuse the subsequent layers,
from ℓ+ 1 to L, as fνℓ

. These layers, together with the pro-
jection layer, are randomly initialized and trained to opti-
mize the InfoNCE objective. Both the retain and forget sets
are used to provide representations for Y = 0 and Y = 1,
ensuring that information from both outcomes is captured
for mutual information estimation.

This approach enables fνℓ
to effectively exploit interme-

diate features Zℓ to classify Y , providing deeper insights

into the model’s internal information processing at each
layer. It also reveals the model’s capacity to extract and uti-
lize relevant information for distinguishing between output
labels, offering a clearer understanding of the information
dynamics across the network.

4.2 Residual Information in Unlearned Models
We begin by plotting the estimated MI between the inter-
mediate layers and the binary label indicating whether the
data belong to the forget set, as shown in Figure 4b. As
expected, MI decreases across layers, aligning with the In-
formation Bottleneck principle (Tishby, Pereira, and Bialek
2000). This figure also reveals the internal behaviors of un-
learned models that black-box assessments fail to capture.

In particular, SCRUB and ℓ1-sparse, which approximate
the MI levels of Retrain, are more likely to achieve the MU
objective at the feature level across both ResNet architec-
tures. Their lower MI suggests that their encoders, like Re-
train, struggle to differentiate between the forget set and the
retain set. Conversely, SALUN and RL show MI curves that
are close to that of Original, indicating the opposite. Note
that HD produces the identical curve as Original, as its en-
coder remains unchanged. We observe similar patterns in
CIFAR-100 and ImageNet-1K, as well as in ViT. Addition-
ally, extending our experiment to multi-class forgetting tasks
(e.g., 20 classes on CIFAR-100) reveals more pronounced
MI differences between Retrain and Original. See Appendix
E.1 of Jeon et al. (2025) for further results.

4.3 Information Difference Index (IDI)
Motivated from the above experiment, we define the infor-
mation difference (ID) of θu as the MI difference across in-
termediate layers between the unlearned model and Retrain,
calculated as:

ID(θu) =

L∑
ℓ=1

(
I(Z

(u)
ℓ ;Y )− I(Z

(r)
ℓ ;Y )

)
. (1)

ID of θu shows the extent of information retention through
ensuing layers of the unlearned encoder. To provide a nor-
malized measure, we introduce the information difference
index (IDI):

IDI(θu) =
ID(θu)

ID(θ0)
=

∑L
ℓ=1

(
I(Z

(u)
ℓ ;Y )− I(Z

(r)
ℓ ;Y )

)∑L
ℓ=1

(
I(Z

(o)
ℓ ;Y )− I(Z

(r)
ℓ ;Y )

) ,
(2)

where Z(o)
ℓ is the output of the ℓ-th layer of Original encoder.

Figure 4a illustrates IDI, which is conceptually the ratio of
the areas between MI curves.

However, computing MI for all L layers can be expen-
sive. In practice, we compute MI from the last n layers (i.e.,
later blocks), where n ≪ L, as earlier layers show negli-
gible differences between Retrain and Original (Figure 4b).
To reduce overhead, we reuse the original network structure
for MI estimation (see Figure 5). With this setup, computing
IDI on CIFAR-100 with ResNet-18 takes under 5 minutes.
Detailed cost analysis in Appendix E.2 of (Jeon et al. 2025).
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Figure 4: (a) Conceptual illustration of IDI. Curves show estimated mutual information I(Zℓ;Y ) for Original (●), unlearned
(▲), and Retrain (★). IDI is the ratio ID(θu)

ID(θo)
, corresponding to the red area divided by the blue area. (b) MI curves and IDI

values for Original, Retrain, and unlearned models (FT, RL, GA, ℓ1-sparse, SCRUB, SALUN) on CIFAR-10 across ResNet-18
(left) and ResNet-50 (right) blocks, averaged over five trials. See Appendix D.2 of (Jeon et al. 2025) for standard deviations.

CIFAR-10 (single class) ImageNet-1K (five classes)
Methods UA RA TA MIA IDI RTE (min) UA RA TA MIA IDI RTE (min)

Retrain 100.0 100.0 95.64 10.64 0.0 154.56 100.0 88.80 75.88 9.41 0.0 2661.90

HD 100.0±0.0 100.0±0.0 95.22±0.07 2.05±0.11 1.000±0.0 0.10±0.01 100.0±0.0 87.94±0.16 75.60±0.07 7.12±0.12 1.000±0.0 4.75±0.03

FT 100.0±0.0 100.0±0.0 95.12±0.09 0.17±0.05 0.671±0.008 6.44±0.07 100.0±0.0 88.52±0.0 76.16±0.01 8.24±1.23 0.102±0.026 140.04±1.42

RL 99.93±0.01 100.0±0.0 95.66±0.05 0.0±0.0 0.830±0.005 3.09±0.03 99.96±0.03 86.46±0.07 75.23±0.01 0.23±0.01 1.002±0.007 200.73±1.87

GA 100.0±0.0 99.06±0.25 93.10±0.50 25.37±3.24 0.334±0.014 4.00±0.08 100.0±0.0 80.77±0.22 71.49±0.10 4.20±0.46 0.328±0.023 212.14±2.61

Bad-T 99.90±0.14 99.99±0.0 94.99±0.12 68.17±42.80 1.014±0.004 4.64±0.05 98.01±0.02 84.03±0.03 73.42±0.03 69.13±12.57 1.152±0.011 211.52±0.96

EU-5 100.0±0.0 100.0±0.0 95.25±0.02 0.06±0.03 0.528±0.005 1.54±0.0 100.0±0.0 79.62±0.0 71.22±0.13 13.33±1.53 0.183±0.028 193.38±0.78

CF-5 98.13±1.39 100.0±0.0 95.54±0.09 0.0±0.0 0.675±0.027 1.57±0.03 100.0±0.0 84.31±0.08 74.16±0.06 10.21±5.33 0.701±0.014 81.53±0.56

EU-10 100.0±0.0 99.50±0.02 93.61±0.08 15.24±1.08 −0.349±0.019 2.42±0.11 100.0±0.0 71.84±0.03 65.78±0.02 16.65±1.91 −0.051±0.021 193.79±0.47

CF-10 100.0±0.0 99.98±0.0 94.95±0.05 11.61±0.91 −0.060±0.017 2.31±0.03 100.0±0.0 80.87±0.04 72.34±0.08 13.99±5.41 0.608±0.012 82.29±0.34

SCRUB 100.0±0.0 100.0±0.0 95.37±0.04 19.73±1.92 −0.056±0.008 3.49±0.02 99.28±0.07 88.39±0.04 76.51±0.03 7.42±0.51 0.517±0.011 426.04±2.98

SALUN 99.99±0.01 100.0±0.0 95.42±0.12 0.01±0.01 0.936±0.012 3.54±0.11 89.67±0.27 86.25±0.15 75.54±0.10 0.50±0.09 0.343±0.017 793.82±3.32

ℓ1-sparse 100.0±0.0 99.93±0.02 94.90±0.10 1.56±0.09 0.293±0.012 2.96±0.03 97.57±0.61 85.33±0.07 74.77±0.03 8.84±1.39 0.239±0.031 226.74±1.35

COLA 100.0±0.0 100.0±0.0 95.36±0.06 12.64±0.92 0.010±0.006 4.91±0.04 100.0±0.0 87.93±0.05 76.15±0.04 9.95±1.21 0.040±0.042 171.44±0.75

Table 1: Performance summary of MU methods (including COLA and 14 other baselines) for class-wise forgetting task on
(CIFAR-10, ResNet-18) and (ImageNet-1K, ResNet-50). A better performance of an MU method corresponds to a smaller
performance gap with Retrain (except RTE), with the top method in bold and the second best underlined.

Figure 5: Illustration of estimating MI using InfoNCE. fνℓ

represents a trainable network to capture features from Zℓ,
while gηℓ

handles the binary input Y .

IDI quantifies the information gap between the unlearned
model and Retrain. An IDI of 0 indicates complete re-
moval of forget-set information, achieving indistinguisha-
bility from Retrain. In contrast, an IDI of 1 indicates that
the encoder retains all the information found in Original.
Interestingly, a negative IDI value, termed over-unlearning,
occurs when the model removes more information than Re-
train. We also demonstrate IDI for random data forgetting in
Appendix A.1 of (Jeon et al. 2025)

5 Experiments
5.1 COLlapse and Align (COLA) Approach
As discussed in both Section 3 and 4.2, several unlearned
models retain residual information in intermediate layers
even when their outputs match Retrain. To resolve this, we
introduce COLlapse and Align (COLA), a two-step frame-
work consisting of a collapse phase and an alignment phase
that removes residual information at the feature level.

During the collapse phase, COLA eliminates feature-
level information by applying supervised contrastive
loss (Khosla et al. 2020) to encoder outputs. Rather than dis-
persing features from the forget set, which could harm model
performance, COLA applies the loss to the retain set, pro-
moting tight intra-class clustering. As these clusters shrink,
features from the forget set are forced to collapse into the
clusters of the retain set, achieving catastrophic forgetting.
After feature collapsing, the alignment phase optimizes the
entire model using cross-entropy loss on the retain set to
align the encoder and head. For an intuitive illustration of
COLA, as well as COLA+, a method tailored for random
data forgetting, along with their detailed objective formula-
tions, refer to Appendix C.7 of (Jeon et al. 2025).
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5.2 Evaluation of Unlearning Methods with IDI
We demonstrate the utility of IDI as a valuable efficacy
metric and highlight the strong performance of COLA
and its variant COLA+ through extensive experiments.
Our experiments cover three datasets: CIFAR-10, CIFAR-
100 (Krizhevsky 2009), and ImageNet-1K (Deng et al.
2009), and three model architectures: ResNet-18, ResNet-
50 (He et al. 2016), and ViT (Dosovitskiy et al. 2021).
For simplicity, we approximate IDI using the features from
blocks rather than every layer in ResNet and ViT. See Ap-
pendix C of (Jeon et al. 2025) for experimental details.

CIFAR-10 (500 samples per class)
Methods UA RA TA MIA IDI RTE

Retrain 3.94 100.0 95.26 75.12 0.0 152.87

HD 3.64±1.66 97.93±1.38 92.80±1.18 77.47±4.09 1.000±0.0 0.30
FT 5.03±0.40 98.95±0.21 92.94±0.26 83.52±0.58 −0.069±0.013 8.11
RL 4.77±0.27 99.92±0.0 93.54±0.04 22.47±1.19 0.084±0.030 2.75
GA 2.86±0.76 98.37±0.71 91.90±0.70 85.49±2.17 0.924±0.028 4.31
Bad-T 5.47±1.05 99.87±0.05 91.51±0.61 39.53±3.43 0.939±0.053 4.78
EU-10 3.16±0.19 98.68±0.08 93.07±0.12 83.40±0.21 −0.110±0.013 2.13
CF-10 2.71±0.24 99.11±0.06 93.47±0.15 84.33±0.05 0.219±0.029 2.10
SCRUB 4.31±1.50 96.21±1.70 88.83±1.86 37.88±7.65 0.322±0.016 3.37
SALUN 2.74±0.30 97.77±0.04 91.68±0.44 83.52±2.20 0.861±0.012 5.69
ℓ1-sparse 5.47±0.22 96.66±0.07 91.31±0.25 77.12±0.21 −0.157±0.026 3.03

COLA+ 3.90±0.08 99.24±0.17 93.23±0.09 83.48±0.10 0.024±0.010 7.80

Table 2: Performance summary for random data forgetting
on (CIFAR-10, ResNet-18), with the top method in bold and
the second best underlined. RTE is reported in minutes.

Table 1 shows the experimental results on CIFAR-10 and
ImageNet-1K in class-forgetting tasks. At first glance, ex-
cluding the IDI column, several methods show similar accu-
racy (UA, RA, TA) but greater deviations in efficacy (MIA)
and efficiency (RTE). This suggests that previous unlearning
studies likely ranked MU methods based on MIA and RTE.
However, as discussed earlier, relying solely on black-box
metrics can be misleading, as they fail to account for resid-
ual information. Indeed, some methods show strong MIA
performance but fail to remove forget data from intermediate
layers, as reflected by high IDI values. For instance, CF-5 on
ImageNet-1K achieves a favorable MIA value (10.21) close
to Retrain (9.41) in the shortest time (81.53 min), yet its IDI
(0.701) shows significant retention of forget data. Similarly,
EU-5 on CIFAR-10, which appears highly efficient (1.54
min), presents a high IDI (0.528), suggesting that its effi-
ciency stems from incomplete unlearning. The discrepancy
between black-box metrics (MIA, JSD) and IDI is similarly
observed in random data forgetting, as shown in Table 2,
particularly for methods like SALUN. By incorporating IDI
alongside existing metrics, we gain a more comprehensive
and insightful evaluation of MU methods.

5.3 Discussions
IDI as a Real-World Efficacy Metric. Accuracy metrics
(UA, RA, TA) and efficacy metrics (MIA, JSD), commonly
used in recent unlearning studies, require the presence of
Retrain as a gold standard to compare model outputs. While
this approach is crucial for advancing MU methods in con-
trolled experimental settings, where the field of unlearning
for DNNs is still in its infancy, it becomes impractical in

real-world applications where Retrain is unavailable. Simi-
lar to current black-box metrics, the original formulation of
IDI (see Equations 1 and 2) uses Retrain as a reference to
assess unlearning efficacy. However, IDI allows for flexibil-
ity by using any available unlearned model as the reference.
Although the absence of Retrain changes the interpretation
of IDI (i.e., an IDI of zero means complete unlearning as Re-
train), it still provides valuable insights relative to the chosen
reference. This adaptability enhances the IDI’s practicality,
making it useful for evaluating unlearned models even in
real-world scenarios. A detailed explanation and examples
are provided in Appendix E.3 of (Jeon et al. 2025).

CIFAR-10 CIFAR-100
Methods Activation Gradient IDI Activation Gradient IDI
Original 99.98±0.03 100.0±0.0 1.00 53.13±2.88 61.34±3.23 1.000
Retrain 94.89±1.07 95.13±1.12 0.000 52.87±6.15 59.12±4.12 0.000
Random 52.89±41.03 45.23±23.04 −1.281±0.02 53.20±5.15 47.12±7.21 −2.955±0.05

RL 100.0±0.0 99.98±0.01 0.830±0.01 93.20±3.53 95.30±0.82 0.467±0.01

GA 97.07±0.35 96.01±0.13 0.334±0.01 97.44±2.12 82.44±0.95 0.392±0.02

EU-10 86.13±4.78 89.42±2.32 −0.349±0.02 64.41±1.65 72.13±4.13 −0.221±0.01

CF-10 97.99±0.38 98.33±0.23 −0.060±0.02 21.62±0.61 23.15±1.23 0.175±0.04

SCRUB 99.43±0.09 99.15±0.05 −0.056±0.00 46.44±1.28 62.31±1.73 0.339±0.07

COLA 92.26±0.08 93.12±0.11 0.010±0.00 61.08±0.23 65.24±0.43 −0.037±0.00

Table 3: Performance of MU methods on white-box MIAs
(Activation, Gradient) and IDI for single-class forgetting on
ResNet-18. MIA values represent the attack success rate (%)
for distinguishing forgetting samples. “Random” refers to a
model randomly initialized without prior training.

IDI compare to White-Box MIA. While black-box MIA,
adapted from privacy studies, is widely used as an evalua-
tion tool in unlearning literature, we explore the potential of
white-box MIA, which has not traditionally been employed
for this purpose, and compare it with IDI. Specifically, we
evaluate two white-box MIA methods: one leveraging model
activations and another utilizing gradients (Nasr, Shokri, and
Houmansadr 2019). Table 3 presents the results of white-box
MIA and IDI in single-class forgetting scenarios. White-box
MIA delivers consistent results on CIFAR-10 but becomes
unstable as the dataset scales to CIFAR-100, with significant
variability in MIA values across algorithms. This instabil-
ity is further highlighted with a randomly initialized model,
which produces MIA values comparable to Retrain despite
no actual training. In contrast, IDI provides stable and in-
terpretable results, yielding strongly negative values for ran-
domly initialized models, accurately reflecting their lack of
residual information. This underscores IDI’s reliability as a
robust and interpretable metric for unlearning evaluation.

6 Conclusion
Black-box metrics fail to capture residual information in in-
termediate representations, limiting their ability to assess
strong unlearning. We introduce the Information Difference
Index (IDI), a white-box metric that quantifies retained in-
formation at the feature level. Experiments across datasets
and architectures show that IDI provides a reliable evalua-
tion of unlearning quality. We further propose COLA, an un-
learning method that collapses and realigns representations
to remove residual information directly.
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