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Abstract

Amid growing demands for data privacy and advances in
computational infrastructure, federated learning (FL) has
emerged as a prominent distributed learning paradigm. Nev-
ertheless, differences in data distribution (such as covariate
and semantic shifts) severely affect its reliability in real-
world deployments. To address this issue, we propose FedS-
DWC, a causal inference method that integrates both invari-
ant and variant features. FedSDWC infers causal semantic
representations by modeling the weak causal influence be-
tween invariant and variant features, effectively overcoming
the limitations of existing invariant learning methods in accu-
rately capturing invariant features and directly constructing
causal representations. This approach significantly enhances
FL’s ability to generalize and detect OOD data. Theoretically,
we derive FedSDWC’s generalization error bound under spe-
cific conditions and, for the first time, establish its relation-
ship with client prior distributions. Moreover, extensive ex-
periments conducted on multiple benchmark datasets validate
the superior performance of FedSDWC in handling covari-
ate and semantic shifts. For example, FedSDWC outperforms
FedICON, the next best baseline, by an average of 3.04% on
CIFAR-10 and 8.11% on CIFAR-100.

Introduction
Federated Learning (FL) has emerged as a key distributed
learning paradigm for its ability to enable collaborative
model training while preserving data privacy (McMahan
et al. 2017; Liao et al. 2024; Zheng et al. 2020; Kumar
et al. 2025). However, its practical application is hindered
by significant challenges, most notably the non-independent
and identically distributed (non-IID) nature of client data
(Li et al. 2020). Beyond data heterogeneity, a more pressing
challenge is out-of-distribution (OOD) generalization (Jiang
and Lin 2022; Sefidgaran et al. 2024; Qi et al. 2025). In
real-world FL, training occurs on a subset of clients and
their data, creating a distributional shift—known as covari-
ate shift—between the training data and the true data pop-
ulation (as shown in Fig. 1(b)). This phenomenon is known
as the OOD generalization problem in FL (Liao et al. 2024;
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Figure 1: FL faces three primary data challenges, illustrated
by a cat and dog identification task: (1) In-Distribution (ID)
data is the heterogeneous training data from participating
clients. This data often has non-identical distributions, such
as one client having images of dogs on grass while an-
other has cats in the snow. (2) Covariate-Shifted data is new
data where the features of existing classes have changed.
For example, the background for a dog shifts from grass to
snow, while a cat’s background shifts from snow to grass.
(3) Semantic-Shifted data contains new categories, such as
cows and horses, that were not in the training set.

Zhou et al. 2025), where the core task is to capture sta-
ble feature-label relationships under covariate shift, enabling
the model to generalize effectively to unseen clients. Under
this context, FL must also address the semantic shift prob-
lem, which involves identifying data samples that do not be-
long to known categories during training. For example, in
Fig. 1(c), categories such as cows and horses have not been
encountered during training. Therefore, the model should
be capable of rejecting such data rather than misclassifying
them into known categories. Concurrently, FL models must
handle semantic shifts, where they need to perform OOD
detection to identify and reject data from new categories not
seen during training (e.g., identifying a cow when trained
only on cats and dogs in Fig. 1(c)), rather than misclassify-
ing them.

Existing research on OOD generalization, including dis-
entangled learning (Lee, Yao, and Finn 2023; Wang et al.
2023; Bai et al. 2024), invariant risk minimization (IRM)
(Arjovsky et al. 2019; Li et al. 2022; Guo et al. 2023), and
causal inference (Liu et al. 2021; Bravo-Hermsdorff et al.
2024; Noohdani et al. 2024; Zhang, Zhou, and Qi 2025) pri-
marily aims to extract invariant features that are stable across
different data distributions. However, these methods are of-
ten limited by the restrictive assumption that a representation
function Ψ(·) exists, which can extract features from the in-
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put data X that are perfectly invariant across any two envi-
ronments (e, e′), such that Ψ(Xe) = Ψ(Xe′). This assump-
tion is difficult to satisfy in practice. Furthermore, by focus-
ing exclusively on invariant features, these approaches risk
discarding valuable information contained within the variant
features of the data. Directly extracting causal features from
complex data like images also remains a significant hurdle.

To address these limitations, we relax the strict invariance
assumption, instead assuming that our feature mapping can
extract most, but not all, invariant information. Crucially, we
incorporate the often-overlooked variant features, positing
they contain a smaller but still valuable amount of infor-
mation. Based on this, we construct a causal graph (Fig. 1)
between the latent factors derived from both invariant and
variant features, bypassing the difficulty of direct causal dis-
covery from raw data.

We summarize our main contributions as follows:
1. We propose FedSDWC, a novel FL model grounded in

weak causal inference. It simultaneously addresses OOD
generalization and detection by fusing invariant and vari-
ant features through a modeled weak causal relation-
ship. Crucially, our approach relaxes the strict invariance
assumptions common in traditional methods, enabling
more flexible and robust feature utilization.

2. We design a novel intervention-based learning strategy
to capture the weak causal dependency between invari-
ant and variant features. Theoretically, we provide a tight
generalization error bound for FedSDWC. More signif-
icantly, we are the first to establish a formal connection
between the generalization of causal representations in
FL and the clients’ prior distributions, addressing a key
gap in the literature.

3. Extensive experiments on multiple benchmark datasets
demonstrate that FedSDWC significantly outperforms
state-of-the-art (SOTA) models in both OOD generaliza-
tion and detection, particularly under complex scenarios.

Related Works
Federated Learning with Non-IID Data
Data heterogeneity across clients is a primary obstacle in
FL, significantly degrading the performance of standard al-
gorithms like FedAvg (McMahan et al. 2017). One line of
work aims to create a more robust global model. For in-
stance, FedProx (Li et al. 2020) introduces a regulariza-
tion term to constrain client model deviation, while FRAug
(Chen et al. 2023) uses representation augmentation with a
shared generator to capture cross-client consistency. A par-
allel approach is personalized FL, which tailors models to
individual clients. Methods like FedL2P (Lee et al. 2024)
leverage a meta-network to learn client-specific parameters,
and pFedBreD (Shi et al. 2024) decouples personalized pri-
ors to improve adaptability. While effective for data hetero-
geneity, these methods lack dedicated mechanisms for OOD
data, limiting their generalization performance.

OOD Generalization and Detection
OOD generalization aims to learn robust models by ex-
tracting invariant feature-label relationships amidst covari-

ate shifts to ensure reliable deployment (Lv et al. 2023; Liao
et al. 2024; Nguyen et al. 2025). Research in this area pri-
marily follows three paradigms. Invariant learning, such as
IRM, seeks invariant representations across different train-
ing environments (Arjovsky et al. 2019; Guo et al. 2023; Li
et al. 2022). Disentangled learning separates data into sta-
ble and variant semantic factors to build robust representa-
tions (Kong et al. 2022; Bai et al. 2024), while causal infer-
ence leverages tools like structural causal models to elim-
inate spurious correlations (Gui et al. 2024; Zhang et al.
2025; Guo et al. 2025). Complementary to this, OOD detec-
tion focuses on identifying unknown or novel samples dur-
ing inference. Prominent approaches include classification-
based methods, which utilize model outputs like softmax
probabilities (Djurisic et al. 2023; Linderman et al. 2023;
Park, Jung, and Teoh 2023; Hendrycks and Gimpel 2016);
distance-based methods, which measure a sample’s distance
to class prototypes, often using the Mahalanobis distance
(Sun et al. 2022; Galesso, Argus, and Brox 2023; Ming and
Li 2024); and density-based methods, which model the ID
data with techniques like variational autoencoders or flows
(Wang et al. 2022; Yang, Zhou, and Liu 2023; Wu and Deng
2023). Existing methods treat OOD generalization and de-
tection as separate tasks and are constrained by strict invari-
ance assumptions. We overcom these limitations with a uni-
fied, weak causal framework that leverages both invariant
and variant features to improve performance on both tasks
simultaneously.

Methodology
Problem Setting
OOD Generalization and Detection Objective in FL. In
real-world FL deployment scenarios, each client c possesses
its own dataset Dc, leading to two possible cases: 1) The
client c participating in training may have limited data avail-
able for model training due to various reasons, such as a
large volume of data or the addition of new clients later. The
data used for training is referred to as DID

c . The remaining
data may contain covariate-shifted data DID-C

c and semantic-
shifted data DID-S

c . 2) For clients not participating in train-
ing, their data composition is similar to that of participating
clients and may also contain the three aforementioned types
of components. Thus, the dataset of client c can be repre-
sented as Dc = DID

c +DID-C
c +DID-S

c . Our objective is:

argmin
θ

C∑
c=1

wcEx∼pDc
[Lc(θ;Dc)] , (1)

where wc denotes the weight proportion of the c-th client,
and θ represents the model parameters, including those of
the classification model and the detector. The Lc(θ;Dc) can
be further decomposed into three components: Lc(θ;Dc) =
ℓID
c + ℓID-C

c + ℓID-S
c , where ℓID

c evaluates the generalization
performance of client c on the DID

c , ℓID-C
c evaluates the

generalization performance on covariate-shifted data DID-C
c ,

and ℓID-S
c evaluates the detection performance on semantic-

shifted data DID-S
c . The specific definitions are as follows:

ℓID
c := −E(x,y)∼pDID

c
[I{ypred(fθ(x)) = y}] ,
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Figure 2: Comparison of different causal structures: (a) The
observed variables x and y are solely influenced by the latent
variable z, forming a simple causal structure. (b) Based on
the original structure, an additional latent variable s is intro-
duced, assuming that y is solely influenced by s, or assuming
that both z and s are influenced by a deeper latent variable c.
(c) FedSDWC improves on the existing models by decom-
posing x into invariant features xs and environment-related
variant features xz , which are controlled by s and z, respec-
tively. In inferring s, we consider both the invariant features
of xs and the weak causal influence of z. Finally, the c is
derived through s, and xs is used to infer p(y|c, xs).

ℓID-C
c := −E(x,y)∼pDID-C

c

[I{ypred(fθ(x)) = y}] ,

ℓID-S
c := −Ex∼pDID-S

c
[I{gθ(x) = ID}] ,

where I(·) is the indicator function, fθ(·) is the classification
model, and gθ(·) is the detector.

Design of Causal Model in Federated Learning
Our model design is grounded in a formal definition of
causality: a causal relationship exists between two variables
(denoted as “cause → effect”) if and only if intervening
on the cause (by altering external variables of the system)
can potentially change the effect, while the reverse does not
hold (Peters, Janzing, and Schölkopf 2017; Liu et al. 2021).
Based on this definition of causality, we build our method by
step-by-step refining a baseline model, using the image (x)
to label (y) generation process as an example (Fig. 2(c)).

(1) Initial Latent Structure. In traditional discriminative
models, the relationship x→ y is typically learned directly.
However, causal inference focuses more on the latent fac-
tors hidden between x and y. Therefore, we assume that the
association between x and y mainly originates from a latent
variable z (i.e., a “pure common cause”). Based on this as-
sumption, the causal graph removes the direct edge x → y
and retains only the indirect path through z (Fig. 2(a)).

(2) Decomposition of Latent Variables. The initial latent
variable z is further decomposed to separate its causal and
non-causal components. It is split into a semantic factor s
(e.g., shape), which is the direct cause of the label y, and a
variant factor z (e.g., background), which captures diversity
in the input x. This refinement is represented in the causal
graph by removing the direct edge from z → y, thereby
isolating the true causal pathway more precisely (Fig. 2(b)).

(3) Eliminating Spurious Correlations. Although s and
z may exhibit certain statistical correlations in the data
(e.g., camels/horses often appear in desert/grassland back-
grounds), these are usually spurious correlations. For exam-
ple, placing a horse in a desert background does not change

its label. Therefore, we explicitly distinguish between s and
z in the causal graph to eliminate their spurious correlations.
However, it is unrealistic to completely infer s and z from
the raw data x, as x typically contains confounding noise.

To overcome the challenge of inferring latent factors di-
rectly from x, the framework first extracts intermediate fea-
ture representations. Crucially, unlike methods that discard
variant information, this model utilizes both an invariant fea-
ture representation xs and a variant feature representation xz

to serve as the basis for inferring s and z. Recognizing that
this feature separation is inevitably imperfect, the model in-
troduces its central innovation: a weak causal relationship
(z 99K s) (Fig. 2(c)). This edge provides a principled way
to model and account for semantic information that may
have leaked into the variant features, thereby enhancing the
model’s causal reasoning and generalization performance.

Method for OOD Generalization and Detection
During training, the model leverages only the ID data, DID

c ,
from each participating client c ∈ Cpar. Through server-side
aggregation, all clients fit the global causal graph p :=
⟨p(s|z, c), p(xs|s), p(xz|z), p(x|xs, xz), p(y|xs, c)p(c)p(z)⟩
by maximizing the likelihood∑

c∈Cpar
Ep∗

c(x,y)
[log p(x, y)]. The design of this model is

based on the well-known independent causal mechanisms
principle. However, in the FL setting, we make certain
adaptations to this principle.

Federated Learning Causal Invariance: The pro-
posed causal generative mechanisms p(x|c, z) and
p(y|xs, c) remain invariant across all clients and do-
mains, while domain shifts are reflected solely through
p(z). It is infeasible for each client c to directly
maximize the likelihood Ep∗

c(x,y)
[log p(x, y)], since

p(x, y) :=
∫
p(c, s, z, xz, xs, x, y) dcdsdzdxzdxs,

where p(c, s, z, xz, xs, x, y) :=
p(c)p(z)p(s|c, z)p(xs|s)p(xz|z)p(x|xz, xs)p(y|xs, c),
which is difficult to estimate directly. To ad-
dress this issue, the Evidence Lower Bound
(ELBO), defined as Lp,qxs,xz,z,s,c|x,y

(x, y) :=

Eq(xs,xz,z,s,c|x,y)

[
log p(xs,xz,z,s,c|x,y)

q(xs,xz,z,s,c|x,y)

]
, can be introduced

as an alternative optimization objective. By introducing an
inference model q(xs, xz, z, s, c|x, y), the process of sam-
pling and density estimation can be simplified. Maximizing
the ELBO enables q(xs, xz, z, s, c|x, y) to approximate the
posterior distribution p(xs, xz, z, s, c|x, y) := p(xs,xz,z,s,c)

p(x,y) ,
providing a tighter lower bound for optimizing log p(x, y).

However, even after introducing the inference model
q(xs, xz, z, s, c|x, y), it remains challenging to directly
estimate p(y|x), making the prediction task difficult.
To address this issue, we further introduce the model
q(xs, xz, z, s, c, y|x) to approximate the target distribution
p(xs, xz, z, s, c, y|x). Through this approximation, it be-
comes possible to estimate y by sampling given x. Specif-
ically, we further transform q(xs, xz, z, s, c|x, y) and ex-
press it as: q(xs, xz, z, s, c|x, y) = q(xs,xz,z,s,c,y|x)

q(y|x) , where
q(y|x) :=

∫
q(xs, xz, z, s, c, y|x) dcdsdzdxzdxs, which

is entirely determined by q(xs, xz, z, s, c, y|x). Thus, the
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ELBO objective for each client c, Ep∗
c(x)

[Lp, qs,z|x,y(x, y)],
can be formulated as:
Ep∗

c(x)
Ep∗(y|x) log q(y|x) + Ep∗(x)Eq(c,s,z,xz,xs,y|x)[

p∗(y|x)
q(y|x)

log
p(c, s, z, xz, xs, x, y)

q(c, s, z, xz, xs, y|x)

]
.

(2)

The first term of the objective function is the neg-
ative of the cross-entropy loss, which drives q(y|x)
closer to p∗(y|x). As this goal is gradually achieved,
the second term becomes the ELBO expectation
Ep∗

c(x)
[Lp,q(xs,xz,z,s,c,y|x)

(x)], which works to further
approximate q(xs,xz,z,s,c,y|x) to p(xs, xz, z, s, c, y|x),
and ensures p(x) approaches p∗(x). Moreover, based
on our causal graph (Fig. 2(c)), the target distribution
can be further decomposed as: p(xs, xz, z, s, c, y|x) =
p(xs|x)p(xz|x)p(s|xs)p(z|xz, s)p(y|c, xs), where
p(y|c, xs) is a known part of the model. Therefore, we
can simplify q(xs,xz,z,s,c,y|x) using the inference models
q(xs|x), q(xz|x), q(s|xs), and q(z|xz, s). This allows us to
further rewrite Equation (2) as:

Ep∗
c(x)

[Lp, qs,z|x,y(x, y)] = Ep∗(x,y) log q(y|x)

+ Ep∗(x,y)

[
1

q(y|x)
Eq(c,s,z,xz,xs|x)p(y|c, xs)

· log p(s|z, c)p(z)p(c)p(xz|z)p(xs|s)p(x|xz, xs)

q(c, s, z, xz, xs|x)

]
.

(3)

The above expectations can be estimated using the reparam-
eterization trick combined with the Monte Carlo method.
The objective function for client c is expressed as Lc

elbo. The
detailed derivation can be found in Appendix A.

Interventional Learning of Weak Causality
In our model, the relationship between the latent fac-
tors—the variant-derived z and the invariant-derived s—is
learned through ELBO-based optimization after they are
disentangled from the input x. It is important to note
that we relax a commonly used assumption in the invari-
ant learning literature (Arjovsky et al. 2019; Guo et al.
2023), which states that there exists a representation func-
tion Φ(·) such that for all clients c, c′ ∈ Call and for any ẑ
within the intersection of the support sets supp(P(Φ(Xc)))∩
supp(P(Φ(Xc′))), the following relationship holds:

EXc,Y c [Y c|Φ(Xc) = z] = EXc′ ,Y c′ [Y c′ |Φ(Xc′) = z].

We argue that achieving such perfect feature disentangle-
ment is impractical in real-world scenarios. Instead, we posit
that the variant (xz) and invariant (xs) features can only be
partially decoupled. This leads to our central hypothesis: a
weak causal relationship exists from z to s, capturing the
subtle but non-negligible influence that arises from this im-
perfect separation. The key challenge is to learn this weak
causal relationship effectively. To address this, we design a
novel, intervention-based objective function aimed at cap-
turing the system’s response to small perturbations of the
variant factor. We formalize this as the interventional consis-
tency loss, denoted as Lic. Specifically, for any given sam-
ple x, we first decouple it into its invariant feature xs and
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Figure 3: Framework of FedSDWC.

variant feature xz . The intervention involves perturbing the
variant feature xz with scaled gaussian noise, yielding the
intervened feature x̂z = xz + αϵ, where ϵ ∼ N (0, I).
The loss penalizes the divergence between predictions on
(xs, xz) and (xs, x̂z). We define the loss using KL diver-
gence to measure the discrepancy:

Lic = Ex∼D [KL (q(y|xs, xz) || q(y|xs, x̂z))] (4)

By minimizing Lic, we compel the model to produce con-
sistent predictions that are robust to α-scaled perturbations
in the variant features. This directly constrains the influence
flowing through the z 99K s causal pathway. The scaling
factor α acts as a crucial hyperparameter, controlling the
strength of this regularization: a larger α enforces a stricter
invariance, pushing the model to learn a weaker causal link.

Model Framework
The FedSDWC model architecture, depicted in Fig. 3. On
the client side, input data x first undergoes Fourier augmen-
tation (Xu et al. 2021). This augmented data is then fed into
an encoder (WideResNet for CIFAR datasets, ResNet-18
for TinyImageNet), in conjunction with an auxiliary learn-
ing method. During training, an intervention strategy is ap-
plied to improve generalization. Three MLP-based inference
models estimate the distributions of latent factors (s, z, and
c) using Gaussian Mixture Models. Finally, the server aggre-
gates the updated client models using the FedAvg algorithm.
The complete training procedure is detailed in Algorithm 1.

Theoretical Analysis
Assumption 1 (Additive Noise). According to causal graph
(Fig. 2), the data x and y for each client follow the con-
ditional distributions p(x|c, z) = pµ(x − f(c, z)) and
p(y|c, z) = pϵ(y − h(c, z)), where µ and ϵ are indepen-
dent random variables. The function f is bijective, while h
is injective. For categorical variables y, the conditional dis-
tribution can be expressed as p(y|c, z) = Cat(y | h(c, z)).
Furthermore, the nonlinear functions f and h have bounded
third-order derivatives.

Assumption 2. The noise distribution pµ for each client
has an almost everywhere (a.e.) nonzero characteristic func-
tion, such as a Gaussian distribution.

Theorem 1 (OOD Generalization Error). Under the
conditions of Assumptions 1 and 2, the globally aggregated
causal model pg in FL and the OOD model p̃ share the same
generative mechanism. However, due to environmental dif-
ferences, the prior distributions pk of different clients may
vary. For all client data x ∈ supp(pk,x) ∩ supp(p̃x), where
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Algorithm 1: Training procedure of FedSDWC

Input: Communication rounds T , set of participating
clients Cpar, local steps E, batch size B.
Ouput: Optimized global model parameters θT .
Server Executes.
Initialize global model parameters (θT ).
for t = 1 to T do

for c ∈ Cpar in parallel do do
Send the model θt to the client c.
θct ← Client Executes(c, θt).

end for
θt+1 =

∑
c∈Cpar

wcθ
k
t .

end for
Return θT
Client executes (c, θt):
θct ← θt // Initialize local model with global parameters
for e = 1 to E do

for batch of sample (X1:B , Y1:B ∈ DID
c ) do

X̂1:B = Perform Fourier augmentation on X1:B .
Ltotal ← Lc

elbo(x̂, y; θ
c
t ) + Lic(x̂, y; θ

c
t )

Update θct using gradient descent on Ltotal

end for
end for
Return θct

k ∈ Call, the following holds:

Ep̃(x)

∣∣∣Eg [y|x]− Ẽ [y|x]
∣∣∣

≤ σ2
µEp̃(x)

∥∥∥∥∥∥∇
∑

k∈Cpar

wk log
pk(f

−1(x))

p̃(f−1(x))

∥∥∥∥∥∥
2∥∥Jf−1(x)

∥∥
2
∥∇h∥2

∣∣
pk:=pcpz.(c,z)∼f−1(xk)

,

(5)

where, Jf−1s represents the Jacobian determinant of f−1.
f and h are the mapping functions in the noise addition as-
sumption, where f satisfies bijectivity, h satisfies injectivity,
and both are three times continuously differentiable.

Remark 1: This bound indicates that when the global
causal mechanism p(x|z, c) is sufficiently strong (i.e.,
with a smaller σµ), it dominates the effect of prior
changes, effectively reducing generalization error. The term
Ep̃(x)

∥∥∥∇∑
k∈Cpar

wk log
pk(f

−1(x))
p̃(f−1(x))

∥∥∥
2

can be interpreted
as the Fisher divergence, which measures the difference be-
tween each client’s prior distribution and the OOD prior. It
can also be used to assess the impact of “OOD-ness” on pre-
diction performance. When the prior distribution of some
clients results in a smaller Fisher divergence, the generaliza-
tion error is correspondingly reduced. Furthermore, previ-
ous studies have shown that the Fisher divergence is similar
in nature to the forward KL divergence and is highly sen-
sitive to regions of the distribution that are not well covered
(Durkan and Song 2021). Consequently, when certain clients
have uncovered regions, the term log (pk/p̃) may approach
infinity, leading to an increase in generalization error.

Experiments
Experimental Setups
Datasets. Following SCONE (Bai et al. 2023) and FOOGD
(Liao et al. 2024), we select the clear versions of CIFAR-10,
CIFAR-100 (Krizhevsky, Hinton et al. 2009), and TinyIma-
geNet (Le and Yang 2015), as ID datasets. To perform OOD
generalization, we use corresponding synthetic covariate-
shifted datasets as ID-C datasets, which were processed with
15 common image corruption methods. Additionally, we ap-
plied 4 extra corruption types to CIFAR-10-C and CIFAR-
100-C (Hendrycks and Dietterich 2018). For OOD detec-
tion, we chose five external image datasets: LSUN-Crop,
LSUN-Resize (Yu et al. 2015) , Textures (Cimpoi et al.
2014), SVHN (Netzer et al. 2011), and iSUN (Xu et al.
2015) to evaluate the model’s performance. To evaluate gen-
eralization on unseen clients, we use the PACS (Li et al.
2017) dataset, using one domain as an OOD test domain.
Dataset simulation details are in Appendix C.

Baseline Methods. We compared FedSDWC with SOTA
FL baselines for OOD detection (FedLN (Wei et al. 2022),
FOSTER (Yu et al. 2023), FedATOL (Zheng et al. 2023))
and OOD generalization (FedT3A (Iwasawa and Matsuo
2021), FedIIR (Guo et al. 2023), FedTHE (Jiang and Lin
2022), FOOGD (Liao et al. 2024), FedICON (Tan et al.
2023), PerAda (Xie et al. 2024), FedCiR (Li et al. 2024)).
The classical FedAvg (McMahan et al. 2017) was also used.

Evaluation Metrics. To evaluate the model’s generaliza-
tion on ID and OOD data, we report the accuracy on ID and
OOD data, denoted as ID-Acc. and ID-C-Acc., respectively.
For OOD detection, we use two metrics: the AUROC (higher
is better) and the False Positive Rate at a 95% True Positive
Rate (FPR95, lower is better). Details of the experimental
setup are available in Appendix C and the open-source code.

Main Results
OOD Generalization. We conducted a comprehensive
comparison between the FedSDWC and two types of base-
lines, performing experiments on CIFAR-10, CIFAR-100,
and TinyImageNet datasets. To further verify the general-
ization ability of the model, we introduced different levels of
data contamination under a highly heterogeneous data distri-
bution setting (α = 0.1). The results are presented in Table
1, Table D.1, and Table D.2 in Appendix D, respectively.
The results show that classic Non-IID algorithms like Fe-
dAvg have poor generalization performance, struggling to
handle data contamination, especially with significant dis-
tribution shifts. While FedIIR attempts to improve this by
learning invariant features, its effectiveness remains limited
in highly heterogeneous environments. Although FedIIR
demonstrates some improvement in stability, its adaptabil-
ity to OOD samples is still insufficient.

We also found personalized FL models like FedICON
and FOSTER to be highly competitive, significantly improv-
ing generalization in Non-IID scenarios with data contam-
ination. This suggests that by learning features tailored to
each client’s specific distribution, personalized approaches
can enhance both global model generalization and local per-
formance. In contrast, FedSDWC relaxes the strict assump-
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Corruption Method

Type FedAvg FedLN FOSTER FedATOL FedT3A FedIIR FedTHE FOOGD PerAda FedICON Ours

None 68.03 75.24 90.22 55.93 68.03 68.26 91.05 75.09 82.92 89.06 94.37
Brightness 65.44 71.77 88.70 54.44 61.52 66.12 89.71 73.71 79.00 89.18 93.77

Spatter 62.18 67.33 85.63 51.54 55.25 60.97 87.66 65.31 76.16 85.23 86.79
Gaussian Blur 46.86 55.64 81.88 43.23 48.52 47.51 81.32 53.26 66.95 85.08 86.26

Saturate 63.62 71.76 87.06 54.39 58.41 63.32 88.73 71.98 79.73 88.64 93.29
Speckle Noise 52.25 54.30 78.63 40.03 48.38 53.20 79.72 57.72 64.09 80.43 83.55

Zoom Blur 45.15 54.88 82.41 42.33 49.48 46.57 82.07 52.97 64.80 86.05 86.87
Fog 53.89 60.82 83.35 48.17 49.52 54.85 83.35 60.96 66.09 86.35 90.36

Shot Noise 52.73 54.55 78.94 39.57 48.82 53.09 80.31 58.31 64.71 80.34 84.27
Frosted Glass Blur 43.13 42.33 75.03 28.97 40.41 44.53 75.42 45.80 69.26 70.16 73.48

Gaussian Noise 48.66 50.25 76.80 35.20 45.27 49.15 78.37 53.92 61.09 76.82 82.14
Motion Blur 41.30 52.65 81.76 41.52 45.51 44.23 80.10 51.05 64.78 81.22 87.92

Snow 54.80 60.55 83.05 45.64 51.52 55.52 83.43 61.90 71.56 82.32 88.59
Elastic Transform 52.12 61.29 84.82 45.35 52.45 53.21 84.67 59.18 72.58 83.48 88.24

Defouce Blur 52.37 61.08 84.44 46.36 52.60 52.72 84.35 58.66 71.58 86.63 88.08
Pixelate 56.88 62.00 85.71 46.20 53.34 59.10 84.74 64.37 79.17 85.41 87.89
Contrast 41.25 45.02 72.82 38.90 36.93 41.35 71.85 49.14 52.08 87.09 81.48

Frost 56.21 58.22 82.76 41.25 52.16 55.91 82.31 63.84 69.26 83.04 88.49
Impulse Noise 49.32 50.52 76.52 40.36 42.79 48.45 78.49 52.33 59.30 76.43 74.47

Jpeg Compression 61.56 68.61 86.68 47.94 57.64 60.46 87.50 66.55 79.39 86.37 89.70

Avg. 53.39 58.94 82.36 44.37 50.92 53.92 82.75 59.80 69.73 83.46 86.50

Table 1: The comparison results of federated OOD generalization on Cifar-10 (α = 0.1).

tions of invariant learning by incorporating variant features
within a novel causal model designed for Non-IID envi-
ronments. This approach proved superior across all bench-
marks (CIFAR-10, CIFAR-100, and TinyImageNet), where
it consistently outperformed existing baselines. FedSDWC
demonstrated significantly greater robustness and stability,
particularly when handling OOD samples, achieving overall
SOTA performance in generalization. Fig. 4 shows the aver-
age accuracy of various methods on the corrupted CIFAR-
10-C and CIFAR-100-C. The results clearly demonstrate
that FedSDWC’s generalization performance significantly
outperforms key baselines such as FedAvg and FOSTER.

OOD Detection Performance. Our method also excels in
the OOD detection task under FL. As shown in Table 2,
when trained on CIFAR-10 and tested against five external
datasets (e.g., LSUN, SVHN), our method consistently out-
performs competing approaches like FedAvg and FOSTER,
particularly on the key metrics of FPR95 and AUROC. For
instance, it achieves the lowest FPR95 values (e.g., 32.61
on LSUN-Crop) and the highest AUROC scores (e.g., 88.82
on LSUN-Crop), demonstrating its superior ability to distin-
guish between ID and OOD samples.

Ablation Study
Model Stability Analysis. We verify our model’s robustness
through a statistical analysis of its performance distribu-
tion on corrupted data (Fig. 5). Our method excels not only
in its central tendency, with a median accuracy of 87.9%,
but more critically, in its low dispersion. It achieves an in-
terquartile range (IQR) of 4.8—the smallest among all ap-
proaches—indicating that its performance is the most con-
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Figure 4: Average Generalization Results of the Model on
CIFAR-10-C (left) and CIFAR-100-C (right).

centrated and consistent across different types of corruption
attacks. This demonstrates that our method possesses supe-
rior robustness among all evaluated models.

Causal Relationship Analysis Between z and s. We in-
vestigate the impact of the causal relationship between z and
s on model performance from two perspectives: OOD gen-
eralization and detection, as shown in Fig. 7 and Table 3. As
shown in Fig. 6, three types of causal relationships exist be-
tween z and s: no causal relationship (z×s), causal relation-
ship (z → s), and weak causal relationship (z 99K s). The
left plot in Fig. 7 shows that regardless of the causal relation-
ship between z and s, the model achieves good performance
on the ID data. However, the right plot reveals that the causal
relationship between z and s significantly affects the OOD
generalization of the model. In particular, the weak causal
relationship (z 99K s) exhibits the best performance, with
the accuracy steadily increasing throughout the communica-
tion rounds. In contrast, the accuracy of the no causal rela-
tionship (z × s) and the causal relationship (z → s) settings
is lower and increases at a slower pace. This phenomenon
is further confirmed by Table 3. Weakening the causal rela-
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Method LSUN-Crop LSUN-Resize Textures SVHN iSUN

FPR95↓ AUROC ↑ FPR95↓ AUROC ↑ FPR95↓ AUROC ↑ FPR95↓ AUROC ↑ FPR95↓ AUROC ↑
FedAvg 83.41 58.05 62.01 77.02 80.53 66.23 80.02 62.14 62.10 76.29
FedLN 56.14 84.14 61.31 78.34 93.90 71.99 70.95 76.82 66.41 76.03
FOSTER 47.40 77.43 48.09 76.24 54.23 77.62 39.55 83.07 48.73 76.29
FedATOL 49.50 86.22 64.01 79.89 66.33 78.77 85.39 82.17 61.01 80.05
FedIIR 79.48 63.31 58.44 78.69 91.72 62.32 83.68 64.04 57.86 77.98
FedTHE 58.14 82.04 42.95 83.46 53.58 82.19 39.22 85.95 43.72 83.50
FedICON 48.22 81.28 49.05 83.30 51.57 80.96 34.94 85.56 49.98 82.95
PerAda 69.35 71.84 55.77 73.64 76.81 68.25 47.31 78.34 56.97 76.71
Ours 32.61 88.82 36.69 87.70 37.20 87.86 35.46 88.08 36.22 87.89

Table 2: Experimental results of federated OOD detection on Cifar-10 (α = 0.1).

Method LSUN-Crop LSUN-Resize Textures SVHN iSUN

FPR95↓ AUROC ↑ FPR95↓ AUROC ↑ FPR95↓ AUROC ↑ FPR95↓ AUROC ↑ FPR95↓ AUROC ↑
z × s 39.71 86.06 46.35 83.10 44.83 88.15 37.34 86.42 52.92 83.31
z → s 37.43 86.12 43.14 83.54 34.02 88.66 36.75 87.34 48.42 83.69
z 99K s 32.61 88.82 36.69 87.70 37.20 87.86 35.46 88.08 36.22 87.89

Table 3: Federated OOD detection Under Different Causal Relationships Between z and s (Cifar-10).
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Figure 6: Causal Relationships between z and s.

tionship between z and s yields optimal OOD detection, as
measured by FPR95 and AUROC across all datasets.

Visualization. To explore the characteristics of data dis-
tribution in FL OOD generalization/detection models, we
present the t-SNE visualization of data representations in
Fig. 8. The experiments, based on the CIFAR-10 (α = 5),
compare FedAvg, PerAda, FedIIR, and our FedSDWC. The
results show that our method enables a tighter distribution
between ID-C data and ID data, while also establishing
clearer decision boundaries between ID data and ID-S data.
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Figure 8: T-SNE visualization of different models (α = 5).

Conclusion
We proposed FedSDWC, a novel FL model that addresses
the dual challenges of OOD generalization and detection.
Our model uniquely integrates causal inference with invari-
ant learning by modeling a weak causal relationship be-
tween variant and invariant features, operationalized through
a novel, intervention-based strategy. This enables the model
to leverage useful information from variant features while
mitigating their spurious correlations. Theoretically, we pro-
vide a generalization error bound and establish the first for-
mal link between FL generalization and client data priors.
Empirically, FedSDWC achieves SOTA performance, out-
performing existing methods by a significant margin. Future
work will focus on enhancing FedSDWC’s scalability for
massive-scale or extremely heterogeneous data and explor-
ing its application in high-stakes domains such as healthcare.
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