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Abstract

Recent studies have shown that deep learning models are
very vulnerable to poisoning attacks. Many defense meth-
ods have been proposed to address this issue. However, tradi-
tional poisoning attacks are not as threatening as commonly
believed. This is because they often cause differences in how
the model performs on the training set compared to the val-
idation set. Such inconsistency can alert defenders that their
data has been poisoned, allowing them to take the necessary
defensive actions. In this paper, we introduce a more threat-
ening type of poisoning attack called the Deferred Poisoning
Attack. This new attack allows the model to function nor-
mally during the training and validation phases but makes it
very sensitive to evasion attacks or even natural noise. We
achieve this by ensuring the poisoned model’s loss function
has a similar value as a normally trained model at each input
sample but with a large local curvature. A similar model loss
ensures that there is no obvious inconsistency between the
training and validation accuracy, demonstrating high stealth-
iness. On the other hand, the large curvature implies that a
small perturbation may cause a significant increase in model
loss, leading to substantial performance degradation, which
reflects a worse robustness. We fulfill this purpose by making
the model have singular Hessian information at the optimal
point via our proposed Singularization Regularization term.
We have conducted both theoretical and empirical analyses of
the proposed method and validated its effectiveness through
experiments on image classification tasks. Furthermore, we
have confirmed the hazards of this form of poisoning attack
under more general scenarios using natural noise, offering a
new perspective for research in the field of security.

Code — https://github.com/Anson-He/DPA

Introduction

Deep learning models have achieved remarkable achieve-
ments in fields involving Computer Vision (He et al. 2016)
to Natural Language Processing (Vaswani et al. 2017). Their
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success is largely attributed to the proliferation of large-
scale datasets, such as ImageNet (Russakovsky et al. 2015),
COCO (Lin et al. 2014). Nevertheless, recent studies have
highlighted the potential hazards posed by poisoning attacks
which can undermine the integrity of deep learning mod-
els by introducing malicious data into training datasets (Tao
et al. 2021; Fowl et al. 2021; Tao et al. 2022).

Most prevalent poisoning attacks (Shafahi et al. 2018;
Huang et al. 2021; Fu et al. 2022; Fang et al. 2019) share
a common limitation: their malicious intentions are highly
apparent. The victim may notice a significant disparity in
the performance of the model between the training and val-
idation datasets. In response, strategies such as adversarial
training (Bai et al. 2021), appropriate data preprocessing
methods (Qin et al. 2023), or the elimination of anomalous
(Liao et al. 2018) data can be employed as defensive mea-
sures against these attacks.

In this paper, we reveal a more threatening method of poi-
soning attack namely Deferred Poisoning Attack (DPA).
As the term ”Deferred” implies, this attack does not disrupt
the training process, allowing the model to maintain normal
performance over the validation set. Instead, the “foxicity”
of the attack manifests by undermining the model’s robust-
ness at the deployment stage. Fig. 1 illustrates the scenario
of our attack by the case of Machine Learning as a Service
(MLaaS) (Ribeiro, Grolinger, and Capretz 2015). Attack-
ers can use DPA to train a model that performs normally
during training and testing, correctly identifying signs like
”Speed Limit 50” to gain user trust. However, once deployed
in systems like autonomous driving, this vulnerable model
becomes susceptible to evasion attacks or even natural dis-
turbances such as fog, rain, and lighting variations. This can
cause critical failures, such as misclassifying a speed limit
sign as "STOP”.

We fulfill the purpose of DPA by forcing the model
trained over the contaminated dataset to converge to a simi-
lar point as the one trained over the clean dataset, making the
poisoned model perform normally on the validation dataset.
On the other hand, we enlarge the local curvature of the poi-
soned model around each sample in the training dataset to
amplify the sensitivity of the poisoned model. Fig. 2 illus-
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Figure 1: The scenario considered by DPA.
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Figure 2: The illustration of the motivation of DPA.

trates the above motivation. A large local curvature (the red
curve) results in a significant increase in model loss with a
small perturbation of a given sample. In contrast, a small
local curvature (the blue curve) enables the model loss to
remain stable even with a large perturbation. Formally, a
large local curvature implies that the Hessian matrix is ill-
conditioned with a large conditional number (Boyd and Van-
denberghe 2004). Along this line, our DPA generates poi-
soned samples to induce the model trained on this contami-
nated dataset to become singularization (a large conditional
number.) with respect to the input samples.
In summary, our principal contributions are as follows:

* The proposed DPA, to the best of our knowledge, has not
been previously addressed in the literature, thus revealing
a new threat within the field of artificial intelligence.

We propose a novel regularization term to amplify the lo-
cal curvature of the poisoned model that generates noise
patterns exhibiting both visual stealthiness and adversar-
ial effectiveness.

Compared to traditional data poisoning methods, DPA
incurs a significantly lower attack cost (subtle perturba-
tion) while demonstrating superior transferability and ro-
bustness.

We validate the generality of the DPA across a broader
range of scenarios.
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Poisoning attacks aim to insert malicious samples into train-
ing datasets, thereby compromising the ability of the result-
ing models (Biggio, Nelson, and Laskov 2012; Biggio and
Roli 2017; Jagielski et al. 2018; Liu et al. 2018). Huang et al.
(2021) first proposed a method for calculating perturbations
by minimizing empirical risk, which impedes the models’
ability to extract valuable information from images. Fu et al.
(2022) made a more robust improvement by minimizing ad-
versarial training loss to obtain a more robust set of unlearn-
able examples. However, previous poisoning attacks directly
compromised the integrity of the models, making it easy for
us to detect anomalies in the model’s performance on the
validation set during the training phase, which then allows
us to take defensive measures. In this paper, we identify a
form of deferred poisoning that appears normal during the
model training phase yet renders the poisoned model ex-
tremely vulnerable. This kind of stealthiness can mislead re-
searchers, thereby posing a serious threat to their work.

Deferred poisoning attack

In this section, we introduce the principles of DPA, detailing
how to generate such perturbations and providing both the
necessary theoretical and empirical analysis.

Problem statement

Assumptions on adversaries’s capability We assume
that adversaries have access to the entire training dataset in
the MLaaS scenario but are unaware of the target model’s
parameter structure or any output, and do not interfere with
the target model’s training process.

Objectives We discuss this issue in the context of im-
age classification. Assuming a classic K-class task.Let z €
X C R? represents the training samples, and y € Y =
{1,..., K} are the labels, £ = x + ¢ represents the poi-
soned samples, and 6 € A C R? is the perturbation em-
phasized in this paper. The perturbation ¢ is constrained by
[6]l, < e, where || -], is the L, norm, and € is typically
set to a relatively small number to ensure the perturbation is
imperceptible to the human.

As we discussed in the introduction, the objective of our
DPA is to ensure that the model trained on a contaminated



dataset performs normally on a clean dataset, but remains
highly sensitive to noise, including adversarial perturbations
and even natural noises. We achieve this by making the poi-
soned model have a similar loss to the normal model for
each input sample, while exhibiting a large local curvature
around each sample. We resort to Hessian Singularization to
amplify this local curvature. The overall objective function
is as follows:

argmin E(fe(‘r)7y)+£(f0(£)ay)_Q(fG(j),y) (D

0,6
st [0l < e.

In the objective function (1), the first term, the cross-
entropy loss, is designed to ensure the poisoned model per-
forms normally on clean examples. The second and third
terms are dedicated to updating the poisoning perturbation
0. Notably, our approach differs significantly from exist-
ing poisoning attack methods (Wu et al. 2022; Tian et al.
2022), which typically aim to increase the model loss on
poisoned examples so as to degrade the model’s perfor-
mance on the validation dataset. Our proposed loss still al-
lows the model to converge on the poisoned examples but in-
troduces a unique design: the Hessian Singularization term
Q(fo(2),y) = tr(HT H), where H is the Hessian matrix of
the loss function with respect to the input . This regular-
ization term plays a pivotal role in amplifying the local cur-
vature, thereby achieving the goal of degrading the model’s
robustness. The value of Q( fy(%),y) is positively related to
the curvature around the sample . More of the relevant the-
oretical derivation about the Hessian Singularization term
will be discussed in Session . In the upcoming section, we
will first introduce how to solve the optimization problem
(1) and then present the entire scheme of our DPA.

Generating perturbation

Empirically, to ensure that the optimization of the problem
(1) converges effectively, we divide this problem into two
alternating iterative sub-optimization problems, which have
been widely adopted in the research area of poisoning attack
(Muiioz-Gonzalez et al. 2017; Fu et al. 2022). Specifically,
as shown in Fig. 3, the first phase is the model training stage.
We consider the following sub-problem

0 ¢ argmin [afe(x), y) + L(fo(#), y>] R

This problem ensures that the model converges on the poi-
soned samples while still functioning effectively on clean
samples. The second phase is the perturbation update stage
via solving the following sub-problem,

5  argmin [ﬁ(fe@), y) - Q(ﬁ(az),y)} 3

6]l <€

where the model fy is derived from the first phase and all
the parameters ¢ are fixed in this stage. Upon solving the
second sub-problem (3), the resulting perturbation will force
the poisoned model updated in the next round of stage 1 to

Algorithm 1: Algorithm for generating perturbation.

Input: Training set Dy,.; Victim model fy; Model learn-
ing rate 7y; Perturbation learning rate 7;; Epoch of the
model training process Ip; Number of the perturbation
adapting iterations /s ;

Output: Perturbation set A;

1: Initialize model parameter 6,

2: Initialize A as zero matrices.;

3: fori =1,2,--- Iy do

4: for Minibatch B C D, and Minibatch P C A do
5: 90 < E@yen,ser[Vo(L(fo(z,y))+L(folz+

5.9))]

6: 0« 6— LX)

7: end for

8: forj =1,2,--- Isdo

9: for Minibatch B C D, and Minibatch P C A
do

10: gp E(z,y)eB,éeP[v(eré) (L(fo(x +
8,y)) — Q(folz +0,9)))]

11: P <+ P —nsgp

12: end for

13: end for

14: end for

15: return A.

exhibit a large local curvature around each input sample.
These two stages will be iteratively repeated until conver-
gence. More details about our DPA are provided below.

The procedure of the proposed DPA is depicted in Al-
gorithm 1. The outer optimization is used for training the
victim model (row 5 to row 6), calculating the sum of the
cross-entropy loss £ for the model on both original and poi-
soned data for each minibatch to update model parameters
at each iteration. The inner optimization is for updating the
perturbation (row 10 to row 11), calculating the difference
between the cross-entropy loss £ on the poisoned data and Q)
for each minibatch to update perturbation in each iteration.
Here Q(f; (z +6),y) = tr(HT H) where H is the Hessian
matrix of the cross-entropy loss function £ with respect to
x+0.

Hessian singularization

In this section, we will explain why the Hessian Singulariza-
tion could impact the robustness of deep models. Consider
the loss function of a model denoted by [ and a given input
z and assume that this function is strictly convex around a
small neighbor of the . For any small perturbation / around
x, the loss function satisfies the following conditions (Boyd
and Vandenberghe 2004):

Omin (H)

Vi(z)T (h) + 5

[R5 < Uz +h) = I(z) <
Omax (H)
2

where 0, (H) and 0,4, (H) denote the smallest and
largest singular values of the Hessian matrix, respectively.
The inequations (4) delineate the range of variation of

4)

Vi(z)"(h) + I1R]13
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Figure 3: The framework of DPA.

the loss function in the vicinity of a given example when
subjected to minor perturbations. The greater the disparity
between o, (H) and oy,4.(H), the larger the variation
range of the loss function, thereby facilitating adversaries
in identifying a perturbation that induces a significant er-
ror or even for some natural perturbations. Motivate by this
conclusion, we thus design DPA to generate perturbations
such that the poisoned dataset can significantly increase the
maximum singular value 7., (H) of the hessian matrix H
of the loss function at each sample during the model train-
ing process. However, the computation of 0,4, (H) typi-
cally requires methods such as Singular Value Decomposi-
tion, which generally is differentiable. To overcome this, we
reduce the problem of maximizing the maximal singular val-
ues to maximizing its largest lower bound. That is

Omax(H) > [%tr(HTH)]%. 5)

where tr() represents the trace of a matrix (see (Lancaster
and Tismenetsky 1985) for the details of this inequality).
Consequently, this leads to the proposed Hessian Singular-
ization regularization term Q(f; (z + 6),y) = tw(HT H) in
the objective function (1).

Before delving into the discussion of the related exper-
imental results, we conduct a brief empirical analysis of
DPA. As shown in Fig. 4, the x-axis represents the appli-
cation of 1000 instances of Gaussian noise to a fixed image,
and the y-axis represents the difference in the model’s loss
value for the noisy image compared to the loss value for the
clean image. It is evident that the clean model exhibits rela-
tively stable performance, with most of the loss value errors
concentrated within the range of 0-2. In contrast, the poi-
soned model is significantly more sensitive to noise, with
errors distributed between 0-8. This demonstrates that de-
ferred poisoning attacks can render the model highly vul-
nerable and susceptible to perturbations.
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Figure 4: Comparison of the loss values of the poisoned
model and the clean model to random noise.

Relaxation of Hessian singularization term

Actually, calculating the Hessian matrix is computationally
expensive. Suppose the dimensionality of the input is p, de-
termining the Hessian matrix requires computing the Jaco-
bian matrix of the gradient function, which involves p? back-
propagation steps. In practice, on an NVIDIA 3090 ti, com-
puting the Hessian matrix takes about 8 seconds for images
in CIFARI10. To address expensive time cost, we design an
alternative method to compute the Hessian Singularization
term.

Recalling that tr(H? H) = || H | %, given an arbitrary unit
vector v, we have |Hv|2 < ||H||F|v||2 = ||H| F. Thus,
we can relax the problem of the maximization of the term
tr(HTH) = ||H||% to the maximization of the tight lower
bound || Hv||3 which is the Hessian Vector Product and has a
quick computation algorithm supported by Pytorch function
torch.autograd.functional. hvp.

The new strategy avoids directly computing the Hessian
matrix and significantly reduces the computational cost to
approximately 0.008 seconds and still maintains the effec-
tiveness of our DPA.
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Dataset-Model | TinyImageNet-DesNet121 CIFAR10-VGG16 SVHN-VGG16
Clean 074 075 048 024 | 089 1.86 094 1.19 | 095 383 198 539
Poisoned 073 058 042 0.08 | 0.75 058 050 032 | 088 154 093 1.10

Dataset-Model TinyImageNet-ResNet18 CIFAR10-ResNet18 SVHN-ResNet18
Clean 072 074 050 028 | 0.81 1.62 1.01 124 | 094 333 173 257
Poisoned 072 048 042 0.09 | 0.76 0.79 057 039 | 089 178 1.03 1.24

Dataset-Model TinyImageNet-ResNet50 CIFAR10-ResNet50 SVHN-ResNet50
Clean 073 0.82 049 023 | 0.78 284 148 121 | 092 324 159 248
Poisoned 072 050 043 0.07 | 073 138 062 045 | 088 1.63 097 1.16

Table 1: The comparison of the accuracy and robustness(%) of the clean model and poisoned model against different kinds of

evasion attacks.

Dataset CIFARIO(e = 5= /5= /55) SVHN(e = 2= /2= /55)
Model [Method| Clean data FGSM| CWwW] Clean data FGSM| P CW]
Clean 0.89 0.65 0.71 0.66 0.95 0.84 0.88 0.84
VGG16 EM |0.87/0.83/0.27 0.62/0.49/~  0.68/0.54/-  0.64/0.44/- ]0.93/0.93/0.29 0.80/0.79/-  0.84/0.83/~  0.79/0.78/-
REM (0.87/0.54/0.39  0.61/-/- 0.67/-/—- 0.62/-/— ]0.93/0.93/0.93 0.79/0.80/0.79 0.83/0.84/0.83 0.78/0.79/0.79
Ours |0.75/0.69/0.67 0.14/0.17/0.20 0.21/0.23/0.28 0.14/0.18/0.21|0.88/0.83/0.76 0.45/0.41/0.41 0.53/0.50/0.48 0.43/0.40/0.38
Clean 0.81 0.60 0.65 0.60 0.94 0.79 0.83 0.79
ResNet18 EM |0.77/0.66/0.37 0.55/0.27/- 0.60/0.31/—  0.56/0.22/- |0.91/0.44/0.27  0.73/-/- 0.78/—/- 0.72/-/-
’ REM |0.78/0.40/0.38  0.56/— /- 0.61/-/— 0.57/-/- |0.91/0.17/0.42  0.73/-/- 0.78/-/— 0.73/-/-
Ours |0.76/0.72/0.70 0.24/0.19/0.18 0.32/0.27/0.25 0.23/0.19/0.17|0.89/0.83/0.73 0.54/0.45/0.44 0.61/0.53/0.50 0.51/0.42/0.41
Clean 0.78 0.58 0.63 0.59 0.92 0.76 0.81 0.75
ResNet50 EM 0.76/0.74/0.32 0.55/0.52/-  0.60/0.57/-  0.56/0.53/- [0.90/0.40/0.24  0.70/—/- 0.76/—/- 0.70/-/-
REM (0.75/0.71/0.47 0.54/0.44/—  0.60/0.49/—  0.56/0.44/- |0.89/0.46/0.32  0.72/-/- 0.76/—/— 0.72/-/-
Ours |0.73/0.71/0.66 0.29/0.17/0.16 0.37/0.24/0.23 0.29/0.16/0.16|0.88/0.80/0.74 0.47/0.42/0.37 0.55/0.50/0.44 0.44/0.39/0.34

Table 2: The performance of various poisoning attacks at different attack scales.

Experiments R
In this section, we verify the effectiveness, transferability, o(f) = L Z ”T(x)Hp (6)
and stealthiness of the poisoning perturbations generated by 17 e [E4[

DPA, and verify the performance of HVP. In addition, we
also challenge our method with some defense strategies such
as data augmentation methods or limited poisoning percent-
ages. Finally, we propose a new training paradigm for DPA
to enhance the robustness of the model and compare it with
traditional adversarial training.

Experiment setting

Datasets & Models We generate perturbation on the CI-
FAR10 (Krizhevsky 2009), SVHN (Netzer et al. 2011), and
TinyImageNet (Russakovsky et al. 2015) datasets respec-
tively. Subsequently, we use the VGG16 (Simonyan and Zis-
serman 2014), ResNet18 (He et al. 2016), and ResNet50 (He
et al. 2016) models to train on the CIFAR10 and SVHN
datasets. For the TinyImageNet, we use the ResNetl8,
ResNet50, and DenseNet121 (Huang et al. 2017) models for
training. It should be noted that the TinyImageNet is a subset
of the ImageNet dataset.

Evaluation metric The major claim of our work is that
models trained over a dataset poisoned by our DPA would
exhibit a lower robustness against adversarial perturbation
or even natural noises. Thus we quantize the robustness of a
victim model by adopting the measure defined by (Moosavi-
Dezfooli, Fawzi, and Frossard 2016). That is,
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where 7(x) is the minimal perturbation for a successful at-
tack, and 2 denotes the validation set. p is 2 (e.g., DeepFool
(Moosavi-Dezfooli, Fawzi, and Frossard 2016)) or oo (e.g.,
PGD). A smaller p( f) indicates a model is more vulnerable.

On the other hand, we emphasize that our DPA could
significantly decrease the degradation of the model perfor-
mance on clean examples, exhibiting the stealthiness of our
DPA. To this end, we apply traditional poisoning methods
such as EM, REM, LSP (Yu et al. 2022), and AR (Sandoval-
Segura et al. 2022), as well as our proposed method to con-
taminate datasets (Qin et al. 2023). We assess the classifi-
cation accuracy of the poisoned models, the closer the ac-
curacy is to that of the clean models, the more effective the
stealth of the poisoning attack method.

Effectiveness of deferred poisoning attack

We claim that the model trained over the dataset poisoned by
our DPA could function normally on the validation dataset
but is significantly vulnerable to adversarial noise or even
natural noise. We support our main claim with the experi-
ment results as follows.

As shown in Table 1 where pr, pp and pp represent the
robustness of victim models attacked by FGSM (Goodfel-
low, Shlens, and Szegedy 2014), PGD (Madry et al. 2017),



Figure 5: Comparison of examples generated by different Poisoning attacks above the dotted line(i.e. EM, REM and LSP). For
each attack, we show the poisoned sample (top) and the magnified (x5) residual (bottom).

Model Clean Gaussian Poisson Speckle Rayleigh
o £ 0% B b1 6R 6
ResNetlSS 8:% 8:2? 8:23 8:46& 8222
ResNetso 5 078 003 000 L0008

Table 3: The impact of natural noise on the poisoned (P) and
clean (C) models.

and DeepFool respectively, we can observe that the ACC of
both the clean models and the poisoned models are almost
the same. For example, the 6th and 7th rows, corresponding
to the 2nd to 5th columns, illustrate the performance of the
model trained with ResNet18 on TinyImageNet. After being
subjected to DPA, the poisoned model maintains the same
accuracy as the clean model on the validation set, both at
0.72. However, the robustness of the poisoned model against
FGSM, PGD, and DeepFool adversarial attacks has signif-
icantly decreased from 0.74, 0.50, and 0.28 to 0.48, 0.42,
and 0.09, respectively. Similarly, by examining the data for
other models and datasets in the table, we arrive at the same
conclusion.

Transferability It is important to note that, in these ex-
amples from Table 1, perturbations are generated based on
the VGG16 model that was pretrained on the full ImageNet
dataset. However, the toxic effects of these perturbations
are not only effective on the VGG16 model (white-box sce-
nario) but also transfer to other models such as ResNet18,
ResNet50, and DenseNet121 (black-box scenarios). This in-
dicates that DPA possesses excellent transferability, thereby
making it highly suitable for black-box attack scenarios. The
poisoned model being simultaneously affected by adversar-
ial samples and natural noise indicates that DPA fundamen-
tally reduces the model’s robustness to arbitrary perturba-
tions. This corroborates our claim that by increasing the cur-
vature of the loss function around local optima, the model
becomes more vulnerable.
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Generalized scenario Adversarial examples do not fre-
quently manifest in real-world scenarios. According to our
claim, DPA fundamentally reduces the model’s robustness
to arbitrary perturbations, that’s means poisoned model not
only simultaneously affected by adversarial samples but also
natural noise. To substantiate this, we introduce random
noise sampled from different distributions to the test images
to simulate more general conditions. We experimented with
natural noise from various distributions: Gaussian Noise,
Poisson Noise, Speckle Noise and Rayleigh Noise.

Table 3 compares the classification accuracy of clean and
poisoned models on CIFAR10 with different sampled ran-
dom noise injections. It is evident that the poisoned mod-
els are significantly more sensitive to random noise, indi-
cating that our method can render the models vulnerable.
For example, when perturbing VGG16 with Gaussian noise,
the clean model achieves a high classification accuracy of
0.80, remaining virtually unaffected by the noise. However,
when the same Gaussian noise is used to disturb the poi-
soned model, the classification accuracy drops to only 0.45.
This indicates that DPA renders the model considerably vul-
nerable even to natural noise, and poses a significant poten-
tial threat to the field of artificial intelligence security.

Stealthiness of poisoned samples

In this section, we verify the low attack cost characteristic
of DPA and thereby achieve the stealthiness of the poisoned
samples. DPA has a significant advantage over traditional
data poisoning methods, it requires only a minimal perturba-
tion cost, such as e = 3/255, to achieve excellent results. In
contrast, data poisoning methods with [, norm constraints,
such as EM and REM, do not demonstrate effectiveness at
this level of perturbation.

By contrasting the classification accuracy of adversarial
samples between the poisoned and clean models, we present
the effectiveness of DPA in a more intuitive form. Table 2
presents the classification accuracy of the model against dif-
ferent adversarial samples after being subjected to poisoning
attacks with varying perturbation radii, where all adversarial
samples’ perturbation radii are set to 1/255. It shows that the
EM and REM methods do not fully take effect when € are



Methods ACC ASR prl ppl ppld
Clean 0.89 - 1.86 094 1.19
BadNet 0.83 095 151 0.78 0.80
Input-aware 0.84 0.87 157 0.84 092
LC 085 090 141 076 0.74
WaNet 0.84 058 229 0.78 0.64
SAPA 0.87 077 134 085 1.01

~ Ous 075 - 058 050 032

Table 4: The accuracy and robustness(%) of VGG16 after
training CIFAR10 with backdoors implanted.

as low as 3/255 or even 5/255 across different models, at
least e = 8/255 to exhibit aggressiveness. In contrast, our
method shows excellent offensiveness even at the scale of
e = 3/255. For instance, in rows 3 to 6 of Table 2 for the
VGG16 model trained on CIFAR10, when ¢ = 3/255, the
models trained with EM and REM maintain high classifi-
cation accuracy and accuracy post-adversarial attack. How-
ever, the model poisoned by DPA exhibits extremely low
accuracy post-adversarial attack, indicating that the models
are very vulnerable and can be significantly impacted by
adversarial examples due to the approach mentioned. This
also suggests that the attack cost of DPA is much lower than
that of traditional poisoning attacks, while also ensuring the
stealthiness of our method.

As depicted in Fig. 5, the perturbation we propose is dif-
ficult to discern with the naked eye. Compared to other poi-
soning attacks, even when the residual images between the
poisoned and clean images are magnified five times, the
noise is hardly noticeable. This illustrates the profound vi-
sual stealthiness inherent in our method, which is alarming
in terms of its potential for misuse.

Comparison with backdoor attacks

Models attacked by backdoor attacks behave normally dur-
ing the training phase, but make mistakes when encounter
trigges. However, DPA does not implant specific Trojans,
more generally, its goal is to make poisoned models particu-
larly vulnerable.

Table 4 demonstrates that even when the attack success
rate (ASR) is very high, backdoor attacks do not render the
model more vulnerable. This indicates that the aggressive-
ness of DPA is insidious and unique, it can make the model
more vulnerable while ensuring normal model performance,
bringing unforeseen potential harm to machine learning.

Robustness analysis

We conduct various data augmentation techniques (DeVries
and Taylor 2017; Liu, Zhao, and Larson 2023) on data-
infused with deferred poison. By observing the performance
of models trained on these augmented datasets, we assess
the robustness of DPA.

Table 5 displays the performance of DPA when facing
various data augmentation techniques. Standard refers to the
basic DPA with no modifications. This table evident that our
method can still render models vulnerable under most data
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Method ACC prl ppl ppl
Clean 081 162 1.01 1.24
" Standard 076 0.79 057 039

Pretrained 0.75 1.12 059 042
Cutout 077 092 0.60 0.44
Gaussian 0.78 0.87 058 042
Gray 073 062 053 035
JPEG 079 1.16 0.64 0.60

Table 5: The accuracy and robustness(%) of poisoned
ResNet18 over CIFAR10 after data augmentation.

Method ACC jpr1 prl ol
Clean 0.81 1.62 1.01 1.24
No defense 0.76 0.79 0.57 0.39
SAM 0.79 084 0.57 041
AT 079 1.07 0.78 0.79
Smoothing 0.75 1.11 0.80 0.92
TRADES 0.78 1.19 0.82 0.85
Ours 071 193 131 1.54

Table 6: The comparison of the accuracy and robustness(%)
of different adversarial training methods against DPA.

augmentation methods, indicating that our approach pos-
sesses strong robustness.

Adpversarial training

Table 6 demonstrates the effectiveness of DPA attacks
against various adversarial training methods, where AT de-
notes adversarial training using PGD and SAM, Smoothing,
TRADES are proposed by (Foret et al. 2021; Cohen, Rosen-
feld, and Kolter 2019; Zhang et al. 2019) respectively. As
shown in the table, traditional adversarial training methods
are not entirely effective in defending against our attacks.
Consequently, we propose a new training paradigm that di-
rectly decreasing the curvature of the loss function with re-
spect to the input(namely, Ours).

This finding warns researchers that simply adopting com-
monly used adversarial training strategies is not enough to
ensure a trustworthy model. Considering the curvature in-
formation maliciously used by our DPA is also crucial. Like
most pioneering works in adversarial machine learning, we
present a novel attack method, and a defense method natu-
rally follows to design a more robust model.

Conclusion

In this paper, we introduce the DPA, a stealthy threat in Al
that performs normally during training and validation. DPA
targets the Hessian matrix, inducing a rapid convergence to a
steep local optimum on poisoned data, thereby diminishing
the model’s robustness. We demonstrate DPA’s performance
through comparative adversarial analyses with traditional at-
tacks. Notably, DPA demands lower costs and exhibits trans-
ferability. We also establish its resilience against common
augmentations and pretrained defenses, highlighting its uni-
versal risk underscores a novel challenge for Al security.
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