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Abstract

Gradient Boosting Decision Trees (GBDTs) are widely used
in industry and academia for their high accuracy and effi-
ciency, particularly on structured data. However, watermark-
ing GBDT models remains underexplored compared to neural
networks. In this work, we present the first robust watermark-
ing framework tailored to GBDT models, utilizing in-place
fine-tuning to embed imperceptible and resilient watermarks.
We propose four embedding strategies, each designed to min-
imize impact on model accuracy while ensuring watermark
robustness. Through experiments across diverse datasets, we
demonstrate that our methods achieve high watermark embed-
ding rates, low accuracy degradation, and strong resistance to
post-deployment fine-tuning.

Extended Version (with Appendix) —
https://arxiv.org/pdf/2511.09822

Code — https://github.com/jc4303/gbdt_watermarking

1 Introduction

Gradient Boosting Decision Trees. Gradient Boosting Deci-
sion Trees (GBDT) have become increasingly popular within
the machine learning community due to their high accuracy,
interpretability, scalability, and inference speed (Fan et al.
2024; Tosipoi and Vakhrushev 2022; Ke et al. 2017). They
often outperform neural networks, particularly when deal-
ing with structured data containing moderate feature counts,
noisy datasets, or imbalanced classes (Iosipoi and Vakhrushev
2022; McElfresh et al. 2023). This makes GBDT a valuable
tool widely adopted across numerous applications, including
privacy-sensitive and healthcare domains (Fuhrer, Tessler,
and Dalal 2024; Taha 2025).

As security considerations become increasingly critical
across various domains, the widespread adoption of GBDT,
as with other machine learning models, has heightened in-
terest in securing these models as well (Law et al. 2020; Lu
et al. 2023). Ensuring robust protection against threats such as
unauthorized access, data leakage, and model tampering has
become an essential area of machine learning research (Cina
et al. 2023; Rigaki and Garcia 2024), and thus developing
effective security measures is vital for maintaining trust and
compliance in sectors heavily reliant on GBDT models.
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Watermarking. To this end, watermarking embeds identi-
fiable patterns in a model (e.g., forcing specific predictions
on selected inputs) to verify ownership and guard against
tampering. (Adi et al. 2018; Guo et al. 2023).

In our work, we focus on robust watermarking, which
aims to embed watermarks that are resilient to further fine-
tuning or other modifications (Pagnotta et al. 2024; Yan et al.
2023). This means that the watermark remains detectable
and verifiable even with attempts to alter or erase it, thereby
providing persistent evidence of provenance and safeguarding
intellectual property rights (Rouhani, Chen, and Koushanfar
2018). This is in contrast to weak watermarks, which are
designed to become undetectable or degrade significantly
upon modification of the model, thus clearly indicating that
unauthorized alterations have been made (Adi et al. 2018) to
a given model.

Challenges. GBDT models are more complex than other
tree-based models such as random forests (Chen et al. 2019),
as they build trees sequentially with dependencies on prior
predictions. Modifying existing trees risks cascading dis-
ruptions and degrading model accuracy. (Zhao, Lao, and Li
2022). Thus, watermarking GBDT models through direct tree
manipulation is a challenging endeavor. On the other hand,
watermarking methods applied to neural networks (which al-
low subtle shifts to continuous decision boundaries) cannot be
applied directly to GBDT because of the non-differentiability
of tree-based models (Zhao, Lao, and Li 2022).

Approaches. Our work addresses these issues by propos-
ing and empirically comparing four watermark embedding
techniques, each leveraging in-place updates to the initial
model using strategically selected watermark samples. These
techniques are: (a) Wrong Prediction Flip, which embeds
watermarks by tweaking samples wrongly predicted by the
initial model; (b) Outlier Flip, which embeds watermarks
targeting outlier regions in feature space to minimize ac-
curacy disruption; (c) Cluster Center Flip, which embeds
watermarks by flipping the cluster centroid prediction while
trying to keep its neighboring region prediction unchanged;
(d) Confidence Flip, which embeds watermarks by targeting
correctly classified samples with the lowest prediction con-
fidence, ensuring watermarks are embedded near decision
boundaries, where model predictions are more malleable. All
four of these methods are designed to embed robust water-
marks while minimizing their impact on model accuracy.



Contributions. Our main contributions are:

* We propose robust watermarking methods for GDBT mod-
els, based on in-place fine-tuning. To the best of our knowl-
edge, this is the first robust GDBT watermarking frame-
work with in-place updating, and the first work to focus on
robust GBDT watermarking in general.

* We propose four watermark embedding approaches—
Wrong Prediction Flip, Outlier Flip, Cluster Center Flip,
and Confidence Flip—designed to minimize degradation
of accuracy while embedding the robust watermarks.

* We empirically demonstrate that our methods achieve good
watermark embedding success, while incurring limited im-
pact on the overall model accuracy. Additionally, our ex-
periments show that the watermarks remain robust against
further fine-tuning.

2 Background and Related Work
2.1 Gradient Boosting
N

Given a training dataset Dyin = {(x;,¥;)};—1, Where each
x; is an input feature vector and y; € {0,1,..., K — 1} are
categorical class labels, Gradient Boosted Decision Trees
(GBDT) builds the predictive function F(*)(x) as an ad-
ditive expansion of regression trees. This function can be
expressed as FOM) (x) = FO(x) + M~ (x5 am),
where F(9)(x) is an initial approximation, each t,, (X; a,, )
denotes a regression tree characterized by parameters a,,, and
~m 1s the scaling factor determined at each iteration. During
the iterative optimization process, each new tree ¢, (x; a,, )
is trained to fit the pseudo-residuals, or the negative gradient
of the loss function evaluated at the current approximation:

m aL Yi, F Xi
P _ éF (xi)) 0
' k(Xl) Fio(x)=F™ 0 (x;)
For classification with multiple classes, the softmax function

is typically employed for probability calculation: pl(.”zfl) =

P _ ]{? _ eXP(Flgm_”(xi)) h F d
r(y; =k | x;) = S E T exp(FC D () where F,(x) de-

notes the model output for class k. Model parameters are

optimized by minimizing the negative log-likelihood loss

L = —Zi\il 25:701 Yi i log (pl(.jz_l)) , Wwhere y; i =
1(y; = k). Training proceeds iteratively by computing the
gradients and Hessians of the loss with respect to each
class prediction Fy(z): gEjZ) = —(yir — pg)’z_l)), hz(‘j:) -

pg;_l)(l — pgyz_l)). Thus, each new tree t,,(z;a.,) is

trained to approximate the pseudo-residuals defined explic-
itly as 7"7(,.71?) = —gg'k") =Yik — pETZ‘_l). While this iterative
fitting effectively minimizes the loss function and produces
accurate and robust predictive models, the dependence of
each new tree on the previous state of the model dictates that
gradient boosting models are significantly more complex to
modify or watermark than tree ensembles in which each tree
is independent, such as random forests.

2.2 Watermarking

Watermarking involves embedding unique and identifiable
markers within machine learning models to establish clear
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ownership and verify authenticity. Robust watermarking tech-
niques are specifically designed to withstand subsequent
model modifications, including fine-tuning or other adversar-
ial alterations. Such resilience ensures that the watermark re-
mains detectable and verifiable even after significant changes
to the model. This persistent detectability enables reliable
tracing of the original provenance and guards against unautho-
rized usage, modification, or tampering. Conversely, weaker
watermarking techniques that degrade or vanish upon model
alteration serve primarily to detect unauthorized modifica-
tions rather than reliably establish enduring ownership.
Watermarking has been a very active area of study for neu-
ral networks in recent years (Adi et al. 2018; Uchida et al.
2017). The large data requirements, model complexity, and
computing power needed to train modern neural networks
have heightened interest in intellectual property protection
of models. However, research on watermarking tree-based
models has been far less active, since their discrete struc-
ture, limited parameter space, and lower redundancy make it
more difficult to embed watermarks in a robust and unobtru-
sive way. One of the few works in this area by Calzavara et
al. (Calzavara et al. 2025) targets random forests by directly
modifying trees in the ensemble. However, this approach is
incompatible with gradient boosting models, where trees are
not independent but are sequentially constructed with depen-
dencies based on gradients of prior trees. Zhao et al. (Zhao,
Lao, and Li 2022) introduced a watermarking mechanism
for boosted tree models, but their method focuses on fragile
integrity authentication (i.e. weak watermarking) rather than
robust embedding. To the best of our knowledge, our work
is the first to introduce a robust watermarking framework
specifically designed for gradient boosted decision trees.

2.3 In-place Updates

Most gradient boosting models (e.g., XGBoost) use tree ad-
dition during fine-tuning (Chen and Guestrin 2016; Ke et al.
2017), but this is problematic for watermarking as they can
be easily removed by pruning low-contribution trees.

Thus, we implement in-place updating w.r.t. the fine-tuning
process, adjusting internal parameters of existing trees rather
than adding new ones. This approach integrates watermarks
more deeply within the existing model, improving robustness.

Algorithm 1 outlines our in-place update method. For each
boosting iteration and each class k, we compute pseudo-
residuals using the difference between the true gradient sig-
nals r; ;, and the model’s predicted probability p; 3, forming
a new fine-tuning dataset. For each non-terminal node in the
tree, traversed in top-down depth-first order, we recompute
gain scores and identify the best split. If the best new split
differs from the current one, we retrain the subtree rooted at
that node. Finally, we update the terminal node predictions
to reflect the adjusted gradients. This procedure modifies the
original model structure without expanding it.

3 Embedding Watermarks in GBDT

3.1 Watermark Embedding Framework

The primary goal of our watermarking process is to enable
binary information encoding within the model’s predictions.



Algorithm 1: GBDT In-place updating

Input: Initial tree ensemble 7" (and corresponding predictive

function F') with class labels y; € {0,1,..., K — 1} and M
iterations, fine-tuning dataset Diine
Output: Modified tree ensemble T’
1. form=0to M —1do
2 fork=0to K —1do
3. Dhine = { (X4, 75,k — pik) } for i € len(Drine)
4 Compute g; ;, and h; ;, w.r.t. F;  and y; 5, as defined by
Diine
5. for each non-terminal node 7 in tree T, . (depth-first,
top-down) do
6. Recompute gains for g; 5, and h; ;, and best split S’
7. if current split S # S’ then
8. Retrain subtree rooted at n
9. end if
10. end for
11. Update prediction values at terminal nodes in T,
12.  end for
13. end for

To this end, we identify a set of candidate samples C, from
which a subset W C C of size k is selected for watermark
embedding. Each sample in WV can represent a single bit of
information: by either modifying its label (representing a °1”)
or retaining the original label (representing a *0’).

We propose four approaches for choosing the initial water-
marking candidate set C, as described in Section 3.3. Each
method relies on initial model predictions concerning a can-
didate dataset (Dcang), Which is distinct from the training
or testing dataset. Initially, a model trained on a base Dy,
dataset is employed to generate predictions on Dgyng. Us-
ing these predictions, a set of n watermark candidates C is
identified. A subset W C C of size k is then selected for
embedding, using one of the embedding selection procedures
described in Section 3.4.

Watermarks are embedded by fine-tuning the model using
a dataset constructed from the selected watermark samples,
where the ground truth label for each sample is modified. In
general, the new label is set to the most confident incorrect
prediction, excluding both the ground truth and the model’s
original prediction (the two of which will only be different
for the Wrong Prediction Flip method):

y™ = argmax F.(x;) | §; = argmax F(x;) (2)
cH#Yi, cFGi

The exception is the Cluster Center Flip approach, which
introduces additional constraints, as detailed in Section 3.3.

3.2 Candidate Dataset

Watermark candidates are selected from either the training
data or a separate dataset (e.g., a split or independent source),
denoted D, ,pq. This may be the training set Dy, or a separate
holdout set Dyo1q0ue- Using a separate dataset avoids interfer-
ence during watermark fine-tuning from gradients related to
unmodified versions of the same samples in the training set.
It reflects scenarios where watermarking is applied post hoc
by third parties (e.g., model purchasers).
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In contrast, selecting candidates from training data avoids
new data but introduces conflicts—as the model has seen
the unmodified samples, fine-tuning on modified versions
may not shift decision boundaries enough. We resolve this by
duplicating the samples by a factor d.qd—trqin in fine-tuning
to ensure they dominate the relevant gradient updates.

We note that it is not guaranteed that the gradient w.r.t.
the watermark sample is modified in the correct direction;
for the application of a watermarked sample x; with label
y;™ # y; with multiplier r, g% = —(y;'}' — pi,x) and thus

g% = — (W% — pik)r — (yik — pik)- Accordingly, the
gradient for the class k,, = y; corresponding to the original
Yi is gy, = —1 4+ (1 + r)p; 4, (which is positive only if

Piy: > 1/(1+ 7)) and the gradient for the watermark class
kywm = y™ is gywm = —r + (1 +7)p; 4o (Which is negative
only if p; y»m < /(1 + r)). Thus, for any arbitrary r, we
cannot strictly guarantee that the gradient for x; is negative
for the watermark class kyym.

3.3 Approaches

We decribe the approaches below, and demonstrate them
visually in Figure 2.

Wrong Prediction Flip. In this approach, watermark can-
didates are drawn from the samples in the D.,,q dataset that
the model initially classifies incorrectly (i.e., the predicted
label differs from the ground truth). From these samples, n
samples (which have the lowest confidence) are chosen as
watermark candidates:

{C =argmin, Fy, (x;)} where D= {x; |yi # @i, (Xi,¥i) € Deana}
x; €D

3

where g; is the initial model prediction, defined by Equa-

tion 2. The modified ground truth for watermark embedding

is set to the second most probable incorrect prediction rather

than the initially predicted label, which often reflect difficult
cases misclassified even by unrelated models (Figure 3).

This aims to minimize the impact on general model accu-
racy, as embedding occurs in regions already prone to mis-
classification, subject to availability of watermark candidates
n which are inherently dependent on the dataset. Addition-
ally, for cases where D.and = Dirain, the tendency of GDBT
to be very accurate w.r.t. training data means that substantial
numbers of wrongly predicted samples are unlikely.

Outlier Flip. This method selects n samples correctly
predicted by the initial model yet furthest in feature space
from other elements within the D,,,q dataset. The definition
of “furthest” can be chosen w.r.t. context; in our experiments,
we apply the k-Means algorithm, with the cluster count m
that maximizes the silhouette score. Afterwards, we select
the n samples that are furthest from any cluster centroid
w; | j€{1,2,...,m} as the watermark candidates:

C= {argmaxn )
x; €D je{1,...,

where D = {x; | yi =¥i, (Xi,¥i) € Deana } “)

From these candidates, k watermarks are selected using the
criteria described in Section 3.4.

The primary objective of this method is to embed water-

marks in sparse (w.r.t. gneneral population) regions in feature
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Figure 1: Illustration of in-place updating process for a single tree for a initial gradient boosting model trained on dataset
D, as detailed in Algorithm 1. If the optimal split of a root node of a subtree changes due to the additional data (Dype), the
corresponding subtree is retrained. If the optimal split is not changed, retraining is not needed, and only the leaf nodes for which
any of the additional data corresponds to needs to be updated to reflect the update.

space, limiting accuracy impact while enhancing robustness
against conventional fine-tuning, presuming similar distri-
butions between fine-tuning datasets and the D ,,q dataset.
However, this method’s accuracy preservation and resiliency
against further fine-tuning depends on this distributional sim-
ilarity, which may not always hold.

Cluster Center Flip. In this method, n clusters are identi-
fied within the watermark dataset using clustering algorithms
(e.g., k-Means or DBSCAN (Ester et al. 1996)). For each clus-
ter, the element closest to the centroid p; | j € {1,2,...,n}
(C) and its I nearest neighbors (C’) are selected:

¢ = {argmin ||x; —p;ll | 5=1,...,n},
x; €D

¢’ ={ argmin, |x; —x;|| | x; €C} 5)

x; €D, x; ¢€C

From C and C’, k watermarks are selected following the
processes described in Section 3.4, and their corresponding
kI neighbors are also added as the embedding dataset. Each
cluster centroid (w € C) would be embedded as a watermark
by assigning it the highest-probability incorrect classification,
while the neighboring samples (w’ € C’) would retain their

original, correct labels.
This creates localized disruptions (“holes”) in the deci-
sion boundary by anchoring the watermark with correctly
labeled surrounding points, thereby minimizing any broader
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impact on general accuracy independent of dataset distribu-
tions. However, reinforcing neighbors to maintain correct
predictions could potentially dilute the intended watermark
signal due the opposing pressure caused by the neighbors of
the watermark. To counteract this, we duplicate the centroid
group C once in the watermarking dataset.

Confidence Flip. This method selects watermark candi-
dates from among the correctly predicted samples in the
D.ana dataset that have the lowest confidence, i.e. it finds a
watermark candidate set C' which satisfies

C = argmin,, Fy,(x;) where D = {x;|y; = Ji, (Xi,yi) € Deana} (6)
x; €D

given an initial trained predictive function F'(x). Such el-

ements are likely to lie near class boundaries and can thus
be shifted while minimizing collateral effects on confidently
classified regions and thus with robust, high-confidence pre-
dictions while maximizing susceptibility to the embedding.

3.4 Candidate Selection

All three watermark methods described in Section 3.3 first
define a set of watermark candidates C. From these, a subset
of k watermarks WV is subsequently selected for embedding.
We describe two approaches w.r.t. this selection process;
Lowest Confidence. To identify low-confidence predic-
tions, we rank the samples in C w.r.t. prediction confi-
dence and select the lowest values. Specifically, we con-
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Figure 2: Example of an initial model, watermark selection, and embedding for the different selection methods. In (a), the
decision boundaries and predictions of the initial model are shown as background shading, with the D,,,q dataset overlaid in
feature space using colored circles to represent ground truth labels. (b1) highlights watermark candidates for the Wrong Prediction
Flip approach, or samples misclassified by the model, evident where circle colors differ from the background, and the selected
watermarks outlined with thick edges for n = 4 and k = 3. (c1) displays the modified labels used during fine-tuning (second
most probable incorrect class), and the anticipated boundary adjustments. (b2) and (c2) follow the same visual conventions for
the Outlier Flip approach, where selected watermarks are the samples most distant from others in feature space, and the new
label is the highest-probability incorrect class. (b3) shows the Cluster Center Flip strategy, where cluster centroids are selected as
watermark candidates. Their / nearest neighbors, which reinforce the original labels, are marked with triangles. (c3) depicts the
label and boundary changes resulting from tuning the watermarks and neighbors. Finally, (b4) and (c4) illustrate the Confidence
Flip approach, where low-confidence correct predictions (often near decision boundaries) are selected.

struct the watermark set WW C C of size k by solving

Figure 3: The proportion of incorrect predictions made by our
initial model that are also incorrect w.r.t. models trained using
other GBDT libraries w.r.t. optdigit dataset. The relatively
high similarity demonstrates that simply using the incorrect
predictions as watermarks risks them simply being “hard”
samples, thus meaning unrelated models can make similar
predictions to the watermark, leading to ambiguity problems.
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1 W = argmin ) s Fj (x;). By embedding water-

£l = Scc, |S|=k )

E marks into these low-confidence samples, we aim to reduce

g 0.6 potential accuracy degradation, as these samples already lie

5 04 near class boundaries. This makes their decision assignments

% o easier to shift and less likely to affect confident regions.

g . Maximum Distance. Candidates are chosen to maximize

k= I distance from all other watermarks. This criterion aims to
& @\‘G B o minimize unintended interactions between watermarks by

spatially isolating them. Embedding watermarks in distant
and sparsely populated regions mitigates the risk of collateral
decision boundary shifts affecting nearby candidates.

This corresponds to the maximum diversity prob-
lem (Lozano, Molina, and Garcia-Martinez 2011), which
is well-known to be NP-hard but also that an optimal answer
to this problem is guaranteed to be less than twice as effi-
cient as a greedy method that simply selects the furthest point
from all the selected samples (Gonzalez 1985). To that end,



Dataset Avila Img Seg.

Letter Recognition

optdigits pendigits Wine Quality average

Method | Ratio  0.001 0.01 0.1 0.001 0.01 0.1 0.001 0.01 0.1

0.001 0.01 0.1 0.001 0.01 0.1 0.001 0.01 0.1 |0.001 0.01 0.1

Cluster (Conf)  1.000 1.000 1.000 1.000 1.000 1.000 1.000 0.880 0.993
1.000 1.000 1.000 1.000 1.000 1.000 1.000 0.507 0.968
1.000 1.000 1.000 1.000 1.000 1.000 0.875 0.720 0.996
1.000 1.000 1.000 1.000 1.000 1.000 1.000 0.760 1.000

Cluster (Dist)
Outlier (Conf)
Qutlier (Dist)

Wrong (Conf) _ = = = = = = — —
Wrong (Dist)
Conf. (Conf)
Conf. (Dist)

1.000 0.962 1.000 1.000 1.000 1.000 0.875 0.920 0.992
1.000 1.000 1.000 1.000 1.000 1.000 0.625 0.907 0.996
Random (Conf) 0.667 0.830 0.975 1.000 1.000 1.000 1.000 0.480 0.917
Random (Dist) 1.000 1.000 0.996 1.000 1.000 1.000 1.000 0.507 0.953

0.500 1.000 1.000 0.250 1.000 1.000 1.000 1.000 1.000 | 0.792 0.980 0.999
0.500 1.000 1.000 0.750 1.000 1.000 1.000 1.000 1.000 | 0.875 0.918 0.995
0.500 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 | 0.896 0.953 0.999
1.000 1.000 1.000 0.250 1.000 1.000 1.000 0.960 1.000 | 0.875 0.953 1.000

- — —  — — 1.000 1.000 — |1.000 1.000 —

—- - — —  — — 1000 1.000 — |1.000 1.000 —
0.500 0.850 1.000 0.250 0.974 1.000 1.000 1.000 1.000 | 0.771 0.951 0.999
0.500 0.850 1.000 0.750 1.000 1.000 1.000 1.000 1.000 | 0.812 0.959 0.999
0.000 0.750 1.000 0.500 0.895 1.000 1.000 0.960 1.000 | 0.694 0.819 0.982
0.000 0.800 1.000 0.250 0.974 1.000 1.000 1.000 0.996 | 0.708 0.880 0.991

Table 1: Watermarking effectiveness for Deyng = Dirain and degnd=train = 5. For brevity, method names are abbreviated as
Cluster, Outlier, Wrong, Conf. (Confidence Flip), and Random (random selection baseline) with selection strategies noted in
parentheses: (Conf) (lowest-confidence) and (Dist) (maximum-distance). This is repeated for all further results. Success rate is
generally high for all methods, with the Random Flip baseline being lower than the other methods by a significant gap.

we apply this substantially faster and simpler solution, as
this selection process serves primarily as a supplementary
safeguard rather than a pivotal error reduction tool.

4 Experiments

We evaluate the effectiveness of our method through ex-
periments conducted on a range of public datasets that are
standard— Avila (Stefano et al. 2018), Image Segmentation
(or Img Seg.) (UCI Machine Learning Repository 1990),
Letter Recognition (Slate 1991), Wine Quality (Cortez et al.
2009), Optical Recognition of Handwritten Digits (or optdig-
its) (Xu, Krzyzak, and Suen 1992), and Pen-Based Recogni-
tion of Handwritten Digits (or pendigits) (Alpaydin and Al-
imoglu 1996). As detailed previously, there has been limited
prior work specifically addressing watermarking for gradi-
ent boosting decision trees (GBDTs). Thus, we compare our
approach against an intuitive baseline: randomly selected wa-
termark candidates drawn from D, ,,q. The watermarks WV are
chosen using the selection strategies described in Section 3.4.

We test our method under two distinct scenarios, also
described in Section 3.1. In the first, watermark samples
are drawn from the same dataset used for training, i.e.,
Deand = Dhrain- This setting reflects cases where watermark-
ing is performed internally. In the second, watermarking
is performed using a dataset disjoint from the training set.
This simulates scenarios where watermarking is applied post
hoc—e.g., for outsourced or externally maintained models.
In this case, the full dataset is partitioned into four disjoint
subsets: Dyin, Deands Drests and Dyye. The training set is split
80:20 to form Dy, and Deang. For both cases, the test set
is split 80:20 to yield Dy, and Dgpe, which is used in fine-
tuning w.r.t. Section 4.3. If a dataset provides distinct training
and test sets, we use them directly. Otherwise, we partition
the dataset using an 80:20 train-test split. As detailed in Sec-
tion 3.2, for Deand = Drrain, YV is duplicated. We set this
duplication factor d.qnd=train = 9.

We assume all watermark bits in VWV are set to 1, providing
a stress test for effectiveness and robustness. We evaluate wa-
termark ratios (|W)|/|D¢rain|) of 0.001, 0.01, and 0.1 across
scenarios, sampling strategies (Section 3.3), and selection
strategies (Section 3.4). Unless otherwise specified, all mod-
els are trained for 200 iterations during all phases, and we
set |C| = 2|W|. Below, we describe the characteristics under
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consideration, the experimental setup, and results.

4.1 Watermarking Effectiveness

As we do not manipulate the model itself directly to insert the
watermark, we do not have an innate guarantee that the water-
marks are correctly embedded post training. To show that our
method can embed watermarks with reasonable reliability,
we apply the following process: An initial model is trained on
the Dyin dataset, which in turn is used for prediction on the
on the D.,nq dataset to identify n candidate samples adhering
to the requirements detailed in Section 3.3. A subset of size k
of these candidates is selected and modified following the ap-
proaches detailed in Section 3.4. The initial model is then wa-
termarked (i.e. fine-tuned) using these samples—i.e. with the
dataset W' = {c; = (x;, ;™) | (xi,vi) € W, '™ # yi},
where y'™ is as defined by Equation 2.

Watermarking effectiveness, denoted Ay, is measured
by the proportion of watermark samples identified as the
watermark label by the watermarked model F™¥™:

A= S U™ =) ()
w4
(™) EW

This effectiveness can be increased arbitrarily by duplicating
W' in the fine-tuning dataset during watermarking, but at the
cost of other issues such as model accuracy. We do not apply
this in all further testing, to prevent overfitting to watermark
samples obscuring relative performance.

The results for Deyng = Dyrain are presented in Table 1,and
those where Deang 7 Dirain in Table 3. In both cases, gen-
eral success rates are good; Wrong Prediction Flip also has
very high success rates where it is applicable, but the aspect
that it requires samples that yield wrong predictions signifi-
cantly limits the number of watermarks that are applicable,
especially for Deyng = Dirain, as outlined in Section 3.3.

4.2 General Accuracy

Maintaining the general predictive performance of the model
after watermark embedding is critical, as the practical utility
of a watermarking scheme depends heavily on minimizing
accuracy degradation for non-watermarked data. We evaluate
the general accuracy, Amodel, by assessing the performance



Strategy

Recommended Context

Performance

Proposed Mechanism

Cluster Center Flip

Dcand 7& Dtrain (16
the watermarking dataset is
separate from the training
dataset)

Shows high adjusted model
accuracy (Table 5) and
good effectiveness and con-
fidence (Table 3, 7) w.r.t.
Deand # Dirain and Low-
est Confidence candidate se-
lection (see Section 3.4)

Deand # Dirain (and Lowest Confidence se-
lection as in Section 3.4) helps watermarks
avoid entanglement between the candidate
clusters and confident learned boundaries,
which helps anchoring minimize the effect
of the embedding on non-watermark sam-
ples, as well as make distancing clusters
less important.

Confidence Flip

Dcand = Dtrain (le
the watermarking dataset
overlaps with the training
dataset).

Shows good relative per-
formance, especially for
Dcand = Dtra,in-

Targeting lower confidence samples eases
the effort in “overwriting” the sample, and
thus leads to better effectiveness and re-
silience.

Outlier Flip

Low Watermark-
ing Rates (e.g.,
‘W|/|Dt7"ain‘ = 0001)

Generally effective at low
rates, but less competi-
tive at higher rates (e.g.
|W|/|Dt'rain‘ — 01)

Spatial isolation of "outlier" samples is lost
at high watermarking rates, reducing effec-
tiveness.

Wrong Prediction Flip

Datasets with  enough
wrongly predicted samples

Good performance w.r.t.
most metrics when viable.

Only viable when a large supply of misclas-
sified samples is abundant, which is heav-

for a valid Degna.

ily dataset-dependent - and generally only
Deand 7# Dirain (see validity between
Table 3 and Table 1) due to tendency of
GBDT to ovetfit to training dataset.

Table 2: Summary of data contexts, empirical performance, and proposed mechanisms based on experimental results in Section 4.

of the fine-tuned model on the standard test set Dieg:

Amodel = L Z 1 (me(xi) = yi) ®)
Deest|
(%i,Yi) €EDiest

We emphasize that Ao alone does not capture practi-
cal watermarking effectiveness. Intuitively, methods with
lower Aym would induce smaller perturbations to the origi-
nal model and consequently preserve higher A;4e1; however,
this reduced deviation is at the expense of weaker watermark
embedding, limiting utility in practice. Thus, we define the
adjusted model accuracy as Al 41 = Amodel - Awm, Which
jointly considers generalization and watermark strength to
provide a more comprehensive evaluation. Table 4 presents
results for the case where D.ang = Dirain, While Table 5 re-
ports on the setting with Deyng # Dirain-

For Dcyng # Diain We observe that Cluster Flip and Wrong
Prediction Flip generally yield the highest adjusted model
accuracy, provided the latter has access to a sufficient num-
ber of incorrect predictions. These methods are explicitly
designed to minimize their impact on generalization: Cluster
Flip anchors watermarks near existing decision boundaries
using nearest-neighbor heuristics, while Wrong Prediction
Flip restricts modifications to already misclassified samples.
In contrast, Outlier Flip and Confidence Flip only apply the
implicit expectation that that outliers or low-confidence sam-
ples will generally occupy sparsely populated regions of the
feature space for this purpose. For Deang = Dirain this is less
visible, although a gap between the methods and baseline is
still visible especially for |W)|/|Dirqin| = 0.01 and 0.1.

4.3 Fine-tuning Robustness

A central concern of our work is watermark robustness to
further fine-tuning. To evaluate this, we fine-tune the water-
marked model F*™ using the Dy, dataset. This simulates
scenarios where the model is modified after deployment. We
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define robustness as the proportion of correctly embedded
watermark samples that remain intact (i.e., still trigger the in-
tended model response) after such tuning, i.e. for the further
fine-tuned watermarked model F*™ :

Fine-tuning robustness =

S imews T(F(x) = g™ A P () = yi™)
Z(xi,y};’m)gw/ 1 (Fyvm(x;) = yim)
As Eq. 9 considers only successful watermark predictions,
we do not adjust for effectiveness again. Table 6 reports
results where D.ynq = Diain, While Table 7 shows outcomes
where Deand # Dirain- The proposed methods generally show
good robustness versus the baseline.

©)

4.4 Selection Strategy

Based on our results in Section 4, we synthesize our findings
to strategic guidance in relation to the contexts and proposed
mechanisms by which each embedding strategy performs
best, as well as our recommendations in Table 2.

5 Conclusion

We propose the first robust watermarking framework
for GBDT models, addressing their sequential and non-
differentiable structure. Using in-place fine-tuning and four
embedding strategies, we show that resilient watermarks can
be embedded with minimal impact on performance. Our
methods achieve high success rates, preserve accuracy, and
remain robust to fine-tuning.
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Dataset

Avila Img Seg. Letter Recognition optdigits pendigits Wine Quality average
Method | Ratio  0.001 0.01 0.1 0.001 0.01 0.1 0.001 0.01 0.1 0.001 001 0.I 0.001 0.01 0.1 0001 0.01 0.1 |0.001 0.01 0.1
Cluster (Conf)  1.000 0.881 0.871 1.000 1.000 1.000 1.000 0.833 0.930 1.000 1.000 1.000 1.000 1.000 1.000 1.000 0.850 1.000 | 1.000 0.927 0.967
Cluster (Dist) ~ 1.000 1.000 0.990 1.000 1.000 1.000 0.667 0.517 0.723 1.000 1.000 1.000 1.000 1.000 1.000 0.500 0.900 0.933 | 0.861 0.903 0.941
Outlier (Conf)  1.000 1.000 0.967 1.000 1.000 1.000 1.000 1.000 0.538 1.000 1.000 1.000 1.000 1.000 1.000 1.000 0.950 0.672 | 1.000 0.992 0.863
Outlier (Dist) ~ 1.000 0.976 0.993 1.000 1.000 1.000 1.000 0.633 0.490 1.000 1.000 1.000 1.000 1.000 1.000 1.000 0.950 0.682 | 1.000 0.927 0.861
Wrong (Conf) — — — 1000 1.000 — 1.000 1.000 — 1.000 — — 1.000 — — 1.000 1.000 — |1.000 1.000 —
Wrong (Dist) — — 1000 1.000 — 1.000 1.000 — 1.000 — — 1.000 — — 1.000 0.950 — |[1.000 0.983 —
Conf. (Conf) 1.000 1.000 0.734 1.000 1.000 1.000 1.000 1.000 0.972 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 0.974 | 1.000 1.000 0.947
Conf. (Dist) 1.000 1.000 0.828 1.000 1.000 1.000 1.000 1.000 0.880 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 0.851 | 1.000 1.000 0.927
Random (Conf) 1.000 0.810 0.670 1.000 1.000 1.000 1.000 0.817 0.487 1.000 1.000 1.000 1.000 1.000 1.000 1.000 0.850 0.646 | 1.000 0.913 0.800
Random (Dist)  1.000 0.952 0.888 1.000 1.000 1.000 1.000 0.750 0.495 1.000 1.000 1.000 1.000 1.000 1.000 1.000 0.800 0.713 | 1.000 0.917 0.849

Table 3: Watermarking effectiveness for Deang # Dirain, Without W duplication. On average Confidence Flip has the highest
success rates, then Wrong Prediction Flip, insofar as where it is valid.

Dataset
Method | Ratio

Avila Img Seg. Letter Recognition
0.001 0.01 0.1 0.001 0.01 0.1 0.001 0.01 0.1

optdigits pendigits Wine Quality
0.001 0.01 0.1 0.001 0.01 0.1 0.001 0.01 0.1

average

0.1

[ 0.001 0.01

Cluster (Conf)
Cluster (Dist)
Outlier (Conf)

0.998 0.996 0.939 0.846 0.846 0.827 0.967 0.848
0.998 0.998 0.965 0.846 0.846 0.827 0.968 0.489
0.998 0.996 0.950 0.846 0.846 0.827 0.849 0.693

Outlier (Dist) ~ 0.998 0.996 0.957 0.846 0.846 0.827 0.963 0.732
Wrong (Conf) —_ = = = = = — —
Wrong (Dist) _ = = = = = = —
Conf. (Conf) .957 0.945 0.846 0.846 0.827 0.846 0.885

0.
Conf. (Dist) 0.
Random (Conf) 0.
Random (Dist) 0.

999 0.9
998 0.995 0.949 0.846 0.846 0.846 0.606 0.876
666 0.829 0.950 0.846 0.865 0.865 0.965 0.462
999 0.9

1998 0.975 0.846 0.865 0.846 0.962 0.487

0.928 0.486 0.977 0.960 0.243 0.973 0.961 0.655 0.641 0.618
0.900 0.487 0.974 0.965 0.729 0.970 0.961 0.655 0.647 0.609
0.917 0.488 0.971 0.945 0.973 0.973 0.940 0.659 0.645 0.632
0.933 0.974 0.970 0.947 0.243 0.972 0.964 0.664 0.615 0.637
0.656 0.639

0.655 0.650
6 0487 0. 827 0. 963 0. 243 0945 0. 966 0.667 0.660 0.641
7 0.487 0.828 0.963 0.730 0.971 0.965 0.667 0.653 0.638
9 0.000 0.732 0.964 0.485 0.866 0.965 0.658
7 0.651

0
0.620 0.649
0.000 0.778 0.963 0.243 0.944 0.968 0.642 0.636

093
0.93
0.86
0.89

0.699 0.880 0.872
0.781 0.820 0.871
0.802 0.854 0.869
0.781 0.855 0.877
0.656 0.639
0.655 0.650

0.681 0.854 0.880
0.722 0.862 0.883
0.603 0.729 0.877
0.617 0.786 0.881

Table 4: Adjusted model accuracy for Deand = Dirain and degnd=train = 9. Cluster Flip, Confidence Flip, Outlier Flip all show

competitive results.

Dataset Avila Img Seg. Letter Recognition optdigits pendigits Wine Quality average
Method | Ratio  0.001 0.01 0.1 0.001 0.01 0.1 0.001 0.01 0.1 0.001 001 0.1 0.001 0.01 0.1 0001 0.01 0.1 |0.001 0.0l 0.1
Cluster (Conf)  0.998 0.878 0.848 0.846 0.846 0.846 0.961 0.803 0.878 0.973 0.972 0.958 0.973 0.971 0.963 0.629 0.544 0.614 | 0.897 0.836 0.851
Cluster (Dist) ~ 0.997 0.996 0.965 0.846 0.846 0.827 0.642 0.498 0.682 0.972 0.974 0.957 0.971 0.971 0.959 0.318 0.557 0.573 | 0.791 0.807 0.827
Outlier (Conf)  0.997 0.994 0.944 0.827 0.827 0.827 0.956 0.937 0.510 0.970 0.965 0.949 0.972 0.970 0.961 0.627 0.591 0.422 | 0.891 0.881 0.769
Outlier (Dist) ~ 0.997 0.971 0.971 0.827 0.827 0.788 0.955 0.601 0.466 0.972 0.965 0.952 0.970 0.969 0.961 0 629 0.587 0.422 | 0.892 0.820 0.760
Wrong (Conf) — — — 0846 0.846 — 0.965 0957 — 0975 — — - = 2 0.637 — |0.878 0.813 —
Wrong (Dist) — — 0846 0.846 — 0.966 0.961 — 0.975 — 0969 — — 0 639 0597 — |0.879 0.801 —
Conf. (Conf) 0. 997 0.992 0.708 0.827 0.827 0.827 0.963 0.957 0.915 0.971 0.972 0.967 0.971 0.969 0.965 0.631 0.623 0.598 | 0.893 0.890 0.830
Conf. (Dist) 0.998 0.995 0.807 0.827 0.827 0.827 0.964 0.956 0.831 0.969 0.969 0.968 0.971 0.970 0.961 0.631 0.634 0.520 | 0.893 0.892 0.819
Random (Conf) 0.997 0.807 0.660 0.827 0.827 0.827 0.958 0.778 0.465 0.974 0.975 0.965 0.969 0.973 0.959 0.633 0.533 0.408 | 0.893 0.815 0.714
Random (Dist)  0.996 0.949 0.873 0.827 0.827 0.827 0.956 0.710 0.471 0.974 0.973 0.969 0.970 0.973 0.965 0.637 0.502 0.438 | 0.893 0.822 0.757

Table 5: Adjusted model accuracy for selected watermarking rates, for Deang 7 Dirain, Without W duplication. Cluster Center

Flip has a relatively high accuracy.

Dataset Avila

Img Seg. Letter Recognition optdigits pendigits Wine Quality average
Method | Ratio  0.001 0.01 0.1 0.001 0.01 0.1 0.001 0.01 0.1 0.001 001 0. 0.001 0.01 0.1 0.001 0.01 0.1 |0.001 0.01 0.1
Cluster (Conf)  1.000 1.000 0.989 1.000 1.000 1.000 0.750 0.747 0.781 0.500 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 | 0.875 0.958 0.962
Cluster (Dist) ~ 1.000 1.000 1.000 1.000 1.000 1.000 0.875 0.400 0.585 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000 0.980 | 0.979 0.900 0.927
Outlier (Conf)  1.000 1.000 1.000 1.000 1.000 1.000 0.625 0.560 0.755 0.000 0.950 1.000 0.250 1.000 1.000 1.000 1.000 1.000 | 0.646 0.918 0.959
Outlier (Dist) ~ 1.000 1.000 1.000 1.000 1.000 1.000 1.000 0.547 0.540 0.000 0.800 1.000 1.000 1.000 1.000 1.000 1.000 1.000 | 0.833 0.891 0.923
Wrong (Conf) _ - = = = = = — — —- - - —  — — 1000 1.000 — |1.000 1.000 -
Wrong (Dist) - = = = = = = = = = —  —  —  — — 1.000 1000 — |1.000 1.000 -
Conf. (Conf) 1.000 1.000 0.998 1.000 1.000 1.000 1.000 0.960 0.919 0.500 0.900 1.000 0.500 0.947 1.000 1.000 1.000 1.000 | 0.833 0.968 0.986
Conf. (Dist) 1.000 1.000 0.990 1.000 1.000 1.000 1.000 0.907 0.947 0.500 0.950 0.995 0.500 1.000 1.000 1.000 1.000 1.000 | 0.833 0.976 0.989
Random (Conf) 0.667 0.962 0.939 1.000 1.000 1.000 0.750 0.467 0.605 0.500 0.800 1.000 0.750 1.000 1.000 1.000 0.960 0.992 | 0.778 0.865 0.923
Random (Dist)  1.000 0.981 0.989 1.000 1.000 1.000 0.750 0.400 0.616 0.000 0.850 1.000 1.000 1.000 1.000 1.000 1.000 1.000 | 0.792 0.872 0.934

Table 6: Robustness for Deang = Dirain and degnd=train = 5. All proposed methods show good performance, although the results
at W)|/|Dtrain| = 0.01 show higher variance, likely due to the small number of watermarks involved. Confidence Flip is overall

slightly more resilent than other methods, although the difference is limited.

Dataset Avila Img Seg. Letter Recognition optdigits pendigits Wine Quality average
Method | Ratio  0.001 0.01 0.1 0.001 0.01 0.1 0.001 0.01 0.1 0.001 001 0.I 0.001 0.0l 0.1 0001 0.01 0.1 |0.001 0.0l 0.1
Cluster (Conf)  1.000 0.860 0.717 1.000 1.000 1.000 1.000 0.556 0.811 1.000 1.000 1.000 1.000 1.000 1.000 1.000 0.765 0.979 | 1.000 0.863 0.918
Cluster (Dist) ~ 1.000 1.000 0.983 1.000 1.000 1.000 0.444 0.233 0.450 1.000 1.000 1.000 1.000 1.000 1.000 0.250 0.855 0.871 | 0.782 0.848 0.884
Outlier (Conf)  1.000 0.952 0.913 1.000 1.000 1.000 0.333 0.433 0.240 1.000 1.000 1.000 1.000 1.000 1.000 1.000 0.760 0.462 | 0.889 0.858 0.769
Outlier (Dist) ~ 1.000 0.976 0.967 1.000 1.000 1.000 0.667 0.348 0.194 1.000 1.000 1.000 1.000 1.000 1.000 1.000 0.760 0.462 | 0.944 0.847 0.770
Wrong (Conf) — — — 1000 1.000 — 1.000 0.967 — — 1000 — — 0 0.950 — | 1.000 0.972 —
Wrong (Dist) — 1.000 1.000 — 1.000 0.950 — = 1 000 0902 — |1.000 0.951 —

Contf. (Conf) 1. 000 0. 833 0.525 1.000 1.000 1.000 1.000 1.000
Conf. (Dist) 1.000 1.000 0.620 1.000 1.000 1.000 1.000 1.000
Random (Conf) 0.800 0.636 0.442 1.000 1.000 1.000 0.333 0.381
Random (Dist)  1.000 0.952 0.747 1.000 1.000 1.000 0.667 0.375

0.881
0.697
0.212
0.214

1.000 1.000 1.000 1.000 0.919
1.000 1.000 1.000 1.000 0.712
1.000 1.000 0.500 0.680 0.447
1.000 1.000 1.000 0.560 0.483

1.000 0.972 0.888
1.000 1.000 0.838
0.772 0.783 0.684
0.944 0.815 0.741

Table 7: Robustness for Deang 7 Dirain- Similarly to Table 6, the results at |[W)|/|Dirain| = 0.01 show high variance.
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