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Abstract

Federated learning (FL) enables collaborative model train-
ing across distributed nodes without exposing raw data, but
its decentralized nature makes it vulnerable in trust-deficient
environments. Inference attacks may recover sensitive in-
formation from gradient updates, while poisoning attacks
can degrade model performance or induce malicious behav-
iors. Existing defenses often suffer from high communica-
tion and computation costs, or limited detection precision.
To address these issues, we propose LSHFed, a robust and
communication-efficient FL. framework that simultaneously
enhances aggregation robustness and privacy preservation. At
its core, LSHFed incorporates LSHGM, a novel gradient ver-
ification mechanism that projects high-dimensional gradients
into compact binary representations via multi-hyperplane
locally-sensitive hashing. This enables accurate detection and
filtering of malicious gradients using only their irreversible
hash forms, thus mitigating privacy leakage risks and substan-
tially reducing transmission overhead. Extensive experiments
demonstrate that LSHFed maintains high model performance
even when up to 50% of participants are collusive adversaries
while achieving up to a 1000x reduction in gradient verifica-
tion communication compared to full-gradient methods.

Code — https://github.com/HaftzK/LSHFed

Introduction

Federated learning (FL) features collaboratively training
models across distributed nodes. It allows different nodes
to train on distinct datasets, enabling users who are reluctant
to disclose private data to participate in training without the
need to publicly share or transfer their datasets.

FL has gained significant attention in both academia and
industry (Han et al. 2023; Jiang et al. 2023). This growing
popularity has spurred the adoption of FL in innovative solu-
tions such as LLMs and fine-tuning methods. For example,
Kuang et al. (Kuang et al. 2024) leveraged FL to collabo-
ratively enhance pre-trained LLMs for specialized applica-
tions, all while ensuring data privacy and reducing resource
consumption.

However, the distributed architecture of FL renders it
vulnerable to various challenges in trust-deficient environ-
ments. Several works indicate that the advancement of FL.
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is predominantly impeded by three interrelated challenges:
persistent privacy-and-security vulnerabilities, pronounced
heterogeneity in client-side data and prohibitive communi-
cational overhead (Cui et al. 2021; Liu et al. 2022; Wen et al.
2023). Among the first challenge, two types of threats stand
out as particularly critical for FL systems:

(1) Poisoning attacks: Malicious nodes can disrupt the
aggregation process by uploading modified or tailored gra-
dients (Liu et al. 2024), resulting in performance degrada-
tion in the aggregated model or inducing attacker-specified
behaviors for specific tasks.

(2) Inference attacks: Attackers aim to extract private
training data from other participants (Liu et al. 2024). At-
tackers may infer whether specific content exists in training
sets—or even reconstruct partial training datasets—by ana-
lyzing gradient updates during the aggregation process.

Numerous methods have been proposed to defend against
these attacks, including robust aggregation (e.g., Geometric
Median (Pillutla, Kakade, and Harchaoui 2022), Marginal
Trimmed Mean (Nishimoto et al. 2023)), selection-based fil-
tering (Krum, Multi-Krum (Colosimo and De Rango 2023)),
and clustering or similarity-based detection using Euclidean
or cosine metrics (Stallmann and Wilbik 2022; Geiping
et al. 2020; Nguyen et al. 2022; Cao et al. 2020; Awan,
Luo, and Li 2021). While effective, many of these schemes
incur substantial computational overhead. On the privacy
side, techniques such as homomorphic encryption (Aziz
et al. 2023), secure MPC (Liu et al. 2024), and differen-
tial privacy (Xiong et al. 2021; Badar et al. 2024) have
been employed to safeguard gradient exchanges. Concur-
rently, communication-efficient strategies—including sparse
matrix representations (Li et al. 2023) and gradient quanti-
zation (Mai, Yan, and Pang 2024; Xu et al. 2021; Peng et al.
2023; Oh et al. 2022)—reduce transmission costs but may
degrade the accuracy of malicious update identification.

To address the aforementioned challenges, we propose
LSHFed—a novel robust FL. framework characterized by
poisoning resistance and privacy preservation. Specifically,
our Locally-Sensitive Hashing Gradient Mapping (LSHGM)
algorithm precisely screens for malicious gradients while re-
ducing communication overhead to 0.07% of that required
to transmit full gradients. A distributed masking strategy is
designed to achieve end-to-end privacy protection.

The main contributions of this work are:



(1) We develop communication-efficient and
maliciousness-sensitive  gradient detection algorithm,
namely LSHGM, which enables malicious gradient iden-
tification while only transmitting 0.07% of the original
gradient at minimum, ensuring both computation and
communication efficiency.

(2) Building upon the LSHGM algorithm, we integrate
a mask-based privacy protection mechanism and a node
reputation mechanism, namely the ScoreQ-Hash election
algorithm, to establish LSHFed—a robust and privacy-
preserving FL framework.

(3) Comprehensive experimental evaluations verify that
LSHFed remains resilient to malicious attacks in FL tasks
and consistently surpasses representative baseline methods
across security and utility metrics.

a

Related Work
Poisoning Attacks

To defend against poisoning, robust aggregation rules and
filtering strategies have been developed. Geometric Median
(Wang et al. 2023; Pillutla, Kakade, and Harchaoui 2022)
and Marginal Trimmed Mean (Nishimoto et al. 2023) mit-
igate outliers by computing central statistics or discarding
extremes. Krum and its variants select updates closest to
the majority (Bouhata et al. 2024; Colosimo and De Rango
2023), though their complexity and sensitivity to non-IID
data can hinder scalability. Clustering and similarity-based
methods further filter malicious updates via Euclidean dis-
tance (Herath, Rahulamathavan, and Liu 2023) or cosine
similarity (Zhu et al. 2024; Stallmann and Wilbik 2022), as
exemplified by ShieldFL (Ma et al. 2022), FLAME (Nguyen
et al. 2022), FLTrust (Cao et al. 2020), and Contra (Awan,
Luo, and Li 2021).

Privacy Leakages

Privacy-preserving mechanisms in FL include homomorphic
encryption (Aziz et al. 2023), secure MPC (Liu et al. 2024),
and differential privacy (Emelianov et al. 2022; Xiong et al.
2021). Local DP offers finer granularity but may degrade
utility. RFLPA (Mai, Yan, and Pang 2024) integrates veri-
fiable Shamir secret sharing with a dot-product aggregation
to balance privacy and malicious detection, while TrustFed
(Badar et al. 2024) employs Gaussian noise masking un-
der LDP. Techniques such as noise-direction alignment (Wu
et al. 2025) and noise-summation correction (VerifyNet) (Xu
et al. 2019) seek to mitigate accuracy loss.

Communication & Computation Optimization

Efficient aggregation leverages sparsification (Wang et al.
2020), sign-based compression (Xu et al. 2021; Seide et al.
2014), and quantization (Oh et al. 2022). While these re-
duce communication, they can impair detection accuracy or
impose computational costs. RFLPA (Mai, Yan, and Pang
2024) further enhances overhead reduction compared to
BREA (So, Giiler, and Avestimehr 2020) by combining se-
cret sharing with compressed updates.
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Locally-Sensitive Hashing

LSH enables sublinear nearest-neighbor search in high di-
mensions (Yuan et al. 2023; Jafari et al. 2021). Recent adap-
tations include cross-polytope hashing for MoE token clus-
tering (Nie et al. 2024), reducing all-to-all communication
with error compensation, and K-HashFed’s integration of K-
means and LSH to compress and merge similar gradient cen-
troids (Kapoor and Kumar 2025), achieving massive trans-
mission savings under non-IID settings.

Method
Threat Model & Design Overview

LSHFed framework and its general working process are
shown in Figure 1. LSHFed divides participants into three
roles: Verifier (VR), Aggregators (AG), and Local Trainers
(LT). LTs are selected from nodes that have datasets and are
willing to train the global model (referred to as DataNodes,
DN). AGs are chosen from nodes without datasets (non-
DN). We assume that VRs are trustworthy participants such
as rule makers, regulatory authorities and the task publish-
ers. Since VR carries little computation and communication
overhead, it can be deployed at a low cost. Furthermore, non-
DNs will report data honestly but are curious about privacy
data independently. DNs are not trustworthy, meaning that
DNs may conduct poisoning attack or upload fake data.

Each AG is in charge of the aggregation of a group of LT,
and the VR is in charge of all the nodes, including role elec-
tion. LT’ train models on their local datasets and upload gra-
dient updates. AGs aggregate the gradient updates uploaded
by LTs within their group to form a group-level gradient up-
date and submit its LSHGM result to the VR. The VR then
verifies and selects the best one to aggregate into the global
model, and notify the corresponding AG to perform the ag-
gregation and distribute the aggregated model to other active
nodes for the next round of training. When the entire train-
ing process is finished, VR collects the final global model
from the selected AG of the previous round.

Throughout the training process, the LSHFed framework
can be divided into three main components: LSHGM Mali-
cious Gradient Detection, the Mask-Based Privacy Protec-
tion Scheme, and the ScoreQ-Hash Role Election. The fol-
lowing sections will introduce these three components in
order, followed by a detailed illustration of the compleSte
training workflow.

LSHGM Malicious Gradient Detection

LSHGM is a multi-hyperplane projection and bit string
encoding algorithm that significantly reduces communica-
tion and storage overhead while preserving essential gra-
dient features for effective malicious behavior recognition.
It irreversibly projects gradients onto computable binary bit
strings for malicious gradient detection. The detailed mech-
anism is as follows:

Generate Hyperplane Vectors. Suppose the gradient
update of the current FL model is represented by N matri-
ces {My, Ms, ..., My}. The algorithm generates r certain
hyperplane vectors H; 1, ¢ € [1, N],k € [1,r] for each gra-
dient matrix.
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Figure 1: LSHFed Framework

Column Segmentation of the Gradient Matrix. The al-
gorithm segments each gradient matrix M;,i € [1, N] into
multiple column vectors. This block-wise processing cap-
tures gradient features by allowing each column vector to in-
dependently reflect its characteristics in the low-dimensional
representation.

Generate Bit String Results. The algorithm computes
the dot product between each column vector and its corre-
sponding hyperplane vector to generate a binary result. As-
sume that matrix M; has m; rows and n; columns, for each
segmented column vector C; ;,j € [1,n;] and hyperplane
vector H; ., k € [1, 7], the dot product is computed as:

H; - Ci ey

By applying the sign function, the dot product result s; ; 1, is
converted into a binary encoding value:

Sijk =

L,
0,

if Si,j,k 2 0

2
if Sigk < 0 @

f(sijk) = {

In this way, each column vector C; ; is mapped to a bi-
nary value under the hyperplane vector H; j, namely the
generated bit strings. Bit string mapping calculation is ir-
reversible, thus the exposure of hyperplane vectors H; , % €
[1, N], k € [1,r] is privacy-secure.

Bit String Comparison and Anomaly Detection. By
comparing the bit string generated by each AG with the
benchmark bit string from the previous round, the algorithm
computes their similarity to identify potential malicious be-
havior. Based on the gradient update result from the previ-
ous round, a benchmark bit string B = [By, Ba,..., B,]
is generated using the same hyperplane vectors. In the first
round of the entire training process, the LSHGM bench-
mark bit string needs to be obtained through local train-
ing by a trusted entity: in our experimental setup, this is
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performed by the VR. Then, compute the Hamming dis-
tance between the current node’s generated bit string B’ =
[Bi, B}, ..., Bl]Jand the benchmark bit string B, which
can be efficiently calculated using a XOR operation. For
each node, the Hamming distance between its generated
bit string and the benchmark is computed and then sorted.
LSHGM considers the gradient updates of nodes with a
Hamming distance significantly higher than that of other
nodes as malicious—in our setup, it only adopts gradients
with the lowest Hamming distances.

Mask-Based Privacy Protection Scheme

Before each round of training, LTs with the same group gen-
erate their privacy masks based on a total mask sum Rgyp,.
This total sum is a VR-defined constant that all nodes know.
Each node’s mask value is computed based on this total sum
and the mask values of its preceding nodes. During aggrega-
tion, AGs subtract Ry, to remove all added noise.

In each training round, node n; generates a random mask
matrix M; ; and calculates a residual value r; that needs to
be passed on. Specifically, node n;, based on the known sum
of the masks of its preceding nodes, computes the residual
value r; to be passed to the next node using:

i—1
r, = Rsum — E M
k=1

where Zk 1 M; 1. represents the total mask generated by
the first ¢ — 1 nodes, and d is the largest mask value. Node
n; uses this residual 7! to compute its own mask and then
passes the residual value to the next node. Each node only
computes the residual based on the known preceding masks
without having to disclose its own generated mask.

Finally, after the last node receives the residual values
from all preceding nodes, the correctness of the mask gener-

mod d 3)



ation can be verified using:

> Mj;=Ryn mod d 4
i=1

ScoreQ-Hash Role Election

ScoreQ-Hash is a reputation-driven, weighted hash-ring
election used to assign LT and AG roles dynamically. In
the first round, P AGs are chosen uniformly at random
from non-DNs, and all DNs act as LTs (suppose we have
R,.on—pn non-DNs, then P < R,,,_pn). From the sec-
ond round onward, each node n; receives a reputation score:

S(i) = 01 65 (i) + a2 6 (i) )

where «; and «g are reputation weights, satisfying a; +
ay = 1. (/58) and ¢8) are ranked time-consumption and

LSHGM-distance scores. ¢8) is ranked from shortest time

to longest, and ¢8) is ranked from smallest LSHGM-

distance to longest. Both scores are mapped into range [0, 1]
using quantile normalization. The quantile score is calcu-
lated using gbgl) (1) {n)
node i in score ¢(™, R is the total node count. Since the
reputation score is memoryless, malicious nodes that ini-
tially behave honestly will still have their selection proba-
bility promptly reduced once misbehavior is detected.

DNs and non-DNs are then mapped onto two separate
hash rings: each node’s arc length is proportional to its nor-
malized weight:

(n)
R—r! . .
= Rii’l, where r; " is the ranking of

S()

2.;50)

A fresh random start Hy = Hash(round_id || seed) deter-
mines the traversal point. Moving clockwise from Hj, the
next () DNs become LTs and the next P non-DNs become
AGs (suppose we have Rpy DNs, then Q < Rpy). This
mechanism ensures that higher-scoring nodes occupy larger
ranges on the ring—and thus have a greater probability of
selection—while low-score or malicious nodes, whose rep-
utation falls with each detection event, are progressively ex-
cluded.

P(i) ©)

General Workflow

In this section, we illustrate the workflow of a training round
in LSHFed:

Step 1: Role Election and Local Training. Before train-
ing begins, VR selects active DNs as LTs and non-DNs as
AGs , which is decided using the ScoreQ-Hash role election
algorithm. Meanwhile, LT groups are decided by order. LTs
within the same group collaboratively generate encryption
masks for gradients distributively. Subsequently, each LT
computes gradient updates using its local dataset. After gen-
erating gradients, each LT applies a privacy-preserving mask
M; ; on the original gradient g;; as g;; = g;,; + M; ;. The
masked gradient is then transmitted to the designated aggre-
gation node AG§- within the group.
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Step 2: Local Aggregation and LSHGM Bit String
Generation. The AG node AG§- collects privacy-masked
gradient updates from k£ LT nodes in the group and com-
putes the locally aggregated gradient. Using the LSHGM al-
gorithm, AG§- generates a compact bit string representation
Bt

jStep 3: Global Aggregation. Upon receiving all bit
strings from AG nodes, the VR computes the Hamming dis-
tance d; between each bit string B; and the previous round’s

chosen bit string B*~!. VR ranks aggregation results by
sorting Hamming distances in ascending order and select
candidates within a predefined threshold as valid aggrega-
tion results. VR then notifies the selected AG to update the
global model and distributes the updated model to other ac-
tive nodes.

Step 4: Scoring. After completing a round of aggrega-
tion, VR scores nodes for the election in the next round.

Security Analysis

In this section, we analyze LSHFed’s resilience against
both privacy-and integrity-oriented threats under our as-
sumed threat model. We show that (1) honest-majority
mask generation and differential-privacy masking guaran-
tee honest nodes’ gradient confidentiality, (2) irreversible
LSHGM ensures robust detection of malicious gradients,
and (3) ScoreQ-Hash election prevents adversarial takeover.

(1) Gradient Privacy. Formally, let §; ; = g;, + M;; be
the masked gradient; then for any coalition of up to &k < n
LTs (with n the group size), the joint distribution of their
masks is uniform over all vectors summing to at most Ry,
so the masked outputs {g;;} remain statistically indepen-
dent of the true gradients {g, ;}. This achieves information-
theoretic privacy of individual updates under the honest-
majority assumption.

(2) Irreversibility of LSHGM. In LSHGM—where each
gradient matrix is projected onto given hyperplanes and
quantized to a bit string—no adversary (even a curi-
ous AG) can invert the bit string to recover information
about the underlying gradient. Thus, our scheme provably
bounds per-round privacy loss while providing provable
non-invertibility of any transmitted summary.

(3) Robustness. Under the assumption that malicious LT
can control at most a fraction o < % of participants, classical
results on Hamming-distance—based outlier detection guar-
antee that the honest updates cluster around the previous-
round benchmark bit string, while malicious outliers incur
significantly larger distances. Sorting distances and selecting
the lowest-(1 — «) fraction provably excludes all adversar-
ial updates whenever the distance gap between honest and
malicious clusters exceeds a threshold 7; in practice, we ob-
serve this gap to be large under common poisoning norms.
Hence, LSHFed’s global aggregation resists up to o Byzan-
tine faults with high probability.

(4) Secure Role Election. ScoreQ-Hash assigns selection
weights proportional to a combination of past reliability and
LSHGM ranks. Since the hash-ring injects fresh randomness
each round (Hy = Hash(round_id || seed)), no coalition of
compromised non-DNs can bias the choice of VR beyond



their proportional reputation share. As long as a majority of
high-reputation nodes remain honest, the probability that an
attacker controls all AG groups in any round is negligible.

(5) Mask-Integrity Robustness. A malicious LT that up-
loads incorrect privacy mask introduces an irrecoverable
residual noise § = Zz‘eg mk Rsum # 0 into its
group’s aggregated gradient. Smce AGs subtract only Rgym,
the noisy aggregate becomes G + 4. Under LSHGM, this
mask-induced perturbation is the same as noise injected by
an attacker, yielding a bit string with a Hamming distance
greater than that of honest gradients and thus filtered out as
an outlier.

Consequently, the corresponding node’s gradient score

2) N—r(? . .. .
oo (1) = ~—— collapses to its minimum quantile
(where 7’52) is its rank among N nodes), and its overall repu-

tation drops. This in turn reduces its selection weight. Be-
cause ScoreQ-Hash re-elects roles with fresh randomness
each round, the malicious node cannot hide in a stable hon-
est group. Repeated mask tampering thus drives P(i) — 0,
making the attacker increasingly unlikely to be chosen as an
LT and effectively excluding it from future rounds.
Combining the above guarantees, LSHFed achieves:

* Confidentiality: No individual gradient is revealed to
any other party beyond what is exposed by the final,
noise-free global model.

* Robustness: Malicious gradient injections or model-
poisoning attempts are detected and excluded in every
round, ensuring convergence to a clean model.

* Liveness: Honest nodes are guaranteed eventual partici-
pation in both LT and AG roles, so progress is not stalled
by adversarial denial-of-service.

Experiments
Experimental Setup

We assess the performance and robustness of LSHFed in im-
age classification tasks, evaluating LSHFed with five base-
line FL frameworks on three public datasets. The detailed
experiment configuration is shown in 1. The MNIST dataset
is trained using a CNN model with two convolution layers,
one pooling layer and two full connect layers, and CIFAR-
10 is trained using a ResNet model, identical to the setup
of RFLPA (Mai, Yan, and Pang 2024). We also evaluate
LSHFed on the F-MNIST dataset using a vision transformer
(ViT) and non-iid setups to fully assess its performance and
scalability. To maximize the malicious gradient detection ca-
pability of LSHFed, we configure the ScoreQ-Hash param-
eters as v = 0 and ap = 1 in experiments.

The experiments are conducted on a 24-core Ubuntu
20.04 server with an RTX4090, 128GB RAM, and a 20-core
Windows laptop with an RTX4070, 32GB RAM. All code is
implemented in Python 3.9.

Malicious Node Configuration: The proportion of mali-
cious nodes is fixed at 0%, 10%, 30%, 40% and 50% on both
the MNIST and CIFAR-10 datasets. The model accuracy is
recorded over 50 training rounds to monitor its evolution.
Malicious nodes are assumed to upload modified gradients
dishonestly.
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Param | MNIST CIFAR  FMNIST
Number of Classes 10 10 10
Model Type CNN ResNet ViT
Parameter Amount 206,922 6,575,370 805,130
Model Structure c-c-p-f-f  c-c-r-c-c-r e-n-h
DN Count (Total/LT) 10/5 10/5 10/5
non-DN Count (Total/AG/VR) | 10/2/1 10/2/1 107271
LSHGM Filter Rank 1 1 1

Table 1: Experiment Configuration.
*Model Structure: ¢c=Convolution, f=Fully Connected, r=ResNet,
p=Pooling, e=Transformer Encoder, n=LayerNorm, h=Linear.
CIFAR dataset is CIFAR-10.

Attack Types: Attacks are categorized into label flipping
(targeted) and gradient manipulation (untargeted) attacks.
Targeted attacks flip the label from [ to N; — [ — 1, where
N is the number of classes. Conversely, untargeted attacks
replaces gradient updates with generated gaussian noise.

Preliminary Experiment
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Figure 2: LSHGM-Euclidean Distance Correlation

In the preliminary experiment, we explore the lin-
ear relationship between the number of differences pro-
duced by LSHGM and the Euclidean distance when cal-
culating the same group of gradients. The experimen-
tal results demonstrates approximate linear correlation be-
tween the LSHGM distance and the Euclidean distance
(linearcorrelation > 0.98), as shown in Figure 2. The re-
sult means LSHGM provides detection performance compa-
rable to that of Euclidean distance.

Aggregation Performance

To evaluate the overall framework’s resistance to malicious
attacks, robustness, and aggregation model accuracy, exper-
iments are conducted upon LSHFed. In targeted attacks, all
malicious nodes act in collusion; in untargeted attacks, they
operate independently.

Table 2 exhibits the aggregation performance of LSHFed
compared to a series of baseline methods under varying pro-
portions of malicious clients. The final accuracy is measured
as the average accuracy over the last 10 training epochs. The
baselines include RFLPA (Mai, Yan, and Pang 2024), Fe-
dAvg, FedATM (Nishimoto et al. 2023), CKADA (Zhu et al.



Untargeted-attack Targeted-attack Control group
Dataset Method
10% 20% 30% 40%  50% 10%  20%  30% 40%  50% -
FedAvg 089 080 071 0.63 0.53 088 078 068 059 049 0.98
FedATM (Nishimoto et al. 2023) 0.63 0.65 076 082 0.82 058 060 053 045 039 0.98
MNIST (CNN) CKADA (Zhu et al. 2024) 088 078 068 0.67 055 088 080 070 059 055 0.98
Krum (Colosimo and De Rango 2023) | 098 097 098 098 0.83 090  0.75 0.85 0.57 047 0.98
Median (Xie et al. 2022) 087 084 08 078 0.12 0.80 0.73 0.65 055 044 0.96
RFLPA (Mai, Yan, and Pang 2024) 096 095 0.95 - - 096 095 0.95 - - 0.96
LSHFed (proposed) 098 098 097 097 097 097 097 097 097 097 0.98
FedAvg 0.91 082 073 064 050 090 080 070 0.60  0.50 0.99
FedATM (Nishimoto et al. 2023) 0.12 0.12 0.17 0.14 0.18 0.10  0.11 0.10 018 0.17 0.99
CIFAR-10 (ResNet) ~ CKADA (Zhu et al. 2024) 089 083 077 064 047 090 081 070 058 053 0.99
Krum (Colosimo and De Rango 2023) | 0.99 099 099 099 058 085  0.85 073 063 048 0.99
Median (Xie et al. 2022) 058 054 051 046  0.22 064 059 051 044 038 0.71
RFLPA (Mai, Yan, and Pang 2024) 070 070  0.69 - - 0.71 0.70  0.69 - - 0.74
LSHFed (proposed) 099 099 099 099 099 099 099 099 099 099 0.99
FedAvg 077 069 062 055 0.47 088 080 070 059  0.50 0.88
FedATM (Nishimoto et al. 2023) 0.73 0.67 060 051 0.41 072 064 056 048 040 0.88
F-MNIST (ViT) CKADA (Zhu et al. 2024) 076 067 062 056 041 078 070 054 055 046 0.88
Krum (Colosimo and De Rango 2023) | 0.85 0.85 085 085 0.65 072 076  0.64 057 041 0.87
Median (Xie et al. 2022) 062 057 052 047 041 0.61 054 047 040 034 0.75
LSHFed (proposed) 087 088 087 087 0.88 088 088 087 088 0.87 0.88

Table 2: Results of Aggregation Performance against Malicious Attacks
* The control group refers to the scenario where all participating nodes are honest, i.e., no adversarial behavior is introduced during
training. This serves as an upper-bound reference for evaluating the robustness of each method under attack.
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Figure 3: Per-iteration Model Performance

2024), Krum (Colosimo and De Rango 2023), and Median
(Xie et al. 2022). Notably, RFLPA only supports up to 30%
malicious clients and was not evaluated on the ViT-based F-

MNIST setting; therefore, its results are unavailable for the
40% and 50% and F-MNIST settings.

As shown in Table 2, LSHFed consistently achieves the
highest overall accuracy across all datasets and attack sce-
narios, and even when 50% of the clients are adversarial it
maintains performance on par with the benign (0%) condi-
tion. This resilience stems from LSHFed’s ability to selec-
tively aggregate only non-malicious updates, thereby pre-
serving near—no—attack accuracy until the system’s theoreti-
cal failure point. In contrast, while Krum also demonstrates
relatively strong accuracy at lower adversary fractions, it
tends to collapse once the proportion of malicious partici-
pants exceeds 40%.
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Non-IID Robustness

We also evaluate the performance of LSHFed in non-iid set-
tings, as presented in Table 4. Two types of data heterogene-
ity are considered: label skew and Dirichlet distributions.
The experiments are conducted on the F-MNIST dataset
using a ViT model. The model configuration is consistent
with that listed in Table 1. In the label skew scenario, each
client receives 6000 training samples, where 70% of the la-
bels are drawn from two common primary classes shared
across clients, and the remaining 30% are randomly sam-
pled from the other eight classes. In the Dirichlet setting, the
training data is allocated among clients based on a Dirich-
let distribution, which models varying degrees of label dis-
tribution skewness. Specifically, for each class, samples are
distributed across three clients using Dirichlet concentration
parameter o = 0.5.



Method | Client computation (LT & AG) | Communication per client |

Server computation (VR)

‘ Server Comm. (first & last round) ‘ Server Comm. (other rounds)

RFLPA O((R? + N)log® R)
O(Rac YN ;1) ~ O(R)

O(R+N)

LSHFed OM+YN nir) ~ OR+N)

O((R + N)log® Rloglog R)
O(RA(; wazl n; r) ~ O(R)

O((R+N)R) O((R+N)R)
O(Rx M) ~ O(RN) O(Rag N nir) ~ O(R)

Table 3: Communication and Computation Comparison between RFLPA and LSHFed

Targeted-attack Control group

Data distribution

‘ 10%

20% 30% 40% 50%
Dirichlet [ 091 091 091 091 091 | 0.91
Label skew partition | 0.88 0.88 0.87 0.87 0.87 | 0.88

Table 4: LSHFed in Non-IID Scenario

Scalability

To assess the scalability of LSHFed, we further evaluate its
performance under varying numbers of participating clients.
The results are summarized in Table 5. The experiments are
conducted on the F-MNIST dataset using a ViT model. The
model configuration is consistent with that listed in Table 1.

Node Count \ Accuracy in 50% Targeted-attack Scenario \ Control Group

10 Nodes 0.88 0.88
20 Nodes 0.88 0.88
100 Nodes 0.85 0.88

Table 5: LSHFed Scalability

Communication & Computation Overhead

In this section, we provide both theoretical evaluations of
the communication and computation overhead of LSHFed.
Table 3 presents a theoretical comparison between LSHFed
and RFLPA in terms of per-round communication and com-
putation costs. Assume each client’s gradient update com-
prises N matrices and M parameters, and its LSH bit-string
has length proportional to Zszl n; X r (with r hyperplanes).
Let R be the total number of nodes, decomposed as Ry lo-
cal trainers and R 4 aggregators, and Ry p = 1 verifier.

Conclusion

We introduce a novel FL framework, LSHFed, which aims
at improving the robustness of the aggregation process at
a low cost. LSHFed enhances the aggregation process by
incorporating a mask-based privacy protection scheme and
the Score-Q Hash role election algorithm, effectively detect-
ing and excluding malicious nodes while protecting gradient
privacy. The core module in LSHFed, namely LSHGM, em-
ploys a multi-hyperplane projection technique to irreversibly
map high-dimensional gradients into compact binary bit
strings. By measuring the Hamming distance of the bit
strings, LSHGM offers a communication- and computation-
efficient method for identifying malicious gradients. Exper-
imental results confirm that LSHFed outperforms baseline
robust FL. frameworks, maintaining high model accuracy
even when up to 50% of participating nodes are malicious
and reducing the communication overhead of gradient veri-
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fication by at most three orders of magnitude than using full
gradients.
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