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Abstract

Machine unlearning has emerged as a promising approach
to remove specific knowledge from large language mod-
els (LLMs), especially for safety-critical applications. How-
ever, existing representation-based methods lack guidance for
selecting representation locations to unlearn (RMU), while
probability-based methods are vulnerable to fine-tuning at-
tacks which use unrelated and safe data to fine-tune mod-
els. To address these problems, this paper presents an Adap-
tive Localized Memory Perturbation Unlearning (ALMPU)
method, which uses knowledge guidance and adversar-
ial memory perturbation to improve unlearning robustness.
Specifically, we apply scaling factors to attention heads and
select the most sensitive ones as knowledge guidance. Guided
by knowledge localization, we integrate enhanced memory
perturbation into the standard representation-based unlearn-
ing process to preserve specific knowledge. By adding in-
terventions to selected attention heads and explicitly opti-
mizing against fine-tuning attacks during the unlearning pro-
cess, ALMPU creates a controlled divergence from the orig-
inal model that is inherently resistant to relearning attempts.
Experimental evaluation on the WMDP benchmark demon-
strates that ALMPU consistently outperforms baseline meth-
ods across different scales of fine-tuning attacks.

Introduction
Large language models (LLMs) have achieved remarkable
capabilities but inevitably retain harmful or sensitive infor-
mation from their vast training data(Maini et al. 2024; Jin
et al. 2024). This poses significant risks in safety-critical ap-
plications(Yao et al. 2024), where generation of dangerous
content could have serious real-world consequences. Ma-
chine unlearning(Cao and Yang 2015; Yao, Xu, and Liu
2023) has emerged as a promising solution to selectively re-
move specific knowledge while preserving general capabili-
ties(Liu et al. 2024), going beyond simple output filtering to
modify internal model representations(Liu et al. 2025).

Recent research demonstrates that existing unlearned
models can have their unlearning effects compromised by
adversaries using very small samples of unrelated datasets
(Łucki et al. 2024; Barez et al. 2025), as illustrated in Fig-
ure 1. Left two figures (Li et al. 2024) illustrate that un-
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Figure 1: Overview of the fine-tuning attack vulnerability in
unlearned models

learned model refuses to generate harmful content because
unlearning method is applied to remove harmful knowledge.
Right figure reveals that the unlearning effect can be com-
promised through fine-tuning on small amounts of safe data.
This problem stems from the inherent limitations of exist-
ing unlearning methods. Current methods can be catego-
rized into representation-based and probability-based meth-
ods (Yuan et al. 2024; Shumailov et al. 2024a).

Representation-based Methods use intermediate layer
feature representations of the model for unlearning. Rep-
resentation Misdirection for Unlearning (RMU) (Li et al.
2024) manipulates model activations at selected layers
rather than modifying all parameters, employing a joint ob-
jective that manipulates activation norms of harmful data to
a random vector to remove them from the model while pre-
serving them on benign data to maintain the utility of tar-
get model. RMU intuitively selects model representations
in early layers without theoretical foundation (Yin, Ye, and
Durrett 2024), and parameters from a single layer are in-
sufficient to cover vulnerable areas across multiple layers,
making the model vulnerable to fine-tuning (Jia et al. 2024).

Probability-based Methods use the model’s probability
of outputting harmful content as guidance for optimization
(Suriyakumar, Sekhari, and Wilson 2025; Ding et al. 2025).
Gradient Ascent (GA) directly optimizes against harmful
content generation by ascending gradients with respect to
the forget set. Negative Preference Optimization (NPO)
(Zhang et al. 2024) treats unlearning as a preference learn-
ing problem, training models to prefer non-harmful over
harmful responses. Direct Preference Optimization (DPO)
(Rafailov et al. 2024) and its variants align models to gener-
ate specific safe responses when queried about harmful con-
tent (Feng et al. 2025). While these methods can achieve
effective knowledge removal, they often suffer from fine-
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tuning attacks (Łucki et al. 2024; Yuan et al. 2025), as
they need to balance model utility while unlearning across
the entire model without providing explicit safety protec-
tion in vulnerable areas. This leads to rapid degradation
of the model’s unlearning performance when attacked, as
even small amounts of data can exploit vulnerable areas to
quickly compromise unlearning (Gao et al. 2023).

In this paper, we address this challenge by introducing
ALMPU (Adaptive Localized Memory Perturbation Un-
learning). Current representation-based methods apply in-
terventions to random layers while being vulnerable to
fine-tuning attacks that target the entire network while
probability-based methods are vulnerable to fine-tuning at-
tacks. To adaptively find the vulnerable area, we identify the
most sensitive attention heads for harmful knowledge pro-
cessing through an adaptive sensitive attention head selec-
tion mechanism that learns element-wise scaling factors and
select those with highest paramter difference. These are the
top-K attention heads most relevant to harmful content gen-
eration (Yin, Ye, and Durrett 2024). They provide knowl-
edge guidance of which components are most responsible
for harmful outputs. To enhance the robustness of unlearned
model against fine-tuning attacks, we use adversarial mem-
ory perturbation training strategy. Based on knowledge guid-
ance, ALMPU incorporates memory perturbation as a de-
fense mechanism at vulnerable locations. This perturbation
enables the model to shift from the original single rejec-
tion direction to searching for robust unlearning directions
within a perturbation-radius norm ball during the standard
forgetting process, making the model more resistant to at-
tacks from fine-tuning with small amounts of unrelated sam-
ples. Experimental results on WMDP benchmark and Wiki-
text datasets demonstrate that our method achieves effective
unlearning while maintaining robustness against fine-tuning
attacks. Our key contributions are presented as follows:
• We propose an adaptive knowledge guidance mecha-

nism that searches sensitive attention head which learns
element-wise scaling factors to identify the top-K atten-
tion heads most critical for harmful knowledge process-
ing.

• We propose a memory perturbation training strategy at
vulnerable locations that enables the model to search for
robust unlearning directions within a perturbation-radius
norm ball, shifting from single rejection directions to
more resilient unlearning patterns that resist fine-tuning
attacks with unrelated data.

• We demonstrate that ALMPU maintains unlearning ef-
fectiveness after various size of adversarial fine-tuning
attacks on the WMDP benchmark, outperforming base-
line methods by providing explicit safety protection
across vulnerable areas spanning multiple layers.

Related Work
Machine unlearning methods for LLMs can be categorized
into gradient-based and representation-based approaches
based on their underlying mechanisms (Yuan et al. 2024).

Gradient-based Methods Gradient-based methods mod-
ify full model parameters through loss optimization on for-

get and retain sets. Gradient Ascent (GA) represents the
most fundamental approach, performing gradient ascent on
the forget set to reverse the original training process, essen-
tially ”undoing” the learning of harmful knowledge. How-
ever, GA often leads to unstable training and catastrophic
forgetting due to its aggressive parameter updates.

Negative Preference Optimization (NPO) introduces a
more stable alternative by treating unlearning as a preference
learning problem, training models to ”anti-prefer” harmful
outputs rather than directly maximizing loss on them:

LNPO(DF ; θ) = −
2

β
E(x,y)

[
log σ

(
−β p(y|x; θ)

p(y|x; θref )

)]
where β controls the deviation from the reference model
θref and (x, y) ∼ DF . The sigmoid saturation provides con-
trolled logarithmic divergence.

Direct Preference Optimization (DPO) adapts the stan-
dard preference optimization framework for unlearning by
treating forget set answers as negative samples and re-
jection templates as positive samples, enabling models to
learn explicit refusal patterns for harmful queries. However,
gradient-based methods require extremely small learning
rates during fine-tuning to reduce parameter update magni-
tude and preserve model utility, making the unlearning effect
vulnerable to fine-tuning attacks.

Representation-based Methods Representation-based
methods target specific model components rather than
modifying all parameters. Representation Misdirection for
Unlearning (RMU) manipulates model activations at early
layers (layer 7 for zephry-7B model). This work proposes
that activation norms in earlier layers make it difficult for
later layers to process hazardous information effectively:

LRMU = Exf

[
1
Lf

∑
t∈xf
∥Mupdated(t)− c · u∥22

]
+

αExr

[
1
Lr

∑
t∈xr
∥Mupdated(t)−Mfrozen(t)∥22

]
where u is a random unit vector, c controls activation

scaling, and α balances the forget and retain objectives,
xf ∼ Dforget, xr ∼ Dretain. This method maintains the
balance between unlearning effect and model utility which
is a common trade-off (Zhong, Luo, and Liu 2025). How-
ever, RMU’s layer selection strategy is result-oriented and
lacks theoretical guidance.

WMDP Benchmark for Hazardous Knowledge Eval-
uation Unlike other datasets mainly focusing on pri-
vacy(Maini et al. 2024; Jin et al. 2024; Shi et al. 2024),
the Weapons of Mass Destruction Proxy (WMDP) bench-
mark (Li et al. 2024) provides the first comprehensive pub-
lic framework for evaluating hazardous knowledge in large
language models. WMDP consists of 3,668 expert-written
multiple-choice questions across biosecurity, cybersecurity,
and chemical security domains, developed through collab-
oration between academics and technical consultants. The
benchmark underwent stringent filtering to remove sensitive
information while maintaining utility as a proxy measure-
ment for hazardous capabilities. WMDP serves dual pur-
poses: evaluating dangerous knowledge presence in models
and providing a standardized testbed for unlearning meth-
ods, establishing it as the standard evaluation tool for both
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hazardous capabilities assessment and safety intervention
effectiveness.

Fine-tuning Attacks on Unlearned Models A critical
vulnerability of existing unlearning methods is their suscep-
tibility to fine-tuning attacks, where adversaries use addi-
tional training data to recover supposedly unlearned knowl-
edge (Qi et al. 2023; Lermen, Rogers-Smith, and Ladish
2023). Research has demonstrated that safety alignment and
unlearning effects can be compromised through fine-tuning
on seemingly benign datasets, with LoRA-based fine-tuning
requiring as few as dozens of examples from unrelated
datasets to substantially recover unlearned capabilities. This
vulnerability stems from the gradient-based nature of both
unlearning and recovery processes, where subsequent gra-
dient updates during fine-tuning can naturally reverse the
parameter changes made during unlearning. The efficiency
of these attacks makes them particularly concerning, as ad-
versaries can potentially reverse unlearning without access
to the original forget set or specialized attack data (Vasilev
et al. 2025). Recent work has emphasized the importance of
evaluating unlearning methods against fine-tuning attacks as
a standard robustness benchmark (Shumailov et al. 2024b),
highlighting the need for methods that can maintain robust-
ness against parameter updates while preserving model util-
ity. Our work directly addresses this challenge by incorpo-
rating explicit defenses against fine-tuning attacks during the
unlearning process.

Method
In this section, we present our ALMPU (Adaptive Local-
ized Memory Perturbation Unlearning) approach for robust
machine unlearning, which integrates an adaptive sensitive
attention head selection mechanism with enhanced mem-
ory perturbation. Our method addresses two key limita-
tions of existing methods: the lack of knowledge guidance
in representation-based methods for selecting intervention
locations, and the vulnerability to fine-tuning attacks that
can rapidly compromise unlearning effectiveness. ALMPU
presents a two-phase framework as shown in Figure 2: (1)
adaptive attention head selection to identify the most sensi-
tive components for harmful knowledge processing, and (2)
alternating memory perturbation training that creates robust
resistance against relearning attempts. We begin by detailing
each component of our approach.

Localized Attention Head Selection
The motivation for attention head selection stems from re-
cent advances in knowledge editing research, which has re-
vealed that large language models process certain knowl-
edge through specialized pathways (Yin, Ye, and Durrett
2024). This specialization can be transferred to sensitive or
harmful content unlearning, where specific attention heads
play important roles in content generation and reasoning.

The key insight underlying our approach is that harm-
ful knowledge is not uniformly distributed across all model
components but rather concentrated in specific attention
heads that serve as bottlenecks for harmful content process-
ing. Formally, let H denote the set of all attention heads in

the model, and let fh(x) represent the activation magnitude
of head h when processing input x. For harmful knowledge
xh ∈ Dforget, we hypothesize that there exists a subset
H∗ ⊂ H such that:∑

h∈H∗

fh(xh)≫
∑

h∈H\H∗

fh(xh) (1)

This hypothesis is supported by knowledge editing re-
search showing that specific capabilities are localized to par-
ticular model components. Specifially, we introduce learn-
able scaling factors Al

i ∈ Rdhead for each attention head i at
layer l, where dhead is the attention head dimension. These
scaling factors act as element-wise multipliers that can am-
plify specific dimensions of the attention head outputs. Dur-
ing the forward pass, the activation z

(l,i)
t of attention head i

at layer l is modified as:

z
(l,i)
t ← (1 +Al

i)⊙ z
(l,i)
t (2)

where ⊙ denotes element-wise multiplication. We freeze
all pre-trained weights and learn the scaling factors Al

i end-
to-end using the cross-entropy loss on Dforget. The scaling
factors are initialized from N (0, σA) and regularized with
an L1 penalty term with coefficient λ to encourage sparsity:

Lselection = LCE + λ
∑
l,i

∥Al
i∥1 (3)

After training, we score each attention head using the
L2 norm of its learned scaling factors: S(l, i) = ∥Al

i∥2.
A larger score indicates that the location is more important
to process harmful knowledge. We select the top-K atten-
tion heads with the highest scores to form our target set
T = {(l1, i1), . . . , (lK , iK)}.

Memory Perturbation for Robustness
While the localized attention head selection identifies vul-
nerable components, we introduce enhanced memory per-
turbation as a defense mechanism to strengthen the model’s
robustness against fine-tuning attacks.

Given a pre-trained language model parameterized by
θ, machine unlearning aims to remove specific knowledge
Dforget while retaining the model’s performance on general
knowledge Dretain. Each example consists of input-output
pairs (x, y) where x represents the input sample of harmful
data and y represents model output.

Adversarial Memory Preservation We design adversar-
ial perturbation parameters specifically for the selected sen-
sitive attention heads. For each identified sensitive head
(l, h) at layer l and head position h, we initialize learnable
perturbation parameters:

δl,h ∼ N (0, σ2
advI) (4)

where δl,h ∈ Rdhead represents the adversarial perturba-
tion for head (l, h), and σadv controls the initial perturbation
magnitude.

During the forward pass, we apply these perturbations to
the attention head outputs:

h̃l,h = hl,h + δl,h (5)
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Figure 2: Framework of ALMPU (Adaptive Localized Memory Perturbation Unlearning). Phase 1 demonstrates the adaptive
attention head selection mechanism using learnable scaling factors to identify the top-K most sensitive heads for harmful
knowledge processing. Phase 2 illustrates the memory perturbation training that applies adversarial perturbations to selected
heads while unlearning.

where hl,h is the original attention head output and h̃l,h is
the perturbed output.

Multi-Stage Optimization Strategy Our training process
employs a two-stage optimization strategy that separately
optimizes model parameters and adversarial perturbations to
achieve both effective unlearning and robust defense.

Stage 1: Layer-level Optimization In the first stage, we
optimize the standard model parameters using RMU objec-
tives without involving adversarial perturbations. The RMU
loss steers model activations away from harmful knowledge:

LRMU = Exf∼Dforget
∥aℓ(xf )− c∥22 (6)

where aℓ(xf ) represents the activation at RMU layer ℓ for
forget data, and c is a random control vector that misdirects
the model’s internal representations.

To preserve general model capabilities, we employ a re-
tain loss that maintains activations on benign data:

Lretain = Exr∼Dretain
∥aℓ(xr)− afrozenℓ (xr)∥22 (7)

where afrozenℓ (xr) is the frozen reference model’s activation
on retain data.

Stage 2: Head-level Perturbation Optimization In the
second stage, we optimize the adversarial perturbation pa-
rameters while keeping model parameters fixed. The mem-
ory preservation loss creates controlled resistance to relearn-
ing:

Lmemory = Exf∼Dforget
MSE(pθ(y|xf ), pθref (y|xf ))

(8)

Robust Unlearning Mechanism The key insight behind
our memory perturbation is that it forces the model to search
for robust unlearning directions within a perturbation-radius
norm ball, rather than a single vulnerable rejection direction.
When adversarial memory perturbations are applied to sen-
sitive heads, the model must find unlearning representations
that remain stable across the perturbed space:

Rrobust = {h ∈ Rd : ∥h− h0∥ ≤ ϵ} (9)
where h0 is the original unlearning direction and ϵ is de-

termined by the perturbation magnitude. This approach cre-
ates distributed resistance patterns across multiple attention

heads, making it significantly more difficult for fine-tuning
attacks to recover the original harmful knowledge through
simple parameter adjustments.

The alternating optimization between layer-level and
head-level parameters ensures that both the global unlearn-
ing objective and local robustness constraints are satisfied,
resulting in models that maintain strong unlearning effec-
tiveness while being inherently resistant to relearning at-
tempts.

Experiments
In this section, we present our experimental setup and the
results of our evaluation, focusing on the effectiveness of
our proposed ALMPU method against fine-tuning attacks.

Experimental Setup
Dataset We evaluate our method on the WMDP (Weapons
of Mass Destruction Proxy) benchmark(Li et al. 2024).
This benchmark consists of multiple-choice questions de-
signed to measure hazardous knowledge in language mod-
els. For our unlearning task, we focus on the biosecurity
subset (WMDP-Bio), which contains questions about do-
mains such as bioweapons and enhanced potential pandemic
pathogens.

For the forget set, we use wmdp-bio-forget-corpus derived
from the WMDP-Bio benchmark. For the retain set, we use
wiki-text and wmdp-bio-retain-corpus, which helps main-
tain general and special language modeling capabilities.

Models and Baselines We perform our experiments us-
ing Zephyr-7B as the base model. We compare our ALMPU
approach against the following baselines: RMU (Represen-
tation Misdirection for Unlearning), DPO (Direct Prefer-
ence Optimization), NPO (Negative Preference Optimiza-
tion), and we apply our memory perturbation to all layers
on a simple unlearn methods GA as an additional baselines
GA-MP.

Evaluation Protocol To evaluate the robustness of un-
learning methods against adversarial attacks, we perform
fine-tuning on different numbers of examples from the forget
set after unlearning. For each method and each number of
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Algorithm 1: Adaptive Localized Memory Perturbation Un-
learning (ALMPU)

Require: Model θ, forget data Dforget, retain data Dretain

Ensure: Unlearned model θ∗ with adversarial perturbations
{δl,h}

1: Phase 1: Adaptive Attention Head Selection
2: Initialize scaling factors Al

i ∼ N (0, σA) for each atten-
tion head (l, i)

3: for each training step in head selection do
4: Forward pass with scaled attention:

z
(l,i)
t ← (1 +Al

i)⊙ z
(l,i)
t

5: Compute selection loss:
Lselection = LCE + λ

∑
l,i ∥Al

i∥1
6: Update scaling factors:

Al
i ← Al

i − α∇Al
i
Lselection

7: end for
8: Select top-K heads: S = {(l, i) : ∥Al

i∥2intop−K}
9: Phase 2: Alternating Memory Preservation Training

10: Initialize perturbations: δl,h ∼ N (0, σ2
advI) for (l, h) ∈

S
11: Create frozen reference model: θref ← θ
12: for each training epoch do
13: for each batch (xf , xr) from (Dforget, Dretain) do
14: Stage 1:

Compute Llayer = λrmu∥aℓ(xf ) − c∥22 +

λretain∥aℓ(xr)− afrozenℓ (xr)∥22
15: Update model parameters: θ ← θ − ηθ∇θLlayer

16: Stage 2:
Apply perturbations h̃l,h = hl,h + δl,h
Compute Lhead = λmemoryMSE(pθ, pθref ) +

λreg

∑
∥δl,h∥22

17: Update perturbations: δl,h ← δl,h − ηδ∇δl,hLhead

18: end for
19: end for
20: return Unlearned model θ∗

fine-tuning samples, we measure the unlearning effect (UE),
defined as:

UE = 100%− accuracy on Dforget (10)

A higher UE indicates more successful unlearning. The
baseline UE for the original model without any unlearning
is 35.4%.

Main Results
Robustness Against Fine-tuning Attacks Table 1
presents the unlearning effect (UE) of different methods
before and after fine-tuning on varying numbers of examples
from the forget set.

The results show that our ALMPU method significantly
outperforms all baselines in terms of robustness against fine-
tuning attacks. Because GA is a more aggressive strategy, it
achieves the highest initial unlearning effect. However, the
robustness against fine-tuning attacks varies across methods.
RMU rapidly deteriorates to 51.6% after fine-tuning on just
10 samples. DPO shows similar vulnerability, dropping to
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Figure 3: Robustness comparison of different unlearning
methods against fine-tuning attacks on WMDP-Bio

45.5% after 10 samples of fine-tuning. NPO demonstrates
better robustness than RMU and DPO but still shows sig-
nificant degradation after fine-tuning with 10 samples. GA
shows rather poor robustness, dropping to 39.2% after 10
samples. Our GA-MP, which incorporates memory perturba-
tion with gradient ascent, shows improved robustness. Most
importantly, our ALMPU method demonstrates better ro-
bustness, maintaining 70.9% UE after 5 samples and 66.7%
after 10 samples, showing minimal degradation compared
to the initial unlearning effect. While ALMPU starts with a
moderate initial effectiveness (70.1%), it maintains excep-
tional stability throughout the fine-tuning attack scenarios,
outperforming all baseline methods in terms of robustness.

Our results show that RMU demonstrate stronger re-
sistance to fine-tuning attacks compared to the original
adversarial safety paper (Łucki et al. 2024), which can
be attributed to differences in experimental methodology.
The original evaluation used a partially disclosed multiple-
choice dataset (wmdp-bio-dataset mc) for robustness test-
ing, while our evaluation employs the publicly available
WMDP-Bio corpus (wmdp-bio-corpora) for fine-tuning at-
tacks. This choice ensures both accessibility and data format
consistency, as the original approach involved training on
LLM-summarized multiple-choice datasets that differ from
RMU’s original corpora training. Our corpus-based evalua-
tion provides a fair comparison framework where all meth-
ods use the same data format as they were trained.

Attention Head Sensitivity Analysis To better under-
stand how our adaptive attention head selection mechanism
identifies the most sensitive components for harmful knowl-
edge processing, we visualize the learned scaling factors
across all attention heads in the Zephyr-7B model. Figure
4 presents a heatmap of attention head sensitivity scores,
where each cell represents the L2 norm of the learned scal-
ing factors ∥Al

i∥2 for head i at layer l after normalization.
We observe that sensitivity is not uniformly distributed

across layers, with certain layers (particularly layers 5-9)
showing concentrated areas of high sensitivity which is sup-
ported by the results of other work(Huu-Tien et al. 2024).
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Method 0 sample 5 samples 10 samples 15 samples 20 samples 30 samples 40 samples 50 samples
RMU 70.9 59.2 51.6 37.6 38.2 37.9 36.5 36.1
NPO 70.0 52.5 47.0 42.5 40.0 38.5 37.2 36.0
DPO 71.5 54.2 45.5 43.8 42.0 40.5 39.2 38.0
GA 72.1 46.5 39.2 39.1 38.3 37.5 36.5 36.4
GA-MP 68.4 55.3 47.0 42.8 40.5 39.9 37.8 37.4
ALMPU 70.1 70.9 66.7 61.4 54.6 52.7 44.5 42.2

Table 1: Robustness evaluation of unlearning methods against fine-tuning attacks on WMDP-Bio
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Figure 4: Attention head sensitivity score heatmap. Darker
red colors indicate higher sensitivity scores.

This suggests that harmful knowledge processing is local-
ized to specific computational stages within the transformer
architecture. Notably, we identify several attention heads
with particularly high sensitivity scores. These heads rep-
resent the most critical components for harmful knowl-
edge processing and are prioritized in our top-K selection
for targeted intervention. The sparse distribution of high-
sensitivity heads validates our approach of selective inter-
vention rather than uniform modifications across all atten-
tion components.

This analysis provides empirical evidence for the effec-
tiveness of our adaptive selection mechanism in identify-
ing genuinely important components for unlearning. The
clear localization patterns also suggest that our method suc-
cessfully captures the mechanistic structure of how harmful
knowledge is represented and processed within large lan-
guage models.

Logits Lens Analysis To examine how unlearning meth-
ods affect internal model representations, we conduct a log-
its lens analysis across all 32 transformer blocks by evaluat-
ing WMDP-Bio accuracy at each intermediate layer, where
lower values indicate better unlearning effectiveness. The
vanilla baseline exhibits consistently high accuracy with
a notable spike in blocks 17-22. NPO and DPO demon-
strate partial suppression, maintaining accuracy around 0.3-
0.4 in early blocks but showing elevated accuracy in the
knowledge-rich region. RMU demonstrates more effective
suppression, maintaining accuracy close to random chance
throughout most blocks with only modest elevation in crit-
ical regions. Our ALMPU method achieves similar per-
formance to RMU, maintaining accuracy consistently near

random chance across all transformer blocks. The close
alignment between ALMPU and RMU validates that both
representation-based methods effectively suppress harmful
representations.

Wikitext results To further evaluate the robustness of dif-
ferent unlearning methods, we conduct fine-tuning experi-
ments using the Wiki-text dataset, which contains general
knowledge unrelated to the harmful content being unlearned.
This experiment simulates realistic attack scenarios where
adversaries use benign, publicly available data to compro-
mise unlearning effectiveness. Table 2 presents the unlearn-
ing effect (UE) after fine-tuning with different amounts of
Wiki-text data.

Method 10 50 100 200 500
RMU 70.1 69.2 70.0 69.2 68.5
NPO 58.2 49.2 42.6 40.3 39.8
ALMPU 69.5 69.3 69.2 68.6 68.1

Table 2: Unlearning effect on Wiki-text dataset across dif-
ferent size of fine-tuning samples

The results reveal significant differences in robustness
across unlearning methods when faced with unrelated data
fine-tuning. present in Wiki-text training.

NPO shows vulnerability to this type of attack, with un-
learning effectiveness degrading dramatically as fine-tuning
samples increase. The drop from 58.2% to 39.8% repre-
sents a 32% relative decrease in effectiveness, indicating
that NPO’s probability-based optimization is highly suscep-
tible to being reversed by exposure to natural language data.
This vulnerability stems from NPO’s reliance on preference
learning objectives that can be easily overwhelmed by stan-
dard language modeling losses during fine-tuning.

RMU demonstrates strong robustness, maintaining con-
sistently high unlearning effectiveness (68.5-70.1%) across
all fine-tuning intensities. This stability suggests that RMU’s
representation-based approach creates modifications that are
relatively resistant to being overwritten by general language
modeling objectives. Our ALMPU method demonstrates
similar robustness compared to RMU, maintaining unlearn-
ing effectiveness between 68.1% and 69.9% across all con-
ditions.

Ablation Studies
Impact of Attention Head Selection We investigate the
effectiveness of our adaptive attention head selection mecha-
nism by comparing different head selection strategies. Table
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3 presents the results with random head selection at differ-
ent percentages, full head selection, and our adaptive scaling
factor approach. All attention heads are from the same layer
as RMU chooses.

Strategy 0 sample 25 samples 50 samples
Ours 70.1 53.4 42.2
Random 25% 69.2 45.1 38.2
Random 50% 67.8 48.9 40.1
Random 75% 64.3 52.2 40.3
Full 63.9 54.8 43.1

Table 3: Comparison of different attention head selection
strategies’ influences on UE.

The results demonstrate the importance of strategic at-
tention head selection in our adaptive mechanism. Random
25% head selection shows limited performance. As we in-
crease the percentage of randomly selected heads, we ob-
serve mixed results: Random 50% achieves moderate perfor-
mance with 67.8% initial effectiveness, while Random 75%
shows improved robustness at 25 samples but reduced ini-
tial effectiveness. Full head selection strategy demonstrates
strong robustness, achieving the best performance at 25 and
50 samples, but suffers from reduced initial unlearning ef-
fectiveness. This suggests that while broader coverage pro-
vides robustness benefits, it may interfere with the initial
unlearning process. Our adaptive scaling factor approach
achieves the optimal balance, maintaining the highest initial
unlearning effect while demonstrating competitive robust-
ness performance.

The location-based ablation study further validates our se-
lective perturbation strategy. Among fixed layer approaches,
Late Layers achieve the highest initial unlearning effect
but show poor robustness after 25 samples. Middle Lay-
ers demonstrate more balanced performance and better ro-
bustness. Early Layers show the most consistent but overall

Location 0 sample 25 samples 50 samples
Early layers 65.1 47.2 37.8
Mid layers 68.2 49.8 39.2
Late layers 69.4 41.5 36.4
All layers 64.5 50.8 41.1
Ours 70.1 53.4 42.2

Table 4: Comparison of memory preservation perturbation
locations

weaker performance across all metrics.The All Layers ap-
proach, while providing reasonable robustness, suffers from
reduced initial effectiveness, confirming that uniform pertur-
bation introduces unnecessary interference. Our adaptive ap-
proach consistently outperforms all fixed strategies, achiev-
ing the highest initial unlearning effect and maintaining su-
perior robustness. This validates our hypothesis that harm-
ful knowledge processing is concentrated in specific compu-
tational components rather than uniformly distributed, and
that precise targeting of these sensitive locations through our
adaptive mechanism yields optimal results.

Conclusion
In this paper, we introduced ALMPU (Adaptive Localized
Memory Perturbation Unlearning), a novel approach to ma-
chine unlearning that addresses the limitations of existing
methods through adaptive knowledge guidance and mem-
ory perturbation mechanisms. Our method introduces two
key innovations: an adaptive attention head selection mecha-
nism that identifies the most sensitive components for harm-
ful knowledge processing through learnable scaling factors,
and a memory perturbation defense that makes inherently
resistant to relearning attempts. Experimental results on the
WMDP benchmark demonstrate that ALMPU outperforms
existing methods in terms of fine-tuning attack robustness.
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