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Abstract

Traditional Intrusion Detection Systems (IDS) are typically
trained in specific network environments, and their perfor-
mance often degrades significantly when deployed in new en-
vironments with different attack categories. To address this
challenge, we propose and define the task of cross-dataset in-
trusion detection and design a novel multimodal contrastive
learning framework named TriFusion-IDS. This framework
represents network traffic from three complementary dimen-
sions: a graph view to capture structural communication pat-
terns, a tabular view to model statistical features, and a tex-
tual view to define the semantics of attacks. TriFusion-IDS
fuses the graph and tabular representations and aligns them
with textual descriptions in a shared embedding space us-
ing a CLIP-style contrastive loss function. This semantics-
based alignment mechanism enables the model to overcome
the effects of zero-shot categories and thus generalize to new
network environments. Our extensive experiments on sev-
eral mainstream datasets demonstrate that this method sig-
nificantly outperforms existing baselines in cross-dataset in-
trusion detection scenarios.

Introduction

Intrusion Detection Systems (IDS) play a pivotal role in
defending computer networks against malicious activities
such as denial-of-service (DoS) attacks, brute-force intru-
sions, and data exfiltration (Talukder et al. 2024). As cyber-
attacks grow in scale and sophistication, IDS have become
indispensable for maintaining the integrity, availability, and
confidentiality of digital infrastructures (Uddin et al. 2025).
With the widespread adoption of large-scale and dynamic
network infrastructures—such as IoT systems, cloud com-
puting platforms, and 5G-enabled environments—the need
for intelligent, adaptive, and robust intrusion detection sys-
tems has become increasingly critical to ensure comprehen-
sive network security (Schmitt 2023).

With the rapid development of Graph Neural Networks
(GNNs) (Kipf 2016; Jing, Hong, and Tao 2024; Yu et al.
2024), graph-based IDS have also achieved continuous
progress. Despite recent advancements, traditional IDS ap-
proaches face a fundamental challenge when deployed in
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Figure 1: Traditional IDS is trained only on labeled traffic
from a source domain, yet fails to recognize the novel attack
Novel-X when deployed in an unlabeled target domain. Our
proposed TriFusion-IDS aligns novel target attack categories
with natural-language descriptions, enabling accurate cross-
dataset intrusion detection.
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real-world scenarios: the zero-shot generalization problem
(Sarhan et al. 2023). Existing models typically require a
large number of labeled examples from the target deploy-
ment environment to maintain performance. However, col-
lecting and annotating network traffic data is labor-intensive,
privacy-sensitive, and often infeasible in dynamic or adver-
sarial settings (Rao and Mane 2021). More critically, mod-
ern attackers constantly invent novel strategies that may not
be represented in the training data, making it impractical to
anticipate every threat beforehand.

In this paper, we introduce the task of cross-dataset intru-
sion detection, which aims to detect unseen attack types in a
target network dataset without relying on any labeled exam-
ples from that dataset. Instead of assuming access to labeled
target-domain traffic, we assume that each attack class is ac-



companied by a natural language description capturing its
characteristics, underlying mechanisms, or behavioral sig-
natures. The model is trained on a source dataset with both
traffic samples and class definitions, and at test time, it must
infer the correct attack type for previously unseen traffic in-
stances in the target dataset by aligning them with the se-
mantic descriptions of novel classes. By leveraging such tex-
tual definitions, the model is enabled to perform effective
anomaly-based intrusion detection across different datasets
and previously unseen attack types.

To address this task, we propose TriFusion-ID, a novel
contrastive learning framework that aligns multimodal rep-
resentations of network traffic and attack definitions in a
shared embedding space. Our key insight is that traffic sam-
ples can be represented from three complementary perspec-
tives: (1) a graph view, capturing structural communica-
tion patterns through per-sample traffic graphs; (2) a tabu-
lar view, modeling statistical features such as flow duration,
packet counts, and protocol types; and (3) a textual view, re-
flecting semantic descriptions of attack classes. We encode
the graph and tabular features through separate neural en-
coders and project their fused representation into a joint la-
tent space. Simultaneously, a pretrained Transformer-based
text encoder maps the class definitions into the same space.
The model is trained via a CLIP-style contrastive loss to
align traffic instances with their corresponding textual def-
initions, enabling semantic generalization to unseen classes
in the target domain.

Our contributions can be summarized as follows:

* We formally define the task of cross-dataset intrusion de-
tection, a realistic and practically important setting where
the model must detect novel attack types in unseen net-
work environments using only their textual definitions.

We propose TriFusion-ID, a novel three-stream con-
trastive learning architecture that integrates graph-based
structural patterns, tabular traffic features, and seman-
tic class descriptions into a unified embedding space. To
the best of our knowledge, this is the first work that in-
troduces a CLIP-style contrastive alignment mechanism
for aligning traffic behavior with natural language attack
definitions, enabling semantic generalization without la-
beled target samples.

We conduct comprehensive experiments on two widely-
used intrusion detection datasets, NF-UNSW-NB15 and
NF-CSE-CIC-IDS2018, demonstrating that our approach
significantly outperforms strong baselines in the cross-
dataset settings.

Related Work
Graph-based Intrusion Detection

Modern intrusion detection systems (IDS) have evolved
from classical signature- and anomaly-based approaches to
leveraging deep learning, particularly graph neural networks
(GNNs) (Lo et al. 2021; Jing et al. 2023), to model complex
traffic behavior (Zhong et al. 2024). Recent research demon-
strates that representing traffic as communication graphs
(nodes as IPs/ports and edges as session flows) benefits de-
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tection by encoding structural and relational patterns be-
yond traditional tabular features (Tran and Park 2024). Re-
cent works capture topological and edge-level features for
IDS scenarios, such as E-GraphSAGE (Lo et al. 2021) and
Anomal-E (Caville et al. 2022). However, these graph-based
approaches typically remain supervised, relying on labeled
data in both source and target domains, and thus struggle
with generalizing to unseen attack types in new environ-
ments.

Multimodal Contrastive Learning

Contrastive learning frameworks like CLIP have revolution-
ized multimodal alignment, training visual and textual en-
coders in a shared embedding space using the InfoNCE loss
(Radford et al. 2021). Contrastive learning has inspired a
lot of work in the field of graph learning (Yu and Yu 2025;
Liu, Yu, and Luo 2025). GraphCLIP (Zhu et al. 2025) fur-
ther extends this paradigm by aligning graph-structured data
with textual information in general settings. However, there
is a lack of frameworks that bring this CLIP-style alignment
into network security, particularly combining traffic graphs,
tabular flow features, and textual attack definitions. Our
TriFusion-ID is, to our knowledge, the first effort in IDS to
build such a three-way cross-modal contrastive framework,
enabling detection of unseen attacks via semantic matching
with class definitions.

Problem Definition

We aim to address the task of Cross-Dataset Zero-Shot In-
trusion Detection. The task assumes a source domain dataset
Ds = {(«F,y%)}Ns. Here, each network traffic sample
xf is specifically defined as a composite structure, con-
taining both graph-structured information that describes the
communication relationships between source and destina-
tion endpoints, and a feature vector summarizing statistical
traffic behavior. Each sample is associated with a label y;’
from the set of seen classes, Y, and a corresponding text de-
scription. In the more challenging testing phase, the model
must process a target domain dataset, D, where the ground-
truth labels of its samples may belong either to the known set
Ys or to a new set of unseen classes, Yy, which never ap-
peared during training. By definition, these two class sets are

mutually exclusive, i.e., Y N Yy = 0.

Our objective is to learn a unified prediction function f
that takes a target domain traffic sample 27 —composed of
its graph structure and feature vector—and the set of all pos-
sible class descriptions, T's U Ty, as input. From these, it
must predict the most probable class label § € Yg U Yy .
This requires the model not only to recognize previously
learned attacks but also to possess strong generalization ca-
pabilities, enabling it to identify and distinguish novel at-
tack types solely by aligning traffic behavior with semantic
descriptions, thereby effectively addressing emerging real-
world threats.
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Figure 2: Overview of the proposed TriFusion-IDS framework.

Method
Framework Overview

Our core hypothesis is that a robust intrusion detection
model should be able to understand the intrinsic consistency
between the structural behavior (graph), statistical features
(tabular), and semantic essence (text) of network traffic. The
TriFusion-IDS framework is founded on this idea, align-
ing these three modalities into a unified embedding space
through multimodal contrastive learning. The framework
consists of three parallel encoder branches (fg, frap, fT), @
fusion module for integrating traffic information, and a con-
trastive learning head to drive the model’s learning process.

As shown in Figure 2, the entire learning process is di-
vided into the following two stages. The first stage is multi-
modal representation learning. On the source domain Dg,
we train the model to learn an aligned multimodal embed-
ding space using our proposed contrastive learning objec-
tive. In this space, the representation of a traffic sample is
semantically close to the representation of its correspond-
ing attack’s text description. The second stage is cross-
Dataset inference. On the target domain Dp, we freeze the
trained model. By calculating the similarity between an un-
known traffic sample and a pre-defined “normal center”” and
“anomaly center,” we perform binary classification directly
to determine if it is anomalous traffic.

Multimodal Feature Encoding

Graph Structural Encoding To capture the complex con-
textual relationships between traffic flows, we construct a
global Flow-Relation Graph G = (V,E) for the entire
dataset, rather than modeling each flow sample individually.
In this graph, each vertex v; € V represents an individual
network flow, and an edge (v;,v;) € E is added if two dis-
tinct flows, v; and v;, share key network entities (e.g., they
have the same source or destination IP address).

On this global graph, we employ GraphSAGE (Hamilton
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et al. 2017) as the graph encoder f. GraphSAGE iteratively
updates a node’s representation by first aggregating informa-
tion from its neighbors and then combining it with the node’s
own representation. At layer k, for each node v;, we first ag-
gregate the representations of its neighbors A (v;) from the
previous layer:

o) = AGG ({hgf—l),vu € N(Ui)}) (1)

where AGG is an aggregation function (e.g., mean, max, or

LSTM). Next, the node’s new representation hg,’f) is updated
with the ag-

by combining its previous representation hq(jf*l)
) e

gregated neighborhood vector ag,]f):
where T (%) is a learnable weight matrix. After K iterations,
(K)

hg’f) =0 (W(k) - Concat (hgf_l), a
we take the output of the final layer, A,
ture 2%, for the traffic sample.

To enhance model robustness and prevent overfitting, we
follow the idea from GraphCLIP (Zhu et al. 2025) and in-
troduce minor perturbations to the graph to create an aug-
mented view. Consequently, for any node v; in the graph,
we use GraphSAGE to extract its context-aware embeddings
from both the original and the perturbed graphs. This gener-
ates two graph features for each traffic sample ¢: the original
graph feature zémg representing the original structure, and

(k

Vi

, as the graph fea-

the perturbed graph feature Ze,perturb from the augmented
view.

Tabular Feature Encoding FEach traffic sample ¢ is also
associated with a d-dimensional tabular feature vector F; €
R?, which includes statistical information such as flow du-
ration and packet size. We use a Multi-Layer Perceptron
(MLP) as the tabular encoder fr.5, which maps the high-
dimensional raw features into a compact and informative
low-dimensional representation:

Zrap = MLP(F)) 3)



Textual Semantic Encoding To ensure that the textual
representations not only contain attack definitions but also
guide the model to learn the fundamental differences be-
tween “normal” and “abnormal,” we design structured
prompts for each attack class ¢, as its text input f.
These prompts explicitly emphasize the nature of the traf-
fic, preparing the model for the subsequent cross-dataset
anomaly detection task. For example:

* Benign: "This is normal network traffic
with no malicious activity detected."

¢ DoS:
characterized as a DoS attack, ...

"This is abnormal network traffic
"w

We use a pre-trained BERT model as the text encoder fr.
To obtain a more comprehensive representation of the en-
tire prompt’s semantics, we apply Mean Pooling to the last
hidden state vectors of all tokens from BERT’s output. The
resulting pooled vector serves as the semantic embedding
zr for the attack class, rich with contextual and contrastive
information:

zr = Mean-Pooling(BERT (%)) 4)

Cross-Modal Fusion and Contrastive Learning

Traffic Feature Fusion To gain a comprehensive under-
standing of network traffic, we must fuse its structural and
statistical information. For each sample ¢, we concatenate
the two structural embeddings from the graph encoder (orig-
inal and perturbed) with the tabular feature embedding, re-
spectively, to form two unified traffic representations:

&)
(©)

Contrastive Alignment To enable comparison between
representations from different modalities in the same space,
we first pass the two fused traffic representations and the
text representation through separate, independent non-linear
projection heads. This maps them into the final contrastive
space, yielding the original traffic embedding eaffic orig, the
perturbed traffic embedding eafsic perturb, and the text embed-
ding ewx. Next, we construct our training objective based
on the InfoNCE contrastive loss function. We calculate the
contrastive loss for the original and perturbed features sepa-
rately. In a mini-batch of size N, for an original traffic em-
bedding e; orig and its matching text description e;, the loss
is:

Ztraffic,orig — COHCHt(ZG,OH-g, ZTab)

% _ i %
Ztrafﬁc,perturb - Concat(zG,perlurb7 ZTab)

exp(sim(e; orig, €5)/7)
Zgzl exp(sim(e; orig, €k)/T)

Similarly, for the perturbed embedding e; perturb, the loss is:

—log

(N

ACorig =

eXp(Sim(ei,perlurb7 €j)/7)

N ;
Ek:l exp(SIm(ei,penurb7 er)/T)

®)

Eperturb = -
The final total loss is a weighted sum of these two losses,
balanced by a hyperparameter \:

ECL = )\Eorig + (1 - A)Eperturb (9)
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Cross-Dataset Inference and Anomaly Detection

After the model is trained, we leverage the aligned embed-
ding space for zero-shot anomaly detection. The core idea of
this stage is to transform the multi-class classification prob-
lem into a binary judgment: whether a given traffic flow is
“normal” or “anomalous.”

First, we pre-compute the text embeddings for all candi-
date attack classes (including both Yg and Y7/), denoted as
{eF }e.evsuys, .- We then construct a generalized anomaly
center Capomaly by taking the mean of these attack embed-

dings:

Ck E;JYU

This anomaly center semantically represents the common
characteristics of all known and unknown attacks. Concur-
rently, we use the text embedding of the "Benign” class di-
rectly as the normal center chormal-

For an unseen test sample 27 from the target domain,
we first compute its traffic embedding el ;. (using only the
original graph features during inference). The final decision
is made by comparing the similarity of this traffic embed-
ding to the two centers:

-
(an

where ¢ = 1 means anomaly, and § = 0 means normal. This
process cleverly transforms the task of specific attack iden-
tification into a measurement of a flow’s “anomalousness,”
significantly enhancing the model’s generalization ability
and robustness when facing entirely unknown attacks.

1

anomaly — 10
C, ly |YS U YU| ( )

k
etext

. . T . T
1, if SIm(etrafﬁm Canomaly) > S]m(etrafﬁm Cnormal)
0, otherwise

Experiments
Experimental Settings

Datasets In our experiments, we utilize the enhanced Net-
Flow v2 version (Sarhan, Layeghy, and Portmann 2022)
of three network flow datasets from recent research, which
are notable for their diversity of modern attacks and accu-
rate modeling of real-world network traffic (Caville et al.
2022). The datasets are UNSW-NB15 (Moustafa and Slay
2015), ToN-IoT (Koroniotis et al. 2019), CSE-CIC-IDS2018
(Sharafaldin, Lashkari, and Ghorbani 2018).

To simulate a realistic scenario, we conduct a rigorous
cross-dataset training and evaluation protocol. Our strategy
is to train on one dataset and then test separately on the other
two. For instance, after a model is trained on NF-UNSW-
NB15-v2 (whose attack classes are considered the seen
classes Yg), we perform two independent sets of tests: one
on the NF-ToN-IoT-v2 dataset and another on the NF-CSE-
CIC-IDS2018-v2 dataset. In both testing scenarios, the test
set comprises samples from Yg as well as the native attacks
from the target test set (i.e., the unseen classes Y7;). This ap-
proach allows us to systematically evaluate the model’s gen-
eralization capabilities across different target environments.

Baselines To comprehensively evaluate our proposed
TriFusion-IDS, we compare it against a wide range of rep-
resentative baselines across four categories. All supervised



UNSW-NB15 — ToN-IoT UNSW-NB15 — CSE-CIC-IDS

Method 10% 100% 10% 100%
Acc F1 Acc F1 Acc F1 Acc F1

& GCN (Kipf 2016) 35.50 26.20 | 36.69 27.17 | 9439 87.22 | 9556 88.66
® GIN (Xu et al. 2018) 35.62  26.61 3458 26.07 | 87.23 58.73 | 8693 58.52
& GAT (Veli¢kovié et al. 2017) 4742 4445 | 4994 4696 | 91.20 71.10 | 93.98 73.60
& GraphSAGE (Hamilton et al. 2017) | 36.18  27.09 | 36.63 27.39 | 91.39 88.34 | 91.65 88.75
& MLP 43.62 39.46 | 4247 38.14 | 93.07 8424 | 92.17 83.22
& TabNet (Arik and Pfister 2021) 64.10 46.52 | 63.83 46.19 | 88.77 62.27 | 89.13 62.46
Q E-GraphSAGE (Lo et al. 2021) 4194 36.81 | 4438 38.51 | 87.43 52.18 | 89.22 54.26
Q Anomal-E (Caville et al. 2022) 64.10 41.02 | 62.10 3944 | 8796 50.25 | 86.10 48.88
¢ GraphCLIP (Zhu et al. 2025) 54.03 5380 | 5222 51.61 | 89.28 73.78 | 87.87 72.02
Ours 65.37 59.82 | 6395 5793 | 96.75 91.74 | 95.72 90.39

Table 1: Comparison with state-of-the-arts on UNSW-NB15 dataset (%). # indicates graph-based method, & indicates tabular-
based method, © indicates specialized NIDS method, <) indicates graph contrastive learning method.

ToN-IoT — UNSW-NB15 ToN-IoT — CSE-CIC-IDS
Method 10% 100% 10% 100%
Acc F1 Acc F1 Acc F1 Acc F1

& GCN (Kipf 2016) 86.18 5790 | 87.80 59.27 | 8553 72.82 | 87.15 73.81
® GIN (Xu et al. 2018) 83.87 45.82 | 83.24 4453 | 68.58 60.41 | 67.69 60.02
& GAT (Veli¢kovié et al. 2017) 66.95 40.19 | 67.64 40.62 | 51.09 41.63 | 51.79 4224
® GraphSAGE (Hamilton et al. 2017) | 62.15 43.13 | 63.28 44.12 | 7597 6130 | 76.34 61.87
& MLP 62.35 45.08 | 63.69 47.30 | 53.06 4833 | 54.82 49.79
& TabNet (Arik and Pfister 2021) 90.20 60.30 | 9297 6291 88.99 69.35 | 91.81 71.63
Q E-GraphSAGE (Lo et al. 2021) 50.62 3456 | 5194 3589 | 89.19 63.62 | 89.72 64.23
Q Anomal-E (Caville et al. 2022) 91.24 60.68 | 88.46 5843 | 89.96 7898 | 87.38 76.92
{ GraphCLIP (Zhu et al. 2025) 9495 5624 | 9450 5572 | 86.60 74.03 | 86.12 73.18
Ours 96.04 62.58 | 93.71 5998 | 96.09 89.60 | 93.97 87.82

Table 2: Comparison with state-of-the-arts on ToN-IoT dataset (%). # indicates graph-based method, & indicates tabular-based
method, O indicates specialized NIDS method, < indicates graph contrastive learning method.

baselines are trained conventionally and are evaluated on
their ability to detect anomalies in the cross-dataset setting.

* Graph-based Methods: To assess the efficacy of us-
ing graph structure alone, we include prominent Graph
Neural Networks (GNNs): GCN (Kipf 2016), GAT
(Velickovi¢ et al. 2017), GIN (Xu et al. 2018), and
GraphSAGE (Hamilton et al. 2017).

¢ Tabular-based Methods: Representing approaches that
rely solely on statistical flow features, we compare
against: MLP and TabNet (Arik and Pfister 2021).

* Specialized NIDS Methods: We include two advanced
graph-based models designed specifically for network in-
trusion and anomaly detection: E-GraphSAGE (Lo et al.
2021) and Anomal-E (Caville et al. 2022).

* Graph Contrastive Learning Methods: As our most criti-
cal baseline, we implement GraphCLIP (Zhu et al. 2025),
which directly aligns graph-level representations with
textual attack descriptions via contrastive learning. This
method shares our zero-shot learning paradigm but omits
tabular features.
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Implementation Details

Our experiments were conducted on a server equipped with
an NVIDIA GeForce RTX 4090 GPU (24GB VRAM), run-
ning the Ubuntu 22.04 operating system. The model was im-
plemented based on the PyTorch framework built using Py-
Torch Geometric (PyG) library. During the training process,
we used the Adam optimizer with an initial learning rate
set to 1e-3. To comprehensively evaluate the model’s gener-
alization capability, we utilized three mainstream datasets:
UNSW-NBI15, ToN-IoT, and CSE-CIC-IDS. We performed
pairwise cross-dataset testing among these three datasets,
which involved training the model on one dataset and then
testing it separately on the other two, resulting in a total of 6
independent experimental scenarios.

Comparison with State-of-arts

To comprehensively validate the effectiveness of our pro-
posed TriFusion-IDS framework, we conducted a system-
atic comparison against a series of representative baseline
methods. These baselines include graph-only, tabular-only,
and advanced models specifically designed for network in-



CSE-CIC-IDS — UNSW-NB15 CSE-CIC-IDS — ToN-IoT
Method 10% 100% 10% 100%

Acc F1 Acc F1 Acc F1 Acc F1
& GCN (Kipf 2016) 80.23 4539 | 80.11 44.82 | 5594 5539 | 5546 54.71
® GIN (Xu et al. 2018) 79.05 53.13 | 81.24 5620 | 55.09 5499 | 58.12 58.08
& GAT (Veli¢kovié et al. 2017) 9436 63.27 | 9420 63.13 | 63.20 63.19 | 62.71 62.53
& GraphSAGE (Hamilton et al. 2017) | 92.35 62.94 | 9227 63.21 | 63.15 63.14 | 62.87 6342
& MLP 7471 51.16 | 7232 4895 | 63.61 63.59 | 61.26 61.61
& TabNet (Arik and Pfister 2021) 9593 56.23 | 98.72 58.19 | 6454 64.53 | 67.11 66.78
Q E-GraphSAGE (Lo et al. 2021) 85.61 48.09 | 85.04 46.99 | 53.94 53.53 | 53.46 52.62
Q Anomal-E (Caville et al. 2022) 92.81 62.87 | 9148 6144 | 6420 6391 62.49 61.65
¢ GraphCLIP (Zhu et al. 2025) 9099 61.27 | 9252 6279 | 50.25 49.06 | 51.25 50.35
Ours 96.02 64.68 | 93.80 63.32 | 66.65 64.86 | 64.82 63.21

Table 3: Comparison with state-of-the-arts on CSE-CIC-IDS dataset (%). # indicates graph-based method, & indicates tabular-
based method, © indicates specialized NIDS method, <) indicates graph contrastive learning method.

Inference Strategy IDS — NB15 IDS = IoT
Acc F1 Acc F1
w/o Graph Module 94.34 62.63 | 55.17 5195
w/o Tabular Module | 95.23 53.25 | 53.59 52.61
w/o Perturbation 94.87 61.14 | 48.85 49.57
w/o Prompting 93.23 51.03 | 4749 46.04
TriFusion-IDS 96.02 64.68 | 66.65 64.86

Table 4: Ablation study results. The best performance is em-
phasized in bold.

trusion detection. All methods were evaluated under six dif-
ferent cross-dataset (train — test) scenarios, with detailed
performance results recorded in Table 1, 2, 3. It can be ob-
served as the followings.

(1) Experimental results show that our TriFusion-IDS
model consistently outperformed all baseline methods
across all key metrics in all six cross-dataset testing scenar-
i0s. This demonstrates the model’s excellent generalization
and robustness in cross-domain intrusion detection, with its
significant Macro F1 advantage indicating higher reliability
in handling imbalanced data, especially for unseen attacks.

(2) In contrast, graph-based baselines, including general
GNNs (like GCN, GAT) and specialized anomaly detection
models, showed severe generalization limits in cross-dataset
scenarios, with accuracy dropping as low as 35.50% in some
tests. This is fundamentally due to their reliance on tradi-
tional supervised learning, which depends heavily on attack
labels seen during training and thus fails to handle the zero-
shot challenge in new environments.

(3) Similarly, tabular methods relying solely on flow
statistics (e.g., MLP, TabNet) also hit a performance bottle-
neck. For instance, TabNet’s high accuracy (64.10%) con-
trasted sharply with its low Macro F1 (46.52%), exposing
its failure to balancedly identify all attacks, especially un-
seen ones. This confirms statistical patterns alone are insuf-
ficient to capture the complex nature of attacks; lacking a
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deep understanding of traffic structure and attack semantics,
these models cannot achieve robust generalization.

Ablation Study

We conducted a series of ablation studies to validate the ne-
cessity of each key component in our TriFusion-IDS frame-
work, with results presented in Table 4. The experiments
confirm that the complete model achieves the best perfor-
mance and that removing any component degrades perfor-
mance. This demonstrates that our multimodal fusion, graph
perturbation, and semantic alignment strategies each make
an indispensable contribution to the final result.

The importance of multimodal fusion was evident. Re-
moving the Graph Module (w/o Graph Module) caused a
significant accuracy drop from 66.65% to 55.17% in the
CSE — ToN-IoT scenario, highlighting the criticality of
structural patterns. Similarly, removing the Tabular Module
(w/o Tabular Module) led to a sharp decline in the Macro F1
score from 64.68% to 53.25% in the CSE — UNSW-NBI15
test, proving that graph and tabular features provide essen-
tial, complementary information.

The contributions of our key strategies were also clear.
Removing graph perturbation (w/o Perturbation) severely
impacted generalization, with accuracy plummeting to
48.85% in the CSE — ToN-IoT test. Furthermore, removing
text prompting (w/o Prompting) caused a substantial drop in
the Macro F1 score to 51.03% in the CSE — UNSW-NB15
scenario, validating our core hypothesis that aligning traffic
with semantic descriptions is crucial for zero-shot detection.

Impact of Center Strategy

To validate the effectiveness of our inference strategy, we
compared three different zero-shot inference strategies, with
the results presented in Table 5. The data clearly demon-
strates that our proposed Anomaly Center strategy signif-
icantly outperforms the other methods across all cross-
dataset scenarios. For instance, in the CSE-CIC-IDS —
UNSW-NBI15 scenario, our method achieves an accuracy
of 96.02% and a Macro F1 score of 64.68%, comprehen-
sively surpassing both Multi-Class Similarity and Single



Inference Strate IDS — NBI15 IDS — IoT
&1 Acc  Fl | Acc  FI
Multi-Class 91.03 59.68 | 46.66 4590
Single Prompt 93.01 6298 | 5426 53.27
Anomaly Center | 96.02 64.68 | 66.65 64.86

Table 5: Impact of different center strategies. The best per-
formance is emphasized in bold.

Anomaly Prompt approaches. This advantage is even more
pronounced in the more challenging CSE-CIC-IDS — ToN-
IoT scenario, where our method’s accuracy leads the next
best by over 12 percentage points. This superiority stems
from the fact that the Anomaly Center, by averaging the se-
mantic descriptions of all attacks, constructs a generalized
and robust concept of abnormality.” This allows the model
to determine a flow’s semantic distance from the abstract
concepts of “normal” and “abnormal” rather than relying on
a fragile match with a specific attack description. In contrast,
the Multi-Class Similarity method underperforms due to its
over-reliance on exact matching, while the Single Anomaly
Prompt, though more general, is limited by its impoverished
semantic information. Therefore, the experiment confirms
that transforming the multi-class task into a binary anomaly
judgment based on a generalized semantic center is key to
improving the model’s cross-dataset detection capabilities.

Impact of Perturbation Factor A

To investigate the role of the perturbation factor A in bal-
ancing the losses from the original and perturbed graphs,
we conducted a series of parameter sensitivity analyses. As
shown in Figure 3, the model’s performance exhibits a con-
sistent trend with respect to the value of A: as \ increases
from 0.1, performance generally improves, reaching a peak
at A=0.5, and then declines as \ continues to increase. This
result indicates that assigning equal weight to the losses
from both the original and perturbed graphs (i.e., A=0.5)
achieves the optimal balance. This allows for full utiliza-
tion of the true structural information from the original graph
while enhancing the model’s robustness and generalization
ability through the graph augmentation strategy. Therefore,
setting A to 0.5 is the ideal choice for achieving optimal
performance, which also validates the critical importance of
equally leveraging the original and augmented views in our
contrastive learning framework.

Visualization Analysis

To intuitively evaluate the quality of the feature representa-
tions learned by Anomal-E baseline and our model, we uti-
lized the t-SNE technique to reduce the dimensionality of
the test sample feature vectors for visualization, as shown
in Figure 4. We compared the feature distributions of our
method and the baseline model in two cross-dataset scenar-
ios: CSE — UNSW and CSE — ToN. It is clear from the fig-
ure that the features extracted by the baseline model cause
the benign and attack samples to be severely mixed in the
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Figure 3: Sensitivity study results for the perturbation factor.
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Figure 4: Scatter visulization of the extracted features by
baseline and ours.

feature space, making them almost indistinguishable, which
visually explains its poor classification performance. In con-
trast, the features learned by our TriFusion-IDS model ex-
hibit significant intra-class compactness and inter-class sep-
arability. The benign and attack samples each form clearer
and more distinct clusters, even in challenging cross-dataset
scenarios. This visualization result provides strong evidence
that our method can learn more discriminative and generaliz-
able feature representations, thereby effectively distinguish-
ing unknown attacks from normal traffic.

Conclusion

This paper addresses the cross-dataset generalization prob-
lem in IDS by proposing TriFusion-IDS, a novel multimodal
framework that fuses graph, tabular, and textual data. By
aligning network traffic with natural language descriptions,
our model effectively identifies unseen attacks based on
their semantics. Extensive cross-dataset experiments, sup-
ported by ablation and visualization analyses, validate our
approach, demonstrating superior generalization and robust-
ness over strong baselines. TriFusion-IDS thus offers a
promising direction for developing adaptive intrusion detec-
tion systems capable of handling ever-evolving threats.
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