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Abstract

As mixing services are increasingly being exploited by ma-
licious actors for illicit transactions, mixing address asso-
ciation has emerged as a critical research task. A range of
approaches have been explored, with graph-based models
standing out for their ability to capture structural patterns in
transaction networks. However, these approaches face two
main challenges: label noise and label scarcity, leading to
suboptimal performance and limited generalization. To ad-
dress these, we propose HiLoMix, a graph-based learning
framework specifically designed for mixing address associa-
tion. First, we construct the Heterogeneous Attributed Mix-
ing Interaction Graph (HAMIG) to enrich the topological
structure. Second, we introduce frequency-aware graph con-
trastive learning that captures complementary structural sig-
nals from high- and low-frequency graph views. Third, we
employ weak supervised learning that assigns confidence-
based weights to noisy labels. Then, we jointly train high-pass
and low-pass GNNs using both unsupervised contrastive sig-
nals and confidence-based supervision to learn robust node
representations. Finally, we adopt a stacking framework to
fuse predictions from multiple heterogeneous models, fur-
ther improving generalization and robustness. Experimental
results demonstrate that HiLoMix outperforms existing meth-
ods in mixing address association.

Introduction
Web3.0 represents a paradigm shift toward a decentralized
and user-centric internet, with Ethereum serving as its core
infrastructure. Identities on Ethereum are represented by ac-
count addresses that are decoupled from real-world identi-
ties; however, this pseudonymity remains vulnerable to ex-
isting deanonymization attacks (Miao et al. 2025; Shen et al.
2021; Zhou et al. 2022). To mitigate these risks, users of-
ten turn to mixing services, among which Tornado Cash is
the most widely used Ethereum mixer. As illustrated in Fig-
ure 1, it enables users to deposit assets into a funding pool
and withdraw them without revealing which specific deposit
it corresponds to, thus obscuring transaction trails and en-
hancing anonymity. However, Tornado Cash has also raised
significant security concerns. According to Elliptic reports,
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Figure 1: Mixing process of Tornado Cash. Characters
marked with a devil icon represent illicit users. Two charac-
ters sharing the same icon indicate that they have transferred
funds through mixer.

Tornado Cash facilitated over $ 1.5 billion in illicit transfers
prior to being sanctioned by OFAC in August 2022. With the
recent lifting of this sanction, its potential misuse for money
laundering may escalate. These developments highlight the
urgent need to deanonymize Tornado Cash by uncovering
associations among addresses involved in mixing.

Several approaches have been proposed to establish as-
sociations among mixing addresses, including heuristic and
machine learning-based approaches. Heuristic approaches
(Béres et al. 2021; Wang et al. 2023) rely on empirical pat-
terns and domain-specific assumptions, but struggle to de-
tect malicious actors who deliberately evade detection and
suffer from poor scalability. In contrast, machine learning
approaches automate the association of mixing addresses by
training predictive models that learn implicit transaction pat-
terns from blockchain data, offering greater generalization
and scalability. However, such approaches face two funda-
mental challenges in practice:
• Label noise: As available labels are often derived from

heuristic rules, they inevitably contain noise, introduc-
ing ambiguity during training and impairing the model’s
generalization ability.

• Label scarcity: The limited availability of ground-truth
associations prevents the model from establishing com-
prehensive decision boundaries, significantly degrading
its performance and generalization ability.

(Hu et al. 2023, 2024) employed a pre-trained Trans-
former (Vaswani et al. 2017) to reduce reliance on labeled
data. However, their approach overlooks the structural re-
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lationships among accounts, which are crucial for mixing
address association, as true associations are often embed-
ded in complex multi-hop interaction structures, which se-
quence modeling alone cannot capture. In contrast, (Béres
et al. 2021; Du et al. 2024) modeled account interactions
as graphs, enabling the capture of topological structures and
interaction dependencies between accounts, and attempted
to alleviate the label scarcity problem through techniques
such as synthetic labeling. However, these challenges re-
main largely unresolved and existing methods still suffer
from the following limitations:

1) Sparse graph structure. The scarcity of associations
results in highly sparse graph structures, leaving many
nodes isolated and limiting the efficiency of message
passing and feature aggregation.

2) Limited supervision. Limited associations hinder mod-
els from learning comprehensive decision boundaries,
leading to poor generalization performance in large-scale
real-world transaction environments.

3) Overlooked label noise. Heuristic labels are inherently
noisy, which not only compromises training and evalua-
tion, but also perturbs the graph structure, distorting con-
nectivity patterns and neighborhood information, thereby
impairing learning effectiveness.

To address the above limitations, we propose HiLoMix,
a robust High-frequency and Low-frequency graph learn-
ing framework tailored for mixing address association. First,
to alleviate graph sparsity, we construct the Heterogeneous
Attributed Mixing Interaction Graph (HAMIG), which en-
codes both account associations and transaction interactions
as edges, enriching the graph topology and enhancing mes-
sage propagation. Second, to mitigate limited supervision,
we introduce a frequency-aware graph contrastive learn-
ing paradigm that captures complementary structural sig-
nals by contrasting node representations from high- and
low-frequency views. Third, to handle label noise, we ap-
ply confidence-based label-weighted supervised learning,
which assigns reliability-aware weights to noisy labels, en-
abling the model to leverage weak supervision without being
dominated by noise. We jointly train a high-pass and low-
pass GNN using both unsupervised contrastive signals and
weighted supervision to learn robust node representations.
Finally, we adopt the stacking framework that integrates the
predictions of three heterogeneous base models, logistic re-
gression, random forest, and multilayer perceptron, to fur-
ther enhance generalization and robustness.

Our main contributions are summarized as follows:

• We propose HiLoMix, a robust high- and low-frequency
graph learning framework tailored for the mixing address
association task.

• We adopt heterogeneous graph modeling, frequency-
aware graph contrastive learning, and confidence-based
label-weighted supervised learning to address the above
limitations of existing approaches.

• HiLoMix achieves state-of-the-art performance, outper-
forming the best baseline by 5.69%, 7.34% and 15.61%

in F1, AUC and MRR, respectively. Furthermore, we cu-
rate an up-to-date ground-truth dataset to facilitate future
research on mixing address association.

Background and Related Work
Ethereum and Tornado Cash
Unlike Bitcoin, which supports only limited scripting ca-
pabilities for deterministic verification, Ethereum enables
the deployment and execution of smart contracts through its
Turing-complete Ethereum Virtual Machine (EVM). These
smart contracts are immutable self-executing code deployed
on-chain, capable of autonomously managing digital assets
and enforcing application logic without centralized control.
This decentralized computational infrastructure underpins a
wide range of applications, including decentralized finance
(DeFi), digital identity systems, decentralized autonomous
organizations, and non-fungible tokens (NFTs), thereby fos-
tering a trustless and transparent digital ecosystem.

Tornado Cash is a decentralized, non-custodial proto-
col designed to enhance transaction privacy on Ethereum
by operating as a smart contract-based coin mixer. It em-
ploys Zero-Knowledge Succinct Non-Interactive Arguments
of Knowledge (zk-SNARKs) to conceal the on-chain link-
age between source and destination addresses, thereby sig-
nificantly complicating efforts to trace the flow of funds. By
cryptographically severing the deterministic connection be-
tween sender and receiver, Tornado Cash preserves transac-
tion anonymity while maintaining on-chain verifiability.

Summary of Existing Studies
Heuristic approaches are rule-based approaches that in-
fer mixing address associations from empirical patterns and
domain-specific assumptions, rather than formal models or
labeled data. (Hong et al. 2018) first explored such associa-
tions by linking addresses in the Helix Bitcoin mixer, based
on the observation that user deposits were approximately
equal to their withdrawals. (Béres et al. 2021; Wang et al.
2023) extended these ideas by leveraging more transaction-
level features, such as timing, distinctive gas prices, multi-
denomination behavior, and TORN mining, to improve ad-
dress linkage. Despite extensive exploration, heuristic ap-
proaches face inherent limitations. First, they rely on low-
level transaction features (e.g. time, gas price) and require
exhaustive pattern matching across all transactions, which
limits scalability (Du et al. 2024). Second, rule-based ap-
proaches have limited detection capability, as only a small
fraction of users match the predefined patterns. In many
cases, they fail to identify malicious actors who actively
evade detection and instead capture only inadvertent or care-
less users.

Machine learning-based approaches automate the as-
sociation of mixing addresses by training predictive mod-
els that learn implicit transaction patterns from blockchain
data. (Hu et al. 2023) employed a pre-trained Transformer
(Vaswani et al. 2017) to encode transaction sequences of
Ethereum accounts, capturing temporal and contextual be-
havior patterns. Subsequently, (Hu et al. 2024) achieved both

15789



parameter and computational efficiency using frequency-
aware compression and asymmetric training compared (Hu
et al. 2023). However, their approaches overlook the struc-
tural relationships among accounts, which are crucial for
mixing address association. (Du et al. 2024) modeled the ad-
dress interactions as a Mixing Interaction Graph (MIG) and
formulated the task as a node-pair link prediction problem.
By applying GraphSAGE (Hamilton, Ying, and Leskovec
2017), their approach captures the topological structures
and interaction dependencies among accounts. Furthermore,
(Béres et al. 2021) applied classic graph representation
learning for address associations. (Zhong and Mueen 2024)
developed a deep neural network to link disjoint Bitcoin ad-
dress clusters in a self-supervised manner. Although these
approaches are not specifically designed for mixing services,
they can be readily adapted to our task due to the similar-
ity in task formulation. However, machine learning models
heavily rely on labeled data, which is unavailable for the
mixing address association task. As a workaround, heuris-
tic rules are employed to generate address associations but
inevitably introduce noise, compromising both training and
evaluation. To the best of our knowledge, the impact of such
label noise has not been formally investigated in this context.

Methodology
Overview
As depicted in Figure 2, HiLoMix comprises four key com-
ponents: (1) HAMIG construction, which encodes diverse
account interactions into a heterogeneous graph to enrich
the topological structure; (2) Frequency-aware graph con-
trast learning, which contrasts node representations from
high- and low-frequency views to capture robust structural
patterns; (3) Confidence-based supervision, which assigns
adaptive weights to noisy labels based on estimated reliabil-
ity to mitigate supervision noise; (4) Mixing address asso-
ciation, which employs a stacking framework to integrate
the knowledge of multiple models for final prediction.

HAMIG Construction
(Du et al. 2024) introduced the Mixing Interaction Graph
(MIG) to capture the topological structure of account associ-
ations, where each account is modeled as a node and the ad-
dress associations are represented as edges. Although effec-
tive in describing the basic interaction topology, MIG suffers
from structural sparsity due to limited address associations,
which restricts effective message propagation in graph-
based learning. To address this limitation, we extend MIG
by incorporating mixing transaction interactions as addi-
tional edges, thereby constructing a heterogeneous account
interaction graph that significantly enriches the structural
connectivity and semantic information of MIG. In addition,
we extract a node feature matrix X ∈ Rn×d, where n de-
notes the number of account nodes and d the feature dimen-
sion. Each feature vector encodes an account’s interaction
behaviors with Tornado Cash mixing contracts, including
its interaction frequency, timestamps, and gas price statis-
tics. We define the resulting enhanced structure as the Het-
erogeneous Attributed Mixing Interaction Graph (HAMIG),

which jointly captures both the topological dependencies
among accounts and the attribute characteristics of indi-
vidual nodes. Unlike MIG, HAMIG is formulated as an
undirected heterogeneous graph G = (Va,Vt, Eat, Eaa,X ),
where Va denotes the set of account addresses interacting
with Tornado Cash, Vt denotes the set of smart contracts
within Tornado Cash, Eat = {(vi, vj) | vi ∈ Va, vj ∈ Vt}
represents mixing transaction edges, Eaa = {(vi, vj) |
vi, vj ∈ Va} represents address association edges, and X
is the node feature matrix.

Frequency-aware Graph Contrast Learning
To mitigate insufficient supervision caused by label scarcity,
we employ contrastive learning, which enables model train-
ing without ground-truth labels by leveraging instance-
level similarity. Frequency-aware graph contrastive learning
(GCL) offers a principled augmentation strategy by seman-
tically meaningful and structurally coherent views based
on the spectral characteristics of graph signals (Wan et al.
2024). However, directly applying biased-pass filters to the
original graph signals may lead to entangled views with
overlapping frequency components. To address this, inspired
by (Wu et al. 2024), we first decompose the graph signal
into high- and low-frequency components before filtering.
This separation enables each GNN branch to focus on a
distinct frequency view, facilitating representation learning
while minimizing cross-view interference. Specifically, we
employ a multilayer perceptron (MLP) to estimate the edge
smoothness probability sij between node vi and vj , where
both node features are taken into account. Given the node
feature matrix H0 = MLP(X ), the edge-wise smoothness is
computed as follows:

sij = Sigmoid (Linear (hi ∥ hj) + Linear (hj ∥ hi)) (1)

where hi indicates the feature vector of the i-th node, ∥
denotes vector concatenation, and the sigmoid function en-
sures that sij is bounded within [0, 1]. Based on estimated
edge smoothness scores, HAMIG G is decomposed into
two frequency-specific graph views: a low-frequency view
G(LF ) and a high-frequency view G(HF ). Both views share
the same node set, while the adjacency matrix A is parti-
tioned into A(LF ) and A(HF ) as follows:

A
(LF )
ij = sij , A

(HF )
ij = 1− sij where Aij = 1

A
(LF )
ij = A

(HF )
ij = 0 where Aij = 0

(2)

To capture the complementary structural semantics em-
bedded in different frequency bands of the graph signal, we
design a dual-branch frequency-aware architecture to pro-
cess low- and high-frequency components separately. This
design is based on the principle that graph frequency char-
acterizes the rate of variation in the node features across the
graph topology: low-frequency components capture smooth,
global structures, while high-frequency components high-
light sharp local changes and structural anomalies.

For the low-frequency view G(LF ), we employ a low-
pass graph neural network to propagate and smooth features
across structurally similar neighborhoods, thereby capturing
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Figure 2: The overview framework of our HiLoMix.

consistent global semantics.

H(LF )
l =

(
I + Ã(LF )

)
H(LF )

l−1 , l ∈ {1, ..., L} (3)

In contrast, for the high-frequency view G(HF ), we uti-
lize a high-pass GNN to preserve discriminative signals and
amplify local heterogeneity based on the normalized graph
Laplacian matrix.

H(HF )
l =

(
I − α · Ã(HF )

)
H(HF )

l−1 , l ∈ {1, ..., L} (4)

Here, Ã(LF ) and Ã(HF ) denote the normalized adjacency
matrices for the low- and high-frequency graph views, re-
spectively; α controls the high-pass filter intensity; and
H(LF )

L and H(HF )
L (i.e., H(LF ) and H(HF )) are the final

node embeddings from the two views.
By applying low-pass and high-pass GNNs to the low-

and high-frequency graph views, respectively, we obtain
node representations that emphasize distinct frequency se-
mantics. These representations, H(LF ) and H(HF ), are then
contrasted using InfoNCE loss (van den Oord, Li, and
Vinyals 2019) to facilitate node representation learning.

L(LF )
(
h
(LF )
i , h

(HF )
i

)
= − log

s
(
h
(LF )
i , h

(HF )
i

)
∑N

j=1 s
(
h
(LF )
i , h

(HF )
j

) (5)

L(HF )
(
h
(HF )
i , h

(LF )
i

)
= − log

s
(
h
(HF )
i , h

(LF )
i

)
∑N

j=1 s
(
h
(HF )
i , h

(LF )
j

) (6)

where s
(
h
(LF )
i , h

(HF )
i

)
= exp

(
ω
(
h
(LF )
i , h

(HF )
i

)
/τ

)
, with

ω denoting cosine similarity and τ representing the tem-
perature coefficient. This formulation encourages the model
to produce semantically aligned embeddings across the two
frequency-specific views. The overall contrastive objective
is then defined as:

Lcon =
1

2|Eaa|
∑

e∈Eaa

[
L(LF ) + L(HF )

]
(7)

Confidence-based Supervision
Although unsupervised paradigms such as contrastive learn-
ing help reduce dependence on labels and alleviate the im-
pact of noise, they often fall short in performance compared
to supervised methods. To address this limitation, we adopt
a hybrid training strategy that integrates supervised learn-
ing signals to guide model optimization more effectively.
Specifically, we compute the predicted probabilities of the
association edge eij from the two frequency-specific net-
works using the formulation pij = Linear (hi ∥ hj). Based
on these predictions, the mutual loss (Qian et al. 2023) for
edge eij is defined as:

Lij
mul = −yij

[
log

(
p
(LF )
ij, yij

)
+ log

(
p
(HF )
ij, yij

)]
= −yij log

(
p
(LF )
ij, yij

· p(HF )
ij, yij

)
(8)

Mutual loss gauges predictive confidence: Lij
mul has a low

value when both networks confidently and correctly predict
the presence of edge eij .
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Clean Label Set Extraction Deep neural networks ex-
hibit a memorization effect, where clean and simple patterns
are learned in the early stages of training, while noisy labels
are gradually overfitted in later epochs (Arpit et al. 2017). To
adaptively manage label noise during training, we adopt the
small-loss criterion (Han et al. 2018), which selects clean
samples based on training losses. In epoch t, we define a
threshold to distinguish clean from noisy labels as follows:

Lt
thre = Percentile

(
Lij
mul, 1−

t

2 · Tmax

)
(9)

where Tmax denotes the total number of training epochs,
0.5 ≤

(
1− t

2·Tmax

)
< 1 ensures that at least half of the la-

bels are retained as clean, Percentile (L, p) returns the value
below which 100 ∗ p% of the loss values in L fall. This dy-
namic threshold allows more samples to be included during
the early stages for sufficient training and gradually reduces
the number of selected instances as training progresses.

We define Lavg
thre = Average(Lij

mul) to further ensure that
small loss samples are clean regardless of their relative rank.
Then clean and noisy label sets can be divided as follows:

Ecl =
{
eij ∈ Eaa

∣∣∣Lij
mul < max

(
Lt
thre,L

avg
thre

)}
(10)

Confident Label Set Extraction Given that Ecl denotes
the clean label set, we define the remaining potentially noisy
labels as Ens = Eaa \ Ecl. Inspired by (Qian et al. 2023), we
further extract a subset Ecf ⊆ Ens, where two predictions,
p
(LF )
ij and p

(HF )
ij , confidently agree on the same prediction

that differs from the observed label yij . Formally, this subset
is characterized as follows:

c = argmax p
(LF )
ij = argmax p

(HF )
ij ̸= yij (11)

Ecf =

{
eij ∈ Ens

∣∣∣∣µ(eij) > Thre = 1− t

2 · Tmax

}
(12)

where the confidence score µ(eij) is defined as µ(eij) =√
p
(LF )
ij,c · p(HF )

ij,c . A higher value of µ(eij) suggests a greater
likelihood that eij is mislabeled, yet correctly predicted. The
threshold Thre is designed to be dynamic: stricter in the
early stages of training and gradually relaxed as the training
progresses.

Given the previously defined sets Ecl and Ecf , we denote
the remaining labels as Ere, from which no useful informa-
tion can be reliably extracted.

Ere = Eaa \ Ecl \ Ecf (13)

After partitioning the labels into Ecl, Ecf , and Ere, the
confidence-based supervision loss for mixing address asso-
ciation is defined as follows:

Lsup = − 1

|Eaa|
∑

eij∈Eaa

ξ(eij)
(
log p

(LF )
ij, ŷij

+ log p
(HF )
ij, ŷij

)
(14)

where
ξ(eij) = 1, ŷij = yij , if eij ∈ Ecl
ξ(eij) = µ(i), ŷij = c, if eij ∈ Ecf
ξ(eij) = 0.5, ŷij = yij , if eij ∈ Ere

(15)

where ξ(·) serves as a confidence score, assigning each label
a different weight to guide the model towards more reliable
supervision. Finally, the total loss used to update both the
high-pass and low-pass GNNs is formulated as follows:

L = Lcon + λ · Lsup (16)

Mixing Address Association
After training the high-pass and low-pass graph neural net-
works, instead of simply selecting the better one or apply-
ing confidence-based voting, we adopt the stacking method
(Wolpert 1992) to integrate their knowledge for the final pre-
diction. Stacking aims to exploit the strengths of multiple
base models by training a meta-learner on their predictions.
In general, heterogeneous models, differing in learning al-
gorithms, hypothesis spaces, or inductive biases, promote
diversity and enhance ensemble performance. However, in
our case, high-pass and low-pass GNNs are inherently ho-
mogeneous, limiting their ability to provide complementary
information and even resulting in performance degeneration,
as shown in Table 2. To overcome this limitation, we intro-
duce three additional heterogeneous models, random forest,
logistic regression, and multilayer perceptron, into the stack-
ing ensemble, enriching it with diverse decision boundaries
and representational capabilities.

Experiments
Experiment Setup
Dataset: We collect 554,589 raw Tornado Cash mixing
transactions spanning from 2019-12-16 to 2025-01-17. Af-
ter data cleaning and preprocessing, 371,181 valid transac-
tions are retained. Following the heuristic rules proposed in
(Wu et al. 2022; Wang et al. 2023), we identify 4,074 unique
address associations as labels. By modeling these associ-
ations and transaction interactions as edges, we construct
HAMIG comprising 106,982 account nodes and 375,255
edges of two types.

Although our dataset is constructed solely from Tornado
Cash, we note that this does not compromise generality.
Tornado Cash remains the largest and most representative
Ethereum-based mixer, accounting for over 95% of the to-
tal transaction volume and total value locked (TVL) across
all Ethereum mixing services according to (Akopova 2024).
Therefore, focusing on Tornado Cash already captures the
predominant behavioral and structural patterns of Ethereum-
based mixing activities.

Evaluation metrics: To comprehensively evaluate the
performance of HiLoMix, we adopt four metrics across two
categories: classification and ranking. Specifically, F1-score
and AUC are used to evaluate classification performance,
while MRR and Hits@K assess ranking effectiveness. The
formal definitions of MRR and Hits@K are provided:

MRR =
1

N

N∑
i=1

1

ranki
(17)

Hits@K =
1

N

N∑
i=1

I(ranki ≤ K) (18)
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Methods F1 AUC MRR Hits@3 Hits@5 Hits@10

DeepWalk 0.6844±0.0030 0.7078±0.0067 0.0866±0.0056 0.0568±0.0081 0.0932±0.0043 0.1940±0.0057
Node2Vec 0.6970±0.0040 0.7251±0.0033 0.0850±0.0027 0.0553±0.0046 0.0926±0.0079 0.1870±0.0019

GCN 0.7639±0.0035 0.7795±0.0063 0.1011±0.0090 0.0542±0.0114 0.1233±0.0239 0.3151±0.0369
GAT 0.7674±0.0064 0.7828±0.0090 0.1025±0.0047 0.0569±0.0054 0.1217±0.0106 0.3179±0.0093
GIN 0.7869±0.0036 0.8167±0.0068 0.1415±0.0096 0.1143±0.0135 0.1900±0.0210 0.3802±0.0327
GraphSAGE 0.7867±0.0028 0.8138±0.0022 0.1187±0.0127 0.0794±0.0178 0.1535±0.0235 0.3568±0.0211

Co-teaching 0.7859±0.0057 0.8011±0.0028 0.0961±0.0106 0.0460±0.0160 0.0927±0.0255 0.2578±0.0557
Co-teaching+ 0.7690±0.0014 0.8230±0.0040 0.2712±0.0025 0.2994±0.0007 0.4281±0.0036 0.6169±0.0026
NRGL 0.7866±0.0058 0.8513±0.0029 0.3989±0.0058 0.4784±0.0079 0.5896±0.0078 0.7263±0.0038

BERT4ETH 0.6990±0.0083 0.7897±0.0215 0.3366±0.0656 0.3878±0.0872 0.4694±0.0991 0.5714±0.0949
MixBroker 0.7930±0.0024 0.8182±0.0049 0.1062±0.0089 0.0585±0.0117 0.1231±0.0170 0.3323±0.0292
HiLoMix 0.8382±0.0044 0.9137±0.0033 0.4612±0.0087 0.5173±0.0086 0.6556±0.0114 0.8037±0.0111
%Improv. 5.69% 7.34% 15.61% 8.13% 11.18% 10.65%

Table 1: Overall Performance Comparison. Bold and underline represent the best and second best performance, respectively.
We repeat the experiment with 3 random seeds and report the average metrics with standard deviation.

where N is the number of positive samples, ranki denotes
the ranking position of the i-th positive sample in the can-
didate list based on predicted probabilities, and I(·) is the
indicator function.

Baselines: We compare HiLoMix with 11 baseline mod-
els, grouped into three categories: (1) Graph representa-
tion learning methods: DeepWalk (Perozzi, Al-Rfou, and
Skiena 2014), Node2Vec (Grover and Leskovec 2016), GCN
(Kipf and Welling 2016), GAT (Velickovic et al. 2017), GIN
(Xu et al. 2018), and GraphSAGE (Hamilton, Ying, and
Leskovec 2017). Since the mixing address association is for-
mulated as a node-pair link prediction task in HAMIG, clas-
sical graph representation learning models serve as strong
baselines. (2) Robust learning methods: Co-teaching (Han
et al. 2018), Co-teaching+ (Yu et al. 2019) and NRGL (Wu
et al. 2024). Given the central limitation of label noise in
our task, we include both classical and state-of-the-art ro-
bust learning approaches for comparison. (3) Mixing ad-
dress association methods: BERT4ETH (Hu et al. 2023) and
MixBroker (Du et al. 2024). These methods are designed
specifically for the mixing address association task.

Implementation Details: All implementations are con-
ducted using PyTorch 2.3.1 and DGL 2.4.0. The model is
trained for 50 epochs with a batch size of 128, using the
Adam optimizer with a learning rate of 0.003. All experi-
ments are performed on a single NVIDIA A100 GPU. For
contrastive loss, we use a batch of 128 nodes and set the
temperature coefficient at 0.5. For MRR and Hits@K met-
rics, 50 negative samples are generated for each positive in-
stance. All baselines are implemented following their origi-
nal papers and fine-tuned to achieve optimal performance.

Performance Comparison
We conduct a systematic comparison between HiLoMix and
the baseline methods. The results of the mixing address as-
sociation performance are presented in Table 1. The im-

provement (%Improv.) is calculated as the relative gain over
the second-best model.

Mixing address association under the classification
setting. HiLoMix achieves an AUC of 0.9137 and a F1

score of 0.8382, outperforming all baselines with relative
improvements ranging from 7.34% to 29.09% in AUC and
5.69% to 22.47% in F1, demonstrating its effectiveness in
the classification setting. Classic graph representation learn-
ing methods perform the worst, primarily due to their vulner-
ability to label noise and graph sparsity resulting from scarce
associations. NRGL achieves the second highest AUC, val-
idating the effectiveness of explicit label noise handling.
MixBroker attains the second-best F1 score, benefiting from
task-specific graph modeling that captures user interaction
structures. In contrast, BERT4ETH underperforms standard
GNNs, highlighting the importance of incorporating struc-
tural information in address association.

Mixing address association under the ranking setting.
HiLoMix outperforms the second-best model by 15.61%,
8.13%, 11.18% and 10.65% in MRR, Hits@3, Hits@5 and
Hits@10, respectively. These results indicate that HiLoMix
effectively ranks true address associations near the top
among all candidates, demonstrating a strong generalization
to unseen links. In line with the classification results, the
classic graph representation learning methods perform the
worst. NRGL ranks second across all ranking metrics, fur-
ther validating the effectiveness of robust learning strategies
for mixing address association task. BERT4ETH leverages
sequence modeling to generate expressive account represen-
tations; however, its disregard for structural dependencies
leads to suboptimal performance. MixBroker, while incor-
porating user interaction structures through graph modeling,
suffers from graph sparsity and structural perturbations.

Ablation Study
To systematically validate the effectiveness of each compo-
nent in HiLoMix, we conduct ablation studies by remov-
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Methods F1 AUC MRR

w/o hetero models 0.7393 0.7948 0.2977
w/o HiLo GNNs 0.8075 0.8761 0.3507
w/o Hi GNN 0.8169 0.8977 0.4202
w/o Lo GNN 0.8286 0.9046 0.4129
w/o hetero graph 0.8158 0.8931 0.4419
w/o HiLo learning 0.8083 0.8911 0.4228
w/o label division 0.8238 0.8938 0.4260
w/o stacking 0.7882 0.8547 0.4061

HiLoMix 0.8382 0.9137 0.4612

Table 2: Ablation Study Results.

ing or modifying specific modules. Specifically, “w/o hetero
models” excludes all additional heterogeneous base mod-
els from the stacking ensemble. “w/o HiLo GNNs” removes
both high-pass and low-pass GNNs from the ensemble. “w/o
Hi GNN” and “w/o Lo GNN” remove high-pass and low-
pass GNN, respectively. “w/o hetero graph” removes all
mixing transaction edges, retaining only address associa-
tion edges in HAMIG. “w/o HiLo learning” replaces the
high- and low-pass GNNs with two GCNs. “w/o label di-
vision” disables the confidence-based label division mech-
anism. “w/o stacking” discards the stacking framework and
instead selects the better result between the high- and low-
pass GNNs.

As shown in Table 2, removing any component results in
a consistent drop in both classification and ranking metrics,
confirming the complementary contributions of all modules.
Among all variants, excluding heterogeneous base models
leads to the greatest degradation, with F1 decreasing by
11.80% and MRR by 35.45%. Although the drop is sub-
stantial, this result is expected: in the w/o hetero models set-
ting, the high-pass and low-pass GNNs are inherently ho-
mogeneous, limiting their ability to provide complementary
information. In contrast, noticeable drops occur when the
core GNNs are removed from the stacking ensemble, con-
firming their pivotal role in HiLoMix’s effectiveness. The
remaining variants yield moderate performance decreases,
further validating the necessity of each component. These
smaller drops also demonstrate the robustness of HiLoMix
and indicate that the stacking framework effectively inte-
grates noise-resistant and complementary knowledge from
heterogeneous base models, maintaining stable performance
even when certain components are weakened.

Feature Importance Evaluation
We conduct a comparative study across seven feature vari-
ants by progressively removing less important dimensions.
Additionally, we incorporate node features from MixBro-
ker for further comparison. As shown in Table 3, HiLoMix
achieves the best performance across all metrics when using
our 197-dimensional account node features, outperforming
the second-best features, MixBroker features. Although the
221-dimensional feature set contains more attributes, its per-
formance is inferior to that of the 197-dimensional set due to
reduced interpretability. These results suggest that our 197-

Methods F1 AUC MRR

28-Dim Feature 0.8092 0.8780 0.3834
53-Dim Feature 0.7984 0.8686 0.3691
105-Dim Feature 0.8131 0.8761 0.3926
141-Dim Feature 0.8067 0.8861 0.4261
167-Dim Feature 0.8208 0.8957 0.4249
197-Dim Feature 0.8382 0.9137 0.4612
221-Dim Feature 0.8183 0.8948 0.4408
MixBroker Feature 0.8248 0.9025 0.4423

Table 3: Performance Comparison of Different Features.
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Figure 3: Performance of HiLoMix when training the base
models in the stacking framework using different K of K-
fold cross-validation.

dimensional features not only enhance model explainability
but also reduce HAMIG’s memory footprint without com-
promising performance.

Hyper-parameter Sensitivity Analysis

We perform a sensitivity analysis on key hyper-parameters
in HiLoMix. We begin by evaluating model stability with re-
spect to the number of folds used in cross-validation within
the stacking ensemble. As shown in Figure 3, HiLoMix per-
formance remains generally stable across different fold set-
tings. The best overall performance is observed with 5-fold
cross-validation, which is therefore adopted as the default
setting. Both fewer and greater numbers of folds lead to
slight performance degradation, potentially due to overfit-
ting or unstable ensemble integration.

We further investigate two additional hyper-parameters:
loss weighting λ, which balances the supervised and con-
trastive learning objectives, and the high-pass filter strength
α, which modulates the emphasis on high-frequency com-
ponents. As illustrated in Figure 4, HiLoMix demonstrates
robust performance across a wide range of λ and α val-
ues. Both metrics peak around λ = 2 and α = 0.5, sug-
gesting that a moderate balance between the supervised and
contrastive learning objectives and the well-calibrated filter
strength are critical for optimal performance.
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Figure 4: Performance of HiLoMix under different settings
of hyperparameters α and λ.

Method Training time (s)

HiLoMix 6.91
GIN 0.26
NRGL 15.27
MixBroker 0.26

Table 4: Comparison of training efficiency.

Efficiency Analysis
Although HiLoMix introduces additional components com-
pared to simple baselines, most of them are computationally
lightweight and do not incur substantial overhead. We com-
pare HiLoMix with representative baselines, i.e., the best-
performing model from each baseline category. The average
training time per epoch is reported in Table 4.

As shown in Table 4, HiLoMix incurs moderate addi-
tional computation compared to simple GNNs but remains
substantially faster than NRGL. In contrast, DeepWalk/N-
ode2Vec and BERT4ETH require several hours for random
walk generation or pretraining to obtain node embeddings,
making them far less efficient than our model. All models
in our experiments, including HiLoMix and the baselines,
complete inference on the entire test set in under 0.01 sec-
onds. In general, HiLoMix achieves a favorable balance be-
tween performance and computational cost.

Structural and Label Dynamics Analysis
We quantitatively compare MIG and HAMIG in terms of
key structural properties. As shown in Table 5, HAMIG ef-
fectively alleviates the structural sparsity of MIG, increasing
the average node degree by approximately 45×, and also im-
proving the clustering coefficient and graph density by sev-
eral orders of magnitude. This enriched topology facilitates
more efficient message propagation among nodes.

We track the number of clean, confident-flipped, and re-
maining labels across epochs, as illustrated in Figure 5. The
evolution process can be roughly divided into two stages:
early training (0–30 epochs) and later training (30–50
epochs). During the early stage, the number of clean labels
gradually decreases, while remaining labels increase, as the
model transitions from fitting clean samples to handling po-
tentially noisy ones. At this point, confident-flipped labels

Metric MIG HAMIG

Average node degree 0.0565 2.561
Average clustering coefficient 0.0004 0.0390
Graph density 4.93e-7 2.23e-5

Table 5: Comparison of graph structural properties between
MIG and HAMIG.
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Figure 5: Dynamics of three label sets during training.

remain nearly zero, indicating that the model has not yet
learned sufficiently reliable structural patterns. In the later
stage, the number of confident-flipped labels steadily in-
creases, showing that the model begins to capture meaning-
ful structural dependencies and distinguish true associations
from incorrect ones. Meanwhile, clean labels stabilize, and
the model progressively filters mislabeled samples from the
remaining set, demonstrating improved robustness to noisy
supervision. This dynamic evolution process confirms that
confidence-based supervision effectively governs label noise
and guides the model toward reliable learning.

Conclusion
In this work, we propose HiLoMix, a novel graph-based
learning framework tailored for mixing address association.
By modeling diverse account interactions in Tornado Cash
as HAMIG, we effectively address the issue of graph spar-
sity. To alleviate the limited supervision and label noise
problem, we introduce frequency-aware graph contrastive
learning alongside confidence-based label-weighted super-
vised learning, jointly optimizing high-pass and low-pass
GNNs for robust node representations. Extensive experi-
ments demonstrate that HiLoMix consistently outperforms
existing approaches on the mixing address association task.
Furthermore, we curate an up-to-date ground-truth dataset
to support and facilitate future research in this field.
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