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Abstract

Sequential Recommenders, which exploit dynamic user in-
tents through interaction sequences, are vulnerable to adver-
sarial attacks. While existing attacks primarily rely on data
poisoning, they require large-scale user access or fake pro-
files, thus lacking practicality. In this paper, we focus on
the Profile Pollution Attack that subtly contaminates partial
user interactions to induce targeted mispredictions. Previ-
ous PPA methods suffer from two limitations, i.e., i) over-
reliance on sequence horizon impact restricts fine-grained
perturbations on item transitions, and ii) holistic modifica-
tions cause detectable distribution shifts. To address these
challenges, we propose a constrained reinforcement driven
attack CREAT that synergizes a bi-level optimization frame-
work with multi-reward reinforcement learning to balance ad-
versarial efficacy and stealthiness. We first develop a Pattern
Balanced Rewarding Policy, which integrates pattern inver-
sion rewards to invert critical patterns and distribution con-
sistency rewards to minimize detectable shifts via unbalanced
co-optimal transport. Then we employ a Constrained Group
Relative Reinforcement Learning paradigm, enabling step-
wise perturbations through dynamic barrier constraints and
group-shared experience replay, achieving targeted pollution
with minimal detectability. Extensive experiments demon-
strate the effectiveness of CREAT.

Code&Datasets — https://github.com/SSndot/CREAT
Extended version — https://arxiv.org/abs/2511.09392

Introduction
Sequential Recommendation (SR) (Xie et al. 2022; Liu et al.
2023a; Su et al. 2023a) explores user evolving interests to
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Figure 1: The motivation of CREAT.

make the next-item prediction. Although SRs are widely re-
garded as delivering trustworthy results, their sensitivity to
sequential patterns renders them vulnerable to adversarial at-
tacks (Nguyen et al. 2024; Du et al. 2024a). Recent research
(Wang et al. 2023; Zhang et al. 2024) has mostly focus on
data poisoning attacks, which manipulate SR by injecting a
substantial amount of crafted sequences. But this attack re-
lies on large-scale access to user accounts or the ability to
create numerous fake profiles, which can be impractical in
real-world scenarios. In this paper, we focus on a more tar-
geted and stealthier attack strategy, Profile Pollution Attack
(PPA), which subtly contaminates partial individual user in-
teraction histories to corrupt SR into a targeted mispredic-
tion on specific subtasks.

Several previous studies attempted to conduct PPA
against SR. One line of methods (Yue et al. 2021, 2022)
crafts perturbations guided by gradient estimation on the
attack loss then inserts influential items. Another line (Du
et al. 2024b) leverages the influence function to measure the
modification impact to training sequences on model param-
eters. As Fig 1 shows, these works largely follow a common
paradigm, i.e., assess the intensity of posterior attacks from
the sequence horizon, which leverages the global structure
of polluted sequences to modify recommender comprehen-
sion on user behaviors. Such a paradigm faces two limita-
tions, (i) Low attack intensity. Relying on amplification
of the whole polluted sequence effect confines the attack to
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user subsets with specific interests, failing to reshape model
perception on fine-grained sequential transitions. (ii) Subtle
attack stealth. Forcing the overall interests of sequences to
align with attack targets induces a noticeable distributional
shift. Since interference at the sequence horizon is a coarse-
grained and user-level disruption, it often requires manip-
ulating numerous sequences to achieve a significant effect,
thus increasing the detection risk. These issues motivate us
to a crucial question: How to exploit pivotal structures un-
derlying the recommender collaborative modeling to max-
imize attack strength with minimal detectability?

In light of this, we reformulate PPA into a bi-level opti-
mization problem, wherein the upper-level objective seeks
to maximize the utility of sequence perturbations, subject
to a lower-level constraint enforcing a bounded degree of
stealthiness in the crafted sequences. The upper-level for-
mulation is grounded in a new theoretical concept, termed
pattern horizon, which postulates that the model’s prediction
of the next item is inherently driven by an attributional trace
over sequential pattern dependencies (Yin et al. 2024; Dang
et al. 2025). As Fig 1 shows, inverting pivotal sequential pat-
terns toward a target item enables a finer-grained exploration
of how distinct perturbations propagate through the collab-
orative reasoning process of SR. Due to synergistic and cas-
cading effects between patterns (Liu et al. 2023b), modify-
ing a subset of patterns can be generalized to multiple simi-
lar patterns during the SR model’s learning process, thereby
amplifying the adversarial impact. At the lower level, in con-
trast to traditional sequence horizon perturbations that op-
erate on holistic representations, the pattern-horizon-guided
perturbations emphasize localized structural shifts. This al-
lows the attacker to strategically calibrate pattern granularity
and compositional balance, effectively regulating the distri-
butional deviation between crafted and benign sequences.
However, this bi-level formulation raises three key chal-
lenges, i.e., Ch1: How to discern and reverse critical se-
quential patterns? Ch2: How to modulate the stealthiness
of pattern-balanced perturbations? Ch3: How to synergis-
tically optimize the coupled objectives across both levels?

To tackle these challenges, we propose a Constrained
REinforcement driven ATtack, termed CREAT, which lever-
ages a group relative reinforcement learning constrained by
stealth-aware conditions for targeted profile pollution. The
key insight of CREAT lies in simulating the bi-level opti-
mization problem with a multi-reward mechanism, i.e., max-
imize the inversion effect of critical sequential patterns while
minimize detection risk, thereby deriving an optimal pol-
lution policy. For separately regulating the upper-level and
lower-level objectives, we design a Pattern Balanced Re-
warding Policy (PBRP), integrating both inversion and con-
sistency rewards to guide the perturbation. To uncover the
most influential patterns (Ch1), we first develop the pattern
inversion reward which identifies the optimal perturbation
positions that simultaneously achieve maximal pattern-level
semantic inversion and diversification. To regulate stealthi-
ness of inverted patterns (Ch2), the distribution consistency
reward adapts an unbalanced co-optimal transport to con-
strain the distributional shifts of polluted sequential rep-
resentation from both sample and pattern aspects. Build-

ing upon the bi-level mechanism, we establish Constrained
Group Relative Reinforcement Learning (C-GRRL), which
enables step-wise and self-reflective perturbations over pol-
luted sequences. This paradigm consists of two stages, i.e.,
critical pattern localization and constrained inversion op-
timization. In the localization stage, we train a sequence
masker solely guided by the inversion reward, aiming to
identify positions on target items that yield maximal ad-
versarial impact. In the constrained stage, a dynamic bar-
rier constraint that adaptively joins inversion and consis-
tency rewards fine-tunes the masker, thereby aligning with
the dual imperative of maximizing adversarial efficacy while
preserving stealthiness (Ch3). Specifically, we employ a
constrained group-relative policy within the bi-level opti-
mization, which integrates a group-shared experience replay
buffer and relative prioritized sampling, to accelerate the
convergence toward optimal multi-step perturbations.

Main contributions are: (1) We revisit the PPA against SR
into a bi-level optimization problem, and propose a novel
framework with group relative constrained reinforcement
learning. (2) We devise the PBRP policy, developing pat-
tern inversion reward to extract influential patterns and dis-
tribution consistency reward to control pattern stealth. (3)
We establish the C-GRRL paradigm, realizing step-wise and
self-reflected perturbation optimization. (4) Extensive ex-
periments demonstrate the effectiveness of CREAT.

Related Work
Sequential Recommendation. SR characterizes dynamic
user intents by modeling behavioral sequences. Early work
models sequential patterns with Markov Chain assump-
tion (Rendle, Freudenthaler, and Schmidt-Thieme 2010).
Later, Recurrent Neural Networks (Wu et al. 2017), Con-
volutional Neural Networks (Tang and Wang 2018), Graph
Neural Networks (Wu et al. 2019; Zheng et al. 2020; Su
et al. 2023b), and Transformers (Kang and McAuley 2018)
are developed to model interests over interactions. Besides,
unsupervised learning based models (Xie et al. 2022) extract
more informative user patterns by deriving self-supervision
signals. Inspired by generative models, a series of diffusion-
based SRs (Yang et al. 2023) merge, leveraging diffusion
generative capabilities to produce personalized content. A
series of methods (Li et al. 2023; Liu et al. 2024b) utilize
large language models to enhance the accuracy of SR. But
the vulnerability of SR to adversarial attacks based on mali-
cious sequences remains a significant security problem.
Adversarial Attacks in Recommender Systems. Adver-
sarial attacks (Zhang et al. 2021a, 2022; Wang et al. 2023,
2024) on recommender systems can be categorized into: (1)
data poisoning and (2) profile pollution. Data poisoning at-
tacks (Zhang et al. 2020; Song et al. 2020; Tang, Wen, and
Wang 2020; Huang et al. 2021; Wu et al. 2023) compromise
recommenders by injecting fabricated user profiles, skew-
ing model outputs toward adversarial objectives. Conversely,
profile pollution attacks (PPA) (Yue et al. 2021; Zhang et al.
2021b; Fan et al. 2021; Lin et al. 2022) directly tamper with
user interaction records, subtly distorting individual recom-
mendation streams without requiring large-scale data infil-
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tration. In this paper, we focus on the PPA and aim to ma-
nipulate the recommendation with targeted goals. Existing
studies on PPA is divided into four types, which are respec-
tively based on injection (Xing et al. 2013; Meng et al. 2014;
Zhang et al. 2019), replacement (Yue et al. 2022), repeti-
tion (Tang and Wang 2018), and expert knowledge (Yang,
Gong, and Cai 2017). The exploration of PPA against SR re-
mains at a nascent stage. One branch of methods (Yue et al.
2021, 2022) generates perturbations by estimating gradients
of attack loss, injecting impactful items into the sequences.
SimAlter (Yue et al. 2021) appends adversarial items by ex-
tending the targeted fast gradient sign method from the con-
tinuous to discrete item space. Replace (Yue et al. 2022) typ-
ically utilizes the loss gradient to guide the selection of in-
jected items. However, these gradient-based attacks are con-
strained by insufficient optimization due to single-step gra-
dient descent (Madry et al. 2017). Another branch of work,
like INFAttack (Du et al. 2024b), employs influence function
to quantify how modifications affect the model parameters.
But the influence computation chain introduces substantial
complexity while its accuracy deteriorates with deeper back-
bones. Although these works promote PPA to some extent,
they assess pollution strength from sequence horizon, which
overlooks exploring fine-grained patterns, thus constraining
attack effectiveness and increasing the detection risk.

Methodology
Problem Formulation
Profile Pollution Attack against SR. Let Φθ denote a se-
quential recommender with parameters θ, where users u ∈
U and items v ∈ V are represented by chronological inter-
action sequences su = [v1, . . . , vL]. The recommender is
trained on a dataset D = {su | u ∈ U} with the next-item
prediction loss L(·). The profile pollution attack (PPA) aims
to perturb a certain subset of training sequences S ⊆ D into
S ′ by replacing limited interactions to maximize the recom-
mendation exposure of a target item v∗ ∈ V . For each pol-
luted sequence, the amount of perturbations M is bound by
M ≤ K, where K is a small constant. We assume the at-
tacker knows the model architecture and loss function, or
can obtain a surrogate model through prior extraction. This
assumption is justified by recent advances in recommenda-
tion model extraction (Yue et al. 2021; Wang et al. 2025;
Liu et al. 2025), which demonstrate that black-box recom-
menders can be reliably approximated with limited or even
no user data, resulting in surrogate models with similar hid-
den representations and output behavior. Formally, the ob-
jective of PPA is to construct perturbed sequences as:

θ̂ = argmin
θ

∑
su∈(D\S)

⋃
S′

L(su; θ),

S̃ = argmax
S′

Eu∼U
[
ER(v∗ | Φθ̂(su))

]
.

Here,θ̂ denotes the recommender parameters after pollution
and S̃ indicates the optimal polluted sequences that invert
the recommender training to maximize the exposure ratio
ER(v∗ | Φθ̂(su)) of v∗ in recommendation lists.

Pattern Balanced Rewarding Policy
Perturbation Masker. Given a sequential recommender Φθ
trained on interaction sequences D, we design a perturba-
tion masker Mψ to identify optimal positions in a subset of
training sequences S ⊆ D for replacing items with the target
item v∗, under a perturbation budget M ≤ K. Formally, for
a sequence s = [v1, . . . , vL], the masker generates a binary
mask m ∈ {0, 1}L through a step-wise reinforcement learn-
ing process, where mt = 1 indicates replacing vt with v∗.
The perturbed sequence is constructed iteratively as:

s′(i) = s′(i−1) ⊙ (1−m(i)) + v∗ ·m(i),

where m(i) is the mask vector at step i, and ⊙ denotes
element-wise multiplication. Unlike traditional perturbation,
our masker follows a pattern balanced rewarding policy. At
each step i, the masker selects the next position to perturb
based on the current state s′(i−1), and receives the reward
based on the adversarial impact of the perturbation.
Pattern Inversion Reward. To amplify the attack effect, we
propose a Pattern Inversion Reward that guides the masker
to identify sub-pattern positions whose semantic distribu-
tions are notably different from that of the target item. By
inserting the target item adjacent to these semantically di-
vergent sub-patterns, the attacker can construct spurious at-
tributional paths that link diverse user intent patterns to the
target item. This misleads the recommender into falsely as-
sociating varied behavioral cues with the target, thereby in-
creasing its exposure. This reward operates on two comple-
mentary dimensions, i.e., the directionality and diversity of
inversion pathways. For the directionality of inversion, we
encourage the masker to maximize the semantic distance
between the target item with both historical and future se-
quential contexts. Let T (i) = {t1, . . . , ti} denote perturbed
positions up to step i. For each tj ∈ T (i), we compute em-
beddings of the predecessor Sptj = s

′(i)
[1:tj−1] and successor

Sftj = s
′(i)
[tj+1:L] using the representation encoder φrec of Φθ.

The directionality reward at step i is:

R
(i)
dir =

i∑
j=1

[
D

(
φrec(S

p
tj

), φrec(v
∗
)
)
+D

(
φrec(v

∗
), φrec(S

f
tj

)
)]
,

where D(·, ·) is the Euclidean distance. For the diversity
of inversion, we refine the strategy by leveraging the syner-
gistic effects among attack patterns. This inversion reward is
designed to enhance the divergence among attack modes, en-
suring heterogeneous attack paths and reduce detection risk.
At step i, let Y(i) be the set of subsequences in s′(i) that ex-
clude target items, we map each subsequence yp ∈ Y(i) to a
unit-norm prototype as φ̃(yp) = φrec(yp)/∥φrec(yp)∥. Then
we form the diversity reward with the Gram matrix G(i)

y :

G(i)
y =

[
φ̃(yk)

⊤φ̃(yl)
]|Y(i)|
k,l=1

, R
(i)
div = log det

(
G(i)
y

)
.

Distribution Consistency Reward. To ensure the stealth-
iness of perturbed sequences, we introduce the Distribu-
tion Consistency Reward, which constrains the deviation be-
tween polluted sequences and their original counterparts in
both instance-level and pattern-level semantics. We ground
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Figure 2: The proposed PPA framework of CREAT, which consists of three components, i.e., the perturbation masker, pattern
balanced rewarding policy with inversion and consistency reward, and constrained group relative reinforcement learning.

this reward in a dual-level co-optimal transport (DLOT) op-
timization (Tran et al. 2023), which provides a principled
measure of distributional shifts by simultaneously aligning
global sequence and local transitional patterns. At step i, let
s denote the original sequence and s′(i) the perturbed se-
quence. For the sequence-level, we obtain representations
from the recommender encoder as horig = φrec(s) and
h
(i)
pert = φrec(s

′(i)). For the pattern-level, the sets porig =

{φrec(s[t:t+k])}L−kt=1 and ppert = {φrec(s
′(i)
[t:t+k])}

L−k
t=1 contain

k-gram pattern embeddings derived from sliding windows
over s and s′(i). Then we construct the sequence-pattern
spaces from the dual-level representations:

Xorig = (horig,porig, ξorig), X(i)
pert = (h

(i)
pert,p

(i)
pert, ξpert),

where ξorig and ξpert are scalar functions that define the
sample-feature interactions. Unlike traditional balanced OT
(Cuturi 2013; Flamary et al. 2021; Liu et al. 2022) and un-
balanced OT (Pham et al. 2020; Séjourné, Vialard, and Peyré
2022), we incorporate two transport plans in DLOT, i.e., πs
aligns entire sequences while πf aligns intra-sequence pat-
terns. The optimization of DLOT is established:

DLOT = inf
πs,πf

∫∫
|ξorig(horig,porig)− ξpert(h

(i)
pert,p

(i)
pert)|

pdπsdπf

+

2∑
j=1

λjKL
(
πs
#j ⊗ πf

#j

∥∥µs
j ⊗ µf

j

)
.

To tolerate partial mass mismatch and enhance robustness,
KL-divergence terms penalize deviations of the marginal
distributions of πs and πf from their empirical counterparts
µs and µf . A mass constraint m(πs) = m(πf ) is imposed
to ensure transport consistency across levels. We present the
derivation details in the extended version. The consistency
reward is set as DLOT distance between as:

R
(i)
dist = −DLOTλ1,λ2

(
Xorig,X′(i)

pert

)
,

Constrained Group Relative Learning
To jointly optimize the multi-objective rewards under
stealth-aware constraints, we introduce a two-stage opti-

mization paradigm, which enables progressive learning of
perturbation strategies by first distilling attack-effective be-
haviors and then aligning with distributional constraints.
Constrained Reinforcement with Dynamic Barrier. We
model the perturbation decision process as a bi-level rein-
forcement learning problem, where the policy aims to max-
imize the inversion rewards while satisfying stealth con-
straints. We formulate the bi-level objective for each mask
step, where each reward or constraint term is defined as the
expected discounted return:

max
θ

Jdir(ψ) + Jdiv(ψ) s.t. Jdist(ψ) ≤ ρst

Jr(ψ) = Eτ∼πψ

[
T∑

t=0

γtRr(st, at, st+1).

]
, r ∈ {dir, div, dist}

Here, st denotes the state at step t representing the partially
perturbed sequence s

′(i), at represents the action of mask-
ing, and γt is the discount factor. The constraint Jdist(ψ) ≤
ρst enforces stealthiness by bounding the expected distri-
bution consistency reward. It is worth noting that ρst is a
threshold dynamically derived from the distribution of tra-
jectories in group relative policy, which ensures the stealth
bound adapts to the evolving policy and group-wise se-
quence characteristics. To solve this problem, we rewrite the
problem as a min-max Lagrangian formulation:

L(ψ, δ) = Jdir(ψ) +Jdiv(ψ)− δ · (Jdist(ψ)− ρst), δ ≥ 0

We compute the policy gradients for each term via the pol-
icy gradient theorem, and further derive the policy gradient
∇ψL for perturbation masker Mψ:

∇ψL = ∇ψJdir +∇ψJdiv − δ · ∇ψJdist.

Different from static constraints, we tend to dynamically
adjust the penalty term, based on real-time constraint viola-
tion and gradient alignment to ensure a balanced optimiza-
tion. When gradients of Jdir/div and Jdist conflict, the nu-
merator δ reduces to prioritize attack efficacy. Severe stealth
violations increase δ to suppress detectable perturbations.
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Based on the dynamic barrier design (Gong and Liu 2021),
we can give out the closed-form expression as

δ =

[
Jdist − ρst −∇ψJ⊤

dist∇ψ(Jdir + Jdiv)

∥∇ψJdist∥2 + κ

]
+

.

κ > 0 is for numerical stability. Then policy gradients are

∇ψ(Jdir + Jdiv) = Eτ

[∑
t

∇ψ log πψ(at|st) · (ÂRdir + ÂRdiv )

]
,

∇ψJdist = Eτ

[∑
t

∇ψ log πψ(at|st) · ÂRdist (st, at)
]
.

This ensures the policy prioritizes stealthiness only when
constraints are violated, balancing efficacy and detectability
without sacrificing convergence stability. The perturbation
policy is updated using gradient ascent on the Lagrangian as
ψt+1 = ψt + η (∇ψJdir +∇ψJdiv − δ · ∇ψJdist), where η
denotes the learning rate.
Group Relative Optimization. To stabilize optimization
and accelerate convergence, inspired by the GRPO paradigm
(Liu et al. 2024a), we further reform the constrained rein-
forcement learning with a group relative strategy. Formally,
we divide the training into two stages, i.e., localization stage
and constrained fine-tuning stage. In the localization stage,
we train the perturbation masker using only the pattern-level
rewards Rdir and Rdiv. This stage is analogous to supervised
fine-tuning, allowing the policy to explore effective inver-
sion behaviors in an unconstrained space. We obtain the
masker policy with the pure attacking goal as πatt. In the
constrained stage, we introduce the distribution consistency
reward Rdist as a constraint and perform constrained rein-
forcement learning with with dynamic barrier, guided by a
GRPO-based surrogate objective. In each masking step, we
sample a group of G trajectories {oi,t, ri,t}Gi=1 under the
current policy πψ , where oi,t is the trajectory and ri,t is the
reward aggregated from multi-objective signals. We obtain
the group-wise baseline µG,t = 1

G

∑G
i=1 ri,t and reward

standard deviation σG,t =
√

1
G−1

∑G
i=1(ri,t − µG,t)2. Be-

sides, we can also set the dynamic stealthy threshold for the
constraint reward as ρst = µdistG + λst · σdistG . We construct
the normalized advantage estimate Âi,t =

ri,t−µG,t
σG,t+ϵ

, where
ϵ is a positive constant for numerical stability. Finally, the
policy is optimized with a clipped surrogate objective:

J (ψ) = Eτ

 1

G

G∑
i=1

1

∥oi∥

∥oi∥∑
t=1

min

(
πψ(oi,t)

πatt(oi,t)
Âi,t,

clip
(
πψ(oi,t)

πatt(oi,t)
, 1− ϵ, 1 + ϵ

)
Âi,t

)]
This group relative normalization enhances training stability
by reducing sensitivity to outliers and scales advantage es-
timates adaptively across trajectories. Combining this with
bi-level optimization, C-GRRL supports efficient and stable
learning of stealthy, high-impact perturbation strategies.

Empirical Study
Experimental Setups
Datasets & Backbone Recommender Systems. Following
(Yue et al. 2022), we evaluate on three datasets, i.e. ML-
1M, ML-20M, and Amazon Beauty, and preprocess them
according to (Sun et al. 2019). We choose two representative
SR as backbones, i.e., NARM and BERT4Rec. The dataset
and backbone details are shown in the extended version.
Comparison Methods. For fair comparison, we set all at-
tack SOTAs under the same setting, i.e., PPA against white-
box SR: 1) Popular Attack injects sequences with target
items and filler popular items. 2) Random Attack randomly
selects filler items. 3) SimAlter Attack (Yue et al. 2021)
constructs adversarial sequences with semantic associations.
4) Replace Attack (Yue et al. 2022) identifies fragile items
by gradients and replaces them with adversarial candidates.
5) SSL Attack (Wang et al. 2023) realizes data poisoning
against SR with generative adversarial networks, and we
adapt it into our white-box setting for fair comparison.
Evaluation Protocols. We evaluate with the exposure ra-
tio of the target item, which is measured with Hit Ratio
(HR), Normalized Discounted Cumulative Gain (NDCG),
and Mean Reciprocal Rank (MRR).
Implementation Details. We present the implementation
details and parameter settings in the extended version.

Experimental Results and Analysis
Overall Attack Performance (RQ1). We evaluate the at-
tack performance of CREAT and baselines on NARM and
Bert4Rec for three datasets. From Table 1, we find: 1)
CREAT significantly enhances target item exposure across
diverse scenarios, delivering nearly ten times higher expo-
sure compared to Pure. Specifically, it outperforms the best
baselines by over 20% across all metrics. 2) Dense datasets
favor appending strategies (e.g., Random, Popular), whereas
short sequences exhibit heightened susceptibility to substi-
tution strategies (e.g., SimAlter, Replace). The divergence
emerges as longer sequences intensify positional bias in at-
tention mechanisms, while shorter sequences’ dependence
on sparse high-impact features elevates substitution risks. 3)
On the most challenging dataset, i.e., Beauty, all baselines
exhibit poor attack performance, e.g., the well-performed
SOTA SSL Attack only achieve 0.0109 on HR@10. In con-
trast, CREAT achieved 0.2601 on HR@10 and 0.1038 on
NDCG@10, highlighting the superior efficacy of deep pat-
tern extraction over gradient-based strategies.
Ablation Studies (RQ2). We design variants as: (a) w/o dir
removes directionality reward. (b) w/o div removes diversity
reward. (c) w/o pv removes the whole pattern inversion re-
ward. (d) w/o dist removes distribution consistency reward.
From Table 2: 1) w/o dir and w/o div both outperform w/o pv,
thus either the directionality or diversity reward contributes
to the promotion. 2) CREAT performs better than w/o dir
and w/o div, so relying solely on either pattern reward has
its limitations. Utilizing only Rdir leads to the clustering of
inverted patterns in the representation space, while solely on
Rdiv results in insufficient disturbance of the sub-patterns.
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Attack NARM Bert4Rec
HR@1 HR@5 HR@10 NDCG@5 NDCG@10 MRR HR@1 HR@5 HR@10 NDCG@5 NGCG@10 MRR

ML-1M
Pure 0.0038 0.0109 0.0174 0.0075 0.0096 0.0098 0.0000 0.0076 0.0128 0.0034 0.0051 0.0062

Popular 0.0128 0.0428 0.0695 0.0280 0.0365 0.0406 0.0105 0.0632 0.1065 0.0372 0.0515 0.0452
Random 0.0104 0.0326 0.0560 0.0217 0.0291 0.0333 0.0043 0.0305 0.0560 0.0173 0.0255 0.0254
SimAlter 0.0143 0.0459 0.0658 0.0306 0.0369 0.0360 0.0102 0.0385 0.0563 0.0271 0.0328 0.0324
Replace 0.0164 0.0575 0.1027 0.0369 0.0515 0.0514 0.0155 0.0569 0.0938 0.0365 0.0493 0.0512

SSLAttack 0.0148 0.0565 0.1069 0.0350 0.0510 0.0564 0.0145 0.0578 0.0970 0.0356 0.0483 0.0453
CREAT 0.0305 0.0855 0.1428 0.0580 0.0765 0.0749 0.0187 0.0811 0.1492 0.0448 0.0666 0.0593

Beauty
Pure 0.0003 0.0015 0.0033 0.0008 0.0014 0.0021 0.0000 0.0000 0.0000 0.0000 0.0000 0.0022

Popular 0.0005 0.0018 0.0065 0.0009 0.0023 0.0032 0.0000 0.0000 0.0000 0.0000 0.0000 0.0026
Random 0.0010 0.0051 0.0103 0.0029 0.0042 0.0049 0.0000 0.0000 0.0001 0.0000 0.0000 0.0031
SimAlter 0.0019 0.0093 0.0178 0.0055 0.0082 0.0116 0.0000 0.0013 0.0048 0.0006 0.0017 0.0068
Replace 0.0027 0.0151 0.0608 0.0070 0.0216 0.0228 0.0000 0.0000 0.0000 0.0000 0.0000 0.0034

SSLAttack 0.0095 0.0354 0.0751 0.0226 0.0296 0.0270 0.0022 0.0074 0.0109 0.0049 0.0060 0.0097
CREAT 0.0424 0.1080 0.1504 0.0759 0.0895 0.0801 0.0076 0.1191 0.2601 0.0582 0.1038 0.0773

ML-20M
Pure 0.0020 0.0108 0.0215 0.0063 0.0097 0.0136 0.0001 0.0015 0.0046 0.0007 0.0018 0.0070

Popular 0.0516 0.1516 0.2207 0.1024 0.1247 0.1074 0.0201 0.1542 0.2431 0.0905 0.1171 0.0945
Random 0.0411 0.1287 0.2080 0.0851 0.1096 0.1019 0.0193 0.1062 0.1634 0.0746 0.0930 0.0892
SimAlter 0.0318 0.1204 0.2048 0.0756 0.1036 0.0955 0.0235 0.0815 0.1398 0.0523 0.0710 0.0662
Replace 0.0356 0.1243 0.1906 0.0799 0.1012 0.0921 0.0084 0.0455 0.0872 0.0269 0.0402 0.0420

SSLAttack 0.0437 0.1202 0.1743 0.0825 0.0999 0.0893 0.0217 0.0723 0.1135 0.0473 0.0605 0.0583
CREAT 0.0585 0.1905 0.3041 0.1243 0.1608 0.1392 0.0241 0.1621 0.2628 0.0932 0.1255 0.1025

Table 1: The overall performance on three datasets. The best results are boldfaced, and the second-best results are underlined.
All improvements are significant with p-value < 0.05 based on t-tests.

Attack
NARM Bert4Rec

ML-1M Beauty ML-1M Beauty
H@10 N@10 H@10 N@10 H@10 N@10 H@10 N@10

w/o dir 0.0117 0.0024 0.5105 0.3663 0.0140 0.0056 0.6307 0.4812
w/o div 0.0143 0.0055 0.5547 0.4318 0.0151 0.0063 0.6603 0.5941
w/o pv 0.0025 0.0013 0.5051 0.3538 0.0053 0.0019 0.5044 0.2859
w/o dist 0.0271 0.0116 0.6291 0.5221 0.0212 0.0083 0.7461 0.7034
CREAT 0.0157 0.0063 0.5633 0.4439 0.0186 0.0068 0.6885 0.6285

Table 2: Ablation studies on each reward.

3) The constrained reward Rdist decreases attack effective-
ness on both datasets, but its impact varies. This is due to be-
havioral characteristics, i.e., high randomness in user behav-
ior makes patterns more fragile, while stable preferences al-
low effective feature injection even under covert conditions.
Stealth Verification (RQ3). We evaluate the stealthiness
of CREAT from three aspects. First, we present the perfor-
mance of each attack under the defense SOTA methods in
the extended version, where we prove CREAT still outper-
forms other attacks even under the strongest defenses. Sec-
ond, we evaluate the side effects that each PPA brings to
the overall SR performance. We present the recommenda-
tion accuracy of all users on both backbones before and af-
ter PPA in Figure 3. From it, we observe all attacks damage
the performance of SR. Compared to SOTAs, CREAT results
in slighter accuracy degradation across all datasets, indicat-
ing that: 1) CREAT efficiently attacks by uncovering finer-
grained sequential pattern correlations with minimal distur-
bance. 2) Since CREAT causes less degradation in the over-
all accuracy, it is less likely to trigger detection mechanisms

(a) Bert4Rec

(b) NARM

Figure 3: Effects on recommendation accuracy (%).

that rely on fluctuations in SR performance, thereby making
the attack more stealthy. Third, we employ t-SNE (Van der
Maaten and Hinton 2008) to visualize the latent distribution
of original sequences and polluted sequences. From Fig-
ure 4: 1) the adversarial samples from Popular and Ran-
dom are distinguishable from original samples, while SimAl-
ter with feature alignment improves stealth but still has de-
tectable anomalies. 2) Compared to the best SOTA Replace,
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Figure 4: The t-SNE visualization of original sequences and polluted sequences.
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Figure 5: The effects of the dynamic barrier.
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Figure 6: The convergence of CREAT.

CREAT shows more stealth, achieving indistinguishability
between polluted and clean sequences, indicating high inte-
gration in spatial density and local clustering patterns.
Adaptability of Dynamic Barrier (RQ4). To justify neces-
sity of dynamically adjusting constraint penalty, we replace
the constrained reinforcement with dynamic barrier by fixed
penalty coefficients. From Figure 5, we observe that setting
the penalty to static values, i.e., ranging from 0.1 to 2.0,
leads to suboptimal or unstable performance. Contrastingly,
CREAT (dy) achieves the best performance, indicating the
ability of dynamic barrier to adaptively adjust the penalty in
response to constraint violations and optimization dynamics.
GRPO Convergence (RQ5). We prove GRPO’s conver-
gence through first-360-epoch reward trajectories, com-
pared with traditional REINFORCE. Figure 6 shows RE-
INFORCE preserves consistency reward but suffers per-
sistent pattern inversion reward decline due to its lack of
group-wise baseline normalization for reward functions,
whereas GRPO achieves sustained pattern inversion reward
growth stabilizing post-epoch-300. Despite initial volatility,

Attack NARM Bert4Rec

Head Medium Tail Head Medium Tail

ML-1M

Pure 0.0513 0.0174 0.0000 0.2149 0.0128 0.0000
SimAlter 0.3079 0.0658 0.0000 0.3081 0.0563 0.0000
Replace 0.3535 0.1027 0.0036 0.4829 0.0938 0.0000
CREAT 0.5664 0.1428 0.0451 0.5228 0.1492 0.0707

Beauty

Pure 0.0472 0.0033 0.0000 0.0254 0.0000 0.0000
SimAlter 0.1504 0.0178 0.0004 0.5277 0.0048 0.0000
Replace 0.3350 0.0608 0.0000 0.4947 0.0000 0.0000
CREAT 0.4714 0.1504 0.0102 0.6587 0.2601 0.1999

ML-20M

Pure 0.0974 0.0215 0.0000 0.2139 0.0046 0.0000
SimAlter 0.4031 0.2048 0.0000 0.3401 0.1398 0.0000
Replace 0.3865 0.1906 0.0000 0.3816 0.0872 0.0000
CREAT 0.4317 0.3041 0.0953 0.4590 0.2628 0.1502

Table 3: Attack across various target popularity (HR@10).

GRPO’s consistency reward stabilizes post-epoch-120 and
converges post-epoch-330, confirming its capability.
Effect of Target Item Popularity (RQ6). To investigate the
effect of target item popularity on attacks, we conduct more
experiments. From Table 3, we find: 1) SimAlter and Re-
place exhibit significantly weaker tail-item attack capabil-
ities than CREAT, demonstrating near-zero efficacy across
all datasets. 2) CREAT exhibits superior exposures across all
range of popularity. Our attack demonstrates a greater rela-
tive improvement on lower-popularity targets, with tail items
exhibit higher enhancement than medium and head targets.
Since attackers in real scenarios typically focus on increas-
ing the illicit exposure of long-tail items rather than already
popular ones, this advantage has practical significance.

Conclusion and Future Work
We rethink the PPA against SR into a bi-level optimiza-
tion problem, where we design a pattern balanced rewarding
policy to reverse key patterns and implement a constrained
group relative reinforcement learning. Experiments demon-
strate superiority of CREAT. But there are currently no effec-
tive defenses against CREAT, which pose potential security
risks to recommenders. In future, we will extend adaptive
defenses against such attacks for recommender safety.
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