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Abstract

Estimating the true prevalence of an epidemic outbreak is
a key public health problem. This is challenging because
surveillance is usually resource intensive and biased. In the
network setting, prior work on cost sensitive disease surveil-
lance has focused on choosing a subset of individuals (or
nodes) to minimize objectives such as probability of out-
break detection. Such methods do not give insights into the
outbreak size distribution which, despite being complex and
multi-modal, is very useful in public health planning.

We introduce TESTPREV, a problem of choosing a subset
of nodes which maximizes the mutual information with dis-
ease prevalence, which directly provides information about
the outbreak size distribution. We show that, under the inde-
pendent cascade (IC) model, solutions computed by all prior
disease surveillance approaches are highly sub-optimal for
TESTPREV in general. We also show that TESTPREV is hard
to even approximate. While this mutual information objec-
tive is computationally challenging for general networks, we
show that it can be computed efficiently for various network
classes. We present a greedy strategy, called GREEDYMI,
that uses estimates of mutual information from cascade sim-
ulations and thus can be applied on any network and dis-
ease model. We find that GREEDYMI does better than natural
baselines in terms of maximizing the mutual information as
well as reducing the expected variance in outbreak size, under
the IC model.

1 Introduction

Effective surveillance in the context of disease outbreaks
and contagion processes (e.g., modeled as SIR type pro-
cesses on networks (Kempe, Kleinberg, and Tardos 2003))
involves monitoring or testing a subset of individuals (re-
ferred to henceforth as nodes) to determine characteristics of
an outbreak; see e.g., (Leskovec et al. 2007; Christakis and
Fowler 2010; Shao et al. 2018; Tsui et al. 2024; Bai et al.
2017; Heavey et al. 2022). This is also referred to as the
problem of choosing “sensors” (Leskovec et al. 2007). This
is particularly important from a public health perspective be-
cause testing is very expensive, and resources are limited. In
networked models of disease spread, a lot of prior work on
surveillance has been on choosing optimal sensor sets, so
that monitoring them allows a good estimation of metrics
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such as probability of infections, delay in detecting the out-
break (e.g., (Leskovec et al. 2007; Heavey et al. 2022)) and
time of peak (e.g., (Christakis and Fowler 2010; Shao et al.
2018)). However, none of the prior methods provides infor-
mation about the disease outbreak at a distribution level.

Information theoretic strategies are a natural way to cap-
ture distribution level information, and such approaches
have been developed in other settings, such as placing sen-
sors for environmental monitoring. Using a Gaussian pro-
cess based modeling approach, Caselton and Zidek (1984)
proposed the use of mutual information' as the optimization
criterion. Specifically, for a sensor set A C V, their goal is
to maximize the mutual information I(X 4; Xy 4), where
X denotes the state vector for a subset S C V of nodes.
Krause, Singh, and Guestrin (2008) showed that this objec-
tive (referred to henceforth as the CZK objective) leads to
sensor placements that are most informative regarding loca-
tions without sensors, compared to other objectives.

Krause et al. (2008) showed that finding a placement of
sensors that maximizes this objective is NP-hard; they also
showed that I(X 4; X1\ 4) is a submodular function of A,
and thus can be approximated well using a greedy strategy.
Such an information theoretic perspective has not been stud-
ied for surveillance of disease outbreaks, and is our focus
here. Specifically, we study the following: how should we
select a subset A of nodes on a network which gives the most
information about the outbreak size distribution, denoted by
P(Z), from the results obtained by testing only the nodes in
A? This is particularly useful in the case of disease outbreaks
because they often exhibit threshold effects, e.g., (Marathe
and Vullikanti 2013; Pastor-Satorras et al. 2015), and a dis-
tribution level understanding gives better insights into the
risk of having large outbreaks. Prior surveillance methods
only optimize specific epidemic metrics, such as the prob-
ability of detection or peak. Their solutions cannot provide
such insights about the outbreak, as we formally show.

Our contributions. 1. We introduce a novel information
theoretic criterion for optimizing surveillance for prevalence
estimation. Motivated by (Caselton and Zidek 1984; Krause,
Singh, and Guestrin 2008), our goal is to choose a subset

"Definitions of information theoretic concepts used in this paper
can be found in standard texts such as Cover and Thomas (1991);
MacKay (2003).



A which maximizes the mutual information I(X 4; Z) with
the prevalence (more generally, a weighted prevalence);
we refer to this as the TESTPREV problem. We show that,
in general, subsets that optimize other epidemic objectives
(e.g., detection probability), do not maximize the mutual
information; they can be, in fact, arbitrarily away from the
optimal mutual information.

2. We show that TESTPREV is NP-hard, even to approx-
imate within a ©(logn) factor, where n is the number of
nodes. We also show that there are significant differences
between the TESTPREV and CZK objectives. First, optimal
solutions for the CZK objective can have arbitrarily low
mutual information with the prevalence. Second, the CZK
objective is computationally much simpler— it is submodu-
lar, and can be approximated within a (1 — 1/e) factor by a
greedy algorithm, while the TESTPREV objective cannot be
approximated to within a ©(logn) factor, unless P = NP.

3. In general, computing the mutual information is compu-
tationally challenging since it involves an exponential sum.
We show that for trees and one-hop disease models, the
value of mutual information can be computed efficiently.
For a simple path network, we derive a closed form expres-
sion for the optimal solution to TESTPREV. For the general
setting, we present a greedy strategy, called GREEDYMI,
based on estimating the mutual information from cascade
samples.

4. We evaluate our method through simulations over both
synthetic networks and a real contact network between pa-
tients and providers in a hospital ICU, under various disease
probability regimes. We compare the surveillance sets found
by our method with natural baselines to show its efficacy
in finding robust solutions. We find that GREEDYMI
outperforms the considered baselines and for budget as low
as 2%, gives solutions with more than 60% reduction in
variance about prevalence in many networks.

5. We analyze the solution sets in terms of their struc-
tural and dynamical properties. Our analysis reveals that
GREEDYMI achieves a favorable balance between rele-
vance (i.e., high information content) and redundancy (i.e.,
low marginal information gain), outperforming baseline
methods in this trade-off.

For space reasons, proofs of some results are omitted. The
full paper containing all omitted proofs is available on arXiv.

2 Problem Definition

Disease model. We consider the simplest SIR-type disease
model on a network G = (V, E), the Independent Cascade
(IC) model. All nodes in the network except the Infected
seed (s) start as Susceptible (S). At each time step, an In-
fected (I) node u can activate an adjacent Susceptible node
v with probability A(,,,), after which, it is Removed (R)
from the process. The process continues until there are no
more new infections. In a d-hop IC model, the spread is lim-
ited to a maximum of d-hops from the seed(s). Thus, the IC
model is denoted by IC(X, d), where the vector A is com-
posed of all the edge-wise disease probabilities A, and d is
the number of hops; when there are no hop restrictions, we
denote the model by IC(A, 0o). In the homogeneous setting,
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where A, = A, we use the notation /C'()\, d) to denote such
a model.

We will use upper-case letters for random variables and
lower-case letters for deterministic variables; for example,
X takes value z in case of scalars or x for vectors. We use
a random variable X,, = 1 to indicate that node v € V is
infected. The weighted disease prevalence (sometimes re-
ferred to as prevalence for simplicity), Z = ZiGV w; X;,
is a random variable representing the weighted sum of in-
fections, where w; denotes a non-negative weight associ-
ated with node ¢ € V. Let Z4 = ), , w; X; denote the
weighted sum of the state variables of nodes in A, while Z;
=2 iev\ 4 WiX; be the weighted sum of the state variables
of the remaining nodes in the network.

Let h(p) denote the binary entropy function defined by
h(p) = —plogp — (1 — p)log(l — p), p € [0,1]. All the
logarithms in this paper use base 2. Note that h(p) repre-
sents the entropy H () of a random variable ) which takes
on one of two values with probabilities p and 1 — p respec-
tively (Cover and Thomas 1991). For two random variables
P and Q, H(P|Q) represents the conditional entropy of P
given (). We use the following lemma regarding conditional
entropy repeatedly (proof in the supplement).

Lemma 1. H(Z|X4) = H(Z,|Xa). When the variables
are all independent, H(Z|X ) = H(Z})).

The prevalence mutual information criterion. Given a set
of nodes A, we define a function M : 2V — R>( as the
mutual information between X 4 and prevalence Z.

—Y S bl log 2L

jour s p(x)p(2)

Here, p(z, z) is the joint probability mass function of X 4
and Z, while p(z) and p(z) are their respective marginal
probabilities. X4 represents the support of X 4. M(-) quan-
tifies the effect of knowing the states of a set of nodes on
the prevalence distribution, which serves as our optimiza-
tion criterion. In a limited budget setting, we want to query
a limited subset of nodes whose effect on the cascade size
distribution is the greatest among all such sets.

The TESTPREV problem. Given a network G = (V, E),
disease parameters A\, d, weights w; and costs ¢;,i €
V, and budget k, our goal is to find a set of nodes
with the maximum mutual information, ie., A* €
ArgMax ocy,s>, e, <k M(A). The weights can be used to
model the relative importance of subgroups within the pop-
ulation.

Since I(X 4; Z)=H(Z)—H(Z|X 4) (Cover and Thomas
1991), maximizing (X 4; Z) is equivalent to minimizing
H(Z|X 4). In some of our results, we will consider uniform
weights and costs, i.e., w; = 1,¢; = 1 foralli € V.
Caselton-Zidek-Krause (CZK) objective. This objective
denoted by KC(A), is defined by K(A) = I(Xa; Xy\4) =
H(Xy\a) — H(Xy\ 4| Xa). It chooses a subset A which
maximizes the reduction in conditional entropy over the
rest of the nodes. This was first proposed by (Caselton and
Zidek 1984) and studied extensively by (Krause, Singh, and

M(A)=1(Xa;Z x, z) log



Guestrin 2008) for spatial processes; it has not been used for
disease spread.

3 Related Work

There is considerable prior work on epidemic surveil-
lance with diverse objectives such as to detect out-
breaks (Leskovec et al. 2007; Bai et al. 2017), determine
outbreak characteristics (Christakis and Fowler 2010; Shao
et al. 2018). Our surveillance problem is new and is gen-
erally open in the context of epidemic processes over net-
works. As mentioned earlier, similar mutual information
criteria have been used for problems such as observation
selection (Krause and Guestrin 2007, 2012), sensor place-
ment (Krause, Singh, and Guestrin 2008; Caselton and
Zidek 1984) and feature selection (Peng, Long, and Ding
2005; Brown et al. 2012). (Tsui et al. 2024) consider an ac-
tive learning framework for node subset selection, where the
test feedback is used to inform the next choice.

The problem of placing sensors for detecting outbreaks
has been considered in (Leskovec et al. 2007; Adhikari et al.
2019; Heavey et al. 2022). Our goal instead is to find nodes
which give the most information about the prevalence. We
adapt the algorithm on trees in Burkholz and Quackenbush
(2021) to compute the conditional prevalence given a set of
observations. The problem of estimating entropy has a long
history (Paninski 2003) with more recent works (Valiant and
Valiant 2011; Wu and Yang 2016) focusing on advanced es-
timators to achieve a near-optimal asymptotic sample com-
plexity. Here, we use a simple plug-in estimator for im-
plementability and low computational overhead. Wang and
Ding (2019) speed-up the estimation of empirical entropy by
taking a random subsample of the dataset. Here, our goal is
to estimate the true entropy of the prevalence from samples.

4 Analytical Results

Complexity results for TESTPREV. In establishing our
complexity results, we use the fact (from Section 2) that
maximizing I(X 4; Z) is equivalent to minimizing the con-
ditional entropy H(Z|X 4). Thus, we will consider the fol-
lowing (equivalent) version of TESTPREV: given a directed
contact network G = (V, E), with a non-negative weight
w; and cost ¢; for each node v; € V, a probability A\, for
each directed edge e € F, a non-negative weight bound k& <
ZZ‘L:1 ¢; and a non-negative rational value R, is there a sub-
set A C V with weight < k such that H(Z|X4) < R? The
following result establishes the computational intractability
of TESTPREV.

Theorem 1. (@) TESTPREV is NP-hard even when the prop-
agation is restricted to one hop. (b) The problem remains
NP-hard even if the constraint on the weight of A can be vio-
lated by a factor (1—¢)logn, for any € < 1, wheren = |V|.
The proof is by a reduction from the Minimum Set Cover
(MSC) problem (details in the supplement).

TESTPREYV vs. the CZK objective. We show here that there
is a significant difference TESTPREV and the CZK objec-
tive, both in terms of the objective value (they can differ ar-
bitrarily), and structure of optimal solutions (the TESTPREV
objective is not always submodular, unlike CZK).
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Observation 2. There exist instances in which optimizing
the CZK criterion K(A) = I(Xa;Xy\a) does not op-
timize for mutual information with prevalence M(A)
(X4 2).

We also show that M(+) has a different structure from the
CZK objective.

Observation 3. Given a set of nodes V whose states are mu-
tually independent random variables, the function M(A)
I(Zy; X a) is supermodular in A C V.

Observation 4. There exist instances in which the function
M is submodular.

TESTPREV vs. optimizing surveillance objectives. We
show that prior work on optimizing epidemic objectives,
e.g., detection probability, does not give good solutions to
TESTPREV.

Observation 5. There exist instances in which node selec-
tion for maximizing detection likelihood can lead to solu-
tions with objective value for TESTPREV less than the opti-
mal by ©(n).

All these observations are discussed in detail in the supple-
ment.

5 Our Approach

Overview. Since the TESTPREV objective is computation-
ally very challenging, we first study it for special classes
of networks and disease models. We show that it can be
computed efficiently for certain special networks and dis-
ease models. Finally, we develop a sampling-based greedy
strategy for finding solutions to TESTPREV for general net-
works and disease models.

5.1 1-Hop Disease Spread

Consider a scenario where we are given a set of infectious
individuals and we would like to know which among their
immediate circle of contacts should be prioritized for test-
ing. We model this as a directed bipartite network G =
(U U W, E) where U is the set of infected nodes and W
is the set of susceptible nodes which are neighbors of U.
Figure 1 has an example. The disease spreads for one time-
step from U to W. We are given disease probabilities A =
{A\ji : (J,9) € E}. The probability p; of anode i € W be-
coming infected is given by p; = 1—[]; ;e g(1—A;;). The
goal of the TESTPREV problem is to find a subset of nodes A
which maximizes I(Z; X4) = H(Z)— H(Z|X 4), which is
equivalent to minimizing H(Z|A). Due to independence of
{Xi}tiew, H(Z|X4) = H(Z, ) by Lemma 1. Thus, choos-
ing the best set of nodes minimizes the entropy of the sum
of the remaining node states in IV.

Lemma 2. For the 1-hop disease spread scenario, the con-
ditional entropy H(Z|X 4) can be computed exactly in poly-
nomial time.

Proof. For any subset A C W, Z, follows a Poisson bi-
nomial distribution with parameters {p;}icnw\a. We can

compute the probability distribution of Z,, using Direct
Convolution method (Biscarri, Zhao, and Brunner 2018) in



Figure 1: 1-hop example on a bipartite network

O(|W?) time. This allows efficient computation of the en-
tropy H(Z,) = H(Z|Xa). O

Greedy heuristic. Due to all the node states being inde-
pendent, M(A) = I(Z; X 4) is supermodular from Obser-
vation 3. As I(Z; X4) = H(Z) — H(Z|X4) and H(Z) is
constant, H(Z|X ) = H(Z}) is submodular in A. Here,
TESTPREV is minimizing a submodular function with car-
dinality constraints, which is generally NP-hard. Thus, in
Algorithm 3 (in the supplement) we have a greedy heuris-
tic which uses the exact computations of H(Z|X suq:y) =

H(Z,, {i}) (based on Lemma 2) for each node ¢ € W in the

greedy step.

Complexity. The greedy heuristic takes O(k|W|[3) un-
der the assumption that the greedy step of computing
H(Z|X suq4y) for anode i takes O(|W|?) time.

5.2 Rooted Trees

Consider a tree network 7;. of size n with a single source at
the root r, under /C(\, 00). We want to find a subset A C V
such that M (A) is maximized, which is equivalent to mini-
mizing H(Z|X 4).

Computing H(Z|X 4). Given a node set A, ENTROPY-
ONTREE (Algorithm 4 in the supplement) provides an exact
method to compute the conditional entropy H(Z|X 4) of the
prevalence on a rooted tree with the root being the source
of infection. It uses the following subroutines (whose pseu-
docodes appear in the supplement):

1. FEASIBLE(T,.,x): filters out zero-probability infection
status vectors X.

2. CONTRACT(T}, T',,)): contracts the path from 7 to v.

3. REMOVE(T}., v): removes the node v from the tree.

4. MESSAGEPASSING(TT,A,U): computes the uncondi-
tional prevalence distribution, P(Zz ).

Lemma 3. For any subset A C T,, ENTROPYONTREE

exactly computes the conditional entropy of the prevalence
H(Z|X ).

Proof sketch. We compute P(X 4 = x) for each x € X4
using the probability of the live-edge paths from the (un)-
infected nodes. To compute H(Z|X,4 = x), we contract
the live-edge paths and remove uninfected nodes to reduce
the problem to computing unconditional prevalence distri-
butions P(Z=). This is done using a message-passing algo-

T
rithm from (Burkholz and Quackenbush 2021). Finally, we
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compute H(Z|Xa) = > cx, P(Xa
x). More details are in the supplement.

= x)H(Z|X4 =

Greedy heuristic. We use a greedy heuristic in Algorithm
7 (in the supplement) which repeatedly adds nodes to the
query set based on the exact computations of the conditional
entropy of the prevalence using ENTROPYONTREE.

Complexity. MESSAGEPASSING has a complexity of
O(n?) where n is the size of the tree. It is called a maximum
of 2% times by ENTROPYONTREE. The greedy heuristic
calls ENTROPYONTREE O(kn) times, resulting in a com-
plexity of O(k2¥n?). The running time is polynomial when
k is fixed.

5.3 Path Networks

We are given a path network of size n + 1 with the node set
being V = {0, 1,...,n}. Assume a single source at node 0.
The TESTPREV problem is to find a subset of nodes {i;;i; €
V'} which maximize the prevalence mutual information M
with budget k. Equivalently, we can find the sequence of
optimal separations, {g1 = 1,92 = i2 —i1,..., 9k = i —
ig—1},1e, {g; =i —ij_1;5 =1,...,k,g; > 1} where
1o is defined to be 0. Consider the version of this problem
where we remove the integrality constraint on the variables,
i.e., we allow g; € R>(. With this relaxation, we can obtain
a closed form solution.

Theorem 6. For budget k, a sufficiently long path, i.e.,
n > —log(k + 1)/log A, and IC(\, 00) with homoge-
neous disease probability X € (0,1), the TESTPREV-
optimal separation without integrality constraints is {g; =

log(H2=0) /log \;j = 1,...,k}.

k+2—j

Proof sketch. M{X; } = I(Z;{X;,}) = H{X;,}) —
H({X;;}|Z) = H({X;,}) because once prevalence is
given, all node states become deterministic in this path set-
ting. H({X;,}) = h(X9") + A9 h(A92) + N9 F92p(\93) +
AT 9m h(A\9%) by chain rule, where £ is the binary
entropy function. Using induction, we find the optimal sep-
arations in reverse-order via the first derivative test. The de-
tails are in the supplement.

Remark: Since the optimal separations {g;} in Lemma 6
may be fractional, our proposed simple heuristic in Algo-
rithm 8 (in the supplement) checks the nearby integral solu-
tions. It has a time complexity of O(k).

5.4 Sampling-Based Methods

On general networks, we rely on sampling-based techniques
for estimating the mutual information function M for any
given query-set A. The sampling method first constructs
a dataset D from large number of i.i.d. samples from the
cascade distribution IC(\, d). Then we estimate the condi-
tional entropy of the prevalence from the observations in D,
ignoring the probability of any infection vectors and sizes
not seen in the dataset. The method is described in Algo-
rithm 2.



Algorithm 1: GREEDYMI

Input: A contact network G = (V, E), disease parameters
IC(X,d), budget k, number of cascade samples 7.
Output: Query-set A C V.
1. A+ ¢
2: Sample T i.i.d. disease cascades from IC(A, d)
Construct a matrix D such that, D; ; = 1 if j-th node is
infected in the i-th cascade sample, 0 otherwise.
for j=1tokdo
for eachv € V'\ Ado
d, + EMPIRICALENTROPY(D, A U {v})
end for
v* 4= argming 4 Oy
A+ AU{v*}
end for
return A

w

TeY XUk

—_

Algorithm 2: EMPIRICALENTROPY

Input: Dataset of cascade samples D, subset of nodes A
QOutput: Empirical conditional entropy of prevalence
Hp(Z|A)

1: For each x € X4, compute the empirical probabil-
ity Pp(X4 = x), empirical conditional prevalence,
Pp(Z|X 4 = x), thereby its entropy Hp (Z|X 4 = x).
Compute the empirical conditional entropy,
Hp(Z|A) =Y sex, Po(Xa =x)Hp(Z|Xa = x)
return Hp(Z|A)

Greedy heuristic. We provide a greedy heuristic which
sequentially adds nodes to the query-set, maximizing the in-
formation gain in each step. Equivalently, the greedy step
adds a node v’ to current query-set A such that, v’ €
argmin, ey 4 H(Z|Xau(0)). GREEDYMI is described in
Algorithm 1 and has the empirical entropy subroutine in Al-
gorithm 2.

Complexity analysis. The subroutine 2 can be imple-
mented with a hashing-based grouping of the dataset D.
On average, the time complexity of EMPIRICALENTROPY
is O(kn). The time complexity of sampling from IC(A, d)
is O(n+m) where m is the number of edges. This leads to a
complexity of O(T (n+m) + k*n?) for GREEDYMI, where
T denotes the number of cascade samples in Algorithm 1.

Sample complexity. The number of samples required for
consistent estimation depends on the joint alphabet size of
P(Z,X 4), which can be as large as n2¥, but is usually
much smaller in practice due to infeasible state configura-
tions. With our plug-in estimator, we have a sample com-
plexity, O(n2* /%) where e is the desired additive error.

6 Experiments

We conduct extensive experiments using disease simulations
on various network topologies, seeding scenarios, and dis-
ease transmission probability regimes to investigate the fol-
lowing research questions:

1. How does GREEDYMI perform compared to baseline
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Network Nodes | Edges Clust. | Avg. Shortest
coeff. | Path Length

PowLaw 675.3 1118.8 0.052 4.1

ER 1000 24912.0 | 0.049 | 2.03

HospICU | 879 3575 0.599 | 431

Table 1: Networks and their properties. For the synthetic net-
works, average values are reported across 10 replicates.

methods in identifying good node sets for disease surveil-
lance?

2. What are the distinguishing topological and epidemiologi-
cal properties of surveillance nodes selected by GREEDYMI
versus baseline methods?

3. What is the minimum number of cascade samples re-
quired for TESTPREV to converge to a stable solution?

Datasets and Methods. We use both synthetic and real-
world networks. See Table 1 for a summary.

1. PowLaw: We construct several power-law networks us-
ing the Chung-Lu random graph model (Chung and Lu

2002). The power-law exponent is set to v = 2.5.

ER: We generate several Erdés-Rényi networks using the
G(n, ¢) model with n = 1000, ¢ = 0.05.

. HospICU: This is a contact network based on the co-
location of patients and healthcare providers in the ICU
of a large hospital (name withheld for anonymity), built
using Electronic Health Records (EHR) collected be-
tween Jan 1, 2018 and Jan 8, 2018. This network is
quite relevant to the considered surveillance problem in
the context of hospital acquired infections (Heavey et al.
2022; Jang et al. 2021).

In the case of synthetic networks, we use 10 replicates for
each graph family. Also, in each case, we use the largest
connected component.

Disease scenarios. We evaluate our methods on a range
of model parameters for IC(\,d). In each case, we
assume a homogeneous disease probability setting with
A € {0.1,0.2} for PowLaw and HospICU, and A €
{0.05,0.07} for ER. We set the maximum number of
hops d € {2,4}. We evaluate our method for a budget up to
k = 10. These regimes are chosen so that the d-hop preva-
lence variance is high enough for surveillance to have an ef-
fect. Each simulation instance is initiated with a single seed
node. We consider two seeding scenarios,

1. Known-source: The seed node is fixed for all cascades
and chosen randomly from among the nodes. We consider
10 replicates. Accordingly, we have 10 sets of cascades.

2. Random-source: For each cascade, the seed node is
picked uniformly at random. In our experiments, we sam-
ple 30,000 cascades for each disease scenario.

Baselines. We compare our method against these base-
lines, which have been used in prior work on surveillance
based on epidemic metrics (Leskovec et al. 2007; Shao et al.
2018; Marathe and Vullikanti 2013):



1. DEGREE: The top-k nodes by degree form the surveil-
lance set.

2. VULNERABLE: In the set of sampled cascades used to
compute the conditional entropy, we find the top-£ most
frequently infected nodes. This quantity is indirectly tied
to P(X 4) in the prevalence mutual information expres-

sion in Equation 1.

Evaluation metrics.
two metrics:

1. Prevalence mutual information: Given a set of nodes A,
M(A) = I(Z; X 4). If this is high, the chosen node subset
has high mutual information with the prevalence.

2. Expected standard deviation of the conditional preva-
lence: If A is the subset of nodes selected by a method,
this is computed as E[o(Z|Xa)] = > cx, P(Xa
x)o(Z|Xa = x), where 0%(Z|X4 = x) is the variance
of Z conditioned on X 4 = x. This measures the expected
spread around the mean of the prevalence upon querying a
node set.

For evaluating performance, we use

6.1 Results

Performance of GREEDYMI versus baselines. Figure 2
shows the performance of GREEDYMI against baselines
under the Known-source seeding. We report the aver-
age scores over 10 replicates. We observe that GREEDYMI
consistently outperforms baselines, with the performance
gap widening with increasing budget. We can observe a
reduction in the expected standard deviation in prevalence
ranging from 5% in ER to 80% in HospICU. We also
observe that this expected standard deviation rapidly de-
creases with the first few node selections, followed by a
more gradual decrease. This “diminishing returns” effect
is especially pronounced in PowLaw and HospICU net-
works while it is nearly absent in ER networks. This is likely
due to the shape of the degree distribution in each network.
On PowLaw, DEGREE is nearly as good as GREEDYMI,
which is linked to the structure of the network where there
is a core of high-degree nodes. On HospICU, we observe
that VULNERABLE is superior to DEGREE, indicating that
dynamics-based selection can outperform structure-based
selection. In Figure 3, we show the performance of the
methods under Random-source seeding. For PowLaw
and ER, we average the scores over 10 network replicates.
We observe that GREEDYMI still performs better than the
baselines, although the gap is smaller than before. In the
Known-source scenario, the source node may have low-
degree neighbors—nodes that are highly vulnerable but con-
tribute little to the overall cascade size. This structural limi-
tation can reduce the informativeness of such nodes. Such
situations rarely arise in the Random-source scenario,
where sources are selected randomly.

Analysis of solutions. We analyze the solutions obtained
by GREEDYMI and the baselines to derive further insights
into what characteristics make for a good surveillance node
set. Specifically, the properties we consider for each node are
the degree, vulnerability, and node-wise influence (expected
size of a cascade initiated from the node). Figure 4 shows
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Figure 2: Performance of GREEDYMI vs baselines under

Known-source seeding (averaged over 10 runs).

the degrees of the selected nodes for different approaches
along with those of the remaining nodes. Figure 5 shows the
node-wise influence and vulnerability of the subset of nodes
selected by each of the methods, with a random sample of
network nodes forming the backdrop. We observe that al-
though DEGREE nodes tend to have high influence, they are
not usually picked by GREEDYMI, which has more overlap
with VULNERABLE node sets. Any node selection algorithm
must balance relevance (i.e., information about prevalence)
with redundancy (i.e., low marginal information gain). Rel-
evance depends on how vulnerable a node is and if infected,
to what extent it can influence the cascade size. Very high
or very low vulnerability, or low influence, all correspond
to less information. Similarly, when states of two nodes
are highly correlated, it makes sense to monitor one of the
nodes, thus reducing redundancy. Given the corresponding
MI performance gaps, this suggests that GREEDYMI bal-
ances this tradeoff better than the top-k methods.

Sample size vs. performance. To assess the effect of
sample size on the performance of GREEDYMI, we adopt
the following progressive sampling-based approach. We
choose 1000 samples in each round. In iteration ¢, we have
a total of 1000 - ¢ samples. We find the GREEDYMI solu-
tion Agyeeqy corresponding to these samples and note its
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Figure 3: Performance of GREEDYMI vs baselines under
Random-source seeding.

conditional entropy score, H(Z|Xa,,,.,,)- Figure 6 plots
the empirical entropy of the prevalence conditioned on the
GREEDYMI solution of budget & = 10, H(Z|X4,,..,,)-
computed using the combined set of samples at the end of
each round of sampling. Firstly, we observe that the entropy
estimate increases with the number of samples as more of
the unseen joint distribution P(Z; X 4) is sampled. We ob-
serve that the regimes in which large cascades are possible
take more rounds of sampling to converge. In each round of
sampling, even a few large cascades can push up the esti-
mate due to the presence of the logarithm term in the en-
tropy, triggering a new round of sampling. For a network of
size n = 1000 and budget £ = 10 the maximum joint al-
phabet size |Z| x |X 4| = n2* can be very large. Yet, the
number of cascade samples (30,000) required for the condi-
tional entropy to converge is about 34 times fewer in size.
This shows that in many realistic problem setups, sampling-
based methods are not prohibitively expensive.

7 Conclusions

Our work presents an information-theoretic framework for
active disease surveillance, offering — for the first time in the
literature — novel, distribution-level insights into outbreak
size. As our results demonstrate, solutions to TESTPREV
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yield results with substantially lower variance than strate-
gies such as node degree, which have been frequently pro-
posed in the literature (Browne et al. 2024; Bai et al. 2017).
At the same time, our findings underscore the challenges
of adopting this approach. First, developing algorithms with
provable performance guarantees remains an open problem.
Unlike problems such as influence maximization, desirable
properties such as submodularity may not hold, making al-
gorithmic analysis more difficult. Second, closed-form so-
lutions for graph families beyond paths may lead to fur-
ther insights. From a practitioner’s perspective, there is also
a need to speed-up the greedy method by, for example,
reconstruction-aware methods (Mishra et al. 2023) for es-
timating P(Z|X 4). Finally, extending this mutual informa-
tion framework to outbreak characteristics such as time to
peak, spatial spread etc. offers a promising future direction.
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Figure 6: Convergence of the conditional entropy estimate
H(Z|Agreedy)-
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