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Abstract

Multi-domain graph pre-training has emerged as a pivotal
technique in developing graph foundation models. While
it greatly improves the generalization of graph neural net-
works, its privacy risks under membership inference attacks
(MIAs), which aim to identify whether a specific instance
was used in training (member), remain largely unexplored.
However, effectively conducting MIAs against multi-domain
graph pre-trained models is a significant challenge due to:
(i) Enhanced Generalization Capability: Multi-domain pre-
training reduces the overfitting characteristics commonly ex-
ploited by MIAs. (ii) Unrepresentative Shadow Datasets: Di-
verse training graphs hinder the obtaining of reliable shadow
graphs. (iii) Weakened Membership Signals: Embedding-
based outputs offer less informative cues than logits for
MIAs. To tackle these challenges, we propose MGP-MIA, a
novel framework for Membership Inference Attacks against
Multi-domain Graph Pre-trained models. Specifically, we
first propose a membership signal amplification mechanism
that amplifies the overfitting characteristics of target mod-
els via machine unlearning. We then design an incremental
shadow model construction mechanism that builds a reliable
shadow model with limited shadow graphs via incremental
learning. Finally, we introduce a similarity-based inference
mechanism that identifies members based on their similar-
ity to positive and negative samples. Extensive experiments
demonstrate the effectiveness of our proposed MGP-MIA and
reveal the privacy risks of multi-domain graph pre-training.

1 Introduction

Multi-domain graph pre-training (Zhao et al. 2024; Yu et al.
2024, 2025; Wang et al. 2025c; Yuan et al. 2025) has
emerged as a critical technique for developing graph foun-
dation models (Zhao et al. 2025; Shi et al. 2024; Mao
et al. 2024; Liu et al. 2025; Wang et al. 2025d). By pre-
training Graph Neural Networks (GNN5s) across graphs from
diverse domains using self-supervised learning paradigms
such as link prediction (Zhang and Chen 2018) and con-
trastive learning (You et al. 2020), multi-domain graph pre-
training enables the pre-trained GNNs to capture transfer-
able structural and semantic patterns, thereby improving the
generalization across a wide range of downstream tasks.
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Figure 1: A comparison between graph MIAs against Tradi-
tional GNNs and Multi-domain Pre-trained GNNs.

Weaken
Membership Signals

Although multi-domain graph pre-training significantly
improves graph learning performance (Zhao et al. 2024; Yu
et al. 2024, 2025; Wang et al. 2025¢; Yuan et al. 2025), its
privacy vulnerabilities under Membership Inference Attacks
(MIAs) remain largely unexplored. MIAs are privacy attacks
that aim to determine whether a specific data sample was in-
cluded in a model’s training set (Olatunji, Nejdl, and Khosla
2021; He et al. 2021; Wei et al. 2024, 2025; Wang et al.
2025b; Song et al. 2025; Luo et al. 2025). When develop-
ers publish pre-trained models on open-source platforms to
promote reuse and enable downstream users to build their
own graph foundation models, they may inadvertently ex-
pose these models to privacy risks. Adversaries can exploit
the released models to infer the presence of sensitive records
in the training data, leading to the disclosure of user-related
information.

Typical MIAs involve two stages: the attacker first trains
shadow models on shadow data from the target distribution
to mimic the target model, then queries the shadow mod-
els with member and non-member samples in the shadow



data to collect prediction logits, from which it learns a rule
to infer whether a target sample was in training, based on
the fact that models often give higher confidence to mem-
bers than non-members. However, as shown in Figure 1,
performing effective MIAs against multi-domain graph pre-
trained models remains significantly challenging due to
three key factors: (i) Improved Generalization Capability:
Multi-domain graph pre-training can capture transferable
knowledge that improves generalization, thereby mitigating
the overfitting signals commonly exploited by MIAs. (ii)
Unrepresentative Shadow Datasets: Multi-domain pre-
training scenarios involve diverse training graphs from mul-
tiple domains, making it difficult to obtain domain-aligned
shadow graphs and thus hindering the construction of a
reliable and effective shadow model for inference attack.
(iii) Weakened Membership Signals: Since pre-trained en-
coders output embeddings rather than logits, the resulting
representations carry weaker overfitting signals, making it
harder to distinguish members from non-members.

The aforementioned challenges limit the effectiveness of
existing graph MIAs, as further discussed in Section 4. To
address these limitations, we propose MGP-MIA with code
is available at https://github.com/RingBDStack/MGP-MIA,
a novel framework for Membership Inference Attacks tar-
geting Multi-domain Graph Pre-trained models. Specifi-
cally, to amplify membership signals in the target model
and counteract the generalization effect introduced by multi-
domain pre-training, we propose a membership signal am-
plification mechanism that increases the overfitting degree
of the target model via machine unlearning, motivated by
the observation that machine unlearning can release param-
eter capacity and induce stronger memorization on the re-
maining data. To construct a reliable shadow model without
access to domain-aligned shadow data, we design an incre-
mental shadow model construction mechanism. Instead of
training a shadow model from scratch, this mechanism con-
structs the shadow model by fine-tuning the target model
using parameter regularization in an incremental learning
manner, allowing it to better approximate the membership
inference characteristics of the target model only with a lim-
ited shadow graph. To extract membership signals from out-
put embeddings in the absence of explicit cues like logits,
we introduce a similarity-based inference mechanism. This
mechanism constructs attack features by measuring the sim-
ilarity between a target node and its positive and negative
samples, and infers membership status based on these simi-
larity patterns. This design is motivated by the fact that self-
supervised pre-training paradigms generally encourage em-
beddings to move closer to positive samples and farther from
negative ones. We conduct extensive experiments targeting
the representative multi-domain graph pre-training methods
and demonstrate the superior performance of MGP-MIA.

In summary, our main contributions are as follows:

e We audit the privacy leakage of multi-domain graph
pre-trained models under Membership Inference Attacks
(MIAs) and propose a novel approach named MGP-MIA,
for performing such attacks. To the best of our knowl-
edge, this is the first work to investigate this problem.

15484

* We propose a membership signal amplification mecha-
nism to counteract the generalization effects of multi-
domain pre-training. We design an incremental shadow
model construction mechanism to build reliable shadow
models without domain-aligned shadow data. We intro-
duce a similarity-based inference mechanism to extract
membership signals from output embeddings.

Extensive experiments against multi-domain graph pre-
training models demonstrate the effectiveness of MGP-
MIA and reveal their privacy vulnerabilities to MIAs.

2 Related Work

Multi-domain Graph Pre-training. Multi-domain graph
pre-training serves as the basis for graph foundation mod-
els (Shi et al. 2024; Mao et al. 2024; Liu et al. 2025; Wang
et al. 2025d) by applying self-supervised learning to graphs
from diverse domains (Zhao et al. 2024; Yu et al. 2024,
2025; Yuan et al. 2025; Wang et al. 2025¢), facilitating the
extraction of transferable knowledge. Existing approaches
adopt either graph contrastive learning (You et al. 2020)
or link prediction (Zhang and Chen 2018) objectives. In
contrastive learning, GCOPE (Zhao et al. 2024) adds vir-
tual nodes to link domains and optimizes them dynamically
during training, while SAMGPT (Yu et al. 2025) enhances
structural consistency using structure tokens to unify mes-
sage aggregation. MDGFM (Wang et al. 2025c) adaptively
balances features and topology, refining graphs to reduce
noise and align structures. In link prediction, MDGPT (Yu
et al. 2024) uses domain tokens to align semantic features,
and BRIDGE (Yuan et al. 2025) introduces a domain aligner
to extract shared representations and suppress noise.

Graph Membership Inference Attack. Membership in-
ference attacks (MIAs) aim to determine whether a spe-
cific data instance was used during the training of a target
model (Hu et al. 2022). He et al. (2021) and Olatunji, Ne-
jdl, and Khosla (2021) first extend MIAs to GNNs by incor-
porating structural information into both target and shadow
models. ProlA (Wei et al. 2025) enhanced inference per-
formance by introducing prompt-based techniques to aug-
ment the attack model’s background knowledge. Mean-
while, GCL-LEAK (Wang and Wang 2024) is the first graph
MIA against contrastive learning, but its focus on the fed-
erated setting with access to the training process makes it
inapplicable to our scenario. Subsequent work Zhang et al.
(2022) and Wu et al. (2021) targeted whole-graph member-
ship, and Wang and Wang (2022) conducted a systematic
study on inferring the membership of particular groups of
nodes and links. To operate under more constrained adver-
sarial settings, Conti et al. (2022) and Dai and Lu (2025)
propose label-only MIAs.

3 Problem Formulation

The goal of MIAs is to infer whether a given instance was
part of the training set Dryi, of a target model Frarge. Typi-
cally, the adversary uses a shadow dataset Dgp,gow from the
same distribution as Dy, to train a shadow model Fsphadow
that mimics the target. Based on the outputs of Fghadow ON
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Figure 2: Separability analysis of output node embeddings.
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Figure 3: Robustness analysis of output node embeddings.

Drirain and Dreq, the adversary constructs an attack model
Fawack to infer whether a given instance is a member.

Attacker’s Goal. We focus on the node-level member-
ship inference attacks, following prior work (Hu et al. 2022;
Olatunji, Nejdl, and Khosla 2021; Wei et al. 2025). Given
a target GNN Fryy pre-trained across graphs {G;}7*, from
multiple domains, the goal is to determine whether a spe-
cific node v was included in the training set. Formally, the
attacker aims to learn an attack model F ek that maximizes
the expected accuracy of membership prediction as follows:

max Ev [H (-FAttack(Uv -FTarget) = yv)] ) (1)
FAttack
where y,, € {0, 1} indicates whether node v belongs to the

training set of Fruree: (1 for member, O for non-member), and
I(-) denotes the indicator function.

Attacker’s Knowledge. We assume a white box adversary
with full access to the target model Fruer, including its ar-
chitecture, parameters, and training algorithm. However, the
attacker does not have access to the original training process
or the complete multi-domain training dataset. Instead, the
attacker is assumed to have a shadow graph from one domain
that shares a similar distribution with the target node v un-
der inference. This setting reflects practical scenarios where
costly pre-trained models are publicly released to support
downstream GFM development (Liu et al. 2025), potentially
exposing privacy vulnerabilities.

4 Pre-attack Analysis

In this section, we analyze why existing graph MIAs are not
applicable to multi-domain graph pre-trained models. Exist-
ing methods can be categorized into two types: confidence-
based and stability-based. Confidence-based attacks exploit
confidence scores in the prediction logits, while Stability-
based attacks assess the stability of predicted labels. Both
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rely on the observation that member instances typically
yield more confident (for confidence-based) or more stable
(for stability-based) predictions than non-members. How-
ever, the outputs of multi-domain graph pre-trained models
are node embeddings. To assess whether these embeddings
exhibit separability similar to prediction logits or stability
similar to output labels for members, we conduct toy exper-
iments on the Cora (Yang, Cohen, and Salakhudinov 2016)
dataset using MDGPT (Yu et al. 2024) (link prediction) and
SAMGPT (Yu et al. 2025) (contrastive learning) as represen-
tative victims. We summarize two key observations below
(More experimental details are provided in Appendix C):

* Takeaway 1: Embeddings are weakly separable be-
tween members and non-members. To assess whether the
embeddings exhibit separability between members and non-
members similar to the logits, we visualize the embeddings
using PCA (Abdi and Williams 2010) in Figure 2. As shown,
the embeddings themselves are not clearly separable.

* Takeaway 2: Embeddings are not more stable for mem-
bers. We perturb the graph edges and visualize the similar-
ity between original and perturbed embeddings. As shown
in Figure 3, member embeddings are not more stable under
perturbation, particularly in link-prediction-based methods.

In summary, both the weak separability and the lack of en-
hanced stability for member nodes in the output embeddings
clearly highlight the inherent limitations of directly applying
existing graph membership inference attacks against multi-
domain graph pre-trained models.

5 MGP-MIA

In this section, we present MGP-MIA, a novel framework
for Membership Inference Attacks against Multi-domain
Graph Pre-trained models. As illustrated in Figure 4, our
proposed MGP-MIA consists of three key components. First,
the membership signal amplification mechanism enhances
membership signals by mitigating the generalization effect
of multi-domain training through machine unlearning. Sec-
ond, the incremental shadow model construction mechanism
employs incremental learning to build a shadow model that
replicates the overfitting behavior of the target model only
with the limited shadow dataset. Finally, the similarity-based
inference mechanism constructs attack features by measur-
ing the similarity between a target sample and its positive
and negative samples, which are then used to train an attack
model for membership inference.

51

Multi-domain pre-training trains GNNs on multiple graphs
to learn transferable knowledge that generalizes across di-
verse downstream tasks and domains. However, the result-
ing improved generalization reduces the model’s overfitting
behavior, which in turn weakens the critical membership sig-
nals and makes effective attacks much more difficult.

To address this challenge, we propose a membership sig-
nal amplification mechanism that enhances membership sig-
nals through machine unlearning. Machine unlearning is a
privacy-preserving strategy that removes the influence of
specific data instances from a trained model, making it be-

Membership Signal Amplification Mechanism



Membership Signal Amplification
Mechanism

Multi-domain
Graph Pre-training

Unleanring

Graph Augment GNN

Model ]:Augment

= Fine-tune ©

” S%nlearn - SiTeacher | I :

min E

Funlearn ey
Pre-l‘rain i Unlearn
Unlearning
Graph
Target GNN ' Fine-tune - Unlearned GNN

Model ]'—Target Model FUnlearn

Enhance Overfitting

Incremental Shadow Model

1

i Similarity-Based
Construction Mechanism !

1

1

Inference Mechanism

Shadow Train Graph i positive Q— 0O negative
J i sample <0 sample
; O~
Fisher Information Matrix i [@
1
F 7 i Shadow GNN
r}iTnlea;r)l <}shadrow i Model ]:Shadow
4 { Incremental ng\; 3 ! E @ @ @ @ E @
/ J | Learning | -~/ OR) !
el @0
Parameter Regularization ! S"mla”’% matrix
1
Shadow GNN i
1

Model FShadow Attack Model FAttack

Building Shadow Model Training Attack Model

Figure 4: Overview of MGP-MIA. The membership signal amplification mechanism first leverages machine unlearning to
enhance overfitting. The shadow model is then built from the unlearned model using incremental learning. Finally, the attack
features are derived from similarities between each sample and its positive and negative counterparts to train the attack model.

have as if those instances were never used during train-
ing (Chen et al. 2022). However, prior work has shown that
inexact machine unlearning can lead to stronger overfitting
on the remaining samples as it erases specific learned infor-
mation and reallocates model capacity (Hayes et al. 2025).
Motivated by this phenomenon, we repurpose this privacy
protection strategy as a tool to help us enhance the effective-
ness of membership inference privacy attacks. While vanilla
machine unlearning methods that do not require access to the
remaining data typically perform unlearning through gradi-
ent ascent (Jang et al. 2022; Rashid et al. 2025). Directly
applying this approach ignores the diverse characteristics of
different nodes and can severely degrade model utility. In-
spired by recent advances in unlearning for large language
models (Wang et al. 2025a), we propose a selective and
controllable unlearning strategy that employs an argument
model to identify disproportionately memorized nodes and
guide the model to suppress overfitted components while
maintaining the utility of the unlearned model.

Specifically, we randomly extract a subgraph Gupiearm from
the given shadow graph Gshagow as the target for inexact
machine unlearning. The target model Fryge; is fine-tuned
on Gunlearn for a few epochs to produce the augment model
Faugment- We then compare the output embeddings of Frarge
and Faugment to evaluate how the similarity between each
node and its positive and negative neighbors changes under
the two models. Specifically, for a given node v;, we define
the similarity score vector as follows:

sim(h;, hi1+)7 ..., sim(h;, hi}t)’

i = 2
® 7 |sim(hi, b, ), sim(hy by ) | @

where h; is the out embedding of node ¢ produced by model,
{if }E_, are its positive samples, {i,, })_; are its negative
samples, and sim(-, -) denotes the cosine similarity function.
Let 87,0 aNd S}y oment depote the similarity between the out-
put embeddings of node ¢ and its positive and negative sam-
ples under the target and augment models, respectively. The
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difference (s%argel - Sf«ugmem) captures the memorization sen-
sitivity of node i, indicating the extent to which its associ-
ated knowledge should be unlearned. This difference is used
to compute the teacher similarity score sk, ..,» Which serves
as the guiding signal for the unlearning process:

s"zfeacher = S"Zfarget —A- (S"Zfarget - S}%ugment)’ (3)
where A is the hyperparameter controlling the strength of
machine unlearning. Finally, we fine-tune the target model
Flarget to minimize the deviation between the student simi-

. Z ,L . .
larity score s, ..., and the teacher score st e, resulting in
the unlearned model Fygearn:

Z | | S{Jnleam - S"ﬁ"eacher ‘ ‘ ? ’ “4)

7. € VUnleam

min
]:Unleam
where Vypjear 1S the node set of the unlearning graph Guniearn-
The unlearned model Fypearm releases the model capac-

ity previously occupied, allowing the remaining data to be
memorized more strongly and thereby enhancing overfitting.

5.2 Incremental Shadow Model Construction
Mechanism

The shadow model is a surrogate trained by an attacker to
mimic the target model’s behavior using data from a distri-
bution similar to the target model’s training set. As the at-
tacker controls its training process, each instance can be la-
beled as a member or non-member. By recording the shadow
model’s outputs with these labels, the attacker builds an at-
tack dataset capturing behavioral differences between seen
and unseen data. This dataset is then used to train an attack
model to infer the real membership of the target model.
However, in multi-domain graph pre-training, it is im-
practical to obtain a shadow dataset covering all training do-
mains. A realistic assumption is that the attacker only has
access to a shadow graph Ggpagow from the same domain
as the target node v under inference. To construct a reliable
shadow model that mimics the target model’s membership-
related behavior using limited shadow data, we propose an



incremental shadow model construction mechanism. Specif-
ically, we randomly split the shadow graph into a training
graph GIin and a test graph GI . We use the shadow
dataset as a proxy to estimate the Fisher Information Matrix
Tuntearn (Jastrzebski et al. 2021), which quantifies the impor-

tance of each parameter in Fyyjearn to the target domain:

82£task (-FUnlearn§ v)
002

where 8 € Oypiearn denotes the parameter of the unlearned
model Fynieam, and Lk i the loss function associated with
the pre-training task. We then fine-tune the unlearned model
Funlearn ON the shadow training graph to obtain the shadow
model with the following objective:

Z £task(]:Shad0w§ U)

vE gTram

Shadow

+a Z Igzleam (gézh)adow

IUnleam(g) = E,UNgTrain

Shadow

01, ®

min
Oshadow

. 2
- G')ghzlearn) ’ (6)

where Ly, is the pre-training loss, Iggleam denotes the i-
th element of the Fisher Information Matrix Iyjjeam, and «

controls the regularization strength.

5.3 Similarity-Based Inference Mechanism

As discussed in Section 4, the output embeddings from
multi-domain graph pre-trained models themselves lack
enough membership signals for MIAs. This is because the
embeddings are primarily correlated with the intrinsic fea-
tures of the node and its local neighborhood, rather than with
whether the node was included in the model’s training data.
To extract membership signals from output embeddings,
we draw on the principles of self-supervised pre-training,
which guide models to encode semantic relationships by
pulling positive samples closer and pushing negative ones
apart. Following this intuition, we construct attacker fea-
tures by measuring the embedding similarity between the
target node and its associated positive and negative samples.
Specifically, for each target node v, we randomly select m
positive samples {v;" }7 ; and m negative samples {v; } .
In contrastive learning, each v;r is an augmented view of
v, while v;” is a randomly sampled node unrelated to v. In
link prediction, vf shares a ground-truth edge with v, and
v; does not. These similarity scores form the feature vector
s, constructed as Eq. (2) to serve as the attack feature. To
construct the attack dataset Day,ck, We generate similarity-
based feature vectors s,, for each node v with shadow model
Fshadow 10 the shadow training graph gg;gg*ow and shadow
testing graphs G4!, . respectively. Each node v is associ-
ated with a membership label y,, € {0, 1}, where y,, = 1 if
v E g;f;gglow (i.e., a member), and iy, = 0if v € g;fﬁ;tdow (i.e.,
a non-member). The attack dataset is thus defined as:

Trai Tes
DAttack = {(Sm y'u) |U € gS}rl(:itinow U gSl?;low (7)

Finally, we adopt a two-layer MLP as the attack model
Fattack, trained on Dyacx using the cross-entropy loss. Once
trained, the model can be used during inference to predict the
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membership status of a target node in the real target model
Flarger bY its similarity-based attack feature vector. The over-
all procedure and time complexity of our proposed MGP-
MIA are summarized in Appendix B.

6 Experiments
6.1 Experimental Settings

Datasets. To evaluate the membership inference perfor-
mance of MGP-MIA, we conduct experiments on five widely
used benchmark datasets Zhao et al. (2024). Cora, Cite-
Seer, and PubMed (Yang, Cohen, and Salakhudinov 2016)
are citation networks where nodes represent publications
and edges denote citations. Computers and Photos (Shchur
et al. 2018) are Amazon co-purchase graphs, where nodes
are products and edges indicate frequent co-purchases. Each
dataset is randomly split into two equal halves: one for the

target graph G147 and G, respectively. The target model

is trained on GIi" and membership inference treats nodes

Target>
: Train H Test
In Gryree, a8 members and nodes in G, as non-members.
Victims. We evaluate the effectiveness of MGP-MIA

against four multi-domain graph pre-trained models, catego-
rized by their self-supervised learning objectives. (1) Con-
trastive learning: GCOPE (Zhao et al. 2024) introduces vir-
tual nodes to connect different domains and dynamically op-
timizes them during training; SAMGPT (Yu et al. 2025) en-
hances structural consistency across domains via structure
tokens that unify message aggregation. (2) Link prediction:
MDGPT (Yu et al. 2024) uses domain tokens to align se-
mantic features across domains, while BRIDGE (Yuan et al.
2025) employs a domain aligner to capture shared patterns
and suppress domain-specific noise.

Baselines. We compare our proposed MGP-MIA with sev-
eral related baseline methods. Since no existing approach
specifically targets multi-domain graph pre-trained models,
we adapt suitable variants of relevant baseline methods. Im-
plementation details are provided in Appendix D. The eval-
uated baselines include: (1) Embed-MIA (Duddu, Boutet,
and Shejwalkar 2020), which trains an attack model di-
rectly on the output embeddings of the nodes in the shadow
graph to distinguish members from non-members. (2) Grad-
MIA (Nasr, Shokri, and Houmansadr 2019), which leverages
the loss gradients with respect to the input node to train an
attack model, based on the intuition that member samples
produce smaller and more distinctive gradients. (3) NLO-
MIA (Conti et al. 2022), which is a label-only attack that
trains an attack model to infer membership based on em-
bedding robustness under structural perturbations. (4) GLO-
MIA (Dai and Lu 2025): which is a black-box attack that
perturbs the input graph and infers membership by adopting
a threshold over the output similarity. (5) GE-MIA (Duddu,
Boutet, and Shejwalkar 2020), which assumes access to a
few real member and non-member samples, and infers mem-
bership based on their distances to embedding cluster cen-
ters. (6) GPIA (Wang and Wang 2022), which fine-tunes the
model on individual samples to capture parameter changes
for training an attack model, assuming access to a few real
member and non-member samples.



Dataset Cora | CiteSeer | PubMed | Photo | Computers
Victims \ Method \ ACC F1 \ ACC F1 \ ACC F1 \ ACC F1 \ ACC F1
Embed-MIA | 68.89+1.83 60.312427 | 66.53:126 53.251290 | 60.60+080 61.93:068 | 60.81252 64.99+1.16 | 61.54=051 64.70+0.73
Grad-MIA | 51.51x141 22.03+7.08 | 50.76£049 14.29:184 [49.212279 35.29:461 | 50.742516 16.65+653 | 55.1524.12 41.17+7.13
NLO-MIA | 59.39:069 50.04+1.76 | 60.752074 53.42+2.11 | 54.312052 54.512083 | 55.46+276 54.70+349 | 60.85:3.15 61.55+1.99
MDGPT GLO-MIA | 50.00000 66.670.00 | 50.000.00 66.67+0.00 | 50.00z000 66.67+0.00 | 50.002000 66.67x0.00 | 50.00£000 66.67=0.00
GE-MIA | 60.79:163 67.63+1.97 | 54.90z160 61.06£1.99 | 51.692083 55.04+370 | 53.34+244 58.8347.07 | 53.16£158 59.9913.41
GPIA 72.20+16.41 76.41+1507 | 68.58+17.65 48.45+3829 | 65.752434 62.19+15.12|61.95+16.17 73.132884 | 68.35+430 65.84+15.79
| MGP-MIA | 81.79:094 83.99:087 | 77.36:151  80.06:208 | 74.77:047 77.09:106 | 74.05:033 77.23:055 | 80.66:1.43 82.05:133
Embedding | 66.62+1.02 58.93:1.74 | 65.61+150 52.312295 | 55462048 58.6521.07 | 59.4321.15 64.47=1.01 | 58.9421.50 64.20+1.17
Gradient | 49.91:+175 32.35:+233 | 50.00+230 40.3321127 | 51.45:3.02 51.391368 | 49.06+535 49.60:3589 |45.44+332 47.1443.13
NLO-MIA | 60.97+1.02 53.83+1.53 | 61.48+163 53.53+228 | 52.172056 52.13x1.05 | 53.38+4.49 55.48+4.72 | 54.544383 56.39:323
BRIDGE GLO-MIA | 50.92+128 66.25:093 | 50.52:072  66.06+094 | 49.982007 66.62:0.12 | 50.022004 65.47+267 |48.162401 66.63+0.08
GE-MIA | 55.75+343 59.342437 | 52.86+236 52.77+8.76 | 50.66£030 52.131274 | 52.63+122 62.41+184 [53.20+185 57.58x7.01
GPIA 66.76+1187 66.51+13.16 | 62.77£1571 46.22:4240 | 59.344550 55.36+1067 | 53.28+564 47.08+30.14 | 54.38+4.50 38.15+26.29
| MGP-MIA | 81.20:1.10 79.97:126 | 79.57+125 80.941.46 | 74.93:060 79.05:028 | 70.36:1.74  73.06:275 | 73.39:043 76.13:1.05

Table 1: Membership inference attack performance against link-prediction-based multi-domain graph pre-trained models. Best
results are in bold, and runner-ups are underlined.

Dataset Cora | CiteSeer | PubMed | Photo | Computers

Victims \ Method \ ACC F1 \ ACC Fl \ ACC F1 \ ACC F1 \ ACC F1
Embed-MIA | 60.00+2236 73.33+1491| 50.002000 66.67x0.00 | 70.32+27.10 76.73+2227| 60.0022.36 20.00£44.72 | 70.00+2739 40.00+54.77
Grad-MIA | 48421494 50.71+7.92 | 51.02+330 54.16x047 | 57.812386 57.112699 | 52.47+720 55.512753 | 57.97+467 60.53222
NLO-MIA | 54.58+280 53.931364 | 53.97+200 53.10£1.54 | 51.941044 48.64£183 | 55212453 57.112439 | 55224328 57.76z651
GCOPE GLO-MIA | 41.89+782 33.12:2755| 44.982069 60.8121.17 | 48.644234 65421216 | 45.46:6.10 62.30:6.06 | 49.87x0.16 53.21+29.75
GE-MIA | 51.19£136  55.3219.01 | 50.63055 38.08+16.77 | 50.852044 32.0416.76 | 50.962094 35.96x27.88 | 50.712030 16.6248.18
GPIA 80.00+2739 60.00+54.77 | 70.00+27.39 66.6740.82 | 60.00241.83 40.00+54.77 | 80.00227.39 60.00+54.77 | 90.00+22.36 93.33+14.91
| MGP-MIA | 87.21:1.04 88.13:083 | 85.86:075 87.44:060 | 80.20:177 83.37:117 | 83.19:105 85.04:060 | 84.80:143 86.35+0.84
Embedding | 54.39:081 14.10+31.53 | 51.1821002 43.49:33.11| 48.612500 16.54+29.76 | 50.1721.43 40.22136.62 | 49.80+1.14 42.90+32.76
Gradient | 61.82+233 60.712250 | 52.1922.19 47.71+334 | 50.032122 51.76x220 | 48.22+182 52.86+7.42 | 54.70:370 61.212421
NLO-MIA | 52.87+197 52.6643.14 | 49.844258 49.632449 | 49.512018 51.072262 | 49.112485 49.6824385 | 50.532280 50.67x0.77
SAMGPT GLO-MIA | 61.02:061 63.5223.11 | 55.16+531 47.1623081 | 53. 712209 59.74+11.10| 51.18£1.93 63.45+748 | 50.98+1.23 35.32+3008
GE-MIA | 73.32+388 74.99s452 | 73.97+444 75.671564 | 55.212035 51.0326.16 | 50.612066 44.41x11.64 | 55.775068 55.3443.39
GPIA 58.55+276  59.11x7.01 | 55.312230 57.25+580 | 54.59+123 61.83+324 | 84.54:480 83.944392 | 73.3341628 77.20+11.04
| MGP-MIA | 99.91:020 99.88:027 | 98.83:1.17  98.86:1.14 | 91.30:861  92.37:720 | 98.11:322  98.12:203 |91.72217.29 93.92:1238

Table 2: Membership inference attack performance against contrastive-learning-based multi-domain graph pre-trained mod-
els. Best results are in bold, and runner-ups are underlined.

Metrics

We adopt Accuracy (ACC) and Fl1-score (F1) as

6.2 Attacking Link-Prediction-Based

the evaluation metrics to assess the effectiveness of MIAs.
Accuracy measures the overall proportion of correctly clas-
sified member and non-member samples, while F1-score
provides a balanced evaluation of precision and recall.

Implements. All the victims are pre-trained across five
graph datasets. The attacker can only access a shadow graph
with a similar distribution to the target node under inference
and does not have access to graphs from all domains. For the
attacker model, both MGP-MIA and all baselines use a two-
layer MLP with a latent dimension of 256. Baseline hyper-
parameters follow the settings recommended in their orig-
inal papers and are further fine-tuned for fairness. Full hy-
perparameter configurations and implementation details are
provided in Appendix D. All experiments are conducted on
a single NVIDIA V100 GPU and repeated 5 times.

Multi-Domain Graph Pre-trained Models

We evaluate the performance of MGP-MIA against two link-
prediction—based multi-domain graph pre-trained models:
MDGPT and BRIDGE. Membership inference results in
terms of accuracy and F1 score are reported in Table 1.

Analysis. Table 1 shows that our proposed MGP-MIA
consistently achieves the best performance across all
datasets and both link prediction-based multi-domain graph
pretraining models, MDGPT and BRIDGE. Compared to
the strongest baseline (GPIA), MGP-MIA improves accu-
racy and F1 by 9.6% and 7.5% respectively on Cora with
MDGPT, even though GPIA benefits from access to real
member and non-member samples. Similar improvements
are observed on other datasets, with accuracy and F1 gains
reaching up to 10.8% and 16.3%. These results highlight the
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Figure 5: The ablation study of MGP-MIA.

effectiveness of MGP-MIA even using only output embed-
dings, without requiring privileged supervision.

6.3 Attacking Contrastive-Learning-Based
Multi-Domain Graph Pretrained Models

We evaluate the performance of our proposed MGP-MIA
against the contrastive-learning-based multi-domain graph
pre-trained models, specifically GCOPE and SAMGPT.
Membership inference results in terms of accuracy and F1
score are reported in Table 2.

Analysis. As shown in Table 2, MGP-MIA consistently
outperforms all baselines across most datasets for both
GCOPE and SAMGPT. On GCORPE, it achieves the high-
est accuracy and F1 in all cases except the Computers
dataset, where GPIA slightly leads. However, GPIA as-
sumes access to some real member and non-member nodes,
while MGP-MIA requires no such privileged information.
On SAMGPT, MGP-MIA achieves the best performance
across all datasets. For example, it improves over the closest
baseline by 26.6% in accuracy and 25.0% in F1 on Cora, and
by over 20% in both metrics on Computers. These results
highlight the effectiveness and generality of MGP-MIA in
attacking contrastive-learning-based pre-trained models un-
der more practical and constrained settings.

6.4 Ablation Study

To evaluate the contribution of each component in our pro-
posed MGP-MIA, we construct two ablated variants:

¢ MGP-MIA (w/o UL): This variant removes the Member-
ship Signal Amplification mechanism described in Sec-
tion 5.1, which is designed to enhance membership sig-
nals. Instead, it fine-tunes the target model directly to ob-
tain the shadow model, omitting the unlearning step.

MGP-MIA (w/o IL): This variant removes the Incre-
mental Shadow Model Construction mechanism, which
aims to replicate the overfitting behavior of the target
model using limited shadow data. Instead, it trains the
shadow model from scratch on the shadow dataset.
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Figure 6: The study of hyperparameter o

We select MDGPT, which is based on the link prediction ob-
jective, and SAMGPT, which is based on contrastive learn-
ing, as the target victims. Experiments are conducted on
the Cora, CiteSeer, and PubMed datasets. The results of the
ablation study are shown in Figure 5. As illustrated, both
components contribute to the overall performance of MGP-
Mi1A. The incremental learning module enables the shadow
model to more closely replicate the overfitting behavior of
the target model, providing substantial intrinsic gains. The
unlearning component further improves performance by am-
plifying membership signals, offering additional benefits.

6.5 Hyperparameter Study

In this section, we analyze the sensitivity of MGP-MIA
to the hyperparameter «, which controls the regularization
strength during the incremental learning stage by constrain-
ing important parameters identified by the Fisher Informa-
tion Matrix in Eq. (5). Using the same victim models and
dataset settings as the ablation analysis in Section 6.4, the re-
sults are presented in Figure 6. We observe that MGP-MIA is
relatively robust to changes in «, maintaining stable perfor-
mance across a wide range of values. Moreover, the optimal
setting remains nearly the same across different datasets.

7 Conclusion

This paper investigates the privacy risks of multi-domain
graph pre-trained models via Membership Inference Attacks
(MIAs). We show that existing graph-based MIA methods
are largely ineffective in this setting, as output embeddings
contain limited overfitting signals. To address this, we pro-
pose MGP-MIA, a novel MIA framework tailored for multi-
domain graph pre-training. MGP-MIA amplifies member-
ship signals through unlearning to counteract the general-
ization from multi-domain training, adopts an incremental
shadow model construction strategy to replicate the target
model’s overfitting behavior with limited shadow data, and
infers membership by measuring similarity to positive and
negative samples. Extensive experiments on representative
models demonstrate the effectiveness of MGP-MIA and re-
veal the privacy risks of multi-domain graph pre-training.
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