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Abstract

Ensemble attacks integrate the outputs of surrogate models
with diverse architectures, which can be combined with var-
ious gradient-based attacks to improve adversarial transfer-
ability. However, previous work shows unsatisfactory attack
performance when transferring across heterogeneous model
architectures. The main reason is that the gradient update
directions of heterogeneous surrogate models differ widely,
making it hard to reduce the gradient variance of ensemble
models while making the best of individual model. To tackle
this challenge, we design a novel ensemble attack, NAMEA,
into the iterative gradient optimization process. Our design
is inspired by the observation that the attention areas of het-
erogeneous models vary sharply, thus the non-attention areas
of ViTs are likely to be the focus of CNNs and vice versa.
Therefore, we merge the gradients respectively from the at-
tention and non-attention areas of ensemble models so as to
fuse the transfer information of CNNs and ViTs. Specifically,
we pioneer a new way of decoupling the gradients of non-
attention areas from those of attention areas, while merging
gradients by meta-learning. Empirical evaluations on Ima-
geNet dataset indicate that NAMEA outperforms AdaEA and
SMER, the state-of-the-art ensemble attacks by an average of
15.0% and 9.6%, respectively. This work is the first attempt
to explore the power of ensemble non-attention in boosting
cross-architecture transferability, providing new insights into
launching ensemble attacks.

Introduction
Deep neural networks (DNNs) including convolutional neu-
ral networks (CNNs) and vision transformers (ViTs) (He
et al. 2016a; Dosovitskiy et al. 2020) are found to be highly
vulnerable to adversarial examples. Worse still, adversarial
examples crafted from surrogate models are transferable to
unknown target models, making black-box attacks feasible
in real-world applications. To better understand the vulner-
abilities of DNNs, various transferability enhancement ap-
proaches have been proposed (Lin et al. 2019; Xie et al.
2019). Thereinto, ensemble attacks that integrate the predic-
tions, losses, or logits of surrogate models to calculate the
gradients with regard to updating adversarial examples, have
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Figure 1: Attention heatmaps and classification accuracies of
clean and masked images. A masked image is crafted by re-
placing the attention area of ResNet-18 with random noises.
Target models include ResNet-50, DeiT-S, and ViT-S.

shown superior adversarial transferability as they can mis-
lead multiple surrogate models at once (Dong et al. 2018).

However, previous work mainly focused on transferring
across models with homogeneous architectures (e.g., from
surrogate CNNs to target CNNs ), exhibiting poor perfor-
mance when transferring across heterogeneous model archi-
tectures (e.g., from surrogate CNNs and ViTs to target CNNs
and ViTs). The root cause is that the gradient update direc-
tions of heterogeneous surrogate models differ widely. For
this reason, even the state-of-the-art (SOTA) ensemble at-
tacks found it hard to balance between reducing the gradient
variance of ensemble models and making the best of indi-
vidual model, thus easily falling into local optimality. For
instance, AdaEA (Chen et al. 2023) mitigated gradient vari-
ance across surrogate models by a discrepancy-reducing fil-
ter, which ensured stable update directions at the expense of
model diversity; While SMER (Tang et al. 2024) indepen-
dently optimized individual surrogate model without con-
sidering smoothing gradients, which may cause the attack
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Figure 2: The attack direction search strategies of AdaEA,
SMER and NAMEA. AdaEA focuses on reducing gradient
discrepancies to improve attack effectiveness. SMER lever-
ages model diversity to search the attack direction. NAMEA
merges gradients of attention and non-attention areas by
meta-learning to obtain a more accurate attack direction.

optimization direction to be less accurate. Hence, the main
challenge lies in how to make the best of individual model
while stabilizing update direction among ensemble models.

To tackle this challenge, we propose a non-attention en-
hanced meta ensemble attack, NAMEA. Our design is in-
spired by the observation that homogeneous models share
many attention areas, but heterogeneous models focus on
fairly different areas as shown in Fig. 1(a). That is, the non-
attention areas of CNNs are probably to be the focus of
ViTs, and vice versa. This observation is also quantitatively
supported by Fig. 1(c), which shows the classification ac-
curacies of 1,000 random ImageNet images after masking
varying attention areas of ResNet-18. From this figure, we
can see that as the mask ratio increases, the classification
accuracies on CNNs decline substantially (up to 30%), but
for ViTs, the accuracies drop slightly (within 10%). Mean-
while, we were surprised to observe that the masked image
induced high ratios of attention overlaps across both homo-
geneous and heterogeneous models as shown in Fig. 1(b).
So we have a hypothesis that cross-architecture transferabil-
ity may can be improved by harnessing the non-attention
areas of ensemble models i.e., ensemble non-attention.

To verify this hypothesis, we pioneer a new way of de-
coupling the gradients of ensemble non-attention from those
of the attention areas of ensemble models, while incorporat-
ing meta-learning (Yuan et al. 2021) into Our meta-gradient
optimization method consists of three steps: 1⃝ Attention
Meta-Training that iteratively updates gradients based on the
attention areas of ensemble models. 2⃝ Non-Attention Meta-
Testing that iteratively optimizes gradients based on the non-
attention areas of ensemble models. 3⃝ Final Update that
merges gradients calculated from both the meta-training and
meta-testing steps. The first two steps encourage obtaining
diverse gradients from ensemble models, while the last step
aims to find a balance between stable update direction and
model diversity. Especially, we construct a non-attention ex-
traction (NAE) module based on Grad-CAM (Selvaraju et al.
2017) to extract (non-)attention areas, while designing a gra-
dient scaling optimization (GSO) module to boost adversar-
ial transferability in meta-testing step.

It is worth noticing that while attention mechanism or
meta-learning had been employed in adversarial attacks (Li
et al. 2024; Wang et al. 2022), prior work focused on trans-
ferring across homogeneous models without considering the
large gradient differences in heterogeneous ensemble mod-
els. In contrast, our work is the first to put forward the
concept of ensemble non-attention, while merging gradi-
ents by meta learning, thus tackling the core challenge
in improving cross-architecture transferability. The ma-
jor differences from the SOTA ensemble attacks are shown
in Fig. 2, and our contributions are summarized as follows:
• We propose a novel ensemble attack, NAMEA, which en-

sures stable update direction and model diversity at once,
exhibiting superior cross-architecture transferability.

• NAMEA innovatively decouples the gradients of ensem-
ble non-attention from those of attention areas of ensem-
ble models, while incorporating meta-learning into itera-
tive gradient optimization process for gradient merging.

• As a plug-and-play method, NAMEA largely enhances
ensemble attack performance, when combined with var-
ious gradient-based attacks. Especially for ImageNet
dataset, NAMEA outperforms SOTA ensemble attacks,
AdaEA and SMER, by an average of 15.0% and 9.6%,
respectively. With these encouraging results, we con-
firm that, ensemble non-attention contributes to boosting
cross-architecture transferability, and our NAMEA pro-
vides new insights into launching ensemble attacks.

Related Work
This section introduces the most relevant work while putting
the details of adversarial attacks and defenses into APPX. A.

Ensemble Attacks. Ens (Liu et al. 2017) directly av-
eraged the ensemble models’ predictions to obtain an
ensemble loss before launching gradient-based attacks.
(Dong et al. 2018) further introduced the logits-based en-
semble losses to enhance the adversarial transferability.
SVRE (Xiong et al. 2022) reduced the gradient variance
by using stochastic variance-reduced gradients. To transfer
across CNNs and ViTs, AdaEA (Chen et al. 2023) adap-
tively fused model outputs by monitoring and adjusting gra-
dient contributions. CWA (Chen et al. 2024) improved ad-
versarial transferability by adjusting the flatness of the loss
function. SMER (Tang et al. 2024) emphasized the diversity
of surrogate models, and introduced ensemble reweighing
to refine ensemble weights based on reinforcement learning.
CSA (Li et al. 2025) leveraged multiple checkpoints from a
single model’s training trajectory to improve transferability.

Attention-based or Meta-Learning-based Attacks. For
attention-based attacks, AGTA (Wu et al. 2020) guided per-
turbations by computing attention weights to disrupt critical
features shared across CNNs. AoA (Chen et al. 2020) im-
proved transferability by aligning perturbations with impor-
tant attention areas. Attention-SA (Li et al. 2024) designed
a semantic-aware attention module to guide perturbations in
attention areas. But existing methods target homogeneous
models and focus on perturbing the attention areas, ignor-
ing the potential of non-attention areas in improving cross-
architecture transferability. As for meta-learning-based at-
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tacks, MGAA (Yuan et al. 2021) leveraged meta-learning
to simulate white-box and black-box attacks. LLTA (Fang
et al. 2022) used meta-learning to train perturbations over
augmented tasks, simulating cross-task attack adaptation.
MTA (Qin et al. 2023) trained a meta-surrogate model to
simulate adaptation across attack tasks. However, existing
methods normally leverage meta-learning to reduce gradi-
ent discrepancies, ignoring the gradient diversity among het-
erogeneous ensemble models. In summary, our NAMEA is
the first attempt to decouple the gradients of ensemble non-
attention from those of attention areas, while fusing gra-
dients via meta-gradient optimization, which boosts cross-
architecture transferability from a new perspective.

Methodology
Preliminaries
I-FGSM-based Ensemble Attacks. Given a target model
f : X → Y and a clean image x ∈ X with ground-truth la-
bel y ∈ Y , an adversarial example is crafted as xadv = x+δ,
which fools the target model f(xadv) ̸= y, where δ is a small
perturbation constrained by l∞ norm (Dong et al. 2018). The
optimization problem can be formally formulated as:

argmax
xadv

L(xadv, y), s.t.∥xadv − x∥∞ ≤ ϵ, (1)

where ϵ is the perturbation budget, and L is often the cross-
entropy loss. Let T and α be the number of iterations and
the step size, respectively. To solve the optimization prob-
lem in Eq. (1), I-FGSM (Kurakin, Goodfellow, and Bengio
2017) initializes the adversarial example with clean image,
i.e., x0

adv = x and performs iterative updates as follows:

xt+1
adv = Clipxϵ (x

t
adv + α sign(gt+1)), (2)

where Clipxϵ (·) denotes clipping the perturbation within an
ϵ-ball centered at the original image x, sign(·) is the sign
function, and gt+1 = ∇xt

adv
L(xt

adv, y) denotes the gradi-
ent of the loss function with respect to xt

adv . As the gra-
dients of target models are inaccessible, ensemble attacks
craft adversarial examples from multiple surrogate models
{f1, . . . , fN}, where the gradients can be calculated from
ensemble predications, logits, or losses (Liu et al. 2017).

Attention Extraction. Given a surrogate model fn and an
image x with label y, we apply Grad-CAM (Selvaraju et al.
2017) to derive fn’s attention map on x, denoted by Hn(x).
Let Ac

l denote the c-th feature map in the l-th layer of model
fn, and let Ac

l [i, j] be the output of the neuron with the spa-
tial position [i, j]. The importance weight of feature map Ac

l
can be approximated with spatially pooled gradients:

αc
l =

1

Z

∑
i

∑
j

∂fn(x)[y]

∂Ac
l [i, j]

, (3)

where Z is a normalizing constant such that αc
l ∈ [−1, 1]

and fn(x)[y] is the logits of label y when feeding model
fn with input x. Then, Hl

n(x), the attention map at the l-th
layer of model fn can be derived by performing ReLU on
the weighted combination of feature maps:

Hl
n(x) = ReLU

(∑
c

αc
l ·Ac

l

)
, (4)

where ReLU(·) is applied to discard negative pixels in the
attention map, while retaining the features that support label
y. Therefore, the attention map highlights the spatial regions
most relevant to model decision. As the size of the feature
maps varies across different layers and models, Hl

n(x) will
be upsampled back to the size of the original image using
bilinear interpolation. In this paper, a single layer l is chosen
for attention extraction, and thus Hn(x) = Hl

n(x).

Meta-Gradient Optimization
Following previous work (Xiong et al. 2022; Tang et al.
2024), NAMEA treats the iterative ensemble attack as a
stochastic gradient descent optimization process, which con-
sists of T outer iterations and K inner loops as shown in the
left side of Fig. 3. At a high-level view, each outer itera-
tion t invokes K inner loops to calculate the optimal meta-
training gradient gKtr and the optimal meta-testing gradient
gKte , while using meta-learning to obtain the merged gradient
gt+1. Specifically, each inner loop k picks a random model
fn from N surrogate models to extract the (non-)attention
areas and performs a one-step update, ensuring each surro-
gate model is selected at least once in every N consecutive
inner iterations. From the right side of Fig. 3, we can see
that our merged gradients fuse the characteristics of ViTs
and CNNs, allowing for better model diversity than AdaEA
and enabling more stable update direction than SMER.

Given N surrogates Θ = {f1, . . . , fN} and the adver-
sarial example xt

adv at the t-th outer iteration, meta-gradient
optimization calculates the merged gradient gt+1 as follows:

1⃝ Attention Meta-Training. This step aims to find the
optimal meta-training gradient gKtr based on the attention ar-
eas of selected surrogate models by running K inner loops.
The meta-training adversarial example is initialized as x0

tr =

xt
adv , and the meta-training gradient gk+1

tr and adversarial
example xk+1

tr can be iteratively calculated as follows:

gk+1
tr = ∇xk

tr
L(xk

tr, y), (5)

xk+1
tr = Clipxϵ

(
xk
tr + α sign(gk+1

tr )
)
, (6)

where L(xk
tr, y) = −1y · log(softmax(ln(x

k
tr))) with 1y

being the one-hot encoding of ground-truth label y, and ln
the logits of the surrogate model fn selected at inner loop k.

2⃝ Non-Attention Meta-Testing. This step aims to find
the optimal meta-testing gradient gKte based on the non-
attention areas of selected surrogate models by running K
inner loops. This step initializes the meta-testing adversar-
ial example as x0

te = xt
adv . The main trick is to design a

non-attention extraction (NAE) module which masks the se-
lected models’ attention areas on the meta-testing adversar-
ial examples before gradient calculation. At the k-th inner
loop, given the adversarial examples xk

tr and xk
te in meta-

training and meta-testing, respectively, the NAE module first
generates an attention mask Mk for the surrogate model fn
selected at the k-th inner iteration as follows:

Mk[i, j] =

{
1, if Hn(x

k
tr)[i, j] >= η,

0, otherwise,
(7)

where Hn(x
k
tr) is model fn’s attention map on xk

tr calcu-
lated from Eq. (3)-Eq. (4), Hn(·)[i, j] is the attention value
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Figure 3: Overview of NAMEA. Left: Meta-gradient optimization process. Attention meta-training updates the gradient gk+1
tr

based on model’s attention areas; Non-attention meta-testing updates the gradient gk+1
te based on model’s non-attention areas;

Final update merges the gradients from meta-training and meta-testing steps to obtain the final gradient gt+1. Right: The com-
parison of perturbation search process. NAMEA can quickly find the optimal direction, avoiding falling into local optimality.

at the spatial position [i, j], and η is a threshold value deter-
mining if the pixel at position (i, j) of an image is important.

Let Mk = 1 −Mk be the non-attention mask. The NAE
module masks model fn’s attention area on the meta-testing
adversarial example xk

te with random Gaussian noises:

xk
te = Mk ⊙ xk

te +Mk ⊙ ξ, ξ ∼ N (0, 1), (8)

where ⊙ is the Hadamard product. The reason we fill ran-
dom noises in the attention areas is to further distract the
attention of selected models. From the experiment results
shown in the right side of Fig. 5, we can see that filling ran-
dom noises yields higher attack success rates compared with
simply setting pixel values to 0s or 1s.

After being processed by the NAE module, the meta-
testing adversarial example xk

te retains only the non-
attention area of model fn. Thus, the meta-testing gradient
gk+1
te and the adversarial example xk+1

te can be calculated as:

gk+1
te = ∇xk

te
L(xk

te, y), (9)

xk+1
te = Clipxϵ

(
xk
te + α sign(gk+1

te )
)
. (10)

3⃝ Final Update. After obtaining the optimal gradients
gKtr and gKtr from the meta-training and meta-testing steps
separately, the final update step obtain the fused gradient as:

gt+1 = gKtr + gKte ⊙MK . (11)

Then, the outer loop can update the adversarial sample with
Eq. (2). Note that the meta-testing gradient gKte is masked
before merging. This is to ensure the transferable gradient
information of attention regions will not be interfered with.

Gradient Scaling Optimization Module
Recent studies (Huang et al. 2019; Zhu et al. 2024) have
proven that the intermediate-layer features of CNNs are
more transferable, and the relatively small gradients in back-
propagation of ViTs have negative influence on transferabil-
ity. Thus, we design the gradient scaling optimization (GSO)
module to further optimize the meta-testing gradients.

Layer-wise Gradient Scaling for CNN. For CNNs, the
GSO module uses a scaling function to enhance the gra-
dient contribution of intermediate layers. Let L denote the
total number of layers. The scaling factor of layer l (l ∈
[L/3, 2L/3]) is defined as:

λ(l) = λ1 + λ2 ·
(
L

l

)
, (12)

where λ1 controls the baseline scaling intensity, and λ2

determines the magnitude of enhancement for each layer.
Therefore, the shallower the layer, the larger the value of
scaling factor. In this way, we can magnify the meta-testing
gradient at layer l with the scaling factor λ(l):

gte[l] = gte[l] · λ(l). (13)

Channel-wise Gradient Scaling for ViT. For ViTs, the
backpropagated gradient can be decomposed into C chan-
nels, gte = {gte[1], · · · , gte[C]}. Thus, the GSO module
uses a scaling function to reduce the contribution of chan-
nels with low gradient magnitudes. Let ϕ and σ represent the
mean and standard deviation of the absolute gradient magni-
tudes across the C channels, respectively. If the meta-testing
gradient at channel c is smaller than the average value of C
channels, we can shrink the gradient magnitude as:

gte[c] = gte[c] · tanh(|
gte[c]− ϕ

σ
|). (14)

In the Appendix, Alg. I shows the overall procedure of
NAMEA, and Fig. I shows the adversarial examples crafted
by NAMEA can further distract models’ attention compared
to all competitors, visualizing the efficacy of NAMEA.

Experiments
The attack performance is assessed on 3 benchmarks against
9 ViTs, 8 CNNs, 6 hybrid models, 6 defense models,
and 9 defense methods. For ImageNet dataset, we adopt 6
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Base Attack ViTs CNNs

ViT-B PiT-B CaiT-S ViS DeiT-B TNT-S LeViT ConV Swin-B Avg. RN50 RN152 DN201 DN169 VGG16 VGG19 WRN101 BiT50 Avg.
Ens 16.0 10.7 25.0 17.2 26.8 28.4 17.9 30.8 9.9 20.3 22.7 13.0 30.3 34.7 35.5 33.6 22.6 28.2 27.6

SVRE 13.1 11.5 21.9 19.2 23.2 28.2 19.3 23.9 10.1 18.9 29.0 16.2 34.8 39.5 42.1 28.9 26.0 32.5 32.4

I-FGSM
AdaEA 25.1 17.6 39.2 27.5 40.4 40.2 28.8 42.7 15.6 30.8 38.7 21.1 47.0 50.1 53.0 48.4 34.5 39.6 41.6
CWA 27.8 10.6 41.5 16.7 49.9 46.7 21.1 48.8 11.7 30.5 12.9 6.9 20.8 22.6 34.3 32.1 15.2 25.5 21.3

SMER 27.4 16.4 42.6 26.0 43.9 44.7 27.7 48.9 15.4 32.6 33.2 18.4 43.1 45.7 50.0 48.4 31.4 39.6 38.7
CSA 27.5 17.8 42.1 27.3 43.0 48.6 30.4 43.7 16.0 32.9 36.6 20.4 49.7 50.2 51.9 51.0 36.2 42.3 42.3
Ours 43.0 25.5 61.2 38.0 63.0 61.2 42.9 63.6 21.8 46.7 46.2 26.4 55.8 58.5 64.4 60.7 43.8 52.1 51.0
Ens 34.0 24.9 48.5 34.7 51.7 49.8 38.7 51.2 20.6 39.3 43.4 26.5 52.8 53.6 55.2 52.9 39.6 46.4 46.3

SVRE 31.3 24.2 43.2 35.1 44.6 50.5 38.9 46.5 19.3 37.1 49.6 30.5 58.1 60.5 59.2 58.0 45.3 50.6 51.5

MI-FGSM
AdaEA 41.2 25.5 56.3 38.8 59.4 55.8 41.4 58.7 21.7 44.3 49.0 29.2 56.2 59.9 59.5 57.8 43.7 52.2 47.6
CWA 35.1 18.4 53.5 28.6 55.4 56.7 38.9 58.2 18.0 40.3 37.7 22.1 48.7 51.4 58.8 53.6 37.5 44.9 44.3

SMER 45.4 26.8 61.2 40.2 63.0 61.8 47.5 64.9 25.1 48.4 51.0 31.5 59.8 61.0 66.0 61.7 47.9 55.1 54.3
CSA 48.5 29.8 61.3 45.4 63.2 66.2 49.0 64.2 27.1 50.5 52.0 32.0 60.4 62.3 66.1 63.6 49.6 53.8 55.0
Ours 56.6 34.9 72.6 51.1 74.5 72.5 59.0 74.5 32.8 58.7 59.7 39.7 69.9 69.9 73.3 72.2 57.1 63.4 63.2
Ens 42.5 38.3 56.6 50.5 56.1 62.0 53.7 59.3 31.4 50.0 59.5 41.9 70.1 71.5 71.4 70.0 60.4 63.5 63.5

SVRE 45.2 43.1 65.4 57.0 62.5 70.5 63.0 63.3 32.2 55.8 66.8 49.1 76.7 77.8 78.2 75.4 67.7 71.7 70.4

DI-MI-FGSM
AdaEA 47.7 36.6 67.2 52.6 66.2 69.3 56.0 66.4 30.8 54.8 60.5 42.1 69.3 72.4 72.8 70.9 58.5 64.9 63.9
CWA 53.6 44.4 73.6 57.9 71.1 79.4 66.1 73.7 33.1 61.4 64.3 47.8 76.7 77.9 79.6 78.5 65.0 72.9 70.3

SMER 66.9 57.2 81.9 70.6 82.0 85.4 75.7 83.2 46.0 72.1 75.3 59.2 85.0 85.7 84.0 82.7 75.5 80.2 78.5
CSA 54.8 46.2 68.1 60.1 69.2 73.4 63.2 68.8 38.8 60.3 63.2 48.2 76.7 75.2 76.5 73.4 66.2 72.7 69.0
Ours 72.7 63.6 85.9 77.8 86.5 89.2 80.8 86.6 54.1 77.5 80.9 68.4 88.6 89.4 87.7 87.6 81.1 86.0 83.7

Table 1: Comparison of ASRs (%) between NAMEA and baselines. For all the tables, the best results are highlighted in bold.

gradient-based basic attacks. Due to limited space, this sec-
tion only presents the representative results on ImageNet
dataset. In the Appendix, we will provide the experiment re-
sults on CIFAR-10 and CIFAR-100 datasets, comparison of
computational and memory overheads, visualization of at-
tack performance, and supplementary results on ImageNet
in terms of transferability, robustness, and ablation studies.

Experiments Setup
Datasets and Models. ImageNet (Russakovsky et al. 2015),
the benchmark dataset contains 1000 categories with about
1.2 million images. To align with previous work (Zhang
et al. 2023; Wei et al. 2022), we randomly select one im-
age from each class to form the test set. Following (Chen
et al. 2023), we employ ViT-T(Dosovitskiy et al. 2020),
DeiT-T (Touvron et al. 2021a), ResNet-18 (RN18) (He et al.
2016a), and Inception-v3 (Inc-v3) (Szegedy et al. 2016)
as the surrogate models. The target models include differ-
ent architectures: 1⃝ ViT models (Heo et al. 2021; Tou-
vron et al. 2021b; Chen et al. 2021; Han et al. 2021; Gra-
ham et al. 2021; d’Ascoli et al. 2021; Liu et al. 2021):
ViT-B, PiT-B, CaiT-S, Visformer-S (ViS), DeiT-B, TNT-
S, LeViT, ConViT-B (ConV), and Swin-B. 2⃝ CNN mod-
els (Huang et al. 2017; Simonyan and Zisserman 2015;
Zagoruyko and Komodakis 2016; Kolesnikov et al. 2020):
RN50, RN152, DenseNet-201 (DN201), DN169, VGG16,
VGG19, WideResNet-101 (WRN101), and BiT-M-R50×1
(BiT50). 3⃝ Defense models (Szegedy et al. 2016; He et al.
2016b; Tramèr et al. 2018): Inc-v4, Inc-RN-v2 (IR-v2), Inc-
v3-adv (Inc-v3adv), Inc-v3-ens3 (Inc-v3ens3), Inc-v3-ens4
(Inc-v3ens4), and Inc-RN-v2-ens (IR-v2ens).

Baselines and Metrics. We compare the attack success
rate (ASR) with six ensemble attacks: Ens (Liu et al. 2017),
SVRE (Xiong et al. 2022), AdaEA (Chen et al. 2023),
CWA (Chen et al. 2024), SMER (Tang et al. 2024), and
CSA (Li et al. 2025) under the same ensemble settings and

Attack Defense Models

Inc-v4 IR-v2 Inc-v3adv Inc-v3ens3 Inc-v3ens4 IR-v2ens Avg.
Ens 59.6 65.5 75.1 49.3 48.9 56.3 59.1

SVRE 67.6 69.6 78.1 53.0 53.5 59.5 63.5
AdaEA 59.1 64.3 73.5 43.2 43.5 54.1 56.6
CWA 70.9 71.2 78.2 50.7 55.1 59.2 64.2

SMER 75.2 74.0 80.0 60.8 60.4 64.3 69.1
CSA 64.2 68.1 77.8 50.7 52.9 59.2 62.1
Ours 80.9 79.0 83.7 66.2 66.3 68.9 74.2

Table 2: Comparison of ASRs (%) against 6 defense models.

perturbation budget ϵ = 8/255. Moveover, we report the av-
erage results of 5 trials, with a deviation of less than 0.6%.

Parameters Settings. For the baselines and our NAMEA,
we use I-FGSM, MI-FGSM (Dong et al. 2018), and DI-MI-
FGSM (Xie et al. 2019) as the basic attacks. The hyper-
parameters in the baselines follow the optimal setting in the
respective literature. For a fair comparison, CSA employs 7
checking points from each surrogate model, expanding the
ensemble scale to 28 models. We set the number of outer
iterations as T = 10 and the number of internal loops as
K = 16, using step size α = 0.8/255 and momentum decay
µ = 1.0. Besides, ViTs use the output of the pre-activation
normalization layer in final self-attention blocks, RN18 uses
the output of the last convolutional block in final residual
stage, and Inc-v3 uses the output of Mixed 7b to extract at-
tention areas, where the attention threshold is set to η = 0.6.

Main Results
Cross-Architecture Transferability. From Table 1, we can
see that our NAMEA achieves superior adversarial transfer-
ability, always performing best when combining with differ-
ent base attacks. While CSA achieves decent performance,
it incurs huge time and memory costs to train models and
save checking points, as shown in Table III of the Appendix.
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Attack Defense Methods

R&P HGD NIPS-r3 JPEG RS NPR FD Bit-RD DiffPure Avg.
Ens 57.4 43.7 58.9 52.4 19.2 21.6 50.8 51.6 26.0 42.4

SVRE 63.5 51.5 66.1 58.6 19.4 22.1 55.7 58.3 26.3 46.8
AdaEA 56.0 40.1 55.1 53.1 16.8 17.6 50.5 54.1 22.2 40.6
CWA 65.9 48.0 64.1 62.5 20.3 18.9 59.5 60.8 26.4 47.4

SMER 75.5 61.9 72.4 71.3 24.1 27.0 68.3 71.0 39.9 56.8
CSA 63.8 51.4 63.5 60.2 21.8 26.2 58.0 60.3 34.9 48.9
Ours 80.0 71.4 78.5 77.6 29.1 31.6 74.7 76.9 50.3 63.3

Table 3: Comparison of ASRs (%) against defense methods.

APIs I-FGSM DI-MI-FGSM

AdaEA CWA SMER CSA Ours AdaEA CWA SMER CSA Ours
Google 23 22 24 24 30 43 47 52 46 55
Alibaba 21 20 23 19 26 39 44 48 43 53
Baidu 29 28 33 32 37 53 58 61 56 64

Table 4: Comparing of ASRs (%) against real-world models.

But even CSA expands surrogate model scale with vari-
ous weights, our NAMEA still works better. And we can
observe that among all the base attacks, NAMEA and all
baselines work best under DI-MI-FGSM, followed by MI-
FGSM, and finally I-FGSM. The performance gain of DI-
MI-FGSM can be attributed to the input diversity that al-
lows to better capture the universal adversarial information.
In particular, SMER shows surging attack effects under DI-
MI-FGSM, because ensemble reweighing makes full use of
model diversity when working together with input diversity.
However, even under DI-MI-FGSM, NAMEA promotes the
average ASR by 5.3% compared to SMER. From the supple-
mentary results shown in the Appendix, we can observe that
NAMEA also consistently achieves the best performance un-
der benchmark datasets CIFAR-10 and CIFAR-100 (Table
I-II), additional base attacks (Table IV), hybrid target mod-
els (Table V), different perturbation budgets (Table VI), and
more surrogate models (Table VII). The above results fully
validate our hypothesis that ensemble non-attention con-
tributes to improve cross-architecture transferability.

Robustness of Adversarial Examples. We compare the
attack performance of NAMEA and baselines against var-
ious defense models and defense methods under base at-
tack DI-MI-FGSM. Table 2 shows that even for adversari-
ally trained models, our NAMEA consistently achieves the
best transferability among all competitors. Besides, we eval-
uate the ASRs of NAMEA and baselines against 9 defense
methods: R&P (Xie et al. 2018), HGD (Liao et al. 2018),
NIPS-r3 (Thomas 2017), JPEG (Guo et al. 2018), RS (Co-
hen, Rosenfeld, and Kolter 2019), NRP (Naseer et al. 2020),
FD (Liu et al. 2019), Bit-RD (Xu, Evans, and Qi 2018) and
DiffPure (Nie et al. 2022). The results of Table 3 are basi-
cally consistent with those in Table 2. Even for the powerful
diffusion-model-based defense DiffPure, our NAMEA out-
performs baselines by 10%, indicating that NAMEA gen-
erates highly robust adversarial examples. The supplemen-
tary results in Table VIII of the Appendix demonstrate that
NAMEA also has the highest robustness among all competi-
tors under base attacks I-FGSM and MI-FGSM.
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Figure 4: Average ASRs (%) of NAMEA under varying
threshold. Base: I-FGSM (Left) and MI-FGSM (Right).

I-FGSM MI-FGSM DI-FGSM0

25

50

75

100

Av
er

ag
e 

AS
R 

(%
)

-Mtest
-Mtrain
-GSO
NAMEA

I-FGSM MI-FGSM DI-FGSM0

25

50

75

100

Av
er

ag
e 

AS
R 

(%
)

padding 0
padding 1
NAMEA

Figure 5: Left: Ablation study on meta-learning and GSO.
Right: Ablation study on padding values in masked areas.

Real-World Attacks. We locally run NAMEA and five
baselines, and then take the resulting adversarial examples
as the inputs of authoritative image recognition APIs, i.e.,
Google Vision, Alibaba Cloud, and Baidu Cloud, for in-
ference. Following (Fang et al. 2022), we consider an at-
tack successful if the ground-truth label of a clean sample
is not present in the top-5 list of the APIs’ predictions. To
reduce deviation, we randomly select 100 adversarial exam-
ples generated by each attack for testing. From Table 4, we
can see that in real-world scenarios, NAMEA always per-
forms best among all competitors. When we relax the suc-
cess condition to top-1 list, our average ASRs under DI-MI-
FGSM are 60%, 56%, and 68% for Google, Alibaba, and
Baidu APIs, respectively, which are 4%, 3%, and 5% higher
than the best-performing baseline SMER. Hence, NAMEA
has superior transferability in various black-box scenarios.

Ablation Studies
Unless otherwise specified, the ablation experiments are as-
sessed by the average ASRs against 9 ViTs and 8 CNNs.

Threshold η. According to Eq. (7), the smaller the value
of η, the less the number of 0s in M, thus the less non-
attention areas being extracted. If the value of η is too small,
the substantial semantic features of non-attention areas may
be lost. Hence, we need to adjust the value to retain ba-
sic semantics for effective exploration of non-attentive ar-
eas. From Fig. 4, we can see that when η = 0.6, NAMEA
achieves the optimal result, and the ASRs against CNNs and
ViTs show a declining trend as η decreases or increases. This
means that the attack effect on CNNs and ViTs is sensitive
to η. We also investigate the impact of hyperparameters on
CNN gradient scaling (Eq. (12)) in Fig. IV of the Appendix.

Meta-Learning Steps and GSO Module. Let −Mtrain,
−Mtest, and −GSO denote removing the meta-training
step, meta-testing step, and GSO module from NAMEA, re-
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Figure 6: Left: Ablation study on varying meta-testing mod-
els. Right: Ablation study on varying meta-testing areas.
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Figure 7: Average ASRs (%) of four comparison settings,
which have two adversarial examples in each inner loop.

spectively. In −Mtrain and −Mtest, the final meta gradients
are calculated as gt+1 = gKte ⊙ MK and gt+1 = gKtr , re-
spectively. As shown in the left side of Fig. 5, if we discard
the meta-testing step, there is a drop of 9.2% in the average
ASR; if we discard the meta-training step, there is a drop of
7.4% in the average ASR; if we remove the GSO module,
the average ASR slightly decreases (a drop of 2%). Hence
we know that the GSO module has some positive effect on
ASRs, and meta-learning is crucial for enhancing the perfor-
mance of NAMEA. In the Appendix, Fig. II shows that the
gradients of both attention and non-attention areas help craft
perturbations generalizing across CNNs and ViTs, demon-
strating the merged gradients fuse the transfer information
of CNNs and ViTs; Fig. III shows that NAMEA achieves
the best attack performance compared with different gra-
dient aggregation strategies and different gradient weights,
validating the effectiveness of meta-gradient optimization.

Padding Values. According to Eq. (8), NAMEA fills the
masked areas with random noises. To evaluate the impacts
of different padding values on attack effect, we evaluate the
ASRs under the other two kinds of padding values: full 0s
and full 1s. As shown in the right side of Fig. 5, random
noises achieve the highest ASRs. For instance, when using
I-FGSM as the base attack, filling random noises outperform
the other two filling methods by approximately 2.7% in av-
erage ASR. This improvement may stem from the stronger
disruption of models’ attention caused by random noises.

Model Selection Strategies. Meta-testing uses the same
surrogate model as meta-training. To test the impact of dif-
ferent model selection strategies on attack effect, we design
the ablation settings: diff-arch selects a random model with
different architecture; same-arch selects a random model
with the same architecture; ran-arch randomly selects a
model. As shown in the left side of Fig. 6, the average ASRs
are almost unaffected by varying selection strategies. This is

because the surrogate models in the inner loop are randomly
chosen, ensuring sufficient exploration of non-attention ar-
eas of ensemble models. In the Appendix, we also provide
the ablation study on different ensemble settings, and Table
IX shows that NAMEA always performs best under varying
ratios of CNNs to ViTs and varying ensemble scales.

Extracted Areas. Meta-testing extracts the non-attention
areas from adversarial examples before gradient calculation.
To validate the critical role of non-attention areas, we design
the ablation settings: attention extracts attention areas, i.e.,
xk
te = Mk ⊙xk

te; ran-patch extracts random patches of size
(56 × 56). In both settings, the final update merges the gra-
dient as gt+1 = gKtr + gKte . From the right side of Fig. 6, we
can see that non-attention areas achieve the highest ASRs,
largely surpassing all the other setting. This is because non-
attention areas together with attention areas can make the
best of the transferable information of individual models.

Discussion
The Impact of Ensemble Non-Attention. NAMEA de-
rives two adversarial examples, xk

tr and xk
te at each inner

loop k, which may create the illusion that the performance
gain is due to diverse inputs. To further verify the role
of ensemble non-attention, we design four comparison set-
tings with the same number of copies in each inner loop:
NAMEA RT replaces the NAE module with BSR (Wang
et al. 2024), which randomly transforms xk

te before gradient
calculation, while merging the gradient as gt+1 = gKtr +gKte ;
SMER RT applies BSR to generate diverse copies for each
inner loop of SMER and updates with the average gradi-
ent. NAMEA BSR and SMER BSR directly combine BSR
with NAMEA and SMER, respectively. From the left-side of
Fig. 7, we can see that NAMEA always perform best. This
is because the gradient update directions of random trans-
formed inputs are diverse, and merging them directly will
cause gradient conflicts. But the gradients of non-attention
areas serve as a supplement to those of attention areas, help-
ing to stabilize update direction and improve model diver-
sity. From the right-side of Fig. 7, we can see that NAMEA
can fully leverage both input and model diversities, thus
yielding superior performance. We also observe that in DI-
MI-FGSM, the ASR of SMER BSR drops dramatically and
that of NAMEA BSR slightly declines. This may because
the combination of two input transformation methods causes
the inputs change too much, loosing substantial semantic
features. But NAMEA BSR with the help of non-attention
areas enables more stable update direction. Thus, we con-
firm that ensemble non-attention boosts adversarial trans-
ferability in a new angle different from input diversity.

Conclusion
This work is the first to explore the power of ensemble non-
attention in improving cross-architecture transferability. We
propose a novel ensemble attack, NAMEA, which integrates
ensemble non-attention and meta learning to ensure stable
update direction and model diversity at once. Experiment
results show that NAMEA largely surpasses the SOTA ap-
proaches, proving the validity of ensemble non-attention.
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