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Abstract

In this paper, we present the first detailed analysis of
how training hyperparameters—such as learning rate, weight
decay, momentum, and batch size—influence robustness
against both transfer-based and query-based attacks.
Supported by theory and experiments, our study spans a va-
riety of practical deployment settings, including centralized
training, ensemble learning, and distributed training. We un-
cover a striking dichotomy: for transfer-based attacks, de-
creasing the learning rate significantly enhances robustness
by up to 64%. In contrast, for query-based attacks, increasing
the learning rate consistently leads to improved robustness
by up to 28% across various settings and data distributions.
Leveraging these findings, we explore—for the first time—
the training hyperparameter space to jointly enhance robust-
ness against both transfer-based and query-based attacks. Our
results reveal that distributed models benefit the most from
hyperparameter tuning, achieving a remarkable tradeoff by
simultaneously mitigating both attack types more effectively
than other training setups.

Code — https://github.com/RUB-
InfSec/tuning_for_two_adversaries

Extended version — https://arxiv.org/abs/2511.13654

1 Introduction

Despite their growing popularity, machine learning systems
remain vulnerable to relatively simple manipulations of their
inputs (Szegedy et al. 2014; Biggio et al. 2013). In particu-
lar, adversarial examples pose a significant threat to the ap-
plication of deep neural networks (DNNs) in safety-critical
domains, including autonomous driving and facial recogni-
tion. Recent strategies, known as black-box attacks (Chen,
Jordan, and Wainwright 2020; Andriushchenko et al. 2020;
Chen et al. 2024), adopt a practical and realistic threat model
in which the attacker lacks access to the classifier’s inter-
nal details and training data and can either (1) build a sur-
rogate model to generate adversarial examples that transfer
to the target (called transfer-based attacks) in one-shot at-
tacks, or (2) interact with the model through oracle access—
by observing its outputs in response to specific inputs (aka.
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query-based attacks) as is the case in machine-learning-as-
a-service (MLaaS) settings.

A range of defense strategies has been proposed
to counter adversarial examples, with adversarial train-
ing (Goodfellow, Shlens, and Szegedy 2015) still regarded
as the gold standard among training-time defenses. How-
ever, this method is computationally expensive, as it requires
retraining the target model using adversarially perturbed
pre-generated inputs. To reduce overhead, lightweight test-
time defenses—such as input transformations (Guo et al.
2018)—have been explored. However, these methods fre-
quently compromise performance on clean inputs when aim-
ing for strong robustness. Moreover, the rapid evolution of
machine learning research has led to defenses being devel-
oped in isolation for either transfer-based or query-based at-
tacks. This raises significant concerns about their ability to
effectively enhance robustness across the full spectrum of
black-box attack scenarios.

Given the lack of bullet-proof solutions to thwart adver-
sarial examples, a natural question is whether the training
hyperparameters themselves present an opportunity in this
setting, as they are inherently tied to the target model and
are independent of specific attacks. While prior studies have
shown that factors such as the scheduler, optimizer, and ar-
chitecture have only minimal impact on robustness (An-
dreina, Zimmer, and Karame 2025), hyperparameters—such
as learning rate, momentum, weight decay, and batch size—
significantly influence model smoothness due to their reg-
ularizing effects, a property closely associated with robust-
ness to adversarial attacks (Moosavi-Dezfooli et al. 2019;
Zhang et al. 2024; Demontis et al. 2019). Unfortunately, to
the best of our knowledge, no prior work has conducted a
precise analysis of how hyperparameter tuning affects ro-
bustness against specific attacks in the black-box setting.

In this paper, we address this gap and present the first
precise analysis of how training hyperparameters—such
as learning rate, weight decay, momentum, and batch
size—influence robustness against strong transfer-based and
query-based black-box attacks. Our analysis spans a range of
popular machine learning deployment scenarios, including
centralized setups (with a single training and inference in-
stance), ensemble learning, and distributed learning, where
both training and inference are distributed across multiple
nodes. We also account for different data distribution set-



tings, encompassing both independent and identically dis-
tributed (i.i.d.) and non-i.i.d. training data. More specifically,
we aim to answer the following research questions:

RQ 1 To what extent do training hyperparameters influence
robustness against transfer-based attacks?

RQ 2 Similarly, how do training hyperparameters influence
robustness against query-based attacks?

RQ 3 Is there an instantiation that naturally lends itself to
effective tuning against both transfer-based and query-
based attacks?

Supported by theory and extensive experiments on CIFAR-
10 and ImageNet, our results reveal a striking contrast.
On the one hand, we find that decreasing the learning rate
can significantly enhance robustness against transfer-based
attacks—Dby up to 64%—with this improvement consistently
holding across different ML deployment scenarios, includ-
ing centralized, ensemble, and distributed setups. Surpris-
ingly, we observe the opposite trend for query-based attacks:
increasing the learning rate leads to a robustness gain of up
to 28% across all considered deployments and data distri-
butions. Last but not least, we explore how to effectively
balance hyperparameter tuning to navigate the trade-offs be-
tween robustness to transfer-based and query-based attacks.
Through an extensive search using the NSGA-II algorithm,
we demonstrate that there exist well-chosen hyperparame-
ter configurations that strike a strong trade-off, enhancing
robustness against both transfer-based and query-based at-
tacks, when compared to state-of-the-art defenses, such as
adversarial training (Rebuffi et al. 2021; Gowal et al. 2021)
and JPEG compression (Guo et al. 2018).

2 Background & Related Work
Black-Box Attacks

Transfer-based Attacks. In transfer attacks, adversaries
train surrogate models and apply white-box attacks on them.
Success depends on the similarity between the surrogate
and target models. To improve transferability in black-box
settings, various techniques have emerged, including mo-
mentum (Dong et al. 2018), input diversification (Wu et al.
2021), model ensembling, and sharpness-aware minimiza-
tion (Chen et al. 2024). Notably, (Chen et al. 2024) showed
that reducing sharpness and aligning gradients boosts trans-
ferability. Other studies explore how model architecture, ca-
pacity (Demontis et al. 2019), and regularization-based con-
trol of smoothness and gradients (Zhang et al. 2024) affect
transferability bounds.

Query-based Attacks. Query-based attacks interact directly
with the target model. Here, attackers are limited by a
query budget () and the granularity of accessible infor-
mation. Score-based attacks (Chen et al. 2017; Tu et al.
2019; Andriushchenko et al. 2020; Ilyas et al. 2018) use
model output scores or probabilities, while decision-based
attacks (Chen, Jordan, and Wainwright 2020) rely only on
the top-1 predicted label. Most attacks begin with locating
the decision boundary via binary search, then use gradient
estimation (Chen et al. 2017) or geometric strategies to ap-
proach the boundary while maintaining adversarial proper-
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ties. SquareAttack (Andriushchenko et al. 2020), a state-of-
the-art score-based method, employs square-shaped pertur-
bations and a simple random search scheme.

Hyperparameter Tuning

Despite the theoretical insights, hyperparameter tuning in
practice remains largely ad hoc with limited insights on how
hyperparameter configurations influence black-box robust-
ness (Bagdasarian and Shmatikov 2024).

Implicit Regularization. Training hyperparameters implic-
itly regularize neural networks by influencing the geometry
of the learned solutions, often characterized by their flat-
ness or sharpness—quantified via the largest eigenvalue of
the Hessian (Kaur, Cohen, and Lipton 2022). In full-batch
gradient descent, the sharpness of the converged solution
scales inversely with the learning rate 77 (Cohen et al. 2021).
This inverse relationship approximately holds for small-
batch stochastic gradient descent (SGD) as well (Kaur, Co-
hen, and Lipton 2022). Other hyperparameters such as batch
size B and weight decay \ also affect sharpness: increas-
ing the ratio n/B tends to decrease the largest Hessian
eigenvalue (Jastrzgbski et al. 2018), while the product nA
has been linked to an implicit form of Jacobian regulariza-
tion (D’ Angelo et al. 2024).

From Parameter Space to Input Gradients. On the other
hand, several studies identified a form of gradient pressure
originating from the parameter space to the input space (Ma
and Ying 2021; Dherin et al. 2022), indicating that flatter
solutions tend to yield smoother decision boundaries.

Defenses against Black-Box Attacks

Adversarial training. While many defenses attempt to mit-
igate model evasion attacks with lightweight test-time input
transformations (Guo et al. 2018) or auxiliary models (Nie
et al. 2022), adversarial training remains the de facto stan-
dard. The basic idea is to augment the training data with ad-
versarial examples or to use a fine-tuning phase, which adds
a considerable computational complexity to this training-
time defense. Here, it is crucial to ensure that the mod-
els do not overfit to the type of adversarial noise found in
their training samples, but generalize to other (unseen) at-
tacks (Tramer et al. 2018). Techniques to further boost per-
formance of adversarial training can, among others, leverage
data augmentation (Rebuffi et al. 2021; Gowal et al. 2021)
or topology alignment (Kuang et al. 2024).

Diverse ensemble strategies. A large body of works aims
at improving the robustness of model ensembles as a whole,
i.e., by ensuring that each ensemble member is dissimilar
to the other members, making sure that an adversarial ex-
ample only transfers to a few members (Yang et al. 2021,
2020; Pang et al. 2019; Deng and Mu 2023; Cai et al. 2023;
Kariyappa and Qureshi 2019), e.g., by incorporating adver-
sarial training with other ensemble members or by ensuring
pairwise negative/orthogonal gradients.



3 Methodology
Preliminaries and Definitions

We denote the sample and label spaces with X’ and ), re-
spectively, and the training data with S = (x;,y;)M,, with
x; € R% y; € R and training set size M. We assume that
S is sampled from the underlying data distribution D.

A DNN-based classifier Fp : X — [0, 1]¢ is a function
(parameterized by 6) that, given an input x, outputs the prob-
ability that the input is classified as each of the n = |
classes. The prediction of the classifier can be derived as
y = C(z) := arg max;cp,) (Fy(x)).

Adversarial examples. We define an adversarial example z’
as a genuine image x to which carefully crafted adversarial
noise is added, i.e., *’ = x+¢ for a small perturbation § such
that 2’ and x are perceptually indistinguishable to the human
eye and yet are classified differently. Given a genuine in-
put zg € R? predicted as C(z¢) = s (source class), 2’ is an
adversarial example of zo if C(x') # sand |2/ —xzo|, < e
for a given distortion bound ¢ € R™ and [, norm. The at-
tacker searches for adversarial inputs x’ with low distortion
while maximizing a loss function £z (6 omitted for clarity),
e.g., cross-entropy loss. Formally, the optimization problem
is defined by: 0 = arg maxs <. LF(7 + 3,9).

Definition 1 (Stochastic Gradient Descent). SGD is a
(noisy) optimization procedure for minimizing a loss func-
tion in training neural networks and is often combined with
momentum and weight decay. For a minibatch of size B and
weight decay A, we define the gradient at iteration ¢ as:

g = L0 VoL (Fo(wi,) yi) + M, (D)

while drawing indices i.i.d. out of the uniform distribution
it ~ U([N]). The current velocity v weighs the velocity of
the last iteration with momentum . The model parameters
are then updated with learning rate 7 as follows:

@)

Definition 2 (Model Smoothness). Given a model F and a
data distribution D, the upper smoothness of F on D (Zhang
et al. 2024) is defined as:

Vg = W01 + ¢, Gip1 = 0y — nuy.

3

TF = Sup(, op 0(VaLF(2,9)),
where o (-) denotes the largest eigenvalue, and V2L z(x,y)
the Hessian matrix computed w.r.t. .

Definition 3 (Gradient Similarity). Given two models F
and G and their respective loss functions Lx and Lg, we
can compute the gradient similarity (Demontis et al. 2019;
Zhang et al. 2024) based on the cosine similarity as follows:

VIE}-(L y)TszQ (1'7 y)
IVaLr(@,y)ll2l|Valg(z,y)ll2

and the upper gradient similarity based on the supremum as:

&)

S(Lr,Lg,x,y) = “

S(E}—a Eg) = SUP(z,y)~D S(Efv ‘Cgv €L, y)
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Main Intuition

Hyperparameter selection is critical for training well-
performing models and is a core component of any machine
learning pipeline. Since hyperparameters induce implicit
regularization, we investigate their impact on model robust-
ness against evasion attacks in a black-box threat model.

In this work, we demonstrate that: (1) less smooth mod-
els are more robust to transfer-based attacks, as adversarial
examples crafted on smoother surrogates are less likely to
transfer to models with more variable loss landscapes (De-
montis et al. 2019) (cf. Proposition 1); and (2) smoother
models exhibit greater robustness against query-based at-
tacks (Moosavi-Dezfooli et al. 2019). In Figure 2 (left), we
see that adversarial examples generated towards a (typically
smooth) surrogate model (z/2"") transfer well to a smooth
target model. However, the target remains robust to query-
based attacks, as no adversarial example with perturbation
magnitude || can be found within the query budget. In con-
trast, Figure 2 (right) shows that a less smooth model hinders
transferability due to gradient misalignment but is more vul-
nerable to query-based attacks, which converge more easily.

Adapting the results from (Cohen et al. 2021; Kaur, Co-
hen, and Lipton 2022; Jastrzebski et al. 2018; D’ Angelo
et al. 2024; Ma and Ying 2021; Dherin et al. 2022), we relate
the largest eigenvalue of the loss Hessian in parameter space
to that in input space and obtain:

o(V3Lr(2,y)) ~ o(ViLr(z,y)) ©)
We empirically verify this connection in Figure 1 (left) and
provide more details in the extended version.

1) Transferability & Model Smoothness. Let 7;. denote
the transferability for a benign sample x and an adversarial
example =’ which is generated on a surrogate model F, but
evaluated on a target model G, as follows: T,.(F, G, x)

1F(z) =y AG(x) =y ANF(2') #y NG(2") # y].

Proposition 1 (Less smooth models exhibit high ro-
bustness against transfer-based attacks). For a surrogate
model F (with smoothness Tr) and target model G
(with smoothness Gg), the upper bound on transferability
Pr((T.(F,G,x)) 1) decreases when G’s smoothness
also decreases (i.e., 0g increases).

In the following, we first determine smoothness and gra-
dient similarity to be the main contributors to transferabil-
ity, and then focus on how the regularization properties of
hyperparameters reduce smoothness and gradient similarity
and hence reduce the upper bound on transferability.

Based on (Yang et al. 2021; Zhang et al. 2024),
we assume models F and G are & r-smooth and og-
smooth, respectively, with bounded gradient magnitude,
e, [[Valr(z,y)| < Br and [[ViLg(z,y)| < Bg
for any x € X, y € Y. We consider an untargeted
attack with perturbation ball |6l < e. When the at-
tack radius e is small such that the denominator is
larger than 0, the transferability can be upper bounded by:
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Figure 1: Impact of sharpness in parameter space (due to
change of the learning rate hyperparameter) and smoothness
in input space (left) and gradient similarity (right).

Pr(T.(F,G,z) =1)
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y' Ay

Here £r and &g are the empirical risks of models F and
G, respectively, defined relative to a differentiable loss. The
supp(D) is the support of benign data distribution, i.e., z is
the benign data and y is its associated true label. The full
proof can be found in the extended version.

We observe that the surrogate model F and target model §
equally contribute to this upper bound, with smoothness and
gradient similarity being the main contributing properties.'
Naturally, our aim is to reduce this upper bound to reduce
the transferability of the model.

While the smoothness og (cf. Definition 2) (related

to Bg) is specific to the target, the gradient similarity
S(LF,Lg) (cf. Definition 3) is a shared quantity with F
and positively correlated to the upper bound. The relation-
ship of regularization and alignment of input space gradi-
ents, i.e., their similarity, has been investigated by (Zhang
et al. 2024) and found to be positively correlated, with vary-
ing impact depending on the used regularizer (which we em-
pirically verify in Figure 1 (right) with more details in the
extended version). As a result, the regularization properties
of hyperparameters reduce smoothness and gradient similar-
ity between the target and surrogate models, which in turn
decreases the upper bound on transferability—thereby con-
cluding this proposition.
2) Robustness against Query Attacks & Model Smooth-
ness. The gradient of the loss surface in the input space,
estimated by query-based attacks, is typically bounded by
the true model gradient. More specifically, smoother models
typically improve robustness by requiring a larger perturba-
tion ¢ to successfully evade the model.

Namely, given a model F, input z and label y, let

!This contrasts with prior work (Yang et al. 2021) that assumes
that smoothness and gradient magnitude are identical for F and G.
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Figure 2: Tension between adversarial examples (A) for
transfer-based (x/-) and query-based attacks (zj,) on a
smooth (left) and a less smooth (right) model. The solid line
and dotted line represent the decision boundaries for the tar-
get and surrogate model, respectively. The dashed line rep-
resents the & constraint around a benign sample (7, /0 / @).

g = VioLr(z,y)and ¢ :==t — Lx(x,y) > 0 with ¢ as
loss threshold. Further, we consider o > 0 as the largest
eigenvalue of the Hessian matrix V2L x(z, y), and u, as the
respective eigenvector. For a perturbation ¢, we now have the
following bounds on the perturbation and hence robustness
of a model as shown by (Moosavi-Dezfooli et al. 2019):

()

gT

2
o1 — 207 e < lI6]] <
Here, we see that smooth models with bounded (input) gra-
dients exhibit higher robustness than less smooth ones. Con-
cretely, increasing the curvature oz, reduces the norm of
0, illustrating that smaller perturbations are sufficient for a
successful adversarial example, while smaller curvature in-
creases the required perturbation.

Interpretation. Based on Proposition 1 and our observa-
tions, we notice an inherent tension between choice of hy-
perparameters and robustness against transfer- and query-
based attacks. Concretely, smoothness is beneficial for the
robustness against query-based attacks (cf. Equation (7)) but
detrimental for the robustness against transfer-based attacks
(cf. Proposition 1), as this enables adversarial examples to
transfer better from the typically smooth surrogates. The
converse also holds: robustness against transfer-based at-
tacks is improved with less smooth models and a decrease
in gradient similarity, but weakened against query-based at-
tacks by lowering the required perturbation magnitude.

Note that while the attacker has full control over the
surrogate model F, the target model G can be chosen
arbitrarily by the defender. We therefore propose using
hyperparameter-induced implicit regularization to adjust
model smoothness, enabling a trade-off between robustness
to transfer-based and query-based attacks.

4 Experimental Setup

Setup. All our experiments are run on an Ubuntu 24.04 ma-
chine with two NVIDIA A40 GPUs, two AMD EPYC 9554
64-core processors, and 512 GB of RAM. We used Python
3.11.11, CUDA 12.5, Lightning 2.5.0, and Ray Tune 2.40.0.



Parameter Variable Default Range
Learning rate 7 0.1 [0.0001, 0.4]
Weight decay A 0.0005  [0.000001,0.01]
Momentum I 0.9 [0.8,0.99]
Batch size B 128 [32,2048]

Table 1: Typical SGD hyperparameters 7 for training a
CIFAR-10 model and their value ranges in our experiments.

Attack Selection. We evaluate our approach against (i) a
state-of-the-art transfer-attack, the Common Weakness at-
tack (Chen et al. 2024), which uses an ensemble of surro-
gate models, and leverages sharpness aware minimization
(SAM) to find solutions on a smooth area of a high loss re-
gion, and against (ii) a state-of-the-art query-based attack,
the SquareAttack (Andriushchenko et al. 2020) from Au-
toAttack (Croce and Hein 2020).

We use a perturbation budget of ¢ = 8/255 under an [,
norm and generate adversarial examples for 1000 randomly
sampled images from the test set for the transfer- and query-
based attacks, respectively. For the transfer-based attacks,
we consider an ensemble of 10 models trained with default
parameters on various architectures. For the query-based at-
tack, we assume a query budget of ( = 500.

Datasets & Models. We evaluate our approach on datasets
of varying input dimensions and number of classes, i.e.,
CIFAR-10 (Krizhevsky 2009) and ImageNet (Russakovsky
et al. 2015) datasets. The former contains 50, 000 train and
10, 000 test images of size 32 x 32 pixels, divided into 10
classes. The latter contains 1.2 million training images and
a validation set of 50, 000 images. For both datasets, we fo-
cus on models of the ResNet family (He et al. 2016) due to
their wide adoption. We include additional results on Mo-
bileNetV2 in the extended version.

In addition to a basic centralized model training on the
full dataset, we also consider various ensemble instantia-
tions that use logit averaging (before softmax) for inference:

* Deep Ensemble (full dataset, different initialization)

* Distributed IID Ensemble (disjoint dataset with i.i.d.
data)

¢ Distributed Non-IID Ensemble (disjoint dataset with
non-i.i.d. data using Dirichlet distribution with o = 0.9)

Metrics—(Robust) accuracy. Let S C X x ) denote the
set of genuine samples provided to the attacker 4, and let €
denote the distortion budget. To compute the robust accuracy
(RA), we measure the accuracy on the adversarial examples,
ie., ||z' — z||p, < e, generated by the attacker:

RA := [{(z2)€XxA(S) | C(2)=C(z") }I/ 5], 8)

where A(S) denotes the set of candidate adversarial exam-
ples output by A in a run of the attack on input S. In contrast
to the clean accuracy (CA) computed on benign images, RA
is computed on adversarial examples. The complement of
RA is the attack success rate (ASR), i.e., ASR =1 — RA.

Pareto frontier. The Pareto frontier emerges as an effective
tool to evaluate tradeoffs in multi-objective optimization. In
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Algorithm 1: Ablation of hyperparameters

1: Input: dataset data, ablation ranges ablation_ranges
2: Output: All ablated models ablated_models

/+ For each type of hyperparameter, we
vary it in the given range while keeping

the others fixed (cf. Table 1) =/
3: ablated_models = [[], [1, [1, [1]
4: default_params = [0.1, 0.0005, 0.9, 128]
5: for param_pos in range(len([’learning_rate’, *weight_decay’,
’momentum’, ’batch_size’])) do
6: param_models = []
7 params = default_params.copy()
8: for param_value in ablation_ranges[param_pos] do
9: params[param_pos] = param_value
10: model = train_model(params, data)
11: param_models.append(model)
12: end for
13: ablated_models[param_pos] = param_models
14: end for
15: return ablated_models

our case, between CA and RA.

A solution w* is Pareto optimal if there exists no other so-
lution that improves all objectives simultaneously. Formally,
given two solutions wy and we, we write w1 > wo if wi dom-
inates wo, i.e., if CA(wl) > CA(WQ) A RA(wl) > RA(WQ),
where CA(w) and RA(w) denote the clean accuracy and ro-
bust accuracy as functions of the parameter w. The Pareto
frontier is the set of Pareto-optimal solutions:

PF(Q) ={w" € Q|Pwe Qs.t.w = w*}.

S Experimental Results

To answer RQ1 and RQ2, i.e., understand the impact of
hyperparameters on the robustness provisions of transfer-
(RAT) and query-based (RAq) attacks, based on the con-
crete attacks introduced in Section 4, respectively, we fo-
cus on the four training hyperparameters that are found in
a typical model training using SGD (cf. Equation (1) and
Equation (2)). The considered range of hyperparameters can
be found in Table 1. For these, we fix all but one parame-
ter, vary it across a range of values, and monitor the impact
on CA and RA of all considered attacks (cf. Algorithm 1).
We average the data points that we obtain across the number
of nodes N (each data point is averaged over three indepen-
dent runs), encompassing centralized deployments (N = 1),
distributed deployments with (N = 3,5, 7), and data distri-
butions for distributed ML, as deviations originating from
these parameters/setups are limited. The impact of NV and
data distribution is discussed in an ablation study in Sec-
tion 6. To answer RQ3, we perform a hyperparameter search
(over 100 configurations) using the efficient NSGA-II ge-
netic algorithm (Deb et al. 2002) adapted from Optuna and
integrate it in our framework via its Ray integration.

Our default configuration for all experiments consists of
a ResNet-18 trained with SGD for 200 epochs (with early
stopping) and a CosineAnnealing learning rate scheduler on
the CIFAR-10 dataset (with 20% validation data).
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Figure 3: Robust accuracy for all hyperparameters H = (1, A, 1, B) for transfer-based (A7) and query-based attackers (Ag).
Our results are averaged over all nodes for deep ensembles (solid-line) and distributed ML (dashed-line) on CIFAR-10. The
blue line shows RA, while the orange line shows CA. Each column varies the specified hyperparameter, while fixing all others.

RQ 1: As shown in Figure 3 (first row), we observe a consis-
tent improvement in RA of up to 55% against transfer-based
attacks across multiple ML instantiations when the hyperpa-
rameters decrease (or batch size B increases). This matches
our observations from Equation (6) and Proposition 1.

When considering the impact of the choice of the learn-
ing rate on deep ensembles, we observe that a reduction of
7 starts to improve RA at = 0.01, reaching RA = 0.5 for
n = 0.0001. At the same time, CA maintains an excellent
performance of as low as 86%. In contrast, the distributed
ML instantiations obtain a notably different CA/RA behav-
ior compared to deep ensembles. Here, we see a consistently
higher RA across the entire spectrum of 7, already maintain-
ing a RA = 42% at the default » = 0.1 and improving
it further to RA = 67% at n = 0.001. Due to the dis-
joint split data in distributed ML, we see a steeper decline
in CA, reaching a still competitive CA = (.78 at the highest
RA. Concretely, we observe the largest robustness improve-
ment of up to 64% for the i.i.d. distributed ML instance with
N =3 and n = 0.001.

For weight decay, we see a similar trend, i.e., an im-
provement in RA with a decreasing A, as this regularizes the
model less. We monitor a RA of only around 27% for deep
ensembles, while the distributed ML instantiations reach a
RA = 65% at CA = 77% for A = 2e-6 (similar to learning
rate). The momentum hyperparameter continues the previ-
ous trend, yet improvements for RA for deep ensembles are
almost non-existent at a maximum RA = 4%. In contrast,
distributed ML can reach a RA = 51% and CA = 87% at
1 = 0.8. For batch size, we start to see an improvement in
RA only at B = 2048 with RA = 26%. For distributed ML,
we observe a RA as high as 64% at the highest B of 2048.

Takeaway 1. Reducing the value of 7, A\, u and in-
creasing B improves RA1 with minimal impact on CA.

Overall, distributed ML consistently yields higher RAt
than deep ensembles trained on the full dataset, with
a slight impact on CA. This stems from increased en-
semble heterogeneity—due to disjoint data and reduced
smoothness (as models converge toward sharper min-
ima)—which lowers gradient similarity between the en-
semble members (cf. Proposition 1).

RQ 2: Conforming with our analysis in Equations (6)
and (7), and in contrast to transfer-based attacks, we observe
a consistent impact on RA in Figure 3 with improvements of
up to 28% as i, A increase and p, B decrease.

We observe that a reduction of 7 reduces RA. For deep
ensembles, we obtain the highest RA = 36% at n = 0.2
and see a decline in RA until = 0.004 at a RA = 27%,
after which we see a slight increase to RA = 32% atn =
0.0008. Afterwards, RA drops as low as 24%. In contrast,
we observe a smoother relationship between 7 and RA in
distributed ML, achieving the highest RA = 0.46 atp = 0.2.

For weight decay, we monitor a relatively constant RA for
deep ensembles, fluctuating between 36% and 42% across
the spectrum of A until A = 0.008 with a reduction on CA
of at most 5%. For distributed ML, we obtain a larger range
of RA between 32% and 46% at higher fluctuations in CA
between 76% and 90%. For momentum, we see a constant
CA/RA across the entire range of . for both deep ensembles,
and distributed ML, with a slight decrease in both CA/RA for
w1 = 0.99. For batch size, the previously observed trend con-
tinues: deep ensembles remain at a consistent CA/RA across
the entire hyperparameter range, while distributed ML fol-
lows the behavior found with 7, albeit inverted, due to the
scaling nature of batch size on learning rate.
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Figure 4: Pareto frontier of the NSGA-II search across all
ML instantiations and hyperparameters.

Takeaway 2. We find that an increase in 77, A enhances
RAq, while an inverse relationship holds for u, B. Deep
ensembles show more stable RAq, likely due to ac-
cess to the full dataset, leading to flatter minima and
smoother input spaces. Distributed ML benefits from
this effect especially for larger 77 and A.

RQ 3: Given RQI and RQ2, we now investigate whether
it is possible to tune hyperparameters to achieve strong ro-
bustness against both types of black-box attacks. To this
end, similar to (Lachnit and Karame 2025; Bagdasarian
and Shmatikov 2024), we make use of the NSGA-II ge-
netic hyperparameter optimization algorithm (Deb et al.
2002) to identify optimal hyperparameter configurations
while producing a diverse Pareto front. Specifically, we
use the Optuna library with the NSGA-II sampler, inte-
grated into our framework via Ray. Our objective is to
find the hyperparameter configuration # that simultaneously
maximizes both robustness criteria, formalized as follows:
arg max,, (CA* min(RA¥, RAS‘)).

This approach allows us to identify hyperparameter con-
figurations that (1) maintain strong performance on benign
data and (2) guarantee a minimum level of RA against both
types of black-box attacks. We run NSGA-II with a popu-
lation size of 20 and 5 generations, yielding a total of 100
distinct hyperparameter combinations. Figure 4 presents the
results, illustrating the Pareto fronts for all ML instances.

We observe the following general trends: deep ensem-
bles significantly enhance both CA and RA as the num-
ber of nodes increases, achieving a favorable trade-off at
CA = 0.90 and RA = 0.46 for N = 7. However, perfor-
mance gains tend to saturate beyond N = 3. In the dis-
tributed ML setting with i.i.d. data, results are closely clus-
tered: N = 5 achieves the highest RA of 55%, while N = 3
yields the best CA at 90%. For non-i.i.d. data, the results
vary more widely, as the distribution of class splits across
nodes significantly impacts performance. Notably, N = 5
performs the worst in terms of CA, remaining below 80%.
The best Pareto front is observed at N = 3.

We now analyze the best-performing configurations for
each ML paradigm (/N = 7 for deep ensembles, and N = 5
and N = 3 for distributed ML with i.i.d. and non-i.i.d. data,
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Hyperparameter ‘ ‘ Adv.
Instance ‘ ‘ tuning H JPEG Training
| |Avg. [Ours | A | A | A
CA 0.92 | 0.87 | —0.05 | —0.02 | —0.01
Central. RAT | 0.08 | 0.51 | +0.43 | —0.16 | +0.18
RAq | 0.28 | 0.30 | 4+0.02 | +0.00 | +0.38
CA 0.94 1 0.90 | —0.04 | —0.03 | —0.04
ENS-Full | RAT | 0.07 | 047 | +0.40 | —0.10 | +0.22
RAqG | 0.42 | 0.46 | +0.04 | —0.08 | +0.22
CA 0.86 | 0.87 | +0.01 | —0.02 | —0.01
ENS-IID | RAT | 043 | 0.62 | +0.19 | +0.01 | +0.07
RAG | 0.39 | 0.44 | 40.05 | —0.02 | +0.24
ENS-N CA 0.86 | 0.90 | +0.04 | —0.05 | —0.04
~NOR- | RAL | 0.32 | 0.51 | +0.19 | +0.05 | +0.18
1D RAq | 0.37 | 0.47 | +0.10 | —0.07 | +0.21

Table 2: Comparison of CA, RA of the recommended H
found by NSGA-II vs. the default parameters and defenses.

respectively), focusing on CA, RAr, and RAq. We select the
best RA values from the hyperparameter search, allowing up
to 5% decrease in CA relative to the centralized (N = 1)
baseline. In Table 2, we compare the results of the best H
configurations (see extended version) to the average CA,
RAT, and RAq obtained across all # combinations from
RQ1 and RQ2 (see extended version). Overall, we see con-
sistent improvements across all ML paradigms—up to 43%
in RAT, 10% in RAq, and 4% in CA.

Comparison with SOTA defenses: Our recommended
hyperparameters significantly improve robustness over
JPEG (Guo et al. 2018) by up to 16% while exhibiting 78%
fewer epochs (compared to the default settings in Table 1,
reducing from an average of 186 down to just 41 epochs) on
the same architecture.? This represents a significant perfor-
mance gain, especially compared to adversarial training (Re-
buffi et al. 2021; Gowal et al. 2021), which can require up to
40 GPU hours per model for an average increase of 21% in
robustness over our approach.

Takeaway 3. Compared to SOTA defenses like
JPEG (Guo et al. 2018) and adversarial training (Gowal
et al. 2021), our results in Table 2 demonstrate that
our approach (especially in the distributed ML instance)
strikes a strong efficiency tradeoff.

6 Ablation Study

We now ablate our results w.r.t. (1) the number of nodes,
(2) data distribution, and (3) complex datasets (e.g., Ima-
geNet). We focus on the learning rate 7, as results for other
hyperparameters—provided in the extended version—show
similar trends.

Impact of N. As shown in Table 3, we observe that higher
node counts can achieve up to a 4% improvement in CA, due
to their diverse initialization and hence better generalization.
While the improvements in RAT are limited to up to 7%,
RAq improves by up to 20% for the lower learning rates,
which we relate to a smoothing of the loss landscape due to
the ensembling of diverse, less smooth models.

2This is due to faster convergence to a well-generalizing mini-
mum, which also leads to earlier onset of overfitting.
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Table 3: CA and RA of across ML instantiations, and number of nodes using the learning rate hyperparameter 7,.

Learning rate n

le-3 2e-3 4e-3 8e-3 0.01 0.04 01 02 04
CA 047 056 0.61 0.64 0.65 0.68 0.69 0.68 0.67
RAr 020 0.21 0.18 0.16 0.14 0.11 0.11 0.09 0.11
RAq | 0.12 0.23 0.24 030 0.30 0.31 0.34 0.33 0.31

Table 4: CA and RA on ImageNet using hyperparameter 7.

For distributed ML, we generally observe a steeper de-
cline in CA with an increasing number of nodes, as the total
amount of data for each weak learner is reduced. While im-
provements in RAq are limited to at most 8%, RAT strongly
improves for > 0.01, concretely by up to 56% for p = 0.1
in the i.i.d. setup when increasing the node count from 3 to
7. The diversity within the ensemble is increasing with the
number of nodes, making it more difficult for adversarial
examples to transfer successfully. Both of these results align
with our observations while answering RQ3.

Impact of Data Distribution. With respect to the data dis-
tribution, we observe that the use of i.i.d. data performs
slightly better (by up to 4%) in CA than the use of non-i.i.d.
data. In general, we see deviations in RAT of up to 12% and
RAq of up to 6%. In contrast, we observe an interesting be-
havior when comparing N = 3 for > 0.01, where the
most significant improvements are seen for non-i.i.d. data.
Concretely, we see an improvement in RAt by up to 21%,
with a decrease in RAq by 8% at a reduction in CA by 3%
(confirming our results in RQ3).

Impact of Dataset. To understand the impact of the dataset
on our approach, we adopt our setup used for answering
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RQ 1 and RQ 2, and train a model on the ImageNet dataset
for 90 epochs with a StepLR learning rate scheduler (fol-
lowing the official PyTorch parameters). Due to the larger
dataset and longer training times, we focus only on analyz-
ing the impact of the learning rate and vary it across multi-
ple training runs. As shown in Table 4, our findings based on
CIFAR-10 also hold for ImageNet. Concretely, we see that
a reduction in n improves RAT, while decreasing RAq.

7 Conclusion

In this paper, we demonstrate a striking contrast in how
training hyperparameters affect robustness under distinct
black-box threat models. Specifically, we find that de-
creasing the learning rate substantially improves robustness
against transfer-based attacks, by up to 64% across various
ML instantiations. In contrast, for query-based attacks, we
observe that increasing the learning rate improves robust-
ness by up to 28%. Supported by thorough experiments,
we identify configurations that strike an effective balance—
enhancing robustness against both transfer-based and query-
based attacks simultaneously. We therefore hope that our
findings motivate further research in this fascinating area.
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