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Abstract

Stable Diffusion (SD) often produces degraded outputs when
the training dataset contains adversarial noise. Adversarial
purification offers a promising solution by removing adver-
sarial noise from contaminated data. However, existing pu-
rification methods are primarily designed for classification
tasks and fail to address SD-specific adversarial strategies,
such as attacks targeting the VAE encoder, UNet denoiser,
or both. To address the gap in SD security, we propose Uni-
versal Diffusion Adversarial Purification (UDAP), a novel
framework tailored for defending adversarial attacks target-
ing SD models. UDAP leverages the distinct reconstruction
behaviors of clean and adversarial images during Denoising
Diffusion Implicit Models (DDIM) inversion to optimize the
purification process. By minimizing the DDIM metric loss,
UDAP can effectively remove adversarial noise. Addition-
ally, we introduce a dynamic epoch adjustment strategy that
adapts optimization iterations based on reconstruction errors,
significantly improving efficiency without sacrificing purifi-
cation quality. Experiments demonstrate UDAP’s robustness
against diverse adversarial methods, including PID (VAE-
targeted), Anti-DreamBooth (UNet-targeted), MIST (hybrid),
and robustness-enhanced variants like Anti-Diffusion (Anti-
DF) and MetaCloak. UDAP also generalizes well across SD
versions and text prompts, showcasing its practical applica-
bility in real-world scenarios.

Code — https://github.com/whulizheng/UDAP

Introduction

SD has emerged as a groundbreaking framework in the field
of image and video generation (Li et al. 2023; Ramesh et al.
2021; Gafni et al. 2022; Ding et al. 2021), renowned for its
ability to synthesize high-quality images and videos. Recent
advancements, such as DreamBooth (Ruiz et al. 2023) and
LoRA (Hu et al. 2021), have further enhanced the capabil-
ities of SD, positioning it at the forefront of personalized
image generation (Chen et al. 2023, 2024; Croitoru et al.
2023). However, all of these methods are vulnerable to ad-
versarial attacks (Van Le et al. 2023; Li et al. 2024; Liang
et al. 2023): adding imperceptible noise to the training im-
ages can mislead the SD models to generate inaccurate or
degraded outputs (shown in the middle panel of Fig. 1).
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Figure 1: Illustration of the impact of adversarial attacks on
SD models and the effectiveness of our proposed UDAP.

In such cases, the models are compromised, resulting in
a significant waste of computational resources. Therefore,
removing the imperceptible noise in the adversarial images
before training the SD models is crucial to defend SD mod-
els against such adversarial attacks.

The majority of work on defending neural networks
against adversarial attacks has focused on image classifica-
tion tasks (Baniecki and Biecek 2024; Li, Xin, and Liu 2022;
Chakraborty et al. 2021) and can be categorized into adver-
sarial training (Bai et al. 2021; Shafahi et al. 2020, 2019) and
adversarial purification (Costa et al. 2024; Liao et al. 2018).
In contrast to adversarial training, which is defined to defend
against specific attacks that it has been trained on, adversar-
ial purification methods can better defend against previously
unseen threats in a plug-and-play manner (Nie et al. 2022).
As a result, significant progress has been made in the area
of adversarial purification, evolving from the use of autoen-
coders in MagNet (Meng and Chen 2017), to the application
of GANs in Defense-GAN (Samangouei 2018), and more
recently, the leveraging of diffusion models (Nie et al. 2022;
Zollicoffer et al. 2025; Wang et al. 2024). While adversar-
ial purification techniques for classification tasks have ad-
vanced continuously, to the best of our knowledge, there is
no research specifically targeting adversarial purification for
SD models. Given the evolving nature of adversarial attack
techniques targeting SD, there is an urgent need for adver-
sarial purification methods specifically tailored for SD.

Considering that current adversarial attack methods (e.g.,



Anti-DreamBooth (Anti-DB) (Van Le et al. 2023), PID (Li
et al. 2024), and MIST (Liang et al. 2023)) targeting SD
generate adversarial noise are specifically designed to attack
different parts of SD (Truong, Dang, and Le 2024), there is
a clear need for a robust method capable of handling vari-
ous adversarial attacks. Furthermore, in practical scenarios,
training sets often contain a mixture of adversarial and clean
images. Applying the same adversarial purification to all im-
ages would undoubtedly be time-consuming and inefficient,
making it impractical for real-world use. Therefore, it is es-
sential to design a dynamic optimization mechanism that can
adaptively adjust the strength of purification based on the
underlying adversarial noise level in the input images.
These considerations motivate our proposal of a robust
adversarial purification method, specifically tailored to de-
fend against various SD adversarial attacks. Although dif-
ferent SD adversarial attack methods target different parts of
the SD model, they share a common characteristic: they are
optimized in the latent space of the model. This character-
istic implies that the latent corresponding to an adversarial
image can alter the results of both the forward and inversion
processes in SD. DDIM inversion (Song, Meng, and Ermon
2020) is a technique that repeatedly performs inversion on
the latent before executing the forward process, which there-
fore can amplify the distance between the reconstructed im-
age and its corresponding adversarial image. As shown in
Fig. 2, we observe that through DDIM inversion, the Lo loss
between a clean image and its corresponding reconstruction
is small, whereas the Lo loss between an adversarial image
and its reconstruction is significantly larger. We propose uti-
lizing the advantageous properties of DDIM inversion as a
metric loss. Using the latent corresponding to the input im-
age as an initial latent, we perform DDIM inversion on the
latent and iteratively optimize it by calculating the Lo loss
between the reconstructed image and the input image. We
find that the design of DDIM reconstruction metric loss is
simple, yet highly effective, performing well across a vari-
ety of adversarial attack methods, SD versions, and diverse
prompts. Moreover, to enhance practical efficiency, we fur-
ther introduce a dynamic optimization strategy by setting
a reconstruction loss threshold as a tradeoff of purification
strength and computational cost. This dynamic optimiza-
tion strategy enables adjustment of purification epochs based
on the underlying strength level of adversarial perturbations
in the input images. As illustrated in Fig. 1, the proposed
UDAP effectively purifies images, enabling the SD model
trained on these images to produce highly realistic outputs.
Our key contributions are as follows: 1) As far as we
know, UDAP is the first universal adversarial purification
method specifically designed for SD models. 2) Through
theoretical analysis, we demonstrate that adversarial sam-
ples targeting SD (regardless of their types) will result in
significant DDIM reconstruction errors. This is the theo-
retical foundation of our universal adversarial purification
method. 3) We propose a novel DDIM metric loss to mea-
sure the distance between reconstructed and input images.
Minimizing this loss optimizes the initial latent into a clean
representation, effectively eliminating adversarial noise. Ad-
ditionally, we introduce a dynamic optimization strategy to
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Figure 2: The first row shows the input images and the sec-
ond row shows their reconstructed images through DDIM
inversion reconstruction. Value Lo means the average Lo
distance between input and reconstructed images.

adaptively adjust purification epochs, improving efficiency
in real-world scenarios. 4) Through quantitative and qual-
itative evaluations, our proposed UDAP demonstrates su-
perior purification performance across various adversarial
techniques. For instance, when defending against the PID
attack on the CelebA-HQ dataset, our proposed UDAP re-
duces the Face Detection Failure Rate (FDFR) to (0.14),
outperforming baselines like GridPure (0.21) by over (33%).
Moreover, the dynamic optimization strategy makes UDAP
approximately twice faster while maintaining the high pu-
rification effectiveness.

Related Works
Adversarial Attacks on SD

Although SD is highly capable of personalized image gen-
eration, it is vulnerable to adversarial attacks. These attacks
insert malicious examples into the training data to corrupt
the model’s learning process, resulting in distorted or low-
quality image outputs. MIST creates adversarial noise tar-
geting both the SD model’s encoder and its denoising pro-
cess for a more thorough disruption. It also watermarks ad-
versarial images, which interferes with image generation
and makes the attack difficult to mitigate. Anti-DB simu-
lates the DreamBooth fine-tuning process to dynamically at-
tack the model, making standard data purification defenses
less effective. In contrast, PID generates prompt-agnostic
adversarial noise to corrupt the VAE encoder, disrupting the
model’s internal image representations for any given text
prompt. Building on these approaches, Anti-DF (Zheng et al.
2025) enhances attack performance by combining adversar-
ial noise with prompt tuning and injecting semantic disrup-
tions tailored for SD models. Meanwhile, MetaCloak (Liu
et al. 2024) introduces a meta-learning framework to gen-
erate transferable adversarial perturbations through bi-level
optimization, marking the advent of a new era of adaptive
adversarial attack techniques.



Adversarial Purification

Adversarial purification has emerged as a key defense
against adversarial attacks, complementing adversarial train-
ing by removing perturbations from inputs before model
processing. Early methods used GANs and energy-based
models, but recent advances favor diffusion models for their
high-quality reconstructions and robustness against unseen
attacks (Yoon, Hwang, and Lee 2021). These diffusion mod-
els, particularly SD, leverage iterative denoising to purify
adversarial inputs, enhancing classifier robustness (Nie et al.
2022; Wang et al. 2022; Lin et al. 2024; Zollicoffer et al.
2025; Zhao et al. 2024). Despite these advancements of
adversarial purification, existing methods primarily focus
on classification tasks and do not adequately address the
unique challenges posed by adversarial attacks on SD mod-
els. These defense paradigms are fundamentally misaligned
with the demands of generative models. Their primary ob-
jective is to preserve output invariance (i.e., a class label)
against input perturbations, whereas the goal for a model
like SD is to maintain the intricate perceptual quality and
semantic coherence of the entire generated output. This
core difference in objectives makes the direct application of
classification-centric defenses to generative models both in-
effective and inappropriate. Consequently, there is a press-
ing need for a universal adversarial purification framework
specifically designed to counteract diverse adversarial tech-
niques targeting SD.

Method

In this section, we first analyze the distinct behaviors of
clean and adversarial images under DDIM inversion, which
forms the theoretical basis for our method. We then present
our proposed UDAP framework, followed by a detailed ex-
planation of the inversion optimization using the DDIM met-
ric loss and the dynamic optimization epochs.

Analyzing DDIM Inversion Reconstruction

Let 2 be an adversarial example targeting diffusion mod-
els, and let £ denote its reconstruction via DDIM inver-
sion. We introduce a positive constant () to serve as a lower-
bound threshold for the distance, quantifying the minimum
impact of a successful adversarial attack.

Proposition 1. ||z — &°"|| > Q when the timestamp of

DDIM inversion process approaches the total time steps T.

Proof. According to the definition of adversarial examples,
for a clean sample x, suppose that it exists an adversarial
example 2 = x + § with a small perturbation || 4| » <

€. The noise predictions eg(x, t, ¢) and eg (2%, ¢, ¢) should
satisfy such condition:

llea(,t, ) — eg(z*Y, L, 0)|| > Q, (1

where € is a well trained diffusion model with parameters
0, c is the text embedding of input prompt and ) denotes a
clearly perceptible distance.

According to (Song, Meng, and Ermon 2020), the DDIM
inversion process x; = qg(x,t,c) can be defined as x; =
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Vagx /1 — age, where &, represents the predefined pa-
rameters of DDIM. We can have:

— | = | Var(e — o)+ o
VI =y (eo (z,t,c) — g (", t,¢)) ||

By the definition of adversarial sample 23! and substituting

(1) into (2), we have ||z; — 2| > ||/ + V1 — @ Q).
When ¢t — T (total time steps of DDIM), by the definition
of DDIM, &; — 0, thus, we can have:

o — 2| > [Vaw + VI—a@Ql ~ Q. (3)
Moreover, by the process of DDIM inversion, both x;
and x2? should eventually follow Gaussian distributions
through iterative noise injection.

Similarly, we define the DDIM denoise process as g =
pe(xt,t,c). Then, by the reversibility of DDIM (Song,
Meng, and Ermon 2020) and given that 2% follows a
Gaussian distribution, there should exist a normal sample
x’ such that 22 = gg(x’y,t,c). By definition, we have

ﬁ:gdv = po(x2¥ t,c) = po(qe(x’o,t, ), t,c) = 5:6, where

qo(xo,t,c) and pg(xy,t, c) are inverse functions of each

[l

other and 53;, is the DDIM inversion reconstructed ;. Thus,
by the reversibility of DDIM, we have:

~ adv

Zo - )

Under the assumption that eg is properly trained, it should

obey a Lipschitz continuity condition with L; (where L; de-
notes the Lipschitz constant at timestamp ¢), so we have:

||q9(m07 t, C) — qe(w/07 t, C)H — Hmt

lzo — 0|

’
o~ & &

_ midv

7 H <Le. (5
llzo — 2ol
Noting that % = x 4 § ~ x (§ is a very small perturba-

tion) and substituting (3) and (4) into (5), we get:

Q

) (6)

Ast — T, according to the Lipschitz continuity of diffusion

models, we have L; < 1 (Yang et al. 2024). So (6) can be
rewritten as:

Q

t

adv

adv

lz* — & >

HiL’adv _ :ﬁadvll > > Q (7)
Therefore, the distance between * and &*%" is much larger
than (), where () denotes a clearly perceptible distance by

the definition of adversarial examples. O

Whether an attack targets the UNet or the VAE, it ul-
timately introduces errors in the latent space that propa-
gate to the final image reconstruction during DDIM inver-
sion. As can be seen from Fig. 2, the experimental results
further verify this conclusion. As demonstrated in this fig-
ure, while clean images maintain accurate reconstruction
quality (with low Lo distance 0.004), all adversarial im-
ages—regardless of their attack types (Anti-DB for UNet-
targeted attacks, PID for VAE-targeted attacks, or MIST for
mixed attacks)—show significant differences (with high Lo
distances 0.034, 0.669 and 0.056) between the reconstructed
images and the original input. These observations highlight
that adversarial images can be distinguished from clean im-
ages by DDIM inversion reconstruction. As a result, we in-
tegrate DDIM inversion reconstruction into our optimization
process which forms the foundation of the proposed UDAP.
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Figure 3: The overall framework of UDAP. The input image is first encoded into a latent space representation, where it undergoes
iterative purification through inversion optimization. This optimization is guided by our proposed DDIM metric loss, Lppim-
Once the latent representation has DDIM metric loss that is less than 7 (deemed as sufficiently purified), it is decoded back into
the image space using a VAE decoder, resulting in the final purified image.

Overview Framework

The overall framework of UDAP is illustrated in Fig. 3. The
process begins with an input image @, which is first en-
coded by the VAE encoder of SD to obtain the initial la-
tent representation z) = & (x). At the k-th epoch, the la-
tent z% undergoes inversion optimization to produce zlgH.
The value of Lppry at each epoch is also used to deter-
mine whether zlgﬂ has been sufficiently purified. This is
achieved by comparing Lppry with a predefined threshold
7, which is a tradeoff of purification strength and compu-
tational cost. If Lpppv > 7, indicating insufficient purifi-
cation, z’é“ is sent to the next epoch for further inversion
optimization. Otherwise, if Lppiy < 7, the latent is con-
sidered purified, and zlg +1 is decoded by the pretrained VAE

decoder to produce the final purified image '

Inversion Optimization

As analyzed above, the DDIM inversion reconstruction error
serves as a reliable metric for distinguishing between clean
and adversarial images. Building on this insight, we propose
the DDIM metric loss Lppiv as an indicator of adversar-
ial images by the DDIM reconstruction. By minimizing the
DDIM metric loss Lppiv, inversion optimization process
can remove adversarial noise from the latent representation
25 Specifically, leveraging a pretrained UNet g, the latent
2k is first sampled to timestamp T through the DDIM inver-
sion process gg as:

de (zlf T =6

T
= [T ao(zF12E- ). ®)
t=1

The inverted latent z; is then sampled back to timestamp
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0 by the DDIM process pg as:

T
po(25_101%5) = [ [ pe (21 120), ©)

~k _ k
where Zp =z

age & is obtained by decoding 2]5 with the pretrained VAE
decoder as & = D(2{). The DDIM metric loss, which quan-
tifies the distance between the reconstructed image & and the
input image x, is computed using the loss function Lppr:

as an initialization. The reconstructed im-

coone = [P (po (5 salas (44125))) -2~ @0

Thus, the inversion optimization problem P.1 of z% can
be formally defined as:

P1  min Eep 20-¢() |:£DDIM (5137215707 T)] . 1)
Z0

In summary, this optimization process iteratively refines the
latent representation z’g to minimize the DDIM metric loss,
effectively removing adversarial noise while preserving the
content of the image.

Dynamic Optimization Epochs

In practical scenarios, datasets often contain a mixture of
adversarial and clean images. Applying the same number of
optimization epochs to all images would be computationally
inefficient, especially when many images are already clean
or require minimal purification. To address this, we intro-
duce a dynamic optimization epochs strategy, which adap-
tively adjusts the number of optimization epochs based on
the DDIM metric loss of each image. The key idea is to set a
tradeoff threshold 7 that determines when the optimization
process should terminate. If the DDIM metric loss Lppim



Attacks | Purification FDFR] ISM{ SER-FQAT BRISQUE] FID] NIQE]
UDAP 014 057 0.59 21.45 185.72 438
PID DiffPure 024 042 0.42 29.93 238.52  4.54
GridPure 021  0.48 0.46 25.29 205.62  4.46
- 087 002 0.06 4824 41435 596
UDAP 011 0.61 0.73 20.42 16325 4.24
MIST DiffPure 010 056 0.67 25.64 22433 453
GridPure ~ 0.11  0.58 0.66 22.83 18572 435
- 0.12 051 0.63 33.72 27337 4.3
UDAP 0.09 0.62 0.72 17.53 14254 421
Ani.pB | DiffPure 0.14 058 0.66 26.48 205.82  4.48
GridPure ~ 0.11  0.58 0.69 22.75 158.54  4.74
- 055 040 0.38 3824 34236 5.58
UDAP 022 051 0.64 25.08 202.67 456
Ani.pp | DiftPure 046 033 0.55 29.50 35622  4.57
GridPure 033 046 0.56 27.32 235.11  4.62
- 059 025 0.45 39.46 25798 582
UDAP 024 053 0.58 30.36 26481 4.49
MetaCloak | DiffPure 054 031 0.44 35.15 33252 4.62
GridPure 048  0.35 0.51 34.52 325.74  4.64
- 073 0.03 0.08 4738 40482 588
clean - 0.09  0.63 0.74 18.36 14238 434

Table 1: Comparison on the purification performance of different methods on the DreamBooth model on dataset CelebA-HQ.
The best-performing purification under each metric is marked with bold.

for a given latent z§+1 exceeds T, indicating that the image

is not yet sufficiently purified, the latent will be sent to the
next epoch for further optimization. The optimization con-
tinues until either Lppry < 7 or the maximum epoch K is
reached. This threshold should be able to represent the aver-
age performance of clean images in DDIM inversion recon-
struction. Therefore, we set the threshold 7 as the average
DDIM metric loss on a batch of N clean images, which can
be estimated as:

T

N
1 .
N g ﬁDDlM(wm €9, C, T)~

n=1

(12)

In our UDAP, 7 is estimated by 1000 clean images from Im-
ageNet (Deng et al. 2009) as 7 = 4 x 1073. The impact
of different 7 values on the purification performances and
efficiency of UDAP will also be discussed in subsequent ab-
lation studies. By dynamically adjusting the number of op-
timization epochs based on the DDIM metric loss, UDAP
achieves a balance between purification quality and com-
putational efficiency. This strategy ensures that heavily ad-
versarial perturbed images undergo sufficient optimization,
while clean or minimally perturbed images are processed
efficiently, making the framework highly practical for real-
world applications.

Experiment
Implementation Details

Datasets. To conduct adversarial attacks and purifications
and to train the DreamBooth models, we utilize the dataset
methodology from Anti-DB. Specifically, we conduct exper-
iments using 100 unique identifiers (IDs) sourced from the
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VGGFace?2 (Cao et al. 2018) and CelebA-HQ (Karras et al.
2017) datasets where each ID contains 4 images.

Training Configurations. During the purification process
of UDAP, the threshold 7 is 4 x 1073 and the max epoch
number K is 100 by default. To balance the consumption of
GPU memory and the precision of DDIM Inversion, we set

the total inference steps 1" and max depth T for DDIM in-
version to 20 and 10, respectively. Null prompt is used in the
DDIM inversion. The entire purification process, when exe-
cuted on 8§ NVIDIA A6000 GPUs, takes approximately 20
minutes for 400 images with the shape of 512 x 512 (around
3 seconds per image).

Evaluation Metrics. We perform purification on adversar-
ial images using various adversarial attack methods. Sub-
sequently, we fine-tune SD with DreamBooth to evaluate
the purification performance. To measure the purification
performance on the DreamBooth models, following Anti-
DB, we adopt the following four metrics: BRISQUE (Mit-
tal, Moorthy, and Bovik 2012), SER-FQA (Terhorst et al.
2020), FDFR (Deng et al. 2020), and ISM (Deng et al.
2019). Additionally, we introduce two more Image Qual-
ity Assessment (IQA) metrics: Fréchet Inception Distance
(FID) (Heusel et al. 2017) and Natural Image Quality Eval-
uator (NIQE) (Mittal, Soundararajan, and Bovik 2012).

Comparison with Purification Baselines

We evaluate UDAP’s performance against a diverse set of
adversarial attacks, including VAE-targeted (PID), UNet-
targeted (Anti-DB), and mixed-strategy (MIST) methods.
We also tested our UDAP on robust adversarial attack meth-
ods (Anti-DF and MetaCloak) that are specially designed
to attack purification methods. For baselines, though most
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Figure 4: Qualitative purification results of different methods against different adversarial attacks on the DreamBooth model.
The specific prompt adopted is “a photo of sks person”. The instances are from CelebA-HQ (left) and VGGFace? (right).

adversarial purification methods are targeting classification,
we also test recent diffusion based general purification meth-
ods, like DiffPure (Nie et al. 2022) and GridPure(Zhao et al.
2024), as a comparison. All these methods are processed in
their default configurations. During the evaluation process,
for each trained DreamBooth model, we generate 16 images
under 5 different seeds, totaling 80 images, to evaluate the
corresponding results, thereby eliminating the variability as-
sociated with a single seed.

The quantitative results on DreamBooth for purification
of different adversarial methods are shown in Tab. 1. Com-
pared to clean images, adversarial attacks severely dis-
rupt DreamBooth’s performance; for instance, the Meta-
Cloak causes the identity-preserving ISM score to plummet
from 0.63 to 0.03. After applying various purification meth-
ods, performance improves, but UDAP consistently achieves
the best results across most metrics. Against the Anti-DB,
UDAP-purified images produce generations with superior
facial integrity, achieving the lowest FDFR (0.09) and high-
est SER-FQA (0.72). It also best recovers the image’s ID
features, reaching the highest ISM value of 0.57 against
PID, a significant improvement over baselines like DiffPure
(0.42). Additionally, UDAP delivers the best image quality,
achieving the lowest FID score of 264.81 against the robust
MetaCloak attack, whereas other methods score above 325.
In summary, for images from CelebA-HQ, UDAP provides
superior adversarial purification performance. More results
on VGG-Face can be found in the supplementary.

The qualitative results in Fig. 4 further support that
UDAP provides superior adversarial purification perfor-
mance. While methods like GridPure and DiffPure offer
some level of purification by promoting the visual quality of
generated images, UDAP could purify most adversarial per-
turbations and make DreamBooth to generate images with
the best visual quality. The advantages of UDAP are very
evident, especially in purifying images affected by robust
methods such as Anti-DF and MetaCloak, where it can min-
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Figure 5: Comparison on the adversarial images and puri-
fied images under different adversarial attack and purifica-
tion methods.

adversarial

PID

Anti-DB

imize visual loss to the greatest extent. As shown in Fig. 5,
UDAP can remove adversarial noise from adversarial im-
ages for both VAE targeted method (PID) and UNet tar-
geted method (Anti-DB), while other purification method
still leave a lot of visible noise on the purified images.

Ablation Study

To dynamically adjust the number of inversion optimization
epochs, a preset threshold 7 is used to determine whether the
latent 2y images are well purified. To analyze the impact of 7
on the purification performance and efficiency of UDAP, we
conduct comparative experiments with different values of 7
on DreamBooth against Anti-DB. We constructed a dataset
based on CelebA-HQ consisting of 50 unique IDs, with 4
images per ID. To simulate real-world scenarios where clean
and adversarial images are mixed, 2 images per ID are adver-
sarial perturbed using Anti-DB, while the remaining 2 im-
ages are kept clean. The experimental results are presented
in Tab. 2.The first four rows show the purification perfor-
mance for 7 ranging from 2 x 1073 to 5 x 1073, As 7 in-
creases, both the purification performance and the average
processing time decrease. Notably, 7 = 4 x 1073 strikes
an optimal balance, offering strong purification performance



while maintaining a relatively short processing time.

For comparison, the last two rows in Tab. 2 show the pu-
rification performance when using fixed numbers of epochs
(100 and 50). While reducing the number of epochs de-
creases the average processing time, it also leads to a signif-
icant drop in purification performance. These results high-
light the effectiveness of UDAP’s dynamic optimization
strategy, which adaptively adjusts the number of epochs
based on the DDIM metric loss, ensuring both efficiency and
high-quality purification.

value of 7 | ISMT BRISQUE| FID] | time(s)
2x 1073 0.66 18.33 146.72 18

3 x 1073 0.66 18.68 144.81 7

4 %1073 0.63 19.82 145.66 3
5x 1073 0.28 24.54 23291 2
epochs=100 | 0.68 18.13 144.27 15
epochs=50 | 0.22 21.10 164.53 8

Table 2: Comparison of purification performance on Dream-
Booth against Anti-DB with different values of 7. The last
two rows represent results with fixed epochs (100 and 50).
The “time” column indicates the average time cost per im-
age. The dataset is derived from CelebA-HQ, where half of
the images are adversarial, and the remaining half are clean.

To further assess the impact of UDAP on clean im-
ages, we conduct a comparative evaluation between “adv.”
and “clean” datasets using DreamBooth against Anti-DB.
The datasets are constructed from CelebA-HQ, with each
identity represented by four images. Here, “adv.” refers to
datasets composed entirely of adversarial examples, while
“clean” denotes datasets containing only clean images. As
shown in Tab. 3, the experimental results demonstrate neg-
ligible performance differences between clean images pro-
cessed with and without UDAP. This indicates that UDAP
has minimal effect on the behavior of clean images.

UDAP | dataset | ISMT _BRISQUE| _ FID]
v adv. | 0.62 7.53 14254
v clean | 0.62 18.41 144.47
x adv. | 0.40 3824 342.36
x clean | 0.63 18.36 142.38

Table 3: Comparison on the purification performance of
UDAP on DreamBooth against Anti-DB under datasets with
different degrees of adversarial perturbations.

Unexpected Scenarios

In practical scenarios, the specific utilization of the SD mod-
els by malicious users to perform adversarial attacks is un-
predictable. We perform experiments to evaluate the pu-
rification performance of UDAP across different SD ver-
sions when they are match or mismatch. Specifically, we at-
tacks the CelebA-HQ dataset using Anti-DB based on SD
v1.4 and v2.1, respectively. We then purified the adversarial
images using UDAP based on different SD versions. Sub-
sequently, we trained SD using purified images with the
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DreamBooth method and analyzed the quality of the gen-
erated images. The experimental results are shown in Tab. 4,
which demonstrates that UDAP can effectively purify Anti-
DB across SD versions, even when the SD versions used for
adversarial attacks and purification do not match.

Adv. | Pur. | FDFR| ISM1 BRISQUE] FID]
v2.1 0.09 0.62 17.53 142.54
v2.1 | v14 0.10 0.61 18.73 144.78
no 0.55 0.40 38.24 342.36
v2.1 0.09 0.63 17.24 146.79
vlid | vl4 0.11 0.64 16.37 141.29
no 0.54 0.38 38.36 332.76

Table 4: Comparison on the purification performance of
UDAP against Anti-DB under different versions of SD on
dataset CelebA-HQ. The terms “Adv.” and “Pur.” refer to
the SD version for adversarial attacks with Anti-DB and pu-
rifying with UDAP.

For DreamBooth, different prompts can be used to gen-
erate various content. To investigate the impact of different
prompts on the purification effect of UDAP against Anti-
DB, we additionally introduce three prompts: pl , p2, and
p3, which are “a photo of sks person with sad face”, “facial
close-up of sks person” and ““a photo of sks person yawning
in speech” respectively, to evaluate the purification perfor-
mance. We can see from Tab. 5 that UDAP can also provide
purification across different prompts.

P | Pur. | FDFR| ISMf BRISQUE| FID|
1| yes 0.11 0.53 17.28 183.39
P no 0.44 0.32 37.52 346.2
5 | yes 0.07 0.44 16.83 153.82
P no 0.62 0.13 29.51 322.71
3 | vyes 0.09 0.33 19.72 201.44
P no 0.67 0.11 36.77 412.52

Table 5: Comparison on the purification performance with
different inference prompts on dataset CelebA-HQ. “P” and
“Pur.” refer to prompt and purification.

Conclusion

This paper presents UDAP, a universal adversarial purifi-
cation framework specifically designed to mitigate adver-
sarial attacks on SD. UDAP leverages the distinct recon-
struction behaviors of clean and adversarial images during
DDIM inversion, introducing a DDIM metric loss that ef-
fectively eliminates adversarial perturbations while preserv-
ing the core content of the input image. UDAP also incor-
porates a dynamic epoch adjustment strategy, which adap-
tively optimizes the purification process and significantly
improves its computational efficiency. Extensive experimen-
tal results demonstrate that UDAP surpasses existing meth-
ods in defending against diverse adversarial techniques. Fur-
thermore, UDAP achieves superior purification under cross-
version SD scenarios and varying inference prompts, show-
casing its generalizability in real-world applications.
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