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Abstract

The rise of Vision Transformers (ViTs) as cornerstone mod-
els in safety-critical applications like autonomous driving and
medical diagnosis has shifted the focus from pure accuracy
to verifiable trustworthiness. However, the very mechanisms
used to explain these models, their internal attention maps,
are themselves vulnerable. This creates a critical “trust gap,”
as the model’s apparent reasoning can be maliciously manip-
ulated. To systematically investigate this vulnerability, we in-
troduce A-SAGE (Attention-based Steering Adversarial Gen-
eration by Corrupting Explanations), a dual-objective attack
framework that forces a model to misclassify an input while
simultaneously corrupting its internal attention patterns to
generate a misleading explanation. A-SAGE achieves this by
optimizing a unified loss that combines a standard classifica-
tion objective with two explanation-specific terms: an atten-
tion entropy loss to diffuse the model’s focus and an attention
map distortion loss to steer the corrupted explanation towards
a desired target. Our primary finding is A-SAGE’s excep-
tional black-box transferability. Using a CaiT-S as a white-
box surrogate, adversarial examples generated with imper-
ceptible perturbations achieve attack success rates of 79.4%
on ViT-B, 49.7% on ResNet-50, and over 81.5% on other
transformers (DeiT-B,TNT-S). Crucially, these successful at-
tacks do not merely destroy the explanation; they generate a
coherent but false attention map that deceptively “justifies”
the wrong prediction. These results reveal a systemic vulner-
ability in the core reasoning of modern foundation models,
establishing A-SAGE as a critical benchmark for auditing the
robustness of Al explainability.

Introduction

Vision Transformers (ViTs) have become cornerstone mod-
els in computer vision, now being deployed in safety-critical
domains such as autonomous driving and medical diagnosis
(Dosovitskiy et al. 2020; He et al. 2022). As these power-
ful models transition from experimental tools to core so-
cietal infrastructure, the research focus has rightly shifted
from pursuing marginal accuracy gains to ensuring verifi-
able trustworthiness. A key component of this trust is ex-
plainability. To visualize a model’s decision-making pro-
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Figure 1: A-SAGE forges plausible explanations to conceal
adversarial attacks. (Left) A traditional attack (MI-FGSM)
yields a noisy, incoherent heatmap that reveals the manip-
ulation. (Right) In contrast, A-SAGE generates a coherent
explanation for its misclassification, creating a plausible but
false rationale.

cess, sophisticated post-hoc methods like Layer-wise Rel-
evance Propagation (LRP) (Bach et al. 2015) and its ViT-
specific variants (Achtibat et al. 2024) are used to generate
explanation heatmaps. These heatmaps assign a relevance
score to each input patch, highlighting which parts of an im-
age supposedly led to the final prediction.

However, this reliance on post-hoc explanations intro-
duces a critical trust gap”: while the heatmaps provide a
compelling, human-understandable rationale, the fidelity of
the explanations themselves is rarely questioned. This raises
a fundamental security concern that we address in this paper:
if an explanation can be maliciously manipulated, it trans-
forms from a tool for verification into a vector for deception,
creating an illusion of transparency while hiding flawed rea-
soning.

We demonstrate that this concern is not merely theo-
retical. We introduce A-SAGE (Attention-based Steering
Adversarial Generation by Corrupting Explanations), a
dual-objective attack framework that, for the first time, sys-
tematically targets the logical integrity of ViT explanations.
We find that the self-attention mechanism, the architectural



core of ViTs, is a primary source of this vulnerability. By
applying imperceptible perturbations, A-SAGE can simul-
taneously force a model to misclassify an input and induce
it to generate a plausible but entirely fabricated explanation
for its incorrect prediction. This represents a paradigm shift
in adversarial attacks—from targeting what a model predicts
to attacking why it makes that prediction. Such an attack ex-
poses a new vulnerability we term explanation whitewash-
ing, where the model is made to “’lie” about its reasoning
by creating a deceptive alignment between its output and its
purported rationale.

Figure 1 provides a striking visual demonstration of this
attack’s sophistication. While the explanation from a tradi-
tional adversarial method like MI-FGSM (Dong et al. 2018)
degenerates into a noisy, diffuse heatmap that is visibly non-
sensical, A-SAGE produces a deceptive explanation that ap-
pears coherent and targeted. It fabricates a compelling visual
rationale for the incorrect class, effectively weaponizing the
model’s explainability against itself.

A-SAGE achieves this dual objective through a novel
”disperse-and-reshape” strategy implemented within a uni-
fied optimization framework. This framework integrates
three key components: (1) an attention entropy loss that
disperses the self-attention mechanism’s focus away from
the true, salient image regions; (2) a patch-level LRP dis-
tortion loss that directly reshapes the explanation heatmap
by suppressing the relevance of foreground patches while
amplifying background noise, thereby directionally con-
structing a false explanation; and (3) a standard classifica-
tion loss to induce the target misclassification. Our experi-
ments validate A-SAGE’s efficacy and, crucially, its remark-
able black-box transferability. Adversarial examples crafted
on a white-box CaiT-S model successfully deceive a range
of unseen architectures, achieving attack success rates of
79.4% on ViT-B, 49.7% on ResNet-50, and over 81.5% on
other transformers like DeiT-B and TNT-S. This suggests the
vulnerability is not specific to one architecture but may be a
systemic issue in modern deep learning models.

The deployment of foundation models in high-stakes en-
vironments cannot proceed without robust audits of their ex-
planation mechanisms. By providing the first ’red team” au-
dit of ViT explainability, this work establishes a new and
critical benchmark for model safety. Our primary contribu-
tions are:

* We identify and formalize “explanation whitewashing,” a
critical vulnerability in Vision Transformers where their
LRP-based explanations can be adversarially manipu-
lated to create a misleading alignment between an incor-
rect prediction and a plausible-looking rationale.

We propose A-SAGE, the first dual-objective attack
framework designed to simultaneously corrupt a model’s
prediction and forge its corresponding explanation by tar-
geting both the self-attention mechanism and the LRP
relevance structure.

We demonstrate A-SAGE’s state-of-the-art performance
and exceptional black-box transferability, revealing that
this vulnerability is a systemic risk that extends beyond
ViTs to other major architectures, including CNNs.

13370

Related Work
Explainability in Vision Transformers

The adoption of Vision Transformers (ViTs) in safety-
critical domains like autonomous driving and medical di-
agnosis has made model explainability a central challenge
for trustworthy AI (Matsoukas et al. 2021; Fan et al. 2022).
Early methods for explaining ViTs, such as attention rollout
(Abnar and Zuidema 2020) or Grad-CAM variants (Byun
and Lee 2023), visualized attention patterns but often pro-
duced noisy or artifact-laden heatmaps, limiting their relia-
bility.

To address these limitations, Layer-wise Relevance
Propagation (LRP) was adapted for Transformers (Bach
et al. 2015). State-of-the-art implementations like AttnLRP
(Achtibat et al. 2024) provide a principled approach by in-
troducing specialized propagation rules for attention and
normalization layers. Grounded in Taylor decomposition,
these rules ensure relevance conservation and deliver high-
fidelity attributions that are demonstrably more faithful than
prior methods. While AttnLRP was designed for robust anal-
ysis, we identify its high fidelity as a novel attack surface.
Our work is the first to exploit this faithfulness not for inter-
pretation, but as a vector for deception, using the very tool
designed for trust to undermine it.

Transfer-Based Adversarial Attacks

Transfer-based attacks craft adversarial examples on a sur-
rogate model to deceive a black-box target, typically by
exploiting features common across architectures (Papernot,
McDaniel, and Goodfellow 2016). For CNNs, transferabil-
ity is enhanced using techniques like input diversity (Xie
et al. 2019) and momentum-based optimization (Dong et al.
2018). However, these methods are less effective against
ViTs due to fundamental architectural differences.

Recent work has adapted attacks for ViTs by targeting
their unique components, such as manipulating attention
patterns (Wei et al. 2022) or regularizing patch-level gradi-
ents (Zhang et al. 2023). While these approaches improve
transferability, they share a singular goal: corrupting the
model’s final prediction. Our work introduces a new dimen-
sion to transferability. We demonstrate that it is possible to
achieve a dual-objective transfer: A-SAGE crafts exam-
ples where not only the misclassification transfers to black-
box models, but the forged, misleading explanation transfers
as well. This exposes a more sophisticated, second-order
vulnerability unaddressed by existing transfer-based attacks.

Attacks on Explainability

The vulnerability of model explanations was first noted as a
side effect of traditional adversarial attacks, where attention
heatmaps were incidentally disrupted during misclassifica-
tion (Dong et al. 2019; Zhang and Zhu 2019). In these semi-
nal works, however, the manipulation of the explanation was
a symptom of a prediction attack, not its goal.

Later methods began to explicitly target explanations, pri-
marily in CNNs. KAKEH et al. (2017) pioneered this by cre-
ating “explanation-agnostic” examples, while DAmageNet
(Chen et al. 2020) introduced a dual-objective framework



to corrupt both the prediction and the explanation’s fidelity.
While foundational, these methods were intrinsically linked
to convolutional architectures and often focused on destroy-
ing the explanation or decoupling it from the prediction.

Our work addresses a critical gap by designing an expla-
nation attack specifically for the Transformer architecture.
We introduce A-SAGE, a framework that moves beyond
mere corruption. Instead of simply creating noise, A-SAGE
leverages the ViT’s self-attention mechanism to systemat-
ically forge a deceptively plausible rationale that aligns
with the incorrect prediction. By targeting the core archi-
tectural component of ViTs, A-SAGE demonstrates a more
advanced form of explanation attack than the CNN-centric
approaches of the past, establishing a new frontier in adver-
sarial robustness.

Methodology

We introduce A-SAGE (Attention-based Steering Adver-
sarial Generation by Corrupting Explanations), a frame-
work for generating adversarial examples that attack Vi-
sion Transformers (ViTs) on two fronts: prediction and ex-
plainability. The core of A-SAGE is a multi-objective opti-
mization that crafts perturbations to simultaneously induce
misclassification and falsify the model’s explanatory output.
This is achieved by unifying three distinct loss functions in
a ’disperse-and-reshape” strategy: (i) an Attention Entropy
Loss (Layun) designed to disperse the model’s internal rea-
soning by forcing its self-attention mechanism into a diffuse,
chaotic state; (ii) a Patch-level LRP Distortion Loss (Lirp)
that directly attacks the final attribution map to reshape and
invert the relevance signal, producing a misleading explana-
tion; and (iii) an Enhanced Classification Loss (L.ss) that
steers the optimization towards an incorrect class label with
a robust gradient signal, ensuring a high attack success rate.
By combining these objectives, A-SAGE generates highly
transferable adversarial examples capable of deceiving ViT-
based models in both their decisions and their rationales.
The overall framework is depicted in Figure 2.

Dispersing Attention to Collapse Internal
Reasoning

The self-attention mechanism is central to the success of
Vision Transformers, enabling them to learn meaningful
inter-patch relationships (Vaswani et al. 2017; Cordonnier
et al. 2021). In a well-trained ViT, these learned relation-
ships manifest as sparse, low-entropy attention distributions,
where focus is concentrated on a few salient image patches.
This focused attention is the foundation of the model’s rea-
soning. To disrupt this core process, we introduce the Atten-
tion Entropy Loss (Layn), Which systematically increases
the entropy of the self-attention distributions, forcing the
model away from sparse, meaningful patterns and towards
a state of diffuse, uninformative focus.

Formally, let A(“") € RN XN be the attention weight ma-
trix for the h-th head in the [-th layer of the Transformer
encoder, where N is the number of input tokens. Each row
of this matrix represents a discrete probability distribution of
attention from one token to all others. The Shannon entropy
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Figure 2: Overview of the A-SAGE dual-objective attack
framework. The attack forges a misleading rationale through
a “disperse-and-reshape” strategy. 1) Reshape (LRP Dis-
tortion): A-SAGE computes an LRP heatmap for the clean
image to identify "key’ (object) and *background’ patches.
It then optimizes the perturbation to systematically suppress
the relevance of key patches while inflating that of back-
ground patches, thereby forging a plausible but false expla-
nation. 2) Disperse (Attention Entropy): Simultaneously,
it collapses the ViT’s internal reasoning by maximizing the
entropy of its self-attention weights. This scatters attention
away from salient objects into a state of ’attentional chaos’,
degrading the model’s representation and inducing misclas-
sification.

of the distribution for the i-th token is given by:

N
H@{"™) ==Y Al gy (A1) ()
j=1
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A high entropy value indicates that attention is dispersed
uniformly, preventing the model from focusing on critical
tokens, whereas low entropy signifies a confident, focused
state. Our goal is to maximize this entropy across all layers
and heads. Since adversarial attacks are formulated as mini-
mization problems, we achieve this by minimizing the neg-
ative mean entropy. The Attention Entropy Loss is therefore
defined as:

Al 1ogy (A1), @)

where L is the number of Transformer layers and H is the
number of attention heads per layer. By incorporating Lo,
into our attack objective, the optimization process actively
penalizes focused, low-entropy attention. This forces the ad-
versarial perturbation to steer the model into a state where its
attention is indiscriminately scattered, thereby degrading the
structured reasoning that underpins both its predictions and
its explanations.

Reshaping Explanations via LRP Distortion

While L, targets the model’s internal reasoning, the
Patch-level LRP Distortion Loss (Lyp) is engineered to
directly manipulate the final visual explanation. To over-
come the challenge of diluted relevance scores in standard



ViT explanations, we target heatmaps generated by the ro-
bust AttnLRP method (Achtibat et al. 2024). Our objec-
tive is not merely to corrupt the explanation, but to forge
a new, structurally coherent yet semantically false rationale.
This goal contrasts sharply with prior work that focused on
simple pixel-wise error metrics or unstructured noise injec-
tion (Chen et al. 2020).

To achieve this sophisticated manipulation, we first use
the explanation of the clean image, Ryg, to establish a
ground-truth segmentation of patch importance. We parti-
tion the set of all image patches, P, into two disjoint subsets:

1. Key Patches (Pyey): The top-x percent of patches with
the highest relevance scores in Royg. These patches con-
stitute the core evidence for the model’s original, correct

decision.

Background Patches (Pp): The remaining patches,
where Py = P\ Prey-

Using this segmentation, we formulate a dual-objective loss
on the adversarial explanation, R,q4y, to systematically in-
vert the importance hierarchy. The first objective, Key Patch
Suppression, minimizes the relevance attributed to the true
evidence:

2.

£suppress = Epl € Prey [Radv (pi )] . 3
The second, Background Patch Elevation, maximizes the
relevance of irrelevant background patches, which we frame
as minimizing their negative mean relevance:

_EP]' EPrg [Radv (pj )] . “4)
The final Patch-level LRP Distortion Loss is the sum of these
two components:

Elrp = Esuppress + Eelevate- (5)

By simultaneously suppressing original evidence while ele-
vating irrelevant information, Ly, guides the optimization to
construct a new, coherent, yet fundamentally misleading ex-
planation. This transforms the attack from simple corruption
to sophisticated forgery, creating an adversarial example that
not only misleads the model’s prediction but also justifies it
with a fabricated visual rationale.

£e1evate =

Enhanced Classification Loss for Robust
Misclassification

The primary objective of our attack is to induce model
misclassification. While a standard cross-entropy loss can
achieve this, we employ an Enhanced Classification Loss
to generate a stronger and more stable gradient signal, which
is crucial in a complex multi-objective optimization. This
loss, Lass» is specifically engineered to steer the optimiza-
tion decisively away from the true class, Yrye.

Given the model’s output logits z, L is defined as a
weighted sum of three terms:

(6)
where o(-) is the softmax function, z,,,, is the logit of the
true class, and wy, wsy, w3 are weighting hyperparameters.
This formulation provides a multi-faceted penalty on the
correct classification by combining three distinct objectives:

max o(z),

Lelass = wlzy“us""w?a(z)y[me +ws (U(Z)ylrue -
JF Yirue
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Algorithm 1: The A-SAGE Adversarial Example Generation
Process

Input: Target model f, clean input x, true label yye.
Parameter: Perturbation budget e, step size 7, iterations 7',
loss weights «, 3, w1, we, w3, key patch ratio «.

Output: Adversarial example X,qy.

(0)

I X4 < X

2: Define hooks to capture attention maps {A ()} from f.
3: Rorig < AttnLRP(f, X, Yirue)

4: Identify key patches Pi.y and background patches Py,

from Ryyig using «.

5: Lett = 0.

6: whilet < T do

7.z, {AW} « f(xgzz,)

8:  Loass < EnhancedClassLoss(z, Yie, W1, Wa, W3)

/I Eq. 6

9: Ly + AttentionEntropy({A(V})  //Eq. 2
10:  Rugy  ALEnLRP(f, x\) yiue)
11: Ly < Distortion(Ruaay, Prey, Pog) // Eq. 5
12: Liotat < Lelass + oLain + Bﬁlrp
13: g ngj\? Liotal
14 xgr e x{Q —n - sign(g)
15: gstl) — clip(xg(ﬁjl), X —€,Xx+¢€)
16: ggjl) +— clip(xflzlj_l),o7 1)
17: t+t+1

18: end while
19: return x,;;

Logit Suppression: Minimizing the raw logit value of
the true class (z,,,.) provides a direct and powerful gradi-
ent to reduce the model’s confidence at the pre-activation
level.

Probability Suppression: Minimizing the softmax prob-
ability of the true class (0(z),,,.) targets the final output
distribution, ensuring the model’s expressed confidence
in the true class is diminished.

Margin Maximization: Minimizing the margin between
the true class probability and the highest probability of
any other class. This term is analogous to the Carlini-
Wagner (C&W) (Pujari et al. 2022) loss and robustly
forces the prediction toward a specific incorrect class,
creating a decisive misclassification rather than mere un-
certainty.

This composite loss ensures a robust and stable misclassifi-
cation gradient, establishing the necessary precondition for
our primary goal of manipulating the model’s explanation.

Final Objective and Optimization
‘We combine these three components into a unified loss func-
tion that orchestrates the entire “disperse-and-reshape” at-
tack:

»Ctotal(xadv) = Lelass + @Loun + 5£1rpa @)
where «, 3 > 0 are hyperparameters controlling the trade-
off between the attention (L) and LRP (L) distortion



components. Here, according to the sensitivity analyzes in
the Appendix, our hyperparameters are set as: « = 0.4, 5 =
0.6. We minimize this objective using an iterative Projected
Gradient Descent (PGD) (Madry et al. 2017) based approach
to generate the final adversarial examples, as detailed in Al-
gorithm 1.

Experiments
Experimental Settings

Dataset. Consistent with the evaluation protocol of prior
work (Dong et al. 2018; Lin et al. 2019; Xie et al. 2019),
our test set comprises 1,000 images sampled from the
ImageNet 2012 validation set (Russakovsky et al. 2015). To
ensure a robust baseline for evaluating attack efficacy, each
image was selected from a unique class and confirmed to be
correctly classified by all models under consideration prior
to perturbation.

Models. To ensure a fair and direct comparison with
the SOTA, we adopt the protocol from FDAP (Gao et al.
2024) to evaluate transferability across two scenarios. For
Intra-Architecture Transfer (ViT — ViT), attacks are crafted
on a source Vision Transformer and tested against other
black-box ViTs, including ViT-L/16 (Dosovitskiy et al.
2020), DeiT-B, DeiT-B-Dis (Touvron et al. 2021a), CaiT-S,
CaiT-XXS (Touvron et al. 2021b), ConViT-B, ConViT-
S (d’Ascoli et al. 2021), and TNT-S (Zhao et al. 2021).
For Cross-Architecture Transfer (ViT — CNN/MLP), these
attacks are tested against black-box CNN and MLP models:
ResNet50, ResNet101 (He et al. 2016), Mixer-B/16 (Tol-
stikhin et al. 2021), and ResMLP-24 (Touvron et al. 2022).

Baseline attacks. We benchmark our method against
a comprehensive set of adversarial attack baselines. The
evaluation includes widely-used gradient-based meth-
ods: MI-FGSM (MIM) (Dong et al. 2018), DI-FGSM
(DIM) (Xie et al. 2019), and NI-FGSM (NIM) (Lin et al.
2019). Furthermore, we compare against several recent
SOTA approaches: SE, SAGA (Mahmood, Mahmood, and
Van Dijk 2021), Patch-Fool (Fu et al. 2022), PNA (Wei et al.
2022), ATA (Wang et al. 2022), and FDAP (Gao et al. 2024).

Attack settings. Consistent with standard protocols
for generating transferable adversarial examples (Dong
et al. 2018; Xie et al. 2019; Gao et al. 2024), we set the
hyperparameters for our attack generation process. The
total perturbation is constrained within an /,-norm ball of
radius € = 16/255. We generate adversarial examples over
N = 12 iterations with a step size of a = 0.01.

Metric. We evaluate the transferability of our adversar-
ial examples to black-box models using the Attack Success
Rate (ASR). The ASR is defined as the percentage of adver-
sarial examples, crafted on a surrogate model, that success-
fully induce a misclassification when evaluated on a previ-
ously unseen victim model.
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Performance Comparison

We evaluate the black-box transferability of our framework
across a diverse set of architectures, using various ViTs as
the surrogate model. The results, summarized in Table 1,
demonstrate that our method excels in ViT-to-ViT transfers
by exploiting shared architectural principles, while also re-
taining partial effectiveness in the more challenging ViT-to-
CNN scenario.

Transferability Across Vision Transformers Our
method achieves state-of-the-art transferability against other
ViTs, significantly outperforming both generic baselines
(TI, ATA) and ViT-specific attacks (SE, SAGA). While
CNN-centric methods fail due to ViTs’ lack of strong
inductive biases, and other ViT attacks struggle with archi-
tectural heterogeneity (e.g., different attention mechanisms
or class token usage), our approach succeeds by targeting
fundamental ViT mechanisms. The synergistic attention
entropy and LRP distortion losses are robust to architectural
variations, leading to high success rates (e.g., 91.2% on
DeiT-B using CaiT-S as a surrogate). We note a performance
reduction when using ViT-B as a surrogate, likely due to its
more diffuse attention patterns offering less optimization
leverage, though our method remains competitive.

Transferability to CNNs As expected, all methods ex-
hibit a significant performance drop when transferring from
ViTs to CNNs, a consequence of their fundamental archi-
tectural disparities (global self-attention vs. local convolu-
tions). In this scenario, generic methods like FDAP and PNA
show stronger transferability, as their focus on disrupting
general feature maps is more compatible with CNNs. Nev-
ertheless, our method still achieves non-trivial success rates
(e.g., 43.8% on ResNet-50). This indicates that our strategy
of disrupting high-level semantic structures, rather than just
low-level features, retains a degree of cross-architecture ef-
fectiveness, confirming the vulnerability is not entirely iso-
lated to Transformers.

Overall Analysis In summary, these results confirm that
our multi-objective framework is highly specialized and ef-
fective for ViT-to-ViT transfer, where it successfully lever-
ages shared decision-explanation mechanisms. While its
performance on CNNs underscores the inherent challenges
of cross-architecture attacks, its ability to achieve meaning-
ful transferability highlights the potency of disrupting high-
level model reasoning.

Visualizing the Attack Mechanism

To analyze the attack’s effect on the model’s inter-
nal decision-making process, we visualize the attention
heatmaps of various ViT models. As shown in Figure 3, we
compare the heatmaps for a clean input against those for an
adversarial example generated by SAGE.

For the clean input, all models correctly classify the image
as espresso, with attention maps tightly focused on the ob-
ject, as expected. In stark contrast, the adversarial example
induces not only misclassification but also a corresponding
semantic shift in the models’ attention, as indicated by the
red labels. Specifically:



ViTs CNNs MLPs
model method ViT-B  DeiT-Dis CaiT-S ConViT-B DeiT-B  CaiT-XXS ConViT-S TNT-S Res50 Resl01 Mixer-B  Resmlp-24

MIM 99.7 34.1 377 424 484 47.0 46.1 284 350 242 35.1 53.5
DIM 99.9 347 38.1 441 48.1 477 46.9 317 323 249 36.1 54.1
NIM 100 345 354 293 475 46.5 472 317 347 26.8 36.2 533
VIT-B/16  pagch-Fool ~ 99.9 15.8 16.6 252 413 26.2 38.2 16.9 38.9 30.6 26.6 35.6
SE 99.6 14.6 13.6 152 1333 20.8 16.4 130 205 14.5 14.9 215
SAGA 99.9 139 12 143 19.1 21.6 15.6 153 248 182 12 211
ATA 99.9 13.9 12.2 20.7 19.1 21.7 15.9 13.0 205 14.5 14.9 21.5
PNA 100 41.6 5 48.6 55.8 50.1 53.8 402 367 32:6 424 573
FDAP 99.9 417 55.6 50.3 56.8 60.0 59.9 411 371 30.9 64.9 67.3
Ours 99.8 375 424 46.6 46.0 383 51.0 406 216 17.1 29.4 41.4
MIM 99.2 99.2 46.9 54.8 65.0 52.0 57.3 415 386 26.0 37.0 54.0
DIM 99.6 996 46.9 53.] 66.4 53.0 60.3 415 386 26.0 37.0 54.0
L NIM 17.2 99.3 27 324 35.9 36.5 39.0 285 350 21.1 289 42,9
Deit-Dis  patch-Fool 6.1 998 10.2 142 189 16.4 139 113 16.8 112 11.4 18.4
SE 11.7 98.9 43.6 29.7 452 42.1 43.6 276 215 172 30.1 484
SAGA 6.5 98.6 13.6 155 13.1 213 15.8 157 243 18.3 12 21.6
ATA 14.5 100 16.8 312 235 232 325 22 205 145 14.9 215
PNA 132 99.9 16.8 322 67.5 59.1 67.7 38 437 337 574 73.6
FDAP 202 99.4 62.4 63.7 68.0 575 66.6 379 454 394 582 743
Ours 67.1 100 86.6 85.7 86.4 74.6 88.0 757 438 36.0 55.5 80.9
MIM 14.8 234 97.8 413 48.9 427 424 325 348 20.1 282 433
DIM 153 253 08.7 413 50.3 4377 434 349 359 223 30.7 434
. NIM 137 24.1 98.3 40.7 39.0 33.0 34.0 266  31.1 195 255 39.5
CaiT-S SE 13.1 31.8 97.2 31.7 37.2 41.6 37.5 26.3 26.3 17.0 293 43.1
Patch-Fool 7.1 9.6 97.7 12 19.7 19.3 16 123 321 16.9 169 23
SAGA 12.6 11.7 98.7 15.9 137 22 16.5 163 253 19.1 12.1 22
ATA 13.1 319 98.5 13 35.5 382 355 276 274 15.8 293 436
PNA 15.8 494 99.3 454 53 60.3 55.1 351 304 30.5 46.9 70.8
FDAP 16.7 50.3 99.6 455 54.7 621 56.0 353 404 343 56.7 71.8
Ours 79.4 88.6 100 89.9 91.2 85.6 92.0 815 497 41.2 577 82.3
MIM 15.7 13.6 20.8 95.4 52.7 35.6 47.9 393 399 187 39.1 425
DIM 16.5 5 311 96.6 537 38.0 503 320 345 19.7 39.8 440
NIM 153 20.1 28.9 96.3 412 30.6 36.1 248 324 18.1 26.4 36.3
ConvIT-B  patch-Fool 7.5 10.2 93.1 96.1 15.6 20.1 20.3 16.8 25.1 23.6 24.1 26.7
SE 189 42 39.8 98.7 56.4 454 61.2 367 271 227 337 46.1
SAGA 75 13.4 13.6 95.8 122 21 16.7 152 244 17.8 11.3 21.3
ATA 183 18.6 16.5 98.9 23.6 27 27.9 9.7 26.5 142 173 495
PNA 193 58.1 712 998 677 61.7 78.6 417 303 23 61.8 76.3
FDAP 217 623 67.5 99.1 67.6 63.4 777 455 472 42.5 64.5 79.7
Ours 54.9 69.3 69.1 100 80.1 60.0 87.1 642 273 228 40.7 71.0

Table 1: Attack success rates (%) of 1000 adversarial examples generated on white-box ViT-based models and evaluated against
black-box ViT, CNN, and MLP targets.

Clean (espresso)

Adversarial

Figure 3: An adversarial example crafted by SAGE (using
ViT-B as the surrogate) forces multiple ViT models to mis-
classify an “espresso” image. The attack simultaneously re-
aligns the models’ attention heatmaps to features that plau-
sibly support the incorrect predictions (e.g., the froth for

Input ViT-B Deit-Dis ConViT-B Cait-S elements.

‘J : * ConViT-B misclassifies it as face powder, with its atten-

ot tion drawn to the coffee’s smooth, round surface—a fea-
| AsAGE ture plausibly associated with the incorrect class.

on ViT-B

"A’: These visualizations demonstrate that SAGE does not
.&f/’/ merely inject unstructured noise to induce an error. Instead,
it systematically manipulates the model’s feature attribution,
forcing the self-attention mechanism to construct a new,
plausible rationale for an incorrect prediction. This results
in a coherent attack where the misleading explanation di-
rectly supports the misclassification, thereby compromising
both the integrity and the explainability of the model.

eggnog consume face powder eggnog

“eggnog”). This provides a clear vi.su'al demo.nstration Qf a To quantitatively validate this observation, we measure
coherent attack on both model prediction and its underlying the structural dissimilarity between the original and adver-
explanation. sarial explanations using the LRP cosine similarity met-

ric. As illustrated in Figure 4, the distribution of similar-
ity scores for SAGE-attacked examples is sharply centered
at zero across all tested models. This indicates that the ad-
versarial explanation is effectively orthogonal to the origi-
nal one. The result confirms that SAGE achieves Explana-
tion Decoupling: it successfully severs the logical connec-

The surrogate ViT-B model misclassifies the image as
eggnog, and its attention shifts from the dark liquid to
the white, frothy texture—a feature consistent with the

new label. tion between an input and its original model-derived ratio-
DeiT-Dis misclassifies it as consume, and its attention nale, rendering the new explanation structurally independent
diffuses from the primary object toward the background from the original.
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Figure 4: Distributions of LRP cosine similarity between
original and adversarial explanations. For all tested white-
box models, the similarity after a SAGE attack is concen-
trated around 0.0, demonstrating a consistent and effective
distortion of the model’s rationale.

Attention Entropy LRP Distortion  ViTs CNNs MLPs
- - 7597 30.62 59.78
v - 79.92  36.50 64.55
- v 80.04 36.85 64.95
v v 83.01 3990 68.20
Table 2: Ablation study of SAGE components. We report

the Mean Attack Success Rate (MASR, %) using DeiT-Dis
as the surrogate. The best result is highlighted in bold.

Ablation Study

We conducted an ablation study using DeiT-Dis as the sur-
rogate to isolate the contributions of our Attention Entropy
Loss (Law) and LRP Distortion Loss (Lyp). We report the
Mean Attack Success Rate (MASR) across all black-box
models in Table 2, comparing against a baseline attack that
uses only the standard classification loss.

1. Individual Contributions: Both components, when
used alone, significantly improve MASR over the base-
line, validating their individual effectiveness. The Ly,
loss boosts transferability by forcing the model to dis-
tribute its attention more broadly, preventing it from
overfitting to the surrogate’s specific features (our dis-
perse strategy). The Ly loss works by directly manip-
ulating the model’s semantic rationale, effectively craft-
ing a deceptive yet plausible explanation for an incor-
rect class (our reshape strategy). Visualizations in Fig-
ure 5 confirm this, showing adversarial heatmaps sys-
tematically altered to create coherent explanations for the
wrong predictions.

2. Synergistic Effect: The full SAGE framework, combin-
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Figure 5: Heatmaps for randomly picked clean images and
their corresponding adversarial images, crafted on the Deit-
Dis model using our A-SAGE attack.

ing both losses, achieves the highest MASR by a con-
siderable margin, demonstrating a powerful synergy. The
two components work in concert to create a more potent
attack: L., first creates attentional chaos to make the
model broadly vulnerable, while Ly, then exploits this
instability to precisely sculpt a coherent but false ratio-
nale that solidifies the misclassification.

In summary, this study provides compelling evidence that
our “disperse-and-reshape” strategy is highly effective. The
synergistic combination of disrupting model focus and forg-
ing misleading explanations is the primary mechanism re-
sponsible for SAGE’s state-of-the-art transferability.

Conclusion

We introduce A-SAGE, a novel multi-objective adversarial
attack on Vision Transformers (ViTs) that achieves state-of-
the-art transferability. It is the first method to simultaneously
corrupt a model’s prediction while forging a plausible but
misleading explanation to justify the error. Its core strategy
is a “targeted dispersion and reshaping” of the model’s fo-
cus: an attention entropy loss scatters attention from true fea-
tures, while an LRP distortion loss reconstructs a cohesive
but false focus aligned with the incorrect prediction.

This exposes a critical vulnerability we term “explanation
whitewashing”—the risk of models generating an illusion of
explainability while their reasoning is flawed. This finding
highlights the urgent need for evaluation metrics that assess
both predictive and explanatory fidelity. While specialized
for ViTs, A-SAGE’s modular design allows for integration
with other techniques to improve cross-architecture transfer.
Our work paves the way for developing more robust explain-
ability methods and more secure Al systems.
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