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Abstract

Federated learning (FL) allows for collaborative model train-
ing while preserving data privacy, but its distributed na-
ture makes it vulnerable to poisoning attacks. Existing de-
fense methods typically rely on using gradients from multiple
clients to define a trusted region, selecting only the trustwor-
thy update (good gradients) within this region for aggrega-
tion. Mainstream defense boundaries are categorized as hard
boundaries, soft boundaries, and semi-soft boundaries. How-
ever, we argue that even good gradients within these bound-
aries can still be exploited by attackers to poison the model.
To tackle this challenge, we introduce a boundary-adaptive
attack method that leverages the directional properties of op-
timization techniques to derive baseline poisoned gradients.
Through iterative perturbation, it generates seemingly inno-
cent gradients that subtly deviate from the global model. Our
extensive study on benchmark datasets and mainstream de-
fensive mechanisms confirms that the proposed attack raises
a significantly threat to the integrity and security of FL prac-
tices, regardless of the flourishing of robust FL methods.

Introduction
Federated learning (FL) (Konečnỳ et al. 2016) uses a dis-
tributed training approach to train and optimize models
without sharing users’ original data, fully protecting user
privacy and solving the problem of data silos. In recent
years, FL has found extensive applications in various fields,
including user behavior analysis (Hard et al. 2018), smart
healthcare (Antunes et al. 2022), wireless communications
(Yang et al. 2022), signal recognition (Shi et al. 2020), and
security detection (Khramtsova et al. 2020). It has also led
to the development of several open-source frameworks, such
as FATE (Liu et al. 2021), PySyft (Ryffel et al. 2018), Pad-
dleFL (Ma et al. 2019), and TFF (Bonawitz 2019).

However, due to its large-scale, distributed nature and the
strong autonomy of the training clients, attackers can launch
poisoning attacks during the training process by modifying
local training data or uploading gradients to reduce model
accuracy (Fang et al. 2020). By poisoning local data, ma-
licious clients can drive the global model to learn incorrect
knowledge or embed backdoors (Wang et al. 2024; Tao et al.
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2024; Liu et al. 2024). Alternatively, they may submit ma-
licious models to the central server to disrupt the training
process, commonly known as the model poisoning attack
(MPA)(Tan et al. 2023; Zhang et al. 2023; Shan et al. 2024).
Consequently, the global model suffers from high testing
error indiscriminately and eventually causes model diver-
gence.

These attacks can be classified as either untargeted at-
tacks, aimed at reducing the overall quality of the learned
model, or targeted, where the goal is to manipulate the
model into misclassifying samples into an adversary’s de-
sired class. Our work focuses on the untargeted adver-
sarial model poisoning attack, which not only degrades
model performance but also evades existing defenses,
posing a significant threat to FL.

To mitigate model poisoning attacks (MPAs) in FL, a
growing number of defenses have been proposed (Yang
et al. 2024), where the server employs a robust aggrega-
tion algorithm. We argue that the key factor in the suc-
cess of existing defenses is the boundary of model updates
available to clients for selection. Specifically, boundary pat-
terns are introduced based on the characteristics of existing
defenses. We introduce three kinds of boundaries, namely
hard boundary, semi-soft boundary, and soft boundary. The
hard boundary is the boundary that we believe is con-
ducive to the training of the FL model, and the outside of
the boundary does not participate in the aggregation in this
round, such as Multi-Krum (Blanchard et al. 2017), Sign-
Guard (Xu et al. 2022), DnC (Shejwalkar and Houmansadr
2021), FLDetector (Zhang et al. 2022), Median(Yin et al.
2018), Trmean (Yin et al. 2018), GeoMed (Chen, Su, and
Xu 2018), Bulyan(Guerraoui, Rouault et al. 2018), etc. The
semi-soft boundary uses some parameter characteristics to
weaken the contribution of suspected malicious gradients to
global model training, such as FoolsGold (Fung, Yoon, and
Beschastnikh 2020), RoseAgg (Yang et al. 2024), etc. The
soft boundary is a smoothing function to weaken the con-
tribution of suspected malicious gradients to global model
training, such as FedAvg (Li et al. 2019), FLAME (Nguyen
et al. 2022), RLR (Ozdayi, Kantarcioglu, and Gel 2021), etc.
With the development of defense algorithms, soft bound-
aries are the trend to optimize aggregation rules. In addi-
tion, considering the overall gradient information and fine-
grained gradient information, the boundary is divided into
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Classification Defenses Principles Boundary pattern

Gradients of the
Overall Dimension

FedAvg'19 Select all local gradients for average aggregation
Multi-Krum'17 Select k local gradients for aggregation
FoolsGold'20 Similarity-based local gradients for aggregation
SignGuard'22 Select m local gradients for aggregation
RoseAgg'24 Select k local gradients for aggregation
DnC'21 Select k local gradients for aggregation
FLAME'22 Select k local gradients for aggregation
FLDetector'22 Select k local gradients for aggregation
RLR'21 Adjusting the learning rate for local clients

Gradients of Fine-
grained Axis Dimensions

Median'18 Select median local gradients for aggregation
Trmean'18 Select trimmed local gradients for aggregation
GeoMed'18 Select geometric local gradients for aggregation
Bulyan'18 Select k local gradients for aggregation

Table 1: Classification and principles of defense methods with corresponding boundary patterns. denotes hard boundary.
denotes semi-soft boundary. denotes soft boundary.

the overall boundary and the fine-grained boundary. Hard
boundaries like the median defense algorithm belong to fine-
grained boundaries. The specific classification table of de-
fense algorithms is shown in Tab. 1.

However, current MPAs suffer from the following limi-
tations. Although research uses optimized or adaptive at-
tack methods to evade existing defense algorithms, the ef-
fect is suboptimal as new defense algorithms emerge. In this
attack-defense game, attack methods are easier to detect.

To address the aforementioned challenges, we present a
novel boundary-based model poisoning attack on FL by
designing a new adversarial simulation optimization-based
framework. The attacker defines the gradient boundary for
each round. The boundary can be divided into the hard
boundary, the semi-soft boundary, and the soft boundary.
We design boundary functions to optimize the novel attack
methods proposed. The attacker then adversarially extracts
the features of the benign boundary gradient, e. g. the gradi-
ent size, direction. Fig. 1 intuitively illustrates the difference
between the proposed attack and existing attacks through vi-
sualizing the loss landscape.

Our contributions are highlighted as follows:

• We propose a new model poisoning attack, namely
BAPerturb. By finding the boundary gradient and con-
structing malicious updates based on features, the accu-
racy of the global model decreases after multiple itera-
tions.

• To the best of our knowledge, we introduce a new con-
cept, namely, boundary. This approach breaks conven-
tional defense principles by asserting that good gradients
can positively contribute to the accuracy of the trained
global model.

• The dynamic boundaries of multiple rounds are first con-
sidered, focusing on their vertical and horizontal infor-
mation in cross-device FL systems, and we explore their
role in poisoning attacks.

Related Work
Model Poisoning Attack against Federated Learning.
Model poisoning attack allows for arbitrary manipulation
of the entire training process by changing parameters and
loss functions. The purpose of a model poisoning attack is to
set up carefully crafted gradient updates in a compromised
or fake client so that the aggregated global gradient devi-
ates from the original global model update, resulting in a
degradation of the prediction or classification performance
of the trained global model. Simply constructing carefully
designed gradients and evading aggregation algorithm de-
tection are two key elements for successfully executing a
model poisoning attack.

Existing attack methods often appear random in early
stages, rendering them readily detectable. Some researchers
have started to study attacks based on optimization as well
as adaptation, such as LIE (Baruch, Baruch, and Goldberg
2019), but the effect is not significant in cross-device FL sce-
narios, especially in MNIST and Fashion-MNIST. The main
reason is the reduced probability of malicious clients being
selected, as well as the less obvious attack stratagems. The
proposed Fang attack, along with the improved Min-Max at-
tack and the Min-Sum attack, were examined. Three types of
perturbations were used, including the inverse unit vector,
the inverse standard deviation vector, and the inverse sign
vector. But the effect of multiple rounds of iteration on the
global model accuracy is not taken into account. Jian Xu et
al. (Yang et al. 2024) proposed a multi-target attack, but it is
not very effective against mainstream defense failures such
as roseagg. Tongsai Jin et al. (Jin et al. 2023) conducts par-
tial perturbations of a small number of well-selected model
parameters against a small number of parameters, but the
effect is not very obvious with the state-of-the-art defense
algorithms.

Byzantine-robust Aggregation Methods. These meth-
ods follow the principle of anomaly detection (Blanchard
et al. 2017; Yin et al. 2018; Xu et al. 2022). The core as-
sumption is that the parameters of all benign local models re-
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Figure 1: Schematics of our attack: the visualization process of the boundary is hard boundary, semi-soft boundary, and soft
boundary. The black boundary shows an effective attack. The gradient information of the client outside the black boundary will
be invalid. Our attack method (e.g., Wm

1 )is based on the optimal poisoning attack on the boundary with perturbations. The red
arrow represents a carefully designed malicious gradient update based on an optimization direction (e.g., Wm

2 and Wm
3 ). The

malicious local update of the red arrow will be invalid outside the boundary (e.g., Wm
4 ).

main within a bounded region centered on the global model.
Therefore, the poisoned local model is considered an outlier
and deviates from the benign local model. However, existing
defense algorithms fail to recognize that the proposed attack
method targets the boundaries of the benign region.

Our Method: BAPerturb
Federated learning. The global model parameters, w, are
trained by combining the data from all clients to ensure
optimal performance on the global dataset. Formally, this
involves minimizing the mean of the loss function on the
server side.

argmin
w∈Rd

F (w) =

N∑
n=1

|Dn|
|D|

Fn(w) (1)

Where Fn(w) is the loss function of the nth client. Each
client n uses its data Dn locally to update the model param-
eters. Stochastic gradient descent (SGD) is generally used
for optimization.

wt+1
n = wt − η ▽ Fn(w

t) (2)

The server calculates a summary of updates from all of
the clients.

wt+1 =
N∑

n=1

|Dn|
|D|

wt+1
n (3)

In the paper, different from previous work (Xu et al.
2022), we mainly consider cross-device FL, which is more
commonly used and makes attacks more difficult.

Attacker’s goals. Similar to most model poisoning at-
tacks, the goal is to damage the accuracy of the global model

for all targets, making it unable to converge or reducing
the overall prediction (or classification) performance of the
model.

Attacker’s capabilities. Assume that the attacker con-
trols m local malicious clients or that different attackers col-
lude with each other. Specifically, like the Sybil attack on
distributed systems (Douceur 2002) or the fake client pro-
posed (Cao and Gong 2023), the attacker can inject m local
malicious clients, or compromise m benign local clients, or
control m zombie clients. However, assume that the num-
ber of working devices under the control of the attacker is
less than 50% (otherwise, it is easy to manipulate the global
model).

Problem Description

The attacker can directly control multiple compromised
clients and manipulate their uploaded models to influence
the behavior of the learning algorithm according to a pre-
emptive goal. We assume that there are m clients compro-
mised by the attacker, and it will directly change the out-
put of these clients to bias the learning model towards the
goal. We also define b as the number of benign clients, and
we have m + b = u . We define m as the set of these com-
promised clients, B as the set of benign clients, and U as
the set of all clients, where B = U /M . Specifically, in each
round of communication, the benign client calculates a local
parameter vector, but each compromised client provides an
unreliable parameter vector. With a specific aggregation rule
and all uploaded models, the server can update the global
model.
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Demarcation of Poisoning Area Boundary
Motivation We consider that the key to the effectiveness of
the defense algorithm is geometrically the existence of a re-
gion in which the gradient information within the bounded
region is selected for aggregation by the variant, and outside
the boundaries is weakened or filtered out of the influence
on the global model training process. Based on the above
principles, we give definitions of hard, semi-soft, and soft
boundaries in a geometric form.

Based on the definition of the boundary categories, the
thresholding of the soft boundary based on the cosine recog-
nition degree, we select the more centralized gradient in-
formation to filter the poisoning gradient information of the
benchmark.

Threshold constraints Suppose we have a set of mul-
tidimensional gradients {wt

1, w
t
2, ..., w

t
m}, the gradients wt

i
of the m clients being controlled are d-dimensional, i. e
wt

i ∈ Rd. The center point wt
c is approximated by replac-

ing it with the gradient information wt−1 sent by the server
in the previous round.

For gradient wt
i of the m clients being controlled , calcu-

late its cosine similarity with the center gradient

cos(wt
i , w

t
c) =

wt
i · wt

c

∥wt
i∥ ∥wt

c∥
(4)

Determine the boundary based on the value of cosine sim-
ilarity, and determine whether each vector is inside or out-
side the boundary. We introduce a threshold τ as a bound-
ary criterion to measure the directional consistency be-
tween each client gradient and the center gradient, and ac-
cordingly categorize updates as inside-boundary or outside-
boundary.If cos(wt

i , w
t
c) ≥ τ , then the gradient wt

i is inside
the boundary. If cos(wt

i , w
t
c) < τ , then the gradient wt

i is
outside the boundary. The value of τ was chosen because
the direction of the gradient at this point lies in the middle
of the center gradient, which is used to improve the stealthi-
ness of the proposed attack.

Compared with the soft boundary, the Compertz Function
is chosen as the adaptive boundary, and the boundary is dy-
namically adjusted by judging the contribution of the gradi-
ent information through the corresponding function value.

The Gompertz function is often used as a mathematical
model to describe the update of soft boundaries. Its calcula-
tion formula is Ci = aebe

cri , where a, b, and c are standard
parameters, a controls the upper asymptote of the curve, b
controls the offset along the x-axis, and c controls the growth
rate of credibility. In this paper, ri represents the soft toler-
ance of the gradient of client ni, and Ci represents the toler-
ance of user node ni. If the server receives the gradientW i

t
of ni, it can aggregate the gradient into W i

t · Ci .

Optimization Algorithm for Malicious Gradient
Motivation Due to the different forms of boundaries, we
specifically solve the poisoning benchmark gradient in three
cases. Based on intuition, we select those gradients that are
as close to the edge of the defense algorithm as possible.
From a defense perspective, the information of the gradi-
ent will be aggregated into the global model parameters, in-

Algorithm 1: Gradient Descent for BAPerturb Optimization
Input: Initial gradients {w0

i }; Center gradient wt
c; parame-

ter γ; θmin, M ;Learning rate α; T
Parameter: Each malicious client i randomly initialize w0

i
satisfy constraints: cos(w0

i , w
t
c) ≥ cos(θmin) and ∥w0

i −
wt

c∥ ≥ M
Output: Optimized gradients {w∗

i } for malicious clients
1: for t = 1 to T do
2: for each malicious client i do
3: Compute the gradient of the objective function:
4: grad cos = − wt

i ·w
t
c

∥wt
i∥·∥wt

c∥

5: grad norm = γ · wt
i−wt

c

∥wt
i−wt

c∥
6: grad total = grad cos + grad norm
7: Update the gradient using gradient descent:
8: wt+1

i = wt
i − α · grad total

9: Check and enforce constraints:
10: if cos(wt+1

i , wt
c) < cos(θmin) then

11: Adjust wt+1
i to satisfy cos(wt+1

i , wt
c) ≥

cos(θmin)
12: end if
13: if ∥wt+1

i − wt
c∥ < M then

14: Adjust wt+1
i to satisfy ∥wt+1

i − wt
c∥ ≥ M

15: end if
16: end for
17: if the change in wt+1

i is below a certain threshold for
all i, or t == T then

18: Break
19: end if
20: end for
21: return optimized gradients {w∗

i } for malicious clients

creasing the concealment of the attack; from an attack per-
spective, the center point of the federated learning training
model is continuously shifted through multiple rounds of ac-
cumulation, increasing the effectiveness of the attack.

Based on the determined hard boundaries, we define
the optimization function. Considering the impact of mul-
tiple iterations on the global model, the baseline poisoning
gradient in a similar direction is selected in each round to
make the attack more effective. The specific optimization
problem is as follows

min
wt

1,w
t
2,...,w

t
m

m∑
i=1

(
1− cos(wt

i , w
t
c) + γ

∥∥wt
i − wt

c

∥∥)
s. t. wt

i ∈
{
P t
1 , P

t
2 , . . . , P

t
n

}
,

cos(wt
i , w

t
c) ≥ cos(θmin),∥∥wt

i − wt
c

∥∥ ≥ M (5)

where P t
1 , P

t
2 , ..., P

t
n is the gradient set consisting of lo-

cal clients in each round. We select the gradient information
sent by the server in the previous round as an approximation
of the gradient at the center point wt

c. cos(wt
i − wt

c) is the
cosine similarity between a single gradient and the center
point. ∥wt

i − wt
c∥ is the euclidean distance from the gradi-
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ent to the mean.The specific optimization problem is solved
as outlined in Algorithm 1.

Based on the determined semi-soft boundaries, we
identify a gradient parameter whose cosine similarity
cos(wt

i , w
t
c) is close to ζ and use it as the baseline gradi-

ent for poisoning. At this time, the gradient is in the mid-
dle of the entire federated learning gradient parameter dis-
tribution. After multiple rounds of iterations, the entire fed-
erated learning gradient parameter deviates from the center.
For fine-grained gradient information based on the coordi-
nate dimension, the gradient information of the coordinate
dimension is further considered to find the poisoning refer-
ence gradient information, such as selecting the median of
the i-th dimension as the poisoning reference gradient of the
i-th dimension.

Based on the determined soft boundaries, mentioned
above, we choose the gradient value with a Gompertz func-
tion value close to µ as the poisoning baseline gradient.
Similarly, in the coordinate-wise setting, the gradient value
whose function value is close to µ in the i-th dimension is
selected as the poisoning baseline gradient for that dimen-
sion.

Directional Perturbations of Malicious Gradients
Motivation Given that the gradient is a crucial parameter for
model training updates, its direction indicates the direction
of the update in each dimension. Furthermore, to circumvent
existing defense methods, the direction-based perturbation
is divided into an overall angle shift and a fine-grained sign
shift.

Direction perturbation Consider the most commonly
used FedAvg algorithm w̄. This can average the existing
gradients to get. Use Euclidean distance to calculate the co-
sine similarity of the center value and each value. The cor-
responding formula is

ci = cos(wi, w̄) =
wiw̄

∥wi∥ ∥w̄∥
(6)

It is worth noting that the overall perspective shift does
not influence the cosine identity between gradients.

The fine-grained symbolic perturbations are as follows.
Take the positive flip sign rate R+

flipand negative flip sign
rate R−

flipselected in each round, κi = min(ci) selects the
corresponding vector w

′
, and the angle of the cosine simi-

larity between the later selected vector and the vector is less
than θ ≥ ζ . Therefore, the update of the malicious client is

ŵ = w
′
·R+

flip ·R
−
flip (7)

In which, R+
flipsatisfies the Gaussian distribution and dy-

namically adjusts the gradient of the global model.

Experimental Evaluation
We conduct experiments to evaluate the performance
of BAPerturb. By comparision with previous attack, we
demonstrate the effectiveness of our proposed attack
scheme. We simulate multiple clients by Python, following
previous work (Fang et al. 2020). Model training process
with FL is running on one high-performance machine with
an Intel Xeon Gold 6133 CPU (2. 50 GHz).

Experimental Setup
Datasets and model architectures. We evaluate the per-
formance of BAPerturb on commonly used MNIST (Le-
Cun et al. 1998), Fashion-MNIST (Cohen et al. 2017) and
CIFAR-10 (Krizhevsky, Hinton et al. 2009) datasets. The
convolutional neural network LeNet and the residual neu-
ral network CNN ResNet20 are used as global models for
the MNIST dataset and the Fashion-MNIST dataset, respec-
tively. To demonstrate the impact of attacks on the model,
Conv8 and the residual neural network ResNet18 are used
as global models for the CIFAR-10 dataset.

Baseline poisoning attack. Referring to related work, we
adopt existing attacks with our proposed method for com-
parison. Such as, Random(Fang et al. 2020), LIE (Baruch,
Baruch, and Goldberg 2019), Min-Max(Shejwalkar and
Houmansadr 2021), Min-Sum(Shejwalkar and Houmansadr
2021), ByzMean (Xu et al. 2022), FedPerturb(Jin et al.
2023), etc.

Defense methods. We evaluate existing defenses
in cross-device FL, such as FedAvg(Li et al. 2019),
Multi-Krum (Blanchard et al. 2017), Median(Yin
et al. 2018), DnC(Shejwalkar and Houmansadr 2021),
TrMean(Yin et al. 2018), GeoMed(Chen, Su, and Xu
2018), Bulyan(Guerraoui, Rouault et al. 2018), Fools-
Gold(Fung, Yoon, and Beschastnikh 2020), RLR(Ozdayi,
Kantarcioglu, and Gel 2021), FLAME(Nguyen et al. 2022),
SignGuard(Xu et al. 2022), FLDetector(Zhang et al. 2022)
and RoseAgg(Yang et al. 2024).

Measurement metrics. Model Test Accuracy is the pro-
portion of samples correctly predicted by the model to the
total number of samples on the test dataset, where ACCFB

and ACCFM
represent the accuracy of the benign model and

the malicious model respectively. Obviously, the larger ACC
is, the better the global model performance is. We define At-
tack success rate (Asr) φ = 1 − ACCFM

as the degree of
model accuracy degradation. For a given attack, the larger φ
is, the better the attack effect is.

Parameter and attack settings for FL. We consider a
more practical cross-device FL setting. We set the number
of clients to 1,000 for MNIST and CIFAR-10, and 3,400
for Fashion-MNIST. In each communication round, 10 %
of clients are randomly sampled to participate. The global
model is trained for 2,000 rounds. Each selected client per-
forms 2 local epochs on MNIST and Fashion-MNIST, and
5 local epochs on CIFAR-10. To control data heterogene-
ity, we partition data using a Dirichlet distribution with con-
centration parameter β = [0, 1]. Specifically, β = 1 cor-
responds to a more non-IID setting, and smaller β yields a
distribution closer to IID. For all three datasets, we partition
the data into training and testing sets. Specifically, we allo-
cate 80 % of the samples for training and the remaining 20
% for testing.

Attack Performance
We evaluate existing mainstream defenses, both for targeted
and untargeted defenses. This includes existing attack meth-
ods, ranging from the most basic ones to those that apply
fine-grained perturbations. As shown in Tab. 2, most of the
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Datasets
(Model) Defenses Ran

-dom'18 LIE'19 Min
-Max'21

Min
-Sum'21

Byz
-Mean'22

FedPer
-turb'23

BAPer
-turb
(ours)

MNIST
(LeNet)

FedAvg'19
Multi-Krum'17
Median'18
Trmean'18
GeoMed'18
Bulyan'18
DnC'21
FoolsGold'20
RLR'21
FlAME'22
FLDetector'22
SignGuard'22
RoseAgg'24

0. 4409
0. 0466
0. 0526
0. 0995
0. 0438
0. 1831
0. 0417
0. 0115
0. 0472
0. 0103
0. 0400
0. 0463
0. 0079

0. 0365
0. 0545
0. 0485
0. 0485
0. 0390
0. 0368
0. 0363
0. 0064
0. 0686
0. 0098
0. 0125
0. 0447
0. 0075

0. 0462
0. 0513
0. 0495
0. 0480
0. 0402
0. 0397
0. 0408
0. 0071
0. 0248
0. 0096
0. 0171
0. 0435
0. 0073

0. 0432
0. 0564
0. 0496
0. 0498
0. 0391
0. 0415
0. 0387
0. 0065
0. 0187
0. 0095
0. 0231
0. 0439
0. 0074

0. 8690
0. 0439
0. 0493
0. 0492
0. 0415
0. 0435
0. 0411
0. 0074
0. 8865
0. 0097
0. 8865
0. 0445
0. 0078

0. 3132
0. 0126
0. 0164
0. 0156
0. 0127
0. 0819
0. 0355
0. 0201
0. 6696
0. 0146
0. 8724
0. 0095
0. 0134

0. 7235
0. 1354
0. 3822
0. 6887
0. 8829
0. 7218
0. 4929
0. 8718
0. 7207
0. 0165
0. 9318
0. 0792
0. 0188

Fashion-
MNIST
(CNN)

FedAvg'19
Multi-Krum'17
Median'18
Trmean'18
GeoMed'18
Bulyan'18
DnC'21
FoolsGold'20
RLR'21
FlAME'22
FLDetector'22
SignGuard'22
RoseAgg'24

0. 4810
0. 1182
0. 1235
0. 2456
0. 1180
0. 2842
0. 1876
0. 0959
0. 2024
0. 0947
0. 1922
0. 1178
0. 1405

0. 1287
0. 1430
0. 1491
0. 1494
0. 1314
0. 1281
0. 1270
0. 0905
0. 2351
0. 0969
0. 1214
0. 1229
0. 1010

0. 1574
0. 1241
0. 1476
0. 1471
0. 1313
0. 1280
0. 1166
0. 0884
0. 1422
0. 0929
0. 1458
0. 1267
0. 0997

0. 1427
0. 1328
0. 1507
0. 1507
0. 1305
0. 1341
0. 1177
0. 0885
0. 1376
0. 0953
0. 1549
0. 1244
0. 0982

0. 9000
0. 1182
0. 1505
0. 1488
0. 1156
0. 1293
0. 1177
0. 0880
0. 9000
0. 0932
0. 9000
0. 1196
0. 1066

0. 2998
0. 3448
0. 3184
0. 2955
0. 3216
0. 3245
0. 3116
0. 3192
0. 2967
0. 0934
0. 9000
0. 3085
0. 4860

0. 3181
0. 1255
0. 2385
0. 4976
0. 7207
0. 8470
0. 4323
0. 9000
0. 3619
0. 1055
0. 9000
0. 1720
0. 1220

CIFAR-10
(ResNet18)

FedAvg'19
Multi-Krum'17
Median'18
Trmean'18
GeoMed'18
Bulyan'18
DnC'21
FoolsGold'20
RLR'21
FlAME'22
FLDetector'22
SignGuard'22
RoseAgg'24

0. 9000
0. 1220
0. 1136
0. 2051
0. 3203
0. 7020
0. 2106
0. 1950
0. 6359
0. 1449
0. 9000
0. 1097
0. 1768

0. 6803
0. 8346
0. 7363
0. 7302
0. 7066
0. 6446
0. 4883
0. 1164
0. 7763
0. 1477
0. 1476
0. 1122
0. 3902

0. 5220
0. 9000
0. 1135
0. 7168
0. 8447
0. 8501
0. 2318
0. 1162
0. 5588
0. 1520
0. 1494
0. 8931
0. 3220

0. 9000
0. 7572
0. 7458
0. 7341
0. 6536
0. 8349
0. 1476
0. 1187
0. 5719
0. 1514
0. 9000
0. 1214
0. 4219

0. 9000
0. 9000
0. 7845
0. 7385
0. 9000
0. 6576
0. 4019
0. 1823
0. 9000
0. 1449
0. 9000
0. 1353
0. 4359

0. 7649
0. 1385
0. 1290
0. 1288
0. 1487
0. 7205
0. 5720
0. 2728
0. 1525
0. 7652
0. 1487
0. 1279
0. 1492

0. 9000
0. 4559
0. 8358
0. 9000
0. 9000
0. 9000
0. 8462
0. 9000
0. 9000
0. 1786
0. 9000
0. 7930
0. 1991

Table 2: Comparison of the attack impact between MPAs and BAPerturb.Bold denotes optimal solutions. Underline de-
notes sub-optimal solutions. Gray highlight denotes non-convergence.

attack methods are ineffective in cross-device FL scenarios,
and the adaptive attacks fail against existing defense algo-
rithms, except for individual ones like those designed by
ByzMean for FedAvg and RLR, which are effective. The
main reason is that the probability of the malicious client be-
ing selected in each round is much lower compared to that
of cross-silo FL, which makes the training accuracy of the
attack on the global model much weaker.

In addition, different datasets as well as models also have

small fluctuations in the convergence as well as accuracy of
the global model. We are prompted to consider the dataset
as well as the model in the display scenario when designing
the attack algorithm, and choose a more appropriate attack
method. Existing attack methods demonstrate their adversar-
ial advantages in cross-device FL. For example, in the Ge-
oMed and Bulyan defense algorithms on the MNIST dataset,
the attack effectiveness is improved by 72× and 25×, respec-
tively, compared to no attack, highlighting the effectiveness
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Figure 2: Comparison of the attack impact between no attack and BAPerturb under mainstream defenses.

of these methods, as shown in Fig. 2. However, existing at-
tacks perform poorly under some defenses, and we will fur-
ther improve them in future work.

Figure 3: Impact of local training epochs and degree of non-
IID on existing attacks and proposed attack.

Attack Effectiveness
Impact of the local training epochs. The epoch of local
training also has an impact on the accuracy of the global
model. Based on the above principle, we consider the ef-
fect of different locally trained epochs of FL on the ac-
curacy of the global model. Fig. 3 shows the accuracy of
different locally trained epochs on the global model. Un-
der no-attack or random-perturbation settings, the global
model accuracy remains consistently high, indicating that
Multi-krum can stably train under benign conditions. How-

ever, when targeted poisoning attacks are present, its robust-
ness varies significantly. Some attacks (e.g., LIE and Min-
Max/Min-Sum) substantially reduce the accuracy, suggest-
ing that Multi-krum is not effective against all attack types.
Meanwhile, BAPerturb more consistently degrades model
performance across different numbers of malicious clients
and shows stronger attack effectiveness than FedPerturb.

Impact of the degree of non-IID. We consider more re-
alistic data distributions, ranging from approximately even-
numbered datasets to very extreme even-numbered datasets.
In the experimental setup, we consider the CIFAR-10 us-
ing ResNet18 in FL. Fig. 3 shows the impact of varying
degrees of non-IID malicious clients in FL on the global
model accuracy. Multi-krum exhibits stronger baseline per-
formance when the data is closer to IID, whereas severe non-
IID heterogeneity leads to a substantial performance decline.
Across all non-IID settings, BAPerturb consistently yields
lower global accuracy than FedPerturb, suggesting that our
method exerts a stronger attack impact and is more effective
at evading Multi-krum’s filtering mechanism.

Conclusion and Future Work
We propose a novel, boundary-based model poisoning at-
tack on FL by designing a new adversarial simulation
optimization-based framework. The attacker defines the gra-
dient boundary for each round. Specifically, according to the
existing principle of aggregation rules, the boundary can be
divided into a hard boundary, a semi-soft boundary, and a
soft boundary. We design boundary functions to optimize
the novel attack methods proposed. From the defender’s per-
spective, the breakdown of the perceptually benign gradient
contributes to the accuracy of the global model. In the future,
it is important to consider the iteration center of the global
model, where the attack is controlled to achieve the targeted
attack.

Existing defense methods mostly rely on static bound-
ary definitions, and attacks are exploiting vulnerabilities in
these static boundaries. Therefore, a dynamic boundary de-
tection mechanism can be designed to monitor and adjust
the boundary in real time to defend against attacks. In prac-
tical applications, it is also necessary to combine multi-
dimensional monitoring tools to further strengthen the se-
curity protection of FL.
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P. 2016. Federated optimization: Distributed machine
learning for on-device intelligence. arXiv preprint
arXiv:1610.02527.
Krizhevsky, A.; Hinton, G.; et al. 2009. Learning multiple
layers of features from tiny images.
LeCun, Y.; Bottou, L.; Bengio, Y.; and Haffner, P. 1998.
Gradient-based learning applied to document recognition.
Proceedings of the IEEE, 86(11): 2278–2324.
Li, X.; Huang, K.; Yang, W.; Wang, S.; and Zhang, Z.
2019. On the convergence of fedavg on non-iid data. arXiv
preprint arXiv:1907.02189.
Liu, Y.; Fan, T.; Chen, T.; Xu, Q.; and Yang, Q. 2021. Fate:
An industrial grade platform for collaborative learning with
data protection. Journal of Machine Learning Research,
22(226): 1–6.
Liu, Z.; Wang, T.; Huai, M.; and Miao, C. 2024. Backdoor
attacks via machine unlearning. In Proceedings of the AAAI
Conference on Artificial Intelligence, volume 38, 14115–
14123.
Ma, Y.; Yu, D.; Wu, T.; and Wang, H. 2019. PaddlePad-
dle: An open-source deep learning platform from industrial
practice. Frontiers of Data and Domputing, 1(1): 105–115.
Nguyen, T. D.; Rieger, P.; De Viti, R.; Chen, H.; Branden-
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