The Fortieth AAAI Conference on Artificial Intelligence (AAAI-26)

Certified but Fooled! Breaking Certified Defences with Ghost Certificates

Quoc Viet Vo', Tashreque Mohammed Haq', Paul Montague’, Tamas Abraham?®, Ehsan
Abbasnejad?, Damith C. Ranasinghe!

'University of Adelaide
“Monash University
3Defence Science and Technology Group
quocviet.vo@adelaide.edu.au, tashrequemohammed.haq@adelaide.edu.au, paul.montague @defence.gov.au,
tamas.abraham @defence.gov.au, ehsan.abbasnejad @monash.edu, damith.ranasinghe @adelaide.edu.au

Abstract

Certified defenses promise provable robustness guarantees.
We study the malicious exploitation of probabilistic certifi-
cation frameworks to better understand the limits of guar-
antee provisions. Now, the objective is to not only mislead
a classifier, but also manipulate the certification process to
generate a robustness guarantee for an adversarial input—
certificate spoofing. A recent study in ICLR demonstrated
that crafting large perturbations can shift inputs far into re-
gions capable of generating a certificate for an incorrect class.
Our study investigates if perturbations needed to cause a
misclassification and yet coax a certified model into issu-
ing a deceptive, large robustness radius for a target class can
still be made small and imperceptible. We explore the idea
of region-focused adversarial examples to craft impercepti-
ble perturbations, spoof certificates and achieve certification
radii larger than the source class—ghost certificates. Exten-
sive evaluations with the ImageNet demonstrate the ability
to effectively bypass state-of-the-art certified defenses such
as Densepure. Our work underscores the need to better un-
derstand the limits of robustness certification methods.

Introduction

Deep neural networks (DNNs) are vulnerable to adversar-
ial examples—carefully crafted perturbations to manipu-
late inputs to coerce incorrect model decisions whilst re-
maining imperceptible to human observers (Biggio et al.
2013; Szegedy et al. 2014; Papernot et al. 2017; Carlini
and Wagner 2017b; Madry et al. 2018; Brendel, Rauber,
and Bethge 2018). In response, various empirical defenses
such as adversarial training and preprocessing inputs are
proposed (Dalvi et al. 2004; Papernot et al. 2016; Buck-
man et al. 2018; Guo et al. 2018; Samangouei, Kabkab, and
Chellappa 2018; Shafahi et al. 2019; Wong, Rice, and Kolter
2020; Rebuffi et al. 2021; Doan et al. 2022). But, demon-
strating empirical robustness alone does not facilitate rea-
soning about robustness guarantees, and strong adaptive at-
tacks can bypass defenses (Carlini and Wagner 2017a; Atha-
lye, Carlini, and Wagner 2018; Tramer et al. 2020; Croce and
Hein 2020; Wong, Rice, and Kolter 2020). So, certified ro-
bustness has emerged to provide provable lower bounds on
model accuracy under bounded perturbations.
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Conceptually, certification methods provide both a model
for a task to generate a prediction and a verifier for generat-
ing a certificate guaranteeing an input image is not an adver-
sarial example under a predefined threat model. Existing cer-
tification methods in the vision domain predominantly focus
on [y or [,-bounded threat models, effectively ensuring that
all inputs within an e-ball neighbourhood of a given image
are consistently classified under the same label. We focus
on the probabilistic Randomized Smoothing (Cohen, Rosen-
feld, and Kolter 2019; Zhang et al. 2019) frameworks offer-
ing scalable certification for tasks.

Unlike conventional attacks—eg., PGD (Madry et al.

2018), Wasserstein (Levine and Feizi 2020), and semantic
attacks (Shahin Shamsabadi, Sanchez-Matilla, and Caval-
laro 2020; Bhattad et al. 2020)—we explore the adversarial
exploitation of certified models that both mislead the clas-
sifier and falsely receive robustness certificates. If attackers
can generate an adversarial example that remains impercep-
tible and semantically consistent, while ensuring neighbour-
ing images within a certification radius share an incorrect
label—a verifier is fooled with a spoofed certificate (Ghiasi,
Shafahi, and Goldstein 2020).
Our Study. Spoofing attacks introduce a new dimension to
the adversarial threat landscape by targeting both the classi-
fication and certification processes. To investigate the assur-
ances provided by certified defences, we introduce a new
certificate spoofing mechanism that systematically under-
mines classification and certification mechanisms.

Our idea is to explore if region-based manipulation
of inputs to constrain translation in the input-space—
a means to preserve input semantics whilst minimizing
manipulation—can still shift inputs in the latent-space
just far enough to achieve a misclassified label from a
model and yet, a large radius certificate from a verifier.

To achieve our idea, we construct a malicious objective to
induce high-probability of misclassified neighborhoods to
yield certified radii—beyond just fooling classifiers.

Contributions and Findings

* We propose a new algorithm for an adversarial attack
to spoof robustness certificates. Unlike the prior study’s
constrained manipulation of an input image to seek certi-
fiable adversarials, we consider a region-based approach
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Figure 1: Overview of our attack formulation. For a given source image (half track) and certification radii, we show the cor-
responding adversarial examples created by our attack GhostCert and Shadow Attack in ICLR (Ghiasi, Shafahi, and Goldstein
2020) against three certified defense methods: Randomized Smoothing (with Resnet50), Smoothed Ensemble, and DensePure
(Diffusion based denoiser & Transformer under Randomized Smoothing). Shadow fails to generate a spoofed certificate (X)
for Smoothed Ensemble even with a larger distortion. GhostCert generates more natural-looking adversarials across all three
defenses while achieving misclassification with: i) higher spoofed certification radii; and ii) significantly lower I norms (||0]|2)
compared to the Shadow Attack (Adversarial and Imperceptible). GhostCert results also surpass the certification radii of the
source image (Strongly Certified)—see Fig. 7 for results of a user-study on imperceptibility. Code: https://github.com/ghostcert

to select areas for perturbation. This enables the pertur-
bation to remain imperceptible but more efficacious and
evasive because the region selection considers natural
image boundaries and salient regions.

We provide a rigorous evaluation of our attack algorithm,
dubbed GhostCert, with the large-scale ImageNet
task. To advance the prior evaluation of untargeted at-
tacks, we construct fargetted attacks, including a signifi-
cant effort to evaluate with a state-of-the-art certification
method based on diffusion models (DensePure).

We raise awareness of weaknesses in current robustness
certification methods & discuss the implications of at-
tacks targeting both classification and certification.

Importantly, while our new exploit demonstrates that ex-
isting certification methods can be exploited with stealth, the
attack does not invalidate the certificates produced—the as-
sertion made by a certificate that an input is not an adver-
sarial example in the chosen bounded norm is still correct.
Rather, our attack is a cautionary tale.

Key Takeaways: Safe deployment of systems with certi-
fiably robust models should use certificates as an indicator
of label correctness with caution. A strongly certified sam-
ple input (with a large certification radius) does not neces-
sarily imply correctness nor that a potential manipulation to
spoof a certificate will lead to easily visible evidence. We
confirm, even targetted attacks (certification for a target la-
bel chosen by an attacker) are possible. But, as expected, are
harder. The state-of-the-art denoiser-based method remains
the most effective certification method, even when compared
to model ensembling under randomised smoothing. We hope
the study helps reveal and deepen understanding of flaws in
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certified defenses for adversarial robustness.

Related Work

Adpversarial attack algorithms can launch powerful attacks
like Projected Gradient Descent (PGD) to craft and apply
imperceptible perturbations to inputs to mislead or hijack
the decision of deep learning models (Szegedy et al. 2014;
Papernot et al. 2017; Carlini and Wagner 2017b; Madry et al.
2018; Athalye, Carlini, and Wagner 2018).

The recent Shadow Attack in (Ghiasi, Shafahi, and Gold-
stein 2020) exposes a weakness in a certified defences. The
attack generates large perturbations in the input-space to
move an image far from a class boundary to a region capable
of generating a fake certificate with a large radius. The attack
augments PGD to constrain semantic changes and perturba-
tions with three penalties: i) to force the perturbation J to
have small total variation to attempt to appear smooth and
natural; ii) to limit the perturbation § by constraining the
change in the mean of each color channel; and iii) to pro-
mote perturbations that assume similar values in each colour
channel to suppress extreme or dramatic colour changes. We
devise a simpler attack and demonstrate that such large per-
turbations are not necessary to break a certified defence.

Preliminaries on Scalable Certification

Complete certification methods guarantee finding adversar-
ial examples if they exist, but are limited to small datasets
and simple models due to scalability constraints (Weng
et al. 2018). Complete methods are typically restricted
to specific architectures and struggle with large-scale
tasks (Cohen, Rosenfeld, and Kolter 2019; Hayes 2020) like



ImageNet (Deng et al. 2009a). Incomplete approaches,
including deterministic (Lyu et al. 2020; Levine and Feizi
2020) and probabilistic methods, can certify the lower
bound of model performance under certain ¢, norm at-
tacks or abstain from deciding (Li, Xie, and Li 2023).
Lecuyer et al. (2019) introduced the incomplete method—
randomized smoothing—using Gaussian and Laplace noise.
This approach offers a general and scalable approach for cer-
tification on large scale tasks such as ImageNet. The ap-
proach provides a non-trivial probabilistic robustness guar-
antee. Subsequent studies tightened the bound (Cohen,
Rosenfeld, and Kolter 2019) and further improved certi-
fied performance by integrating adversarial training (Salman
et al. 2019), consistency regularization (Jeong and Shin
2020), and model ensembling (Horvath et al. 2022).
Randomized Smoothing. Consider a classification prob-
lem from £ € R? to classes ). As introduced in (Co-
hen, Rosenfeld, and Kolter 2019), randomized smoothing
is a method for constructing a new, “smoothed” classifier
g from an arbitrary base classifier f. When queried by «,
the smoothed classifier g returns what the base classifier
f is most likely to return when x is perturbed by noise
e~ N(0,0%I):

g(x) = argmaxP(f(x + &) = c) (1
The noise level o is a hyperparameter of the smoothed
classifier g which controls a robustness/accuracy tradeoff; it
does not change with the input a.
Smoothed Ensemble. Recent work (Horvath et al. 2022)
has introduced several advancements to enhance Random-
ized Smoothing. For a set of k classifiers {f' : RY —
R’”}le, a soft-ensemble f is constructed by averaging the

logits f(z) = %Zle fY(z), where, f!(x) are the pre-
softmax outputs. With ¢ ~ N'(0,02I), the smoothed en-
semble can be formulated as follows:

ge(x) = argmax P(f(x + €) = c) 2
Denoised Smoothing. An alternative approach to obtaining
a provably robust classifier without retraining the underly-
ing model has been proposed through the idea of denoised
smoothing (Salman et al. 2020). Unlike prior work that
primarily focus on training classifiers to withstand Gaus-
sian perturbations—often using Gaussian noise augmenta-
tion (Cohen, Rosenfeld, and Kolter 2019) or adversarial
training (Salman et al. 2019)—this method leaves the pre-
trained classifier unchanged. Building on this idea, several
recent methods have explored the use of diffusion-based de-
noiser such as DiffusionDenoisedSmoothing (DDS) (Carlini
et al. 2023), DensePure (Xiao et al. 2023) or DiffSmooth
(Zhang et al. 2023). Denoised Smoothing essentially aug-
ments the base classifier f with a denoiser Dy : R* — R?
to form a new base classifier defined as f o Dy : R — ).
Assuming the denoiser Dy is effective at removing Gaus-
sian noise, this setup is configured to classify well under
Gaussian perturbation of its inputs. Formally, with € ~
N(0,0I), this procedure can be defined as follow:

ga(x) = argmax P[f(Dy(z +¢€)) = ] 3)
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Certifiable Robustness and Abstaining. (Cohen, Rosen-
feld, and Kolter 2019) introduces an analytic form of
certifiable robustness that provides a formal guarantee
for smoothed classifiers. Concretely, the prediction of a
smoothed classifier remains unchanged within a bounded /5-
norm region defined by a certified radius R.

R=2 (07 (pa) — 07 (p5)] .

where pa, pp are the probabilities of the top class ca
and the runner-up class cp respectively, ® ! is the inverse
Gaussian cumulative distribution function (CDF). Based on
Theorem 1 in (Cohen, Rosenfeld, and Kolter 2019), the
smoothed classifier g(x) always returns c4 and certified ra-
dius c0®~*(p,) if the lower bound of the probability of the
top class p4 exceeds 0.5. Otherwise, the smoothed classi-
fier abstains from making a prediction. To prevent an adver-
sary from manipulating the smoothed classifier to abstain at
a high rate, a margin p is introduced as follows:

“4)

P(f(z+0+¢€)=ca)—P(f(x+5+e)=cp) > p (5

Proposed Method

Threat Model. We consider a white-box threat model for
attacks on a target DNN (deep neural network), where ad-
versaries have full access to the model’s architecture, pa-
rameters and the noise level used by the smoothed classifier.
Problem Formulation. Given a neural network f, an input
z, and the ground truth label y, we define an adversarial at-
tack as an optimization problem searching for a perturbation
4 that maximizes the loss function L. The objective is to gen-
erate adversarial examples misleading a smoothed classifier
while ensuring the perturbation remains imperceptible.

N
mgixZ;L(f(x—f—si +9),y) st |d]2 <k, (6)

where L(-,-) is the loss function, § denotes the adversar-
ial perturbation, € is the perturbation budget, ¢; represents
isotropic Gaussian noise applied to the input, N is the num-
ber of noisy samples used to approximate the probability
mass in Randomized Smoothing. The formulation of this op-
timization allows to find an adversarial perturbation ¢§ that
consistently forces the smoothed model to misclassify the
adversarial example x + §.

When the base model is an ensemble of k classifiers { ' :
R? — Rm}le and the resulting classifier is f, the problem
can be formulated as:

N
m?XZ;L(f(x—i—si—i—é),y) st |02 < e, (7)

Similarly, when the base model fj is subjected to a denoiser
Dy, the new base model becomes f o Dy and therefore, the
problem formulation changes to:

N
mgxe;L(f(Dg(x +ei+0),y) st o2 <e  (8)
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Figure 2: A pictorial illustration of GhostCert. Starting from the source image = with label Rhodesian ridgeback and given
a target label Red fox, region proposal are evaluated to select regions for manipulation considering salient features important
for classification decisions. The idea is to preserve semantics whilst minimising distortions. Then, crafting perturbations con-
strained to the salient regions, J, yields the adversarial x + J misclassified as a Red fox while being strongly certified with

imperceptible visual differences to the source image x.

Method Intuition

To solve these attack optimization problems, several
gradient-based methods such as Fast Gradient Sign Method
(FGSM) (Goodfellow, Shlens, and Szegedy 2015), Basic It-
erative Method (BIM) (Kurakin, Goodfellow, and Bengio
2017) can be employed. However, Projected Gradient De-
scent (PGD) (Madry et al. 2018) has emerged and provides
superior performance for white-box attacks due to its abil-
ity to navigate complex loss surfaces through iterative small
steps gradient ascent. Therefore, we adopt PGD in our study
to navigate toward the adversarial solution.

While traditional adversarial attacks successfully employ
a global perturbation, they have not leveraged saliency infor-
mation within natural images to enhance the imperceptibility
of adversarial perturbation. Recent empirical observations
in (Vo, Abbasnejad, and Ranasinghe 2022) demonstrate that,
when searching for perturbations to inputs in black-box set-
tings, they tend to concentrate within salient regions of an
image, although the attack does not explicitly target these re-
gions. This suggests that more effective perturbations could
be crafted by manipulating the salient regions.

To identify salient regions with Convolutional-based
models, GradCAM (Selvaraju et al. 2017) represents a nat-
ural choice due to its widespread adoption in highlight-
ing decision-critical areas. However, GradCAM’s gradient-
based saliency maps produce amorphous regions that dis-
regard the natural structural boundaries inherent in images.
This results in perturbations producing unnatural artifacts
and compromising semantic coherence. To overcome this
fundamental limitation, we introduce a new notion—salient-
region masks—that combines GradCAM’s gradient-driven
saliency information with semantic segmentation bound-
aries derived from the Segment Anything Model (SAM)
(Kirillov et al. 2023). Similarly, for transformer-based mod-
els, Attention maps provide an alternative to GradCAM, di-
rectly revealing which spatial locations the model prioritizes
during classification. This integration ensures that perturba-
tions maintain natural-looking boundaries while maintain-
ing focus on salient regions. Our core hypothesis posits that
constraining adversarial perturbations to these semantically-
coherent salient regions will yield adversarial examples with
imperceptibility and preserved semantic meaning.
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GhostCert Attack Algorithm

A pictorial illustration of how GhostCert produces the ad-
versarially perturbed image leading to misclassification and
certificate spoofing while being visually imperceptible is
shown in Figure 2. By using standard image segmenta-
tion techniques to generate region proposals, combined with
saliency analysis, to select regions defined by natural image
boundaries, we aim to generate more natural-looking adver-
sarial examples, that are strongly certified (large spoofed
certification radius, often higher or comparable with the
source image). Owing to their imperceptibility objective,
we refer to these as ghost certificates and dub our method
GhostCert.

Generate Salient-Region Mask. Let S < [0,1]7*W
be the saliency map generated by GradCAM or Atten-
tion depending on the model under attack, and let M =
{My, My, ..., M,} denote the set of binary segmentation
masks produced by the SAM model, each with area greater
than 300 pixels. Additionally, let U be a binary unmask can-
didate mask representing pixels not covered by any of the
segmentation masks in M. For each mask M; € M, the
saliency overlap score is defined as:

Za;,y M7('I7 y) + 21;7:1/ S(x7 y)
Similarly, an overlap score for the unmask candidate U is
also obtained. Let 7 C M U {U} be the set of top-k masks
selected based on the highest scores. The final combined

mask—salient-region mask—m is then obtained by sum-
ming the top-k masks:

m:ZM.

MeT

score(M;) )

(10)

This salient-region mask m highlights the most salient and
semantically meaningful regions, guided by both segmenta-
tion and GradCAM/attention-based saliency.

Generate Perturbations. Considering an untargeted attack
setting, for every image a batch of noisy images is generated,
with each image in the batch subjected to random Gaussian
noise of standard deviation o. The perturbation ¢, initially



zero, is added to the batch of noisy images, and the following
problem is optimized.

N

st [0 ©m|2 <,

where L(-, -) is the loss function. In this work, we use cross-
entropy loss. ® denotes element-wise multiplication, ¢ is the
adversarial perturbation applied to the input, A; represents
the random Gaussian noise of standard deviation o, m is the
selective region or mask to perturb, € is the perturbation bud-
get. This selective perturbation, when added to the source
image x, while bounded by € produces an adversarial image
with visually less perceptible changes. Similarly, when the
attack setting is targeted, a target label ¥4, gc¢ is provided
instead of y since the targeted attack aims to fool the model
fo to predict the class label of image x to be yiarge:-
Attack pipeline. We codify the attack in Algorithm
1. Figure 3 shows samples from successful attacks with
GhostCert and the prior Shadow Attack.

Algorithm 1 GhostCert

Require: Input image x, ground truth label y, target label
Yuarger (if targeted), noise A;, mask m, step size A, max-
imum distortion e, attack type (targeted or untargeted)
Initialize § < 0

1:

2: fori=1to N do

3 if attack is targeted then

4: g < _VéL(fO(x +A; + 6)7 ylarget)

5: else

6: g VsL(fo(x+ Ai +0),y)

7 end if

8 d—d+AX- T ;’”2 > Gradient ascent/descent step
9: 0+ (e H55H2) Om > Projection and mask step
10: end for
11: return 6

Experiments and Evaluations

Dataset(s). We used the large-scale ImageNet (Deng et al.
2009b) validation set for experiments as in Shadow Attack.
For each base model and o combination, under Randomized
Smoothing, 100 correctly classified images and their certifi-
cation radii were identified (notably Shadow Attack used 50
samples). This ensures the attacks were carried out consid-
ering only images that were correctly certified by the models
under Randomized Smoothing. For each set of 100 images,
on average, there were 94 to 97 different class labels, sug-
gesting a low bias towards a particular class label.

Defended models and attacks. We employed three certified
defenses: i) Randomized Smoothing (RS) with Resnet50
(Single model) (Cohen, Rosenfeld, and Kolter 2019); and
ii) Ensemble of three consistency-trained Resnet50 mod-
els (Horvéth et al. 2022) under RS (with o = 0.25, 0.5, 1.0);
and iii) diffusion-based denoiser prepended to a BEiT
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large Patch16 512 transformer under RS (DensePure) (with
o = 0.25,0.5) (Xiao et al. 2023). The ensemble was in-
cluded as part of the defended models because it is well
established that, in terms of certified robustness, an en-
semble of consistency-trained models outperforms a single
Resnet50, yielding higher certified accuracy under Random-
ized Smoothing.

To evaluate, three attacks were carried out—GhostCert,
current state-of-the-art Shadow Attack, and our modi-
fied version Shadow Attack to bound the distortion limit
to compare with GhostCert referred to as Shadow At-
tack (bounded).

Performance Metrics. Attack Success Rate (ASR). In the
untargeted case, it is the proportion of samples misclassified
by the defending model. In the targeted case, it is the propor-
tion of samples classified by the defending model as the tar-
get class and assigned a certificate (radius)—if the defence
abstains from making a prediction, these were recorded as
Denial of Service (DoS) attacks. Spoofing Radius. This is
the certification radius calculated for samples that have been
successfully misclassified.

Evaluation Protocol. For both untargeted and targeted
settings, ASR and the average Spoofing Radius were re-
ported across all defense methods—Single, Ensemble, and
DensePure. For GhostCert (Ours) and Bounded Shadow At-
tack !, the perturbation budgets (¢) were 2, 4, 6, 8, and 10. In
the targeted setting, due to computational constraints, only
one target label was selected per source image by sequen-
tially searching for the next image with a different label.
This process helps eliminate bias in target label selection.
Additionally, DoS results were reported for targeted attacks.
Attacking a (Single) and (Ensemble) Classifier Under
Randomised Smoothing

Attack Success Rate (ASR). (Single) For both untargeted and
targeted attacks, GhostCert consistently achieves signif-
icantly higher ASR than both bounded and unbounded
shadow attacks across all noise levels (¢ = 0.25,0.5,1.0)
as demonstrated in Figure 4 and Figure 5.

(Ensemble) For untargeted attacks, at o = 0.25 GhostCert
achieves = 100% ASR while shadow attack and its vari-
ant plateau at 40% across different (c = 0.25,0.5,1.0)
as shown in Figure 4. The ensemble defense significantly
impacts shadow attack and its variant but has minimal ef-
fect on GhostCert’s effectiveness. For targeted attacks, at
o = 0.25, GhostCert achieves an ASR of over 80% while
the shadow variants max out at just over 20%. At higher
noise levels (¢ = 0.5,1.0), while the ASR is not as high
across all attacks, GhostCert still produces significantly
larger ASR than the shadow attacks as shown in Figure 5.

Overall, the performance gap is most pronounced at
higher noise levels, where GhostCert maintains effective-
ness while shadow attacks degrade significantly.

Spoofed Radii. (Single) For untargeted attacks, GhostCert
generates substantially larger spoofed radii compared to the
shadow baselines, particularly evident at ¢ = 0.5, 1.0. No-
tably, GhostCert’s spoofed radii consistently exceed or ap-
proach the source certified radius (orange dashed line), in-
dicating effective circumvention of the defense mechanism.
For targeted attacks, GhostCert consistently achieves larger
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Figure 3: Illustrative examples of successful attacks by GhostCert are presented. For each case, we display the adversarial
image and its corresponding perturbation generated by both the Shadow attack and our method, GhostCert. The results clearly
show that GhostCert produces strongly certified adversarial examples with perturbations that are more visually imperceptible
than those from the Shadow attack, while also achieving higher spoofed certification radii at lower I norms (||d]|2).
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Figure 4: Comparing ASR and spoofed radii for three attacks in untargeted settings against (a) single ResNet-50 under Ran-
domized Smoothing (RS) and (b) an ensemble of three consistency ResNet-50 models under RS vs. distortion ||d]|2 budgets.

spoofed radii than its Shadow Attack counterparts. is negligibly low.

(Ensemble) In the untargeted setting, GhostCert consis- DoS Success. Interestingly, certification methods can abstain
tently generates larger spoofed radii than shadow baselines from making a decision. Failing to certify robustness for an
across all perturbation budgets. At o = 0.5, GhostCert’s input results in the verifier abstaining instead of making a
spoofed radii approach or exceed the source radius (orange potentially incorrect or vulnerable prediction. Table 1 re-
dashed line), indicating strongly certified defense bypass. ports abstain results observed in targetted attacks. When the
At o = 1.0, while all methods fall below the original ra- given perturbation budget is inadequate for spoofing a certi-
dius due to stronger noise, GhostCert maintains a substan- fication (indicated by low ASR in Fig. 5), GhostCert input
tial advantage. In a targeted setting, in cases where there is samples lead to a higher DoS success. Importantly, when the
significant ASR to report, GhostCert consistently generates ASR for GhostCert is similar to Shadow Attack, the DoS
larger spoofed radii than shadow baselines. In cases where success for our attack is generally higher than both shadow
the shadow variants generate similar spoofed radii, the ASR variants. This indicates the region-based perturbations are
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Figure 5: Comparing ASR and spoofed radii for three attacks in a fargeted setting against (a) single ResNet-50 under Random-
ized Smoothing (RS) and (b) an ensemble of three consistency ResNet-50 models under RS vs. distortion ||d||2 budgets.

|I6]/ Shadow () Shadow (Bounded) () GhostCert (o)

0.25 0.5 1.0 0.25 0.5 1.0 025 05 1.0
2 14 8 9 8 84 8
4 31 18 18 20 68 12
6 25 27 34 25 29 23 16 52 21
8 24 29 35 4 38 34
10 21 38 39 2 45 45

Table 1: DoS (Abstain) attack success (%) (Single).
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Figure 6: Comparing ASR and spoofed radii between three
attacks in an untargeted setting against DensePure.

more effective but the adversarial crafted is near a decision
boundary and the e-bound it too large to spoof a certificate.

Attacking Denoised Smoothing (DensePure)

Attack Success Rate (ASR). GhostCert demonstrates supe-
rior and consistent performance across both noise levels as
shown in Figure 6. At (c = 0.25) GhostCert significantly
outperforms shadow attacks and its variant across different
perturbation budgets. GhostCert maintains 30 — 100% suc-
cess rates while shadow method and its variant remain con-
strained at 30 — 65%. Spoofed Radii. Across pertubations
budgets, GhostCert achieves spoofed certification radii that
are slightly lower or comparable with Shadow Attack but
consistently maintains a significantly higher ASR.
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Ghostpert Shadow

A

Y
Low distortion (2)

GhostCert Shadow
o -

High distortion (10)’
Distortion budget ||6||2 |2 14 |6 |8 |10
Avg. % Selecting GhostCert | 74| 69 | 58 | 60 | 62

Additional images and full results are in the Appendix.

Figure 7: Naturalism/imperceptibility of the adversarial im-
ages generated by GhostCert vs. Shadow Attack across
minimum & maximum distortion budgets. GhostCert im-
ages were consistently perceived as more natural looking.

Evaluation of Imperceptibility: User Study

A user study compare the perceptual realism of adversar-
ial images generated by GhostCert and Shadow Attack. For
each distortion level (]|d]|2), 10 successful image pairs (1
as control) were presented to workers on Amazon Mechani-
cal Turk, with the display order of images from Shadow At-
tack and GhostCert randomized. To reduce noise, responses
from workers who answered randomly or spent less than a
minute on the task were excluded. The results from nearly
valid participants for each distortion level are shown in Fig-
ure 7. GhostCert consistently produced images rated as
more natural across both high/low distortion levels.

Conclusion

We show region-based input manipulations preserve se-
mantics while subtly shifting inputs to cause misclassifica-
tion and yet receive large-radius certificates. Our method,
GhostCert, outperforms the state-of-the-art Shadow Attack
attack by achieving higher success in both misclassifica-
tion and certificate spoofing, while producing more natural-
looking, imperceptible adversarials. Our findings urge cau-
tion in using certification frameworks and encourage further
research into certification methods and attack vectors.
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