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Abstract

Temporal Graph Neural Networks (TGNNSs) are increas-
ingly used in high-stakes domains, such as financial forecast-
ing, recommendation systems, and fraud detection. However,
their susceptibility to poisoning attacks poses a critical se-
curity risk. We introduce LORETTA (Low Resource Two-
phase Temporal Attack), a novel adversarial framework on
Continuous-Time Dynamic Graphs, which degrades TGNN
performance by an average of 29.47 % across 4 widely bench-
mark datasets and 4 State-of-the-Art (SotA) models.

LORETTA operates through a two-stage approach: (1) spar-
sify the graph by removing high-impact edges using any of the
16 tested temporal importance metrics, (2) strategically replace
removed edges with adversarial negatives via LORETTA’s
novel degree-preserving negative sampling algorithm. Our
plug-and-play design eliminates the need for expensive sur-
rogate models while adhering to realistic unnoticeability con-
straints. LORETTA degrades performance by upto 42.0% on
MOOC, 31.5% on Wikipedia, 28.8% on UCI, and 15.6%
on Enron. LORETTA outperforms 11 attack baselines, re-
mains undetectable to 4 leading anomaly detection systems,
and is robust to 4 SotA adversarial defense training methods,
establishing its effectiveness, unnoticeability, and robustness.

Code — https://github.com/ansh997/LoReTTA
Extended version — https://arxiv.org/abs/2511.07379

Introduction

Temporal Graph Neural Networks (TGNNs) are increasingly
deployed in real-world systems such as social media analy-
sis (Deng, Rangwala, and Ning 2019; Fan et al. 2019), trans-
portation modeling (Jiang and Luo 2022; Yu, Yin, and Zhu
2017), recommendation engines (Gao et al. 2022; Wu et al.
2022), outbreak tracking (Cencetti et al. 2021; So et al. 2020),
and knowledge graph reasoning (Cai et al. 2022). These ap-
plications often rely on modeling evolving relationships over
time using dynamic graphs, making the robustness of TGNNs
a crucial concern.

Dynamic graphs can be broadly categorized as Discrete-
Time Dynamic Graphs (DTDGs) and CTDGs. DTDGs rep-
resent dynamic graphs as a sequence of static snapshots,
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while CTDGs model them as a continuous stream of times-
tamped interactions. CTDGs are considered more expressive
for modeling real-world systems, as they capture fine-grained
temporal dependencies that DTDGs may miss (Zheng, Wei,
and Liu 2023; Ennadir et al. 2024).
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Figure 1: Overview of the LORETTA attack framework.

Recent work (Lee, Lee, and Shin 2024) has demonstrated
that TGNNS are susceptible to adversarial poisoning attacks,
i.e small but carefully crafted perturbations to the training
graph that can significantly degrade performance. This threat
becomes especially critical in high-stakes domains such as
fraud detection or traffic forecasting, where reliability is
paramount.

While adversarial attacks have been extensively studied
for static graphs (Ziigner, Akbarnejad, and Giinnemann 2018;
Bojchevski and Giinnemann 2019; Dai et al. 2018; Ma, Ding,
and Mei 2020a; Ziigner and Giinnemann 2024), their tempo-
ral counterparts (CTDGs) are less explored. The challenges
are non-trivial: CTDGs evolve over time, requiring the at-
tacker to perturb edges with precise temporal coordination.
TGNN:Ss further complicate this by maintaining memory states
that propagate historical information and may dilute isolated
attacks. Moreover, the attacker must decide when and where
to insert perturbations to maximize the impact, all the while
adhering to unnoticeability constraints (cf. Appendix A).

The SotA work, i.e., Spear and Shield (Lee, Lee, and Shin
2024), introduces an adversarial poisoning framework for
TGNNS, but it carries significant practical limitations. Specif-



ically, it relies on training a surrogate model to estimate gra-
dients, an approach that is computationally expensive for
large-scale datasets. Furthermore, it assumes the attacker
has complete access to the entire dataset (train, validation,
and test) and the ability to make arbitrary changes. In real-
world scenarios, such assumptions rarely hold in the context
of an attacker. Attackers often only have access to the training
portion of the graph and must operate under realistic, limited
knowledge and manipulation constraints.

To address these limitations, we propose a novel ad-
versarial poisoning framework for TGNNs, that we call
LORETTA (Low Resource Two-phase Temporal Attack).
LORETTA does not rely on surrogate models, and it assumes
access to only the training portion of the data. It adheres to 4
practical unnoticeability constraints (cf. §) that preserve the
structural and temporal plausibility of the poisoned graph. At
its core, LORETTA computes scores for edges (using any
of our 16 tested heuristics) across timestamps to quantify
evolving influence, and removes edges with high temporal in-
fluence; thereby maximizing disruption to the TGNN’s repre-
sentation learning. These edges are then replaced with strate-
gically selected adversarial negatives through LORETTA’s
novel negative sampling algorithm designed to preserve the
original graph’s edge density and local structural cues.

Our main contributions are summarized below:

1. We propose LORETTA, a novel adversarial poisoning
framework that operates by removing high-influence
edges and replacing them with adversarial negatives using
LORETTA’s novel negative sampling algorithm.

. We enforce 4 unnoticeability constraints (cf.§) that in-
cludes graph sparsity, temporal plausibility, node activity
windows, and degree preservation to ensure attack stealth.

. We demonstrate LORETTA (a) outperforms 11 base-
lines (cf. Appendix A) with 29.47% average degrada-
tion across 4 datasets and 4 SotA TGNN models; (b)
while evading 4 SotA anomaly detectors (cf. Appendix A)
and (c) resisting 4 adversarial defense methods (cf. Ap-
pendix A).

Related Work
Temporal Graph Neural Networks (TGNNs)

Dynamic graphs are commonly categorized into two set-
tings: DTDGs and CTDGs. DTDG approaches discretize a
temporal graph into sequential snapshots and apply static
graph learning to each frame (Pareja et al. 2020; Sankar et al.
2020). However, these methods neglect fine-grained tempo-
ral continuity, leading to less faithful modeling of real-world
dynamic systems. In contrast, CTDG-based approaches, par-
ticularly TGNNs (Trivedi et al. 2019; Rossi et al. 2020; Xu
et al. 2020; Ma et al. 2020), model interactions as continu-
ous temporal streams and capture temporal dependencies di-
rectly. These models often incorporate memory networks (Ma
et al. 2020; Rossi et al. 2020), sequential encoders (Cong
et al. 2023), and temporal message-passing schemes, allow-
ing more expressive modeling of evolving systems. TGNNs
have shown success in modeling complex phenomena such as
user-item interactions, social dynamics, and temporal knowl-
edge graphs (Ennadir et al. 2024). In this work, we focus on
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CTDGs due to their expressive power and alignment with
real-world interaction patterns.

Adversarial Attacks on Graphs

Adversarial attacks fall into two broad categories:

Evasion Attacks: Manipulates inputs at inference time to mis-
lead the model after training.

Poisoning attacks: Injects perturbations during training to
corrupt the learned representations. LORETTA is a poison-
ing attack, aiming to degrade overall model performance by
manipulating the training graph.

Poisoning static graphs vs. temporal graphs: A substan-
tial body of literature explores poisoning attacks on static
graphs (Bojchevski and Giinnemann 2019; Li et al. 2020),
where edge or node feature perturbations can significantly
impact downstream tasks like node classification or link pre-
diction. However, directly applying these methods to CTDGs
is ineffective due to the evolving nature of temporal graphs.
Specifically, past perturbations quickly lose influence as new
edges arrive, and future edges are not observable at attack
time, preventing attackers from crafting precise interventions.
This dynamic nature limits the transferability of static attack
strategies to temporal domains.

Poisoning DTDGs vs CTDGs: Chen et al. (2021); Sharma
et al. (2023) extend poisoning strategies to DTDGs by target-
ing discrete graph snapshots. While effective in short-term
settings, these methods are inherently limited in scope. Per-
turbations in DTDGs only influence the snapshot in which
they occur and lack temporal propagation, making them ill-
suited for CTDGs where edge interactions carry real-valued
timestamps and temporal continuity is essential.

Existing Literature on Poisoning CTDGs: T-
SPEAR (Lee, Lee, and Shin 2024) is, to our knowledge,
the first dedicated poisoning attack on CTDGs. It trains a
surrogate model to select edges that, when inserted, disrupt
downstream predictions while adhering to 4 unnoticeability
constraints (similar but weaker than ours). They also present
an adversarial defense strategy against poisoning attacks
called T-shield. While effective, T-SPEAR has critical
limitations: (1) Assumes full access to the dataset, which is
not true in real-world scenarios, as adversary often has access
to just training dataset. (2) Requires significant compute
to train and optimize a surrogate model. (3) Introduces
edges but does not consider deleting critical ones, limiting
perturbation scope. (4) The effectiveness of the attack
depends on the accuracy of the surrogate model used.

Preliminaries

Dynamic graph setting: We consider a CTDG defined as
G = (V, E), where V is the set of n nodes, and E is the set
of m timestamped edges. Each edge is a tuple (u, v, t), where
u,v € V denote the interacting nodes and ¢ € R is the time
of interaction. Multiple edges can exist between the same
node pair at different times, capturing repeated interactions
over time.



Temporal PageRank: Temporal PageRank (TPR) extends
classical PageRank to temporal graphs by replacing static
walks with time-respecting walks (Rozenshtein and Gionis
2016). Let ZT (v, u | t) denote the set of temporal walks (cf
Appendix A.12) from node v to w that occur strictly before
time ¢. The probability of a walk z is defined as:

P;r[z € ZT(v,u|t)] = oz ]1)

e(z' 1)
2'€ZT (v,z|t), z€V, |2/ |=|z|
where ¢(z | t) is the decay-weighted count of z.

Lete; = ((w;—1,u4,t;), (ui, wit1,ti41)) denote consecu-
tive edge pairs in walk z, and let N (u;, t;,t;+1) denote the set
of intervening interactions {(u;,y,t') | t' € [t;, tiv1],y €
V'} at node u; between times ¢; and ¢, 1. The decay-weighted
count is then:

c(z]t)=(1-0) H BIN (uististiry)]

e; €z

Transitions are penalized exponentially by the number of
intervening interactions to model temporal decay. The final
TPR score of node u at time ¢ is:

t !
r(u,t) = Z Z(l —a)a® Z Pr[z | ¢],
veV k=0 z€Z7 (v,ult)
|z|=k
where « is the jump probability. This formulation biases the
walk toward shorter, temporally coherent paths and naturally
captures influence drift in evolving graphs.

Problem Formulation

Attacker’s objective. Given a clean CTDG G, the attacker
seeks to degrade the performance of a Temporal Graph Neu-
ral Network (TGNN) on dynamic link prediction by injecting
adversarial edges and/or removing crucial ones. The per-
turbed graph is denoted as:

G=(V,(E\E)UE),

where E’ C E are the removed edges, F are the adversarial
(inserted) edges, and the total number of modifications is
bounded by a fixed budget A. This is a poisoning attack, the
graph is modified before training, and the TGNN is trained
on the corrupted G.

Attacker’s knowledge. We assume a strict black-box set-
ting: the attacker has no knowledge of the TGNN architecture,
loss function, or gradients. However, the attacker can observe
the training portion of the dataset, a common assumption
in graph poisoning (Lee, Lee, and Shin 2024; Ma, Ding,
and Mei 2020b; Ziigner, Akbarnejad, and Giinnemann 2018).
Unlike previous work like T-spear (Lee, Lee, and Shin 2024),
we do not assume access to validation/test splits.

Unnoticeability Constraints To ensure the attack remains
stealthy and realistic, we adopt and strengthen the four unno-
ticeability constraints introduced by T-spear:

¢ (C1) Perturbation Budget: The total number of modified
edges (inserted + removed) is bounded by A = |p - |E|],
where p is the perturbation rate.

8226

* (C2) Temporal Feasibility: Timestamps of inserted edges
are drawn from the same distribution as original times-
tamps, i.e., t ~ P(E).

* (C3) Node Activity Window: Inserted edges may only
connect nodes that have been active within a temporal win-
dow W around the chosen timestamp t. That is, both end-
points of &€ = (u,v,) must appear in V; w = {u;,v; |
JjEi—W+1,i]}.

* (C4) Degree Preservation: We impose a stronger vari-
ant of node-level stealth by matching the degree distri-
bution of each node before and after perturbation. This
prevents attackers from noticeably increasing or decreas-
ing a node’s interaction footprint.

Methodology

We propose a two-stage adversarial attack framework, Spar-
sification followed by Replacement, designed to degrade
TGNNs trained on CTDGs. In this section, we explain
LORETTA in detail.

Step 1: Sparsification

We perform the Sparsification of a CTDG in 16 different
ways. We classify them broadly into broad types:

Edge Sparsification Strategy: For each timestamp ¢;, we
construct a static aggregated graph G() = (V, E()) where
EW = {(u,v,t) € E:t < t;}. We define a general tempo-
ral importance function H : V x V x R — R that computes
the importance score for any edge (u, v, t;) as:

H(U7U7t]’) = f((u,v), G(j))7 (1)

where f represents any graph-theoretic heuristic applied to
edge (u,v) within the context of static aggregation G,
Edges are ranked by H(u,v,t;) in descending order, and
the top-A highest scoring edges are selected for removal to
achieve the desired p. We consider 4 heuristic strategies and
also a Random edge removal strategy (cf. Appendix A.1) .

Timestamp Sparsification Strategy: We identify critical
timestamps by measuring temporal drift in node importance
through generalized distance metrics. Let 7(*) € RIV! denote
the TPR vector at timestamp ¢;. We define temporal drift at
timestamp ¢; as:

5 — d(r(“), r(ti—l))’ 2)

where d(-, -) represents a generalized distance function mea-
suring importance shift between consecutive timestamps.
High 6(*) values indicate volatile periods where minimal
perturbations significantly impact learned temporal dynam-
ics. We rank all timestamps by their drift values and select the
top timestamps with highest 6(*?) scores. If the final times-
tamp exceeds A, we select exactly the remaining number
of edges at that timestamp to meet the budget. Similar to
edge sparsification, where heuristic scores can be replaced
with various graph-based metrics, temporal drift computation
supports multiple distance metrics (eg. £2-norms, cosine dis-
tance, Jaccard distance etc). We consider with 11 different
distance metrics (cf Appendix A.1) .



Step 2: Adversarial Negative Sampling

After removing critical edges in Step 1, we insert feasible
negative edges to maintain graph density and temporal dy-
namics. This is designed to respect unnoticeability constraints
(C2-C4) without requiring access to model gradients or in-
ternals. Our negative sampling algorithm operates as follows:
for each removed edge, we insert a new edge that (i) mim-
ics natural temporal patterns, (ii) connects temporally active
nodes, and (iii) preserves the degree distribution.

C2: We first sample candidate timestamps from the empir-
ical distribution of existing edge times using kernel density
estimation (KDE). This ensures inserted edges follow the
same temporal rhythm as genuine interactions, satisfying
temporal stealth (C2).

C3: Given a sampled timestamp, we construct a candidate
node pool by selecting nodes active within a local time win-
dow W around that timestamp. This enforces the activity
constraint (C3), ensuring inserted edges do not connect inac-
tive or dormant nodes, which would appear suspicious under
standard monitoring tools. We adopt the same W used by
T-spear (Lee, Lee, and Shin 2024). For bipartite datasets, end-
points are sampled from disjoint node sets. Additionally, we
enforce that node pairs (u, v) are new to the graph—no prior
interaction exists in either direction—preventing semantic
leakage and contradictions with observed history.

C4: To maintain degree consistency (C4), we track dele-
tions and insertions per node and update candidate pools
accordingly. New edges are selected to keep each node’s
in-degree and out-degree statistically unchanged, guarding
against structural anomalies such as hub overloading or con-
nectivity spikes.

Our constraint-aware algorithm iteratively samples valid
edge—timestamp pairs that satisfy all stealth constraints.
When no valid candidates remain due to constraint overlap
or capacity limits, we trigger a recovery step that reinitializes
the KDE over timestamps and samples a fresh set of candi-
date times. This resampling enables the algorithm to explore
new feasible timestamps without relaxing any constraints,
ensuring the perturbation budget is met while preserving
unnoticeability.

These steps form a principled, constraint-driven negative
sampling routine. Unlike learned adversarial strategies re-
quiring surrogate models, our method generates structurally
and temporally plausible perturbations without supervision,
yielding effective attacks in low-resource settings. Alternative
approaches like random sampling (selecting edges arbitrarily
out of temporal order) or Havel-Hakimi (Kleitman and Wang
1973) are insufficient—random sampling lacks strategic im-
pact, while Havel-Hakimi preserves degrees without address-
ing temporal dynamics or unnoticeability requirements. We
provide the pseudocode for LORETTA’s negative sampling
algorithm in Appendix .

Complexity Analysis

We analyze the time and space complexity of each component
in LORETTA.

Time complexity of Temporal PageRank The time com-
plexity of the TPR algorithm is O(|E| + |V|), where |E| is
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the number of edges in the input graph and |V'| is the number
of vertices.

Space Complexity of Temporal PageRank Let |V| be the
number of distinct nodes and |T'| the number of distinct times-
tamps in the input sequence. The combined data structures
of TPR and TER occupy

O(|V]|T|) memory.

Time Complexity of TimeStamp Selector
plexity of our method is

O(IV|(1og V| + dack log k) + | 2| log | 2.
where |V | the number of vertices |E| is the number of edges,

Aiax 1S the maximum degree of any vertex, and k is the aver-
age number of timestamps per edge.

The time com-

Space complexity of Timestamp Selector Let W be the
length of the time window used when gathering candidate
edges. Algorithm Timestamp Selector uses

o(|V| + |E|W) memory.

Detailed proofs and empirical analysis are provided
in  Appendix , where we also demonstrate that
LORETTA achieves up to 10x speedup over T-spear.

Experiment Setup

We provide details about datasets and models along with
metrics and baselines used in experiments to show the effec-
tiveness of our method (see the supplementary material) .
Datasets: We perform experiments on 4 benchmark real-
world datasets: Wikipedia (Kumar, Zhang, and Leskovec
2019), MOOC (Feng, Tang, and Liu 2019), UCI (Panzarasa,
Opsahl, and Carley 2009), and Enron (Shetty and Adibi 2004).
For all datasets, we adopt a consistent chronological split of
70%-15%-15% for training-validation-test sets, following the
methodology in (Rossi et al. 2020). Detailed descriptions of
these datasets are provided in Appendix.

Models: To evaluate the effectiveness of LORETTA, we
conduct experiments on 4 SotA TGNNs: TGN (Rossi et al.
2020), JODIE (Kumar, Zhang, and Leskovec 2019), TGAT
(Xu et al. 2020), and DySAT (Sankar et al. 2018).

Metrics: To ensure consistency and comparability, we
utilize Mean Reciprocal Rank (MRR), which is a robust and
a widely recognized evaluation metric for ranking tasks.

Baselines: We evaluate our method against 11 baselines:
T-spear (SotA CTDG poisoning attack), 5 edge addition base-
lines, i.e., ADD, which were used in the T-spear paper, and 5
edge removal baselines, i.e., REM, extrapolated from static
graph methods. Unlike the original T-spear work, which poi-
sons the entire dataset, including the validation and test sets,
we poison only the training set even for T-spear to ensure
a fair comparison with our method, which accounts for
any differences in reported T-spear performance num-
bers. Detailed explanation of baselines is in Appendix .

Discussion

In this section, we evaluate performance of
LORETTA against baselines (cf. Appendix A), high-
light its robustness to SotA defenses (cf. Appendix A),
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Figure 2: Performance of our attack on each model across datasets. (Prefixes: R=REM, A=ADD, L=LORETTA.) Lower
values indicate stronger attack impact. Each concentric circle represents a 10% increase in MRR; numerical labels are omitted to
ensure readability. Clean baselines are shown under No-Attack. DySAT and TGAT fail on MOOC due to Out-Of-Memory error.
Naive Jaccard is omitted for bipartite graphs (MOOC and UCI). Dashed radial lines highlight the most effective attack for each
dataset-model pair. LORETTA-Degree is the best metric for both Enron and UCI on TGAT.

anomaly detection algorithms (cf. Appendix A) and present
our ablation studies(cf. Appendix A)

Attack Performance

We perform a comprehensive evaluation of our proposed
attack method against 11 baseline approaches (see the supple-
mentary material) . Figure 2 presents the average performance
of 5 runs of all victim models under various attack methods
at a perturbation rate of 0.3. The results for MOOC on TGAT
and DySAT are not included due to out-of-memory errors
caused by the size of the models.
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LORETTA consistently beats all the baselines in the ma-
jority of cases, demonstrating superior attack effectiveness.
The single exception occurs on the Wikipedia dataset, where
REM baselines achieve comparable or slightly better perfor-
mance. This anomaly stems from Wikipedia’s unique struc-
tural properties that make sparsification-only attacks particu-
larly effective. Specifically, Wikipedia exhibits highly modu-
lar semantic clusters where users contribute predominantly
to domain-specific areas. Sparsification attacks exploit this
modularity by removing high-signal edges within semantic
clusters, directly undermining the model’s ability to capture



Attack SVD Cosine T-shield-F T-shield
Wiki UCI Wiki UCI Wiki UCI Wiki UCI

Degree 40.96(1.29) 34.04(1.78) | 27.57(1.05) 8.05(0.37) | 10.45(0.65) 5.78(0.62) | 10.30(0.90) 5.98(0.32)
PageRank | 40.27(0.88) 34.44(1.26) | 27.55(1.40) 7.72(0.38) | 10.98(0.74) 5.86(0.40) | 11.03(0.80) 5.62(0.41)
Cosine 46.01(1.36) 34.34(1.26) | 17.87(2.11) 7.63(0.90) | 10.32(0.57) 6.25(0.41) | 9.62(1.08) 6.10(0.79)
Jaccard 48.94(0.97) 33.70(1.69) | 19.33(2.19) 7.74(0.57) | 9.08(0.74) 5.69(0.52) | 9.61(0.37) 5.50(0.27)
TER 47.99(1.39) 34.46(0.94) | 32.11(0.97) 7.40(0.76) | 11.31(1.07) 6.20(0.57) | 11.38(1.05) 5.96(0.41)
Clean 80.50(0.50) 44.2(0.4) | 80.50(0.50) 44.2(0.4) | 80.50(0.50) 44.2(0.4) | 80.50(0.50) 44.2(0.4)

Table 1: Performance (% MRR) of variants of LORETTA against 4 SotA defenses. Values shown as mean(std). Wiki refers to
Wikipedia dataset. The "Clean" row establishes the baseline performance of TGN without any perturbations or defenses applied.

critical local coherence patterns. In contrast, our method’s
negative sampling component introduces cross-domain edges
that inadvertently provide implicit regularization, encourag-
ing broader generalization across otherwise disjoint clusters
and partially counteracting the sparsification damage. How-
ever, it should be noted that REM baselines achieve this per-
formance by adhering only to the C1 constraint, thereby dis-
rupting CTDG structure more extensively than our approach,
which respects both C1 and C2 constraints. We provide a
detailed analysis of this phenomenon in Appendix.

Importantly, LORETTA demonstrates clear superiority
across all datasets, proving LORETTA’s general effective-
ness. Furthermore, LORETTA doesn’t just work for a specific
heuristic. We consistently outperform many baselines for all
5 chosen sparsification strategies, showing the stability of
LORETTAand its independence from specific sparsification
techniques. The attack performance in tabular form is in Ap-
pendix. We also assess dominance using a one-sided exact
binomial sign test across baselines; see Appendix.

Robustness against SotA Defenses

We evaluate the robustness of our proposed
LORETTA against 4 SotA adversarial defense meth-
ods using TGN on Wikipedia and UCI datasets with p as 0.3,
as presented in Table 1. The defenses include 2 static graph
methods (SVD-based reconstruction and cosine similarity
filtering) and 2 variations of Tshield (Lee, Lee, and Shin
2024) (Tshield-F and Tshield), which represent the current
SotA CTDG defense methods.

Our results demonstrate that even after applying these
defense mechanisms, victim models consistently fail to re-
cover their original clean performance levels. Notably, we
observe that Cosine similarity filtering, T-shield, and T-shield-
F defenses cause additional performance degradation beyond
that induced by LORETTA alone. This counterintuitive re-
sult occurs because these filtering-based approaches attempt
to identify and remove adversarial edges from the dataset.
However, when adversarial edges are incorrectly identified,
true edges are inadvertently removed, resulting in further
performance deterioration. We experimentally validate this
hypothesis in Appendix , where we discovered that only ap-
proximately 30% of the filtered edges correspond to actual
adversarial modifications. This finding not only validates
the unnoticeability of LORETTA but also underscores its
robustness against current defense strategies, highlighting the
urgent need for more robust defense methods
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Robustness against Anomaly Detection methods

When adversaries employ data poisoning techniques to de-
grade model performance, anomaly detection systems can be
deployed to identify adversarial edges and effectively clean
the dataset before training. Consequently, it is critical for
poisoning attacks to remain undetectable to such systems. To
demonstrate LORETTA'’s stealth capabilities, we evaluate
its robustness against 4 SotA edge-stream anomaly detection
methods: MIDAS (Bhatia et al. 2020), F-FADE (Chang et al.
2021), AnoEdge-L, and AnoEdge-G (Bhatia et al. 2023).
We focus on unsupervised approaches due to their practical
relevance, as supervised methods require labeled anomaly
datasets that are typically unavailable in real-world deploy-
ment scenarios.

Anomaly Detection Methods
MIDAS F-FADE AnoEdge-L AnoEdge-G

Attack

P R P R P R P R
Wikipedia Dataset
Degree 0.35 0.52 1.00 0.28 047 045 039 0.55
PageRank 0.35 0.53 1.00 0.30 0.49 046 040 0.55
Cosine 0.26 0.70 1.00 0.21 0.50 038 0.46 0.74
Jaccard 0.28 0.67 1.00 0.18 0.50 036 0.42 0.75
TER 0.37 0.73 1.00 0.15 046 031 0.29 0.73
UCI Dataset
Degree 0.48 0.29 0.98 0.44 028 026 032 044
PageRank 0.51 0.33 098 045 033 0.26 034 048
Cosine 0.51 0.34 0.33 0.67 046 051 0.59 0.82
Jaccard 0.57 036 0.28 0.84 049 045 065 0.84
TER 0.63 0.62 0.26 1.00 0.52 037 0.44 0.67

Table 2: Anomaly—class precision (P) and recall (R) of
anomaly detection methods after perturbed using LORETTA

Table 2 presents the precision and recall scores of anomaly
detection methods on the adversarial edges class when
LORETTA perturbs 30% of the training data for the TGN
model across Wikipedia and UCI datasets. Each anomaly
detection system assigns a score to every edge, where higher
scores indicate greater likelihood of being anomalous. We
employ Youden’s thresholding method (Youden 1950) to de-
termine the optimal threshold for anomaly classification, as
it minimizes both false positives and false negatives.

The results reveal a fundamental trade-off inherent in
anomaly detection systems. High precision with low recall
indicates accurate identification of true anomalies but at the



Method Wikipedia UCI

Attacker’s Knowledge 0.2 0.4 0.6 0.8 0.2 0.4 0.6 0.8
Cosine 57.16£0.77 5890+0.85 58.00+091 5825+1.25 | 33.58+1.58 3584+1.68 3342+1.78 3427+240
Random 62.61 £0.81 63.17+1.26 62.61+1.13 62.61+047 | 3506145 3483+2.00 34.60+2.52 3532+1.34
Jaccard 58.56+0.82 5845+0.79 58.60+0.51 59.97+1.47 | 3554+1.66 36.39+1.68 32.69+153 33.95+1.76
Pagerank 61.18+0.69 6443+042 6491+133 6740+0.89 | 3501 £2.32 35.83+1.87 3233+262 36.10+0.65
Degree 60.78 +0.70 64.40+0.53 65.11£0.31 67.06+1.01 | 34.64+2.67 3511185 3221186 3538+145
TER 60.78 £0.63 63.04+1.04 6593+£0.51 66.78+1.48 | 34.74+2.54 3357+247 3253+1.83 36.36+0.86

Table 3: Performance (%) of different removal strategies under varying levels of adversary’s knowledge on the Wikipedia and
UCI datasets. Each value is reported as mean + standard deviation over 5 runs.

cost of allowing many perturbed edges to remain undetected.
Conversely, high recall with low precision typically results
in numerous false positives that erroneously classify legiti-
mate edges as anomalies, potentially degrading model per-
formance when removed, as observed in §. Critically, across
all dataset-attack-detector combinations, no method achieves
both precision and recall scores exceeding 0.7 simultane-
ously. This demonstrates that LORETTA successfully evades
SotA anomaly detection systems and remains practically un-
detectable in realistic deployment scenarios, establishing its
effectiveness as a stealthy adversarial attack. We also report in
Appendix the AUPRC score (area under the precision—recall
curve) for each anomaly detector, i.e., a threshold-free sum-
mary that integrates performance across all decision thresh-
olds.

Ablation Studies

In this section, we analyze the sensitivity of LORETTA to p
and the knowledge of the training dataset.

Impact of the Knowledge of Adversary: Table 3 demon-
strates the effect of increasing knowledge and access to the
training dataset to the adversary on TGN performance degra-
dation using LORETTA on Wikipedia. We discover that
increasing adversarial knowledge does not always lead to
more effective attacks. Heuristic strategies like pagerank
and degree underperform—even degrade—with more knowl-
edge. These methods remove high-centrality nodes assuming
they’re critical, but often eliminate redundant or noisy nodes,
unintentionally improving performance. This suggests that
vulnerabilities are concentrated in a small set of influential
nodes; once these are removed, additional knowledge yields
diminishing or negative returns.

Interestingly, random removal shows stable performance
across knowledge levels, suggesting non-monotonicity in at-
tack impact. The system’s response is highly non-linear; only
specific perturbations degrade performance. These findings
indicate that attack effectiveness depends on targeting spe-
cific vulnerable components rather than simply having more
information about the system. For the adversary knowledge
ablation, we perturb up to 30% of the edges to study the
effect of strong adversarial influence across strategies. We
experimentally validate our hypothesis in Appendix.

Impact of Perturbation Rate: Figure 3 demonstrates the
effect of increasing p on TGN performance degradation using
LORETTA on Wikipedia, compared against T-spear. Perfor-
mance degrades steadily with increasing p before plateau-
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ing, indicating that LORETTA’s deterministic sparsification
algorithm targets influential edges first. Beyond a certain
threshold, removing additional edges yields diminishing re-
turns as the algorithm begins targeting less critical connec-
tions that contribute minimally to model learning. Notably,
LORETTA consistently outperforms the SotA baseline across
all p, demonstrating superior effectiveness despite operating
as a surrogate-free attack.

70|

65|

MRR (%)

60 |

—4- T-Spear -@ Cosine
I - Jaccard =+ TER 1
-4 Degree

clean 10 20 30
Perturbation Rate (%)

50

Figure 3: Effect of perturbation rate p on the performance
of LORETTA using different sparsification strategies.

Conclusion

In this paper, we propose LORETTA, a novel attack strat-
egy for TGNNSs that exploits temporally significant edges
to achieve effective perturbations. Our method consistently
outperforms baselines, including T-SPEAR, across various
datasets and models, highlighting the critical role of temporal
dynamics in graph vulnerabilities. LORETTA is also robust
to SotA adversarial defenses and anomaly detection systems.
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