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Abstract

Video-based multimodal large language models (V-MLLMs)
have shown vulnerability to adversarial examples in video-
text multimodal tasks. However, the transferability of ad-
versarial videos to unseen models—a common and practical
real-world scenario—remains unexplored. In this paper, we
pioneer an investigation into the transferability of adversarial
video samples across V-MLLMs. We find that existing ad-
versarial attack methods face significant limitations when ap-
plied in black-box settings for V-MLLMs, which we attribute
to the following shortcomings: (1) lacking generalization in
perturbing video features, (2) focusing only on sparse key-
frames, and (3) failing to integrate multimodal information.
To address these limitations and deepen the understanding
of V-MLLM vulnerabilities in black-box scenarios, we in-
troduce the Image-to-Video MLLM (I2V-MLLM) attack. In
12V-MLLM, we utilize an image-based multimodal large lan-
guage model (I-MLLM) as a surrogate model to craft adver-
sarial video samples. Multimodal interactions and spatiotem-
poral information are integrated to disrupt video represen-
tations within the latent space, improving adversarial trans-
ferability. Additionally, a perturbation propagation technique
is introduced to handle different unknown frame sampling
strategies. Experimental results demonstrate that our method
can generate adversarial examples that exhibit strong trans-
ferability across different V-MLLMSs on multiple video-text
multimodal tasks. Compared to white-box attacks on these
models, our black-box attacks (using BLIP-2 as a surrogate
model) achieve competitive performance, with average attack
success rate (AASR) of 57.98% on MSVD-QA and 58.26%
on MSRVTT-QA for Zero-Shot VideoQA tasks, respectively.

Extended version — https://arxiv.org/pdf/2501.01042v3

1 Introduction

Recent work has shown that video-based multimodal large
language models (V-MLLMs) are vulnerable to adversar-
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Figure 1: An example of transferable adversarial attack on
different target V-MLLMs for Zero-Shot VideoQA task.

ial video samples (Li et al. 2024a), even though they have
achieved remarkable performance on a wide range of video-
text multimodal tasks (Li et al. 2024b; Jin et al. 2024; Lin
et al. 2024; Maaz et al. 2024; Dai et al. 2023; Zhang, Li, and
Bing 2023). Existing work primarily focuses on white-box
attacks, where information about the target model is acces-
sible. However, the transferability of adversarial video sam-
ples across V-MLLMs remains unexplored, which is a more
common and practical setting in real-world scenarios. It is
still uncertain whether the adversarial videos generated on
the source model can effectively attack other target mod-
els, posing significant security risks to the deployment of
V-MLLMs in real-world applications.

In this paper, we pioneer an investigation into the trans-
ferability of adversarial video samples across V-MLLMs.
Through detailed analysis in Sec. 3.2, we think previous
methods have these shortcomings: (1) lacking generaliza-
tion in perturbing video features, (2) focusing only on sparse
key-frames, and (3) failing to integrate multimodal infor-
mation. FMM attack (Li et al. 2024a) is the first proposed
white-box attack method targeting V-MLLMs. It utilizes
flow-based temporal mask to select key-frames and applies
perturbations to these frames. FMM attack performs well in



What is a man catching?
Answer: ball

)

JRI'I[I | | _’

Clean Video

Extract Key

I What is a man doing? l"." A man is htttmg
Answer:_hit

A man is catchmg
a ball

Perturbations

Adversarial Video

What does a man make? ] LLM Propasation
Answer:_catch catch. I I{
- Caption Set
FCrzlli:lels Surrogate Model ) I'\I\I\I i\\\
e R - ' T
Pixel ; Model [ Projector ] \ I i
Addition  Adversarial y Clean Video Perturbations
Frames I
T !
Clean Emb. | Spatiotemporal | Adv. Emb. Pixel
Perturbations Pooling 0oooo » 0000 ) Addition
Update Clean Visual Features Textual Features I
Projected @0000 @0000 1
Gradient | €= === === | Clean ST “ Ady. ST 0000 \\\
. Adv. Visual Features YA | IlIEIII
escent Emb. Emb.
: I
N

(a) I2V-MLLM Attack

What is a man catching?

T +

With

Adversarial Video What does a man make?

(c) Attack Different Target V-MLLMs

|“ Minimize the cosine 51m11ar11y

Input

What is a man doing? ] ‘ VMLLM 2 - [

ILb) Perturbation Propagation

J

A man is standing on a
yellow surfboard. 2%

B

A man is catching a
yellow frisbee.

V-MLLM 1 [
Output

A man makes a
sandwich.

[

Figure 2: Overview of our proposed method. (a) I2V-MLLM Attack: The clean video is divided into K clips. Key frames
are extracted from these clips to form the clean frames X, which is then fed into the vision model to extract clean frame-level
embeddings Fy (X ). These embeddings are subsequently aggregated via spatiotemporal pooling to obtain clean spatiotemporal
embeddings F‘S}(X ). Perturbations are initialized and added to clean frames X to generate adversarial frames X,q,. The
same process is applied to extract Fy (X,4,) and Fi§ (Xqay). An LLM reformulates the QA pairs into a caption set 7. Fy (X)),
Fv(Xqdv), and T are then passed through the projector to extract visual features F'5 (X ), adversarial visual features F'p (X qdy )s
and textual features F'5(T'), respectively. Perturbations are updated via the PGD method by minimizing three cosine similarity-
based losses: Ly, L%, and LY. (b) Perturbation Propagation: The final perturbations applied to key-frames are propagated
back to their corresponding video clips to construct the adversarial video. (c) Attack Different Target V-MLLMs.

the white-box setting but has limited transferability in the
black-box setting. FMM attack heavily relies on the video
features, which causes the generated perturbations to over-
fit to the video features extracted by the surrogate model,
thereby reducing their generalizability. Additionally, since
FMM attack applies perturbations only to key-frames, it can-
not ensure that all frames sampled by the target model are
perturbed. Taking low-level image features into account can
help with improving transferability of adversarial samples.
Previous image-to-video cross-modal attacks (Wei et al.
2021; Wang, Guo, and Wang 2023; Kim et al. 2023) demon-
strate the possibility of using image models as surrogates to
attack video models in the black-box setting. However, these
traditional attack methods typically focus on the video clas-
sification tasks with vision-only models, failing to integrate
multimodal information.

To address these limitations, we propose a highly trans-
ferable attack method, named as Image To Video MLLM
(I2V-MLLM) attack. In I2V-MLLM, we utilize an image-
based multimodal large language model (I-MLLM) as a sur-
rogate model to craft adversarial video samples without ac-
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cessing the internals of target V-MLLMs. Specifically, we
extract key-frames from videos and send them into an I-
MLLM to obtain adversarial perturbations. Multimodal in-
teractions and spatiotemporal information are integrated to
disrupt video representations within the latent space, im-
proving adversarial transferability. Additionally, perturba-
tion propagation technique is introduced to handle different
unknown frame sampling strategies used by V-MLLM:s.

We conduct various experiments on three well-established
datasets, MSVD-QA (Xu et al. 2017) and MSRVTT-QA
(Xu et al. 2017) to evaluate the performance of our pro-
posed I2V-MLLM attack in multiple video-text multimodal
tasks. The experimental results demonstrate that our method
can generate adversarial videos with strong transferability
across different V-MLLMs (Chat-Univi (Jin et al. 2024),
LLava-Next-Video (Zhang et al. 2024b), VideoChat, Video-
LLaMA (Zhang, Li, and Bing 2023)), and achieve competi-
tive performance with white-box attacks against V-MLLMs.
Our main contributions are summarized as follows:

* We explore the transferable adversarial attack on four V-
MLLMs and analyze the reasons for the low transferabil-



ity when using existing methods to generate adversarial
video samples. To the best of our knowledge, this is the
first work to explore black-box attacks on V-MLLM:s.

* We propose a highly transferable attack method, named
I2V-MLLM, for V-MLLMs using I-MLLMs to generate
adversarial video samples. The adversarial videos gen-
erated by this method can effectively disrupt different
V-MLLMs, significantly degrading their performance on
multiple video-text multimodal tasks.

* We conduct extensive experiments on four different V-
MLLMs using MSVD-QA, MSRVTT-QA. The results
demonstrate that our proposed attack method has strong
transferability across V-MLLMs.

2 Related Work

2.1 Multimodal Large Language Models

MLLMs comprise a vision model, pretrained LLM, and
projector converting key visual information into LLM-
processable textual representations. MLLM:s fall into image-
based and video-based types. -MLLMs (Dai et al. 2023; Liu
et al. 2023; Zhu et al. 2023; Alayrac et al. 2022; Awadalla
et al. 2023; Hu et al. 2023; Bai et al. 2023) handle image-
text inputs, excelling at visual question answering and image
captioning. V-MLLMs extend I-MLLMs with core tempo-
ral modules enabling processing of video input, supporting
tasks like VideoQA, spatiotemporal localization, and video
captioning. For example, Chat-UniVi (Jin et al. 2024) ex-
tracts key frames and uses DPC-KNN (Du, Ding, and Jia
2016) to group them into events, Video-LLaMA (Zhang,
Li, and Bing 2023) employs sequential encoding to model
frame temporal relationships, and VideoChatGPT (Maaz
et al. 2024) applies temporal pooling on video features.
These methods capture fine-grained temporal dynamics for
more comprehensive video understanding.

2.2 Adversarial Attacks on MLLMs

Despite strong performance, MLLMs are highly suscep-
tible to adversarial attacks (Zhao et al. 2023; Luo et al.
2024; Cui et al. 2023; Tu et al. 2023; Zhang et al. 2024a;
Bailey et al. 2023; Lu et al. 2023). For I-MLLMs, stud-
ies have explored their vulnerabilities: (Fu et al. 2023) in-
troduces Trojan-like images compelling models to invoke
attacker-specified malicious tools/APIs; (Dong et al. 2023)
uses open-source MLLMs to generate transferable examples
attacking closed-source models (Bard (Google 2024), Bing
Chat (Microsoft 2024), GPT-4V (OpenAl 2024b)), demon-
strating strong cross-MLLM transferability; (Gu et al. 2025)
proposes DynVLA Attack, applying dynamic perturbations
to vision-language connectors to enhance cross-alignment
generalization. While I-MLLM attacks are well-explored, V-
MLLMs remain underexplored. (Li et al. 2024a) proposes a
flow-based white-box attack on V-MLLMs, but real-world
V-MLLMs often have inaccessible internal architectures/pa-
rameters. To address this, we explore black-box adversarial
attacks on V-MLLMs.
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2.3 Adversarial Attacks on Video Models

Video models are widely used in autonomous vehicles,
video verification, security, and related areas, but remain
vulnerable to adversarial attacks (Li et al. 2018; Xie et al.
2022; Jiang et al. 2019; Wei et al. 2020; Cao et al. 2024).
For example, U3D (Xie et al. 2022) deceives classifiers via
universal video perturbations, while StyleFool (Cao et al.
2023) uses unrestricted style transfer perturbations to attack
video classifiers. Recent work explores cross-modal image-
to-video attacks (Wei et al. 2021; Kim et al. 2023; Wang,
Guo, and Wang 2023) with promising results. However,
these attacks target video classification, ignoring visual-
textual interactions. V-MLLMs integrate visual-textual in-
formation, making these methods incompatible. To address
this, our method incorporates multimodal interactions in ad-
versarial video crafting, aligning with V-MLLM operations.

3 Methodology
3.1 Preliminary

Given a video sample V' € V with M associated QA pairs
{(qm, am)}M_,, where q,, is the m-th question and a,, is
the corresponding answer. Let F' denote the I-MLLM (e.g.,
BLIP-2 (Li et al. 2023), MiniGPT-4 (Zhu et al. 2023)) and
G denote the V-MLLM (e.g., Video-LLaMA (Zhang, Li, and
Bing 2023), Chat-UniVi. We use G(V, q) to denote the an-
swer generated by the V-MLLM for the given video V' and
question g. The goal of our proposed attack is to generate
an adversarial example V4, = V + ¢’ using F’, which can
cause G to produce an answer G(V,4,,¢;) that differs sig-
nificantly from the correct answer a;, without accessing the
parameters or structure of GG, where ¢’ denotes the adversar-
ial perturbations specifically tailored for V. To ensure that
the adversarial perturbation 0’ is imperceptible, we restrict it
by [|6'||cc < €, where || - ||oo denotes the Lo, norm, and e
is a constant for the norm constraint. We utilize the evalua-
tion model F (i.e., GPT-40-mini (OpenAl 2024a)) to assess
whether the generated answer aligns with the reference an-
swer. We aim to find imperceptible adversarial perturbations
that minimize the number of correct responses, formulated
as follows:

M
1
argmin=— 3" B(G(V +0',4:),01), 5. [0]]oe < € (D
o i=1

where E(-,-) is the evaluation model’s judgment function,
which outputs 1 if they match, and 0 otherwise.

3.2 Motivation

To explore the transferability of adversarial videos across
V-MLLMs, we first conduct an investigation of existing at-
tack methods. Based on the experimental results (in Tab. 1),
we attribute their poor transferability to the following limi-
tations: (1) focusing only on sparse key-frames, (2) lacking
generalization in perturbing video features, and (3) failing to
integrate multimodal information.

Focusing only on sparse key-frames. FMM attack ex-
hibits limited performance when the key-frame ratio is low.



This is because FMM selects key-frames based on optical
flow and only perturbs these frames, while V-MLLMs typ-
ically sample frames sequentially, making it difficult to en-
sure that all frames extracted by the target model are per-
turbed. To address this, we first modify the FMM attack
by replacing the sparse spatial perturbation with full per-
turbation on the key-frames sampled by V-MLLMs, which
we call the Vanilla attack. While this adjustment improves
white-box performance, the transferability still remains con-
strained. To further enhance transferability, we propagate
perturbations from key-frames across the entire video, as
shown in rows 1, 2, 4, and 5 of Tab. 1.

Lacking generalization in perturbing video features.
Adversarial perturbations generated based on certain V-
MLLM can overfit to specific video module, limiting their
generalization to other V-MLLMs. To improve transferabil-
ity, we focus on lower-level image features. The 12V attack
(Wei et al. 2021), which perturbs each video frame to disrupt
image features, demonstrates improved transferability when
using image models as surrogates to craft adversarial video
samples, as shown in rows 3, 4, and 5 of Tab. 1.

Failing to integrate multimodal information. The 12V
attack shows a limited improvement in transferability, as it
was originally designed for video classification and does not
account for the multimodal interactions, which is essential
for V-MLLMs. Therefore, we propose using an [-MLLM
as a surrogate, integrating multimodal interaction informa-
tion into the process of generating adversarial video sam-
ples, which leads to a significant improvement in transfer-
ability, as demonstrated in rows 3 and 6 of Tab. 1.

In summary, we propose using [-MLLMs as surrogates
to generate adversarial videos that incorporate multimodal
interactions. In addition, we introduce a perturbation propa-
gation method to handle different unknown frame sampling
strategies. The results in Tab. 1 demonstrate the strong trans-
ferability of I2V-MLLM across different V-MLLMs. The
following sections detail the 2V-MLLM attack.

3.3 I2V-MLLM Attack

The proposed 12V-MLLM attack utilizes an I-MLLM to pro-
duce adversarial video samples, targeting image-to-video
cross-modal black-box attacks on V-MLLMs with signifi-
cant transferability. By manipulating the intermediate fea-
tures of vision models and projectors of I-MLLMs, our
approach generates adversarial video samples that inter-
fere with the intermediate features of black-box V-MLLMs.
The I2V-MLLM attack consists of three components: vision
model attack, projector attack, and perturbation propagation.

Vision Model Attack To enhance generalization in per-
turbing video features, I2V-MLLM disrupts both image fea-
tures and spatiotemporal information extracted by the vi-
sion model. We first split the video V into K clips: V =
{v1,02,...,vE}, where K = total number of frames x
key-frame ratio 3. We select the first frame x* from each
clip v* as the key-frame, resulting in K key-frames, X =
{z',22,..., 2%}, each capturing the essential information
of their respective clips. We extract spatiotemporal embed-
dings of X using the vision model. This model indepen-
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Target Model

Attack AASR
C-U L-N-V V-C V-L

FMM 8.70 18.76 13.8427.93* 17.31

Vanilla 11.62 25.31 15.10 64.14* 29.04

12V 32.17 33.39 41.13 36.51 35.80

FMM w/ Prop. 14.54 25.31 14.6227.93* 20.60
Vanilla w/ Prop. 14.94 32.24 17.50 64.14* 32.21
I2V-MLLM 48.39 45.54 63.09 74.91 57.98

Table 1: Attack success rates (ASR, %) on the MSVD-QA
validation set for Zero-Shot VideoQA tasks. FMM and 12V
denote attack methods from (Li et al. 2024a) and (Wei et al.
2021), respectively. Vanilla attack applies full perturbations
on all key-frames sampled by V-MLLMs. Prop. denotes per-
turbation propagation. * indicates white-box attacks. AASR
represents the average ASR across all target models for each
surrogate model. A higher AASR indicates better adversar-
ial transferability. Note: C-U: Chat-UniVi, L-N-V: LLaVA-
NeXT-Video, V-C: VideoChat, V-L: Video-LLaMA.

dently encodes the K frames, producing frame-level em-
beddings Fy/(X) € REXNXD1 where Fy(-) denotes the
encoder of the vision model, NV is the number of patches per
frame, and D; is the dimension of the embeddings. Frame-
level embeddings are average-pooled along the temporal di-
mension to obtain temporal embeddings F{, (X ) € RYV*P1,
which implicitly incorporates temporal information of K
frames. Similarly, the frame-level embeddings are average-
pooled along the spatial dimension to obtain spatial embed-
dings Fi5(X) € RE*D1 which incorporate the spatial in-
formation of K frames. The temporal and spatial embed-
dings are concatenated to obtain the original spatiotemporal
embeddings F¥* (X) = [FL(X), F (X)) € RWFE)XD,
For the adversary Xoq, = {z' +0%, 22+ 62,..., 2K +65},
we can similarly obtain the adversarial spatiotemporal em-
beddings F{# (X 44v). To disrupt the spatiotemporal features,
I2V-MLLM optimizes the adversarial perturbations by min-
imizing the cosine similarity between the original and the
adversarial spatiotemporal embeddings:

N+K

Ly =)

i=1

Cos(F{# (X )i, F{P (Xaav)i)

N+ K ’ @)

where F{#(X); and F{?(Xqay); represent the i-th elements
in the spatiotemporal embeddings of the original and the ad-
versarial video frames, respectively.

Projector Attack To further disrupt V-MLLMs’ capac-
ity for video-text multimodal tasks, I2V-MLLM interferes
with the intermediate feature of the projector (e.g. Q-Former
(Li et al. 2023)), which plays an essential role in align-
ing visual and textual representations. We feed the projec-
tor with the original frame-level embeddings Fy (X), the
adversarial frame-level embeddings Fy (X4, ) from the vi-
sion model, and the caption set T' = {t1,ta,...,ty }. After
multimodal alignment, they are transformed into the origi-
nal visual features F3(X) € RN1*Dz2 the adversarial vi-



sual features F5(X,4,) € RYV1%P2 and the textual features
F}Z(T) € RM2xD2 Here, N; and N, represent the num-
ber of visual features and the textual features, respectively.
And D, denotes the dimension of these features. The cap-
tions are complete sentences generated based on the ques-
tion ¢ and the answer a using GPT-40-mini (OpenAl 2024a).
For example, given the question ¢: ‘What is the man do-
ing?’ and the answer a: ‘eat’, the corresponding caption ¢
would be: ‘“The man is eating.” To perturb the image features
aligned with the text, I2V-MLLM optimizes the adversarial
perturbations by minimizing the cosine similarity between
the original and the adversarial visual features:

Ny
Cos(FR(X)nys FP(Xadv)n,
Lp, = (Fp( )Nlp( awn) 3
n1:1

where F5(X)p, and FR(Xaqv)n, are the nq-th visual fea-
ture of the original and the adversarial video frames, respec-
tively. To disrupt multimodal interactions between adversar-
ial frames and text, I2V-MLLM optimizes the adversarial
perturbations by minimizing the cosine similarity between
the adversarial visual features and the textual features:

Ny Na

Lro =2 2

n1:1 ’I’L2:1

COS(F]%(Xadv)nl s F]tD(T)nz)
NN, ’

“

where F5(T),, is the no-th textual feature of 7'. The total
loss function for projector is

Lp=Lp, +Lp,,. @)
Optimization and Perturbation Propagation To maxi-
mize the efficacy of the adversarial attack, we combine the
losses Ly and Lp into a unified objective. This combined
loss ensures that both the vision model and the projector’s
intermediate features are significantly perturbed. The unified
loss is formulated as:

Liotat = MLy + X Lp, (6)

where A\; and A5 correspond to the two loss weights, which
aim to balance them during the optimization.
We optimize J;, according to the following expression:

6% = argmin(Lyorar), 516"l < €,k =1,...,K. (7)
5lc

Finally, we replicate 5* to match the length of its corre-
sponding video clip v*, obtaining perturbed clip §’%. The
adversarial video is then constructed by applying pixel-wise
addition to combine these perturbed clips with the original
ones: Vg, =V + 6 = {vt + 81,02 +62,... v + 5K},
We term this approach Direct Propagation (DP). Due to the
high similarity between consecutive frames, DP proves to be
a simple yet effective method.

4 Experiment
4.1 Experimental Setting

In this section, we present the experimental setting, includ-
ing datasets, models, attack setting and metrics.
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Datasets and models. Referring to the quantitative
benchmarking framework proposed in (Maaz et al. 2024),
we evaluate our I2V-MLLM attack on Zero-Shot VideoQA
tasks using the validation set of MSVD-QA and MSRVTT-
QA. We perform the proposed method on three [-MLLM:s:
BLIP-2, InstructBLIP (Dai et al. 2023), and MiniGPT-
4. Our method is evaluated on four different V-MLLMs:
Chat-UniVi, LLaVA-NeXT-Video, VideoChat, and Video-
LLaMA (Zhang, Li, and Bing 2023), each with a Vicuna-7B
(Chiang et al. 2023) as the LLM.

Attack setting. In [2V-MLLM, we employ the projected
gradient descent (PGD) (Madry et al. 2019) with a perturba-
tion bound of ¢ = 16, an iteration number of I = 50, and a
step size of a = 1 for the attack process. The parameters \;
and A, are both set to 1, and the key-frame ratio (3 is set to
30%. 12V attack, utilizing CLIP-L/14 (Radford et al. 2021)
as the surrogate model, applies tailored perturbations to each
frame of the video. For a fair comparison, the PGD parame-
ters (¢ = 16, I = 50 and o = 1) in FMM, Vanilla, and 12V
attacks maintain the same for our method. Additionally, in
the FMM setup, the key-frame ratio 3 is also set to 30%. All
the experiments are conducted on an NVIDIA-A6000 GPU.

Metrics. We use Attack Success Rate (ASR) to evalu-
ate the effectiveness of adversarial examples on Zero-Shot
VideoQA tasks. It measures the percentage of successful at-
tacks on questions the model answered correctly for clean
videos. Answer correctness is evaluated using GPT-40-mini,
which checks whether the model’s prediction semantically
aligns with the ground truth. We also provide the average
ASR (AASR) across all evaluated V-MLLMs. A higher ASR
or AASR indicates better adversarial transferability. To eval-
uate the model’s overall performance when encountering
adversarial videos, we further employ GPT-assisted meth-
ods (Maaz et al. 2024) to assess Accuracy (Acc.) and GPT-
Score. Specifically, accuracy (Acc.) refers to the model’s
prediction accuracy, while the GPT score (Score) assesses
the quality of the model’s predictions, assigning a relative
score on a scale from O to 5. GPT-40-mini is used for evalu-
ation due to its strong text understanding and cost efficiency.

4.2 Attack Performance

In this section, we compare our proposed I2V-MLLM attack
with the FMM, Vanilla, and 12V attacks. The results, sum-
marized in Tab. 2 and Tab. 3, provide a quantitative com-
parison of the ASR, AASR, Acc., and GPT Score for the
MSVD-QA and MSRVTT-QA datasets, respectively.
Evaluation of ASR. As shown in Tab. 2 and Tab. 3,
I2V-MLLM achieves the highest AASR compared to previ-
ous attack methods, achieving AASR of 57.98%, 53.63%,
and 53.88% for MSVD-QA and 60.76%, 56.04%, and
56.44% for MSRVTT-QA when taking BLIP-2, Instruct-
BLIP, MiniGPT-4 as surrogate models, respectively, signifi-
cantly outperforming previous attack methods. 2V-MLLM
(BLIP-2) achieves the best attack performance on Video-
LLaMA and near-best attack performance on other target
models. It achieves ASRs of 48.39%, 45.54%, 63.09%, and
74.91% on MSVD-QA, and 47.93%, 53.78%, 62.38%, and
78.95% on MSRVTT-QA, respectively, outperforming both
the FMM and 12V attacks while achieving performance



Chat-UniVi

LLaVA-NeXT-Video

VideoChat Video-LLaMA

Attack Surrogate Model AASR
ASR 1 Acc. | Score | ASR 1 Acc. | Score | ASR 1 Acc. | Score | ASR 1 Acc. | Score |

Clean / / 60.89 334 / 4895 290 / 60.24 342 / 53.81 3.09 /
Chat-UniVi 16.00* 57.41*3.18* 16.33 50.38 2.93 13.21 60.75 3.39 21.47 53.31 3.06 16.76
FMM LLaVA-NeXT-Video 9.22 60.65 3.34  20.48%47.84*2.83* 13.49 60.30 3.38 21.32 5343 3.05 16.13
VideoChat 8.12 61.81 338 1538 51.30 298 14.62*%59.91*3.35% 20.74 54.08 3.09 14.72
Video-LLaMA 870 61.53 3.36 18.76 49.40 2.89 13.84 60.20 3.38 27.93*%48.39*2.84* 17.31
Chat-UniVi 56.34*30.40* 1.88* 12.64 48.60 2.87 6.00 59.05 3.35 21.78 53.53 3.06 24.19
Vanilla LLaVA-NeXT-Video 9.33  59.05 3.30 52.45%24.96* 1.53* 5.15 59.97 3.37 2494 50.82 295 2297
VideoChat 7.35 59.61 338 793 4990 291 68.90*23.81* 1.67* 20.74 54.15 3.09 26.23
Video-LLaMA  11.62 58.88 3.26 2531 41.01 2.52 15.10 59.33 3.34  64.14*%23.88* 1.72* 29.04
| A% CLIP-L/14 32.17 51.53 292 3339 43.63 2.60 41.13 49.57 291 36.51 4649 271  35.80
BLIP-2 48.39 34.72 2.03 45.54 29.33 194 63.09 26.08 1.82 7491 17.07 1.39 57.98
I2V-MLLM  InstructBLIP  45.74 35.10 2.16 44.61 30.64 2.13 5426 3199 2.10 69.90 20.58 1.58  53.63
MiniGPT-4 43.58 37.02 221 46.50 27.98 1.76 56.51 30.49 2.06 6892 21.37 1.60 53.83

Table 2: The results on the MSVD-QA for Zero-Shot VideoQA tasks. ASR (%) indicates attack success rate. Acc.(%) denotes
the accuracy of the model’s predictions, while the Score represents GPT Score, which assesses the model and assigns a relative
score to the predictions on a scale of 0 to 5. AASR represents the average ASR across all target models for each surrogate
model. A higher AASR indicates better adversarial transferability. The best ASR for each target model under black-box attacks

is highlighted in bold. * indicates white-box attacks for reference.

comparable to the white-box Vanilla attack. We also incor-
porate Acc. and GPT Score as metrics to better analyze the
impact of adversarial videos on V-MLLM performance.
Evaluation of the quality of generated answers. We
also incorporate Acc. and GPT Score as metrics to better
analyze the impact of adversarial videos on V-MLLM per-
formance. As shown in Tab. 2 and Tab. 3, the proposed 12V-
MLLM significantly reduces both Acc. and Scores across
all target models, particularly for VideoChat and Video-
LLaMA. On the MSVD-QA dataset, Acc. drops to 26.08%
and 17.07%, while Scores fall to 1.82 and 1.39. On the
MSRVTT-QA dataset, Acc. further declines to 18.72% and
10.68%, with Scores of 1.57 and 1.17, respectively. Signif-
icant effects are also observed on Chat-UniVi and LLaVA-
NeXT-Video. These significant performance drops highlight
the I2V-MLLM attack’s destructive power, transferability,
and effectiveness across multiple V-MLLMs, while expos-
ing existing models’ vulnerability in black-box scenarios.

4.3 Ablation Study

In this section, we provide ablation studies on the loss func-
tions, key-frame ratio (3, perturbation propagation and dif-
ferent projectors in [2V-MLLM attack. Experiments are con-
ducted on the MSVD-QA for Zero-Shot VideoQA tasks.

Influence of loss functions. In Fig. 3, we provide abla-
tion study on the components of the loss functions used in
our I2V-MLLM. The surrogate model is BLIP-2, and the
generated adversarial videos are evaluated across four V-
MLLMs. It can be observed that using either Ly or Lp
alone achieves satisfactory attack performance. Combining
both, which simultaneously disrupts low-level image fea-
tures and the alignment between visual and textual modal-
ities, further enhances the attack performance.

Influence of key-frame ratio and propagation method.
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Figure 3: ASR (%) of the I2V-MLLM attack with differ-
ent loss functions. Note: C-U: Chat-UniVi, L-N-V: LLaVA-
NeXT-Video, V-C: VideoChat, V-L: Video-LLaMA.

The number of key-frames used to optimize the perturba-
tion, as well as the decision to propagate these perturbations
across the entire video, significantly affects the transferabil-
ity of adversarial video samples. Fig. 4 illustrates the results
obtained with various key-frame ratios, comparing scenar-
ios with and without perturbation propagation. It can be ob-
served that as the key frame ratio increases, the generated
adversarial samples show improved transferability. Pertur-
bation propagation substantially improves AASR by ensur-
ing that all the frames extracted by unseen V-MLLMs are
perturbed. As illustrated by the gain curve in the Fig. 4, the
improvement from perturbation propagation initially rises



Chat-UniVi

LLaVA-NeXT-Video

VideoChat Video-LLaMA

Attack Surrogate Model AASR
ASR 1 Acc. | Score | ASR 1 Acc. | Score | ASR 1 Acc. | Score | ASR 1 Acc. | Score |

Clean / / 39.62 251/ 29.17 2.06 / 3892 250 / 3142 2.17 /
Chat-UniVi 23.39%36.85%2.36* 24.79 31.60 2.17 9.04 39.44 253 3250 32.03 220 2243
FMM LLaVA-NeXT-Video 13.20 40.01 2.52  28.62*29.90*2.09* 8.52 39.24 2.51 32.27 3194 2.19  20.65
VideoChat 12.83 40.52 2.54 2529 31.10 2.15 15.15%37.99*2.46* 3048 32.56 221  20.94
Video-LLaMA  12.72 40.80 2.55 27.92 30.25 2.12 8.16 39.71 2.53 37.38%29.60*2.07* 21.55
Chat-UniVi 52.19%23.10*% 1.68* 25.85 30.09 2.10 9.58 39.52 2.52 32.32 3224 221 29.99
Vanilla LLaVA-NeXT-Video 13.07 41.08 2.56  65.90* 15.06* 1.46* 8.50 39.56 2.53 3523 3041 2.13  30.68
VideoChat 12.64 41.35 2.57 2527 30.72 2.14 63.46* 16.69* 1.42* 30.84 32.58 2.21  33.05
Video-LLaMA  14.33 40.78 2.55 3791 26.14 191 883 39.53 252 64.11*18.07* 1.53* 31.29
| A% CLIP-L/14 30.05 34.53 2.28 35.62 2696 196 18.83 3859 2.50 36.16 30.16 2.12  30.17
BLIP-2 47.93 28.42 2.00 53.78 19.34 1.58 62.38 18.72 1.57 78.95 10.68 1.17 60.76
I2V-MLLM InstructBLIP 4537 31.88 2.14 5096 21.72 1.70 54.78 22.66 1.76 73.04 1352 134 56.04
MiniGPT-4 46.60 30.94 2.11 4947 21.12 1.67 56.41 2195 1.73 73.28 13.63 132 56.44

Table 3: The results on the MSRVTT-QA. The corresponding metrics and settings are consistent with those in Tab. 2.

Propagation Method / OFP BP DP
Chat-UniVi 37.69 34.03 44.63 48.39
LLaVA-NEXT-Video 23.34 32.07 39.72 45.54
VideoChat 23.67 4226 54.60 63.09
Video-LLaMA 4589 6240 71.23 7491
AASR 32.65 42.69 52.55 57.98

Table 4: Attack success rates (ASR, %) of the 2V-MLLM
attack with different perturbation propagation method. */’
represents no perturbation propagation. A higher AASR in-
dicates better adversarial transferability.

with the key-frame ratio but then diminishes, reaching its
maximum at 30%. With an AASR already high at a 30%
key-frame ratio, further increases yield minimal gains, and
perturbation propagation reaches its maximal benefit at this
point. Therefore, we adopt a key-frame ratio of 3 = 30%.

Influence of propagation method. Different perturba-
tion propagation methods may yield varying results. We set
the key-frame ratio § = 30% and test three distinct per-
turbation propagation methods: Direct Propagation (DP),
Optical Flow-based Propagation (Dosovitskiy et al. 2015)
(OFP), and Bidirectional Linear Interpolation Propagation
(Dai et al. 2017) (BP). As shown in Tab. 4, DP achieves
the most significant improvement in AASR. Due to the high
similarity between consecutive frames, DP proves to be a
simple yet effective method. OFP suffers from added com-
plexity and may distort the perturbation, resulting in lower
effectiveness. BP’s slightly lower performance stems from
its reliance on interpolation, which may dilute perturbation
intensity compared to DP’s direct application. Therefore, we
adopt DP in [2V-MLLM.

Other Ablation Studies. See the extended version.

5073

RS

o 60 7 Gain

455‘ B W/o Prop.

ﬁ W/Prop

(%]

3 a0

o

o]

wn

3 BRI
@ -

= 20 A

<

(]

(@)}

©

—_

2 o-

< 5 10 20 30 40 50 70 80 90

Key Frame Ratio (%)

Figure 4: AASR (%) of the I2V-MLLM attack with various
key-frame ratios, comparing scenarios with and without per-
turbation propagation. ‘Prop.’ represents ‘Propagation’.

5 Conclusion

In this paper, we are the first to systematically explore prac-
tical black-box transferable attacks on V-MLLMs. We con-
duct a thorough investigation of the limitations of exist-
ing adversarial methods, revealing that they exhibit notably
lower transferability despite their impressive white-box per-
formance. Our findings underscore the critical need for spe-
cially designed transferable attacks tailored to V-MLLMs.
We propose the I2V-MLLM attack, a highly transferable
cross-modal attack that leverages discriminative intermedi-
ate features of [-MLLMs and perturbation propagation to en-
hance cross-model transferability against V-MLLMs, while
significantly reducing computational overhead. We hope our
work will inspire further research on comprehensive evalua-
tion and improving adversarial robustness of V-MLLMs.
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