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Abstract

Large-scale pre-trained Vision-Language Models (VLMs)
like CLIP show exceptional performance and zero-shot gen-
eralization. However, their reliability may be severely under-
mined by a critical vulnerability to subtle adversarial pertur-
bations. Our work reveals a critical cross-modal vulnerabil-
ity: visual-only perturbations induce substantial, synchronous
shifts in decision attribution maps across both image and text.
This phenomenon signifies a fundamental disruption of the
VLM’s internal logic, as it alters both the model’s percep-
tual focus and its decision rationale. To counter this vulner-
ability, we introduce Cross-modal Bidirectional Attribution
guided Few-shot Adversarial Prompt Tuning (CBA-FAPT), a
novel method that leverages the model’s internal decision ra-
tionale as a regularizer for robust learning. Our framework’s
core mechanism is the alignment of a novel bidirectional at-
tribution map. This map is a unique fusion of two compo-
nents. It combines forward feature attention to capture the
model’s perceptual focus. It also incorporates backward deci-
sion gradients to act as a proxy for the model’s decision ra-
tionale, quantifying how each feature influences the final out-
come. We enforce consistency on this bidirectional map be-
tween clean and adversarial examples. This approach corrects
the model’s internal logic on two fronts and effectively re-
stores its adversarial robustness. Comprehensive experiments
on 11 datasets demonstrate that CBA-FAPT outperforms the
state-of-the-art, establishing a superior trade-off between ro-
bust and natural accuracy.

Introduction
Large-scale pre-trained Vision-Language Models (VLMs)
have emerged as powerful foundational models by learn-
ing from vast datasets of image-text pairs. A prime example,
CLIP (Radford et al. 2021), demonstrates remarkable zero-
shot generalization across diverse downstream tasks, includ-
ing image recognition (Conde and Turgutlu 2021; Zhou et al.
2022a), visual question answering (Lin and Byrne 2022;
Zhou et al. 2020), and text-to-image generation (Zhou et al.
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Figure 1: (a) Cross-modal attribution maps and logits under
PGD attack and after stabilization by our CBA-FAPT. (b)
CBA-FAPT surpasses FAP in the mean of natural and robust
accuracy on 11 datasets.

2022b). Despite their impressive capabilities, the reliability
of these foundational models is severely undermined by a
critical vulnerability to adversarial attacks (Mao et al. 2022;
Schlarmann and Hein 2023; Zhao et al. 2023; Devillers et al.
2021; Zhang, Yi, and Sang 2022). Much like traditional deep
neural networks (Ren et al. 2025b,a), VLMs are highly sen-
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sitive to small, often imperceptible perturbations that can
cause them to produce entirely wrong outputs, posing a sig-
nificant security risk(He et al. 2025; Feng et al. 2020; Zhang
et al. 2023).

Adversarial training stands out as the most prominent de-
fense, a technique that enhances robustness by augment-
ing the training data with adversarial examples (Goodfel-
low, Shlens, and Szegedy 2014; Levi and Kontorovich 2024;
Kuang et al. 2024). However, applying traditional Adver-
sarial training via full fine-tuning (Chen et al. 2020) poses
significant challenges for VLMs. As these models scale to-
wards hundreds of billions of parameters, this all-in ap-
proach becomes computationally expensive (Madry et al.
2017). More critically, aggressive full fine-tuning risks dis-
rupting the powerful generalized features acquired during
pre-training (Kumar et al. 2022). This often forces a diffi-
cult trade-off, where any gains in robustness are offset by a
decline in accuracy on clean data (Raghunathan et al. 2020).

To address these challenges, prompt tuning has emerged
as a compelling, parameter-efficient fine-tuning alternative
(Zhou et al. 2022a; Jia et al. 2022; Khattak et al. 2023).
Rather than modifying the entire model, this approach
freezes the large pre-trained VLM and adapts it to down-
stream tasks by optimizing only a small set of learnable
prompt vectors. This alleviates the cost problems arising
from the large scale of fine-tuning parameters and the man-
ual construction of prompts. In addition, the reduction in
fine-tuning parameters mitigates the potential damage to the
model’s generalization capability and demonstrates robust
performance in few-shot scenarios. Consequently, combin-
ing prompt tuning with adversarial training has emerged as
an attractive strategy to enhance VLM robustness without
the expensive costs of full fine-tuning (Li et al. 2024; Huang
et al. 2023). Yang et al. (Yang et al. 2024) demonstrate
that adversarial prompt tuning can lead to overfitting, which
causes the model’s clean accuracy to drop. To address this
issue, they introduced the frozen visual feature constraint
to guide loss optimization, thereby enhancing feature align-
ment and alleviating the overfitting problem.

However, most existing adversarial prompt tuning meth-
ods primarily focus on correcting the final output, while
overlooking the deeper impact of adversarial perturbations
on the model’s internal decision-making process. The emer-
gence of powerful interpretability methods (Yu, Zhang, and
Xu 2024; Selvaraju et al. 2017; Zhao et al. 2024) offers a
window into the model’s reasoning. As shown in Figure 1
(a), a key finding of this work is that adversarial attacks si-
multaneously distort the model’s cross-modal decision at-
tribution maps. This cross-modal disruption reveals that ad-
versarial examples are able to deceive the model precisely
because they fundamentally alter the basis of its decisions.

Based on this insight, we argue that a more prin-
cipled defense must go beyond correcting final predic-
tions and instead focus on stabilizing the model’s internal
decision-making process. To this end, we introduce Cross-
modal Bidirectional Attribution guided Few-shot Adversar-
ial Prompt Tuning (CBA-FAPT), a framework that leverages
the model’s internal decision attributions as a direct regular-
izer to enforce stable reasoning. To implement this principle,

our framework introduces a novel attribution-based regular-
ization to the adversarial prompt tuning process. The frame-
work’s core is a cross-modal bidirectional attribution map,
constructed from two critical sources. The first is a feature-
driven analysis that uses forward attention to capture the
model’s full perceptual focus by overcoming the limitations
of sparse attention. The second is a decision-guided analy-
sis that employs backward gradients to pinpoint the features
truly decisive for the model’s final logic. Our approach thus
provides a more principled and interpretable defense. By
correcting the model’s underlying decision rationale rather
than just its final outputs, CBA-FAPT achieves a superior
trade-off between adversarial robustness and accuracy on
clean data.

In summary, our main contributions are:

• We reveal a critical cross-modal vulnerability: visual-
only adversarial perturbations induce a synchronous and
significant shift in the attribution maps across both the
image and text modalities.

• To counter this vulnerability, we introduce a novel de-
fense framework that leverages the model’s bidirectional
attribution maps as a direct regularizer, enforcing consis-
tency between clean and adversarial examples to correct
the disrupted decision rationale.

• Extensive experiments across 11 datasets show our
method sets a new state-of-the-art in challenging few-
shot, cross-dataset, and base-to-new generalization set-
tings, while achieving a superior robustness-accuracy
trade-off.

Related Work
Foundational VLMs like CLIP (Radford et al. 2021) have
demonstrated remarkable zero-shot capabilities by aligning
vision and text features from large-scale datasets (Jia et al.
2021). To efficiently adapt these massive models, prompt
tuning has emerged as a leading parameter-efficient alterna-
tive to full fine-tuning, with methods like CoOp (Zhou et al.
2022a) and MaPLe (Khattak et al. 2023) showing strong per-
formance by optimizing only a small set of learnable tokens.

However, the robustness of these powerful models re-
mains a critical concern. Adversarial training(Vaishnavi,
Eykholt, and Rahmati 2022; Zhou et al. 2024b) is the most
effective defense, but applying it via full fine-tuning is com-
putationally prohibitive and can harm the models’ inherent
generalization (Kumar et al. 2022). Consequently, recent ef-
forts have focused on combining adversarial training with
prompt tuning (Li et al. 2024; Huang et al. 2023). These
approaches aim to enhance robustness cost-effectively but
primarily focus on correcting the model’s final outputs. For
instance, FAP (Zhou et al. 2024a) and another recent work
(Yang et al. 2024) introduce feature-level constraints to mit-
igate overfitting and improve output consistency. In con-
trast to these methods, our work introduces a new defense
paradigm. We argue that true robustness requires stabilizing
the model’s internal decision-making process itself, rather
than just its final predictions. To this end, we leverage a
novel bidirectional attribution map as a direct regularizer to
enforce stable cross-modal reasoning under attack.
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Figure 2: The CBA-FAPT Framework. Learnable prompts are inserted into the model’s deep layers. During inference, forward
attention attribution and logit-driven backward gradient attribution produce cross-modal bidirectional attention maps. We en-
force their alignment to stabilize adversarial predictions.

Method
Preliminary of Adversarial Prompt Tuning
The CLIP model is a dual-stream architecture VLM, pri-
marily composed of an image encoder I and a text en-
coder T , parameterized as θI and θT . In prompt tun-
ing, these encoders are frozen, and task-specific adap-
tation is achieved by optimizing a small set of learn-
able prompt tokens P = {Pv,Pt}. The visual
prompts Pv are inserted into the visual embeddings
e(x,Pv) = {CLS, e1(x), e2(x), · · · , eM (x),Pv}, while
the text prompts Pt, derived from Pv via a projection Pt =
h(Pv), are inserted into the text embeddings w(t,P t) =
{P t, w1(t), . . . , wN (t)}.

Given an image-text pair (x, t), CLIP computes features
z
(x,Pv)
v = I(e(x,Pv);θI) and z

(t,Pt)
t = T (w(t,Pt);θT )

with prompts. The model’s decision is based on the cosine
similarity between these features, which we define as the
matching score in Eq.1. This score serves to quantify the
semantic alignment between the image and text, with the
model’s final prediction being the class corresponding to the
highest score.

S(Pv,Pt)(x, t) = cos(z(x,Pv)
v , z

(t,Pt)
t ). (1)

However, VLMs are vulnerable to adversarial attacks, where
a small perturbation δ is added to a clean image x to cre-
ate an adversarial example x̃ = x + δ. The perturbation
is crafted to maximize a loss function J and disrupt the
model’s prediction, with its magnitude constrained by an ϵ-
ball, i.e., ∥δ∥p ≤ ϵ:

arg max
∥δ∥≤ϵ

J (x+ δ, t, y;θI ;θT ) . (2)

Adversarial prompt tuning aims to enhance model robust-
ness by solving the following min-max optimization prob-
lem:

argmin
P ∗

max
∥δ∥≤ϵ

J
(
S(Pv,Pt)(x̃, t), y

)
, (3)

where y is the ground-truth label and J is the training ob-
jective. The inner maximization step generates the most dis-
ruptive adversarial examples, while the outer minimization
step learns robust prompts P ∗ that can maintain correct pre-
dictions even under such attacks.

Formulating the Bidirectional Attribution Map
Standard adversarial training builds robustness by align-
ing outputs at the feature or logit level. However, such
coarse-grained alignment schemes merely ensure output
consistency, fundamentally neglecting the model’s internal
decision-making process. We argue that achieving princi-
pled robustness requires stabilizing this internal process. To
this end, we introduce a bidirectional attribution mechanism
that fuses forward attention with backward gradients. This
mechanism provides deeper insight into the model’s logic,
revealing how visual perturbations disrupt cross-modal at-
tributions. Based on this insight, we employs a fine-grained
alignment strategy that directly regularizes the model’s in-
ternal logic, forcing it to maintain a stable cross-modal attri-
bution focus under attack. This principled approach not only
corrects the final output but, more importantly, stabilizes the
underlying decision-making process.

Forward Attention Attribution. Our goal is to construct
an attribution map that faithfully reflects how different input
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regions contribute to the model’s final decision. While the
self-attention mechanism seems a natural choice, the stan-
dard softmax-based attention maps in CLIP are often too
sparse to provide a complete picture, as they tend to con-
centrate weights on a few image patches. To overcome this
limitation, we therefore adopt a decompositional approach
to trace how spatial information contributes to the model’s
final global feature.

Theoretically, this decomposition is grounded in the core
architecture of the Vision Transformer. Our strategy is to
decompose the final [CLS] feature to precisely isolate the
contribution of spatial image patches from the final aggrega-
tion layer, which captures the most abstract semantic infor-
mation. A key component of each Transformer layer is the
residual connection. For the final layer L, the output [CLS]

token feature x
(L)
cls is precisely formed by the sum:

x
(L)
cls = o

(L)
cls + x

(L−1)
cls . (4)

Here, o(L)
cls represents the attention aggregated output from

L layer, while x
(L−1)
cls is the input feature passed from the

previous layer. We focus on the component of o(L)
cls , which

is a weighted sum of the value features vi from all spatial
patches, taking the form o

(L)
cls =

∑
i λivi. In this formu-

lation, the coefficients λi are the attention weights. These
weights are central to our analysis, as they directly quantify
the influence of each spatial patch i on the construction of
the final, decisive [CLS] representation.

In the standard self-attention mechanism, these weights λi

are derived from the softmax function applied to query-key
similarities:

λsoftmax
i = softmax

(
qclsk

⊤
i√

C

)
. (5)

However, as prior work (Qiang et al. 2022; Yu and Xiang
2023) has highlighted, this softmax-based formulation often
produces extremely sparse maps for models like CLIP, fail-
ing to capture a complete picture of semantic relevance. To
obtain a more faithful and dense distribution of influence,
we therefore bypass this information-compressing step and
define our weights directly using non-sparse cosine similar-
ity. This approach preserves the proportional relevance of all
spatial patches, resulting in a more complete final map:

λi = ϕ(qcls, ki) =
qclsk

⊤
i

∥qcls∥∥ki∥
. (6)

This equation defines the forward component of our bidi-
rectional attribution map, which successfully captures the
model’s perceptual focus. However, to form a complete pic-
ture, we must also identify which of these attended features
are truly decisive for the final prediction. This motivates
the introduction of our backward gradient attribution com-
ponent. As established, forward attention attribution reveals
the model’s perceptual focus. However, the features that
constitute the model’s perceptual focus are not necessarily
the most critical for its final prediction. To bridge this gap,
we introduce a backward, gradient-based attribution mecha-
nism. Starting from the final matching score, this top-down

approach identifies which features within the model’s per-
ceptual focus were truly decisive for the prediction.

Specifically, this backward analysis targets the final at-
tention output o(L)

cls ∈ RC . While our forward method ana-
lyzed the spatial weights λi used to construct this feature,
our backward method now determines the importance of
its channel dimensions for the final score. To this end, we
leverage a principle established by gradient-based explain-
ability methods: the partial derivative of a target output with
respect to an intermediate feature channel directly quanti-
fies that channel’s importance (Ribeiro, Singh, and Guestrin
2016; Selvaraju et al. 2017; Chattopadhay et al. 2018). Fol-
lowing this principle, we define the importance weight wc

for each channel c of the final attention output o(L)
cls as the

partial derivative of the final matching score S(Pv,Pt) with
respect to that channel:

wc =
∂S(Pv,Pt)

∂o
(L)
cls [c]

∈ RC . (7)

We formulate the final bidirectional attribution map by syn-
thesizing our two complementary components: forward spa-
tial weights λi , which identify the model’s perceptual focus,
and the backward channel weights wc, which assess each
feature channel’s decisiveness. The resulting visual attribu-
tion map for each spatial location i is defined as:

Av(x, S
(Pv,Pt)) =

∑
c

wc · λi · vic. (8)

This formulation synthesizes the two components into a
comprehensive attribution map. The top-down weights wc

act as a filter, modulating the bottom-up value features vic to
reveal both positive and negative influences from each spa-
tial patch. Capturing this complete decision logic is vital for
robust adversarial alignment.

Cross-modal Attribution Alignment

Our bidirectional attribution map serves as an effective tool
for interpreting the internal decision-making logic of VLMs.
However, this internal logic is fragile. Prior work has es-
tablished that adversarial attacks can severely disrupt the
model’s attention, for instance, by shifting its visual focus
from the main subject to irrelevant background details.

Building on this, our work reveals a more profound vul-
nerability. As illustrated by Figure 1 (a), we find that visual-
only adversarial perturbations induce a synchronous shift in
attribution across both image and text modalities, fundamen-
tally altering the model’s decision logic.

Therefore, a more fundamental defense strategy should
not only focus on correcting the final prediction results but
also on adjusting the internal decision-making process of
the model. Based on this insight, we propose the Cross-
modal Attribution Alignment mechanism, which leverages
our bidirectional attribution maps as direct supervisory sig-
nals to enforce a stable decision-making process under at-
tack.
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Visual Attribution Alignment. This component aims to
enforce robustness within the visual modality by stabilizing
the corresponding bidirectional attribution map under attack.
Our core strategy is to enforce this stability by minimizing
the difference between the attribution maps of clean and ad-
versarial examples. To measure this difference, we employ
the ℓ2 distance. Given that visual attribution maps are spa-
tially smooth, the ℓ2 loss effectively penalizes pixel-level
offsets while preserving the overall spatial topological struc-
tural consistency between the clean and adversarial maps.
The resulting Visual Attribution Alignment loss is therefore
defined as:

LVAA =
1

N

N∑
k=1

∥∥∥Av(xk, S
(Pv,Pt))−Av(x̃k, S̃

(Pv,Pt))
∥∥∥
2
.

(9)
Our alignment strategy guides the optimization process to-
wards a more comprehensive form of robustness. This trains
the model to be invariant to perturbations that target not
only its supporting evidence, which confirms a prediction,
but also its suppressive evidence, which contradicts a pre-
diction. By accounting for this full spectrum of logic, the
model learns a more stable reasoning process and avoids the
critical information loss caused by analyses that discard neg-
ative attributions.

Textual Attribution Alignment. A key finding of our
work is that applying adversarial perturbations solely to the
image can also induce a significant shift in the textual at-
tribution map. We hypothesize that this cross-modal disrup-
tion is channeled through the backward gradients. The visual
perturbation on x̃k alters the final matching score, which
in turn changes the gradient-based channel weights wc that
determine the importance of textual features. Therefore, to
counteract this disruption, our textual attribution alignment
strategy directly regularizes the model’s decision logic by
enforcing consistency between the textual attribution maps
of clean and adversarial examples. The alignment of textual
maps, however, requires a different metric. While visual at-
tribution maps are typically smooth and distributed, textual
maps are inherently sparse and focused, with most of their
weight concentrated on a few key tokens. Given these distri-
butional characteristics, we employ Kullback-Leibler (KL)
divergence to measure the discrepancy between the textual
attribution maps. This metric is particularly well-suited for
this task, as it is highly sensitive to shifts in probability mass,
effectively capturing deviations in the high-importance to-
kens. The Textual Attribution Alignment loss is therefore
formulated using KL divergence as:

LTAA =
1

N

N∑
k=1

LKL

(
At(xk, S

(Pv,Pt))
∥∥∥At(x̃k, S̃

(Pv,Pt))
)
,

(10)
where At is bidirectional textual attribution map. Our final
training objective is a weighted sum of the adversarial ob-
jective and our two alignment regularizers:

L = Lnat + αLadv + βLVAA + γLTAA. (11)
Here, Lnat and Ladv are the standard cross-entropy losses

for the natural and adversarial examples, respectively. The

inclusion of the natural loss term Lnat is crucial for stabiliz-
ing optimization and preserving generalization ability, par-
ticularly in few-shot scenarios. The coefficients α, β, and
γ are hyperparameters that balance the contributions of the
adversarial loss and our two alignment losses.

Experiments
Experimental Setups
Datasets. Following previous work, we conducted ex-
periments on 11 image recognition datasets for differ-
ent tasks to comprehensively and robustly evaluate our
proposed method. This benchmark spans a wide spec-
trum of visual challenges, from general and fine-grained
recognition to scene, texture, and action classification, as
well as satellite imagery. The datasets include ImageNet
(Deng et al. 2009), Caltech101 (Fei-Fei, Fergus, and Perona
2004), FGVCAircraft (Maji et al. 2013), OxfordPet (Parkhi
et al. 2012), Flowers102 (Nilsback and Zisserman 2008),
Food101 (Bossard, Guillaumin, and Van Gool 2014), Stan-
fordCars (Krause et al. 2013), SUN397 (Xiao et al. 2010),
DTD(Cimpoi et al. 2014), UCF101 (Soomro, Zamir, and
Shah 2012), and EuroSAT (Helber et al. 2019).

Baseline. We compare our method against several base-
lines, which are grouped into the following categories:

• Zero-shot CLIP: The original CLIP model without any
fine-tuning (Radford et al. 2021).

• Single-modal Prompt Tuning: This category includes
the text-only method APT (Li et al. 2024) and the visual-
only method AdvVP (Mao et al. 2022).

• Multi-modal Prompt Tuning: Methods that learn
prompts for both modalities, including AdvVLP (Zhou
et al. 2024a), AdvMaPLe (Khattak et al. 2023), and FAP
(Zhou et al. 2024a).

Implementation details. For a fair comparison, we adopt
experimental settings consistent with prior work. We use
the ViT-B/32 CLIP architecture for all experiments and re-
port all results as an average over three random seeds. We
train for 5 epochs for the cross-dataset evaluation and 10
epochs for all other settings. We use an SGD optimizer
with a momentum of 0.9, and an initial learning rate of
0.0035 managed by a cosine annealing scheduler with a one-
epoch warmup. We use 2 learnable tokens as prompts, which
are inserted into the first 9 blocks of both the vision and
text encoders. For training, adversarial examples are gen-
erated with a 2-step ℓ∞-PGD attack with a attack budget
ϵ = 1/255 and a step size α = 1/255. While for evaluation,
we use a stronger 100-step PGD attack. For our proposed
loss terms, we set the hyperparameters α = 5.0, β = 0.05
and γ = 0.03.

Adversarial Few-Shot Learning
We assess the model’s generalization from scarce data by
conducting few-shot fine-tuning with 1, 2, 4, 8, and 16 sam-
ples per class. As shown in Figure 3, the prior state-of-
the-art method FAP, exhibits a critical weakness in data-
scarce scenarios. While generally effective, its performance
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Figure 3: Accuracy (%) of adversarial few-shot learning on 11 datasets. Robust Accuracy is reported beneath each subfigure,
Natural Accuracy above.

degrades sharply in extreme few-shot settings (1 and 2 sam-
ples), where its robust accuracy on datasets like Flowers102
can drop to nearly zero. In contrast, our method demon-
strates superior performance under these challenging con-
ditions. Our method achieves a higher average accuracy on
both clean and adversarial data across all settings. Further-
more, our method addresses the common trade-off between
robust and natural accuracy. While typical adversarial train-
ing degrades performance on clean data, our approach par-
tially recovers this performance, striking a superior balance
between the two metrics.

Adversarial Cross-Dataset Evaluation
To further assess our method’s generalization, we evaluate
its performance in a cross-dataset setting. Specifically, we
fine-tune the model on ImageNet in a 16-shot setting and

subsequently evaluate its zero-shot robustness on the 10 re-
maining datasets. The results in Table 1 demonstrate that
our approach achieves the highest robust accuracy on 7 out
of the 11 datasets. Compared to the original CLIP model,
where adversarial training typically causes a drop in zero-
shot natural accuracy, our method can partially recover the
model’s natural accuracy, achieving a balance between ro-
bust and natural accuracy.

Adversarial Base-to-New Generalization
Following FAP, we adopt the same experimental setup
to evaluate adversarial base-to-new generalization. Specif-
ically, we divide the dataset classes into base classes and
new classes, train on the base classes using a 16-shot setting,
and then evaluate the accuracy on both the base and new
classes. This setup poses a more difficult test than standard
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Nat Acc. ImageNet Caltech
101 DTD Euro

SAT
Oxford

Pets
FGVC
Aircraft

Food
101

Flowers
102

Stanford
Cars SUN397 UCF101 Average

CLIP 62.10 91.50 43.70 45.20 87.40 19.20 80.50 66.90 60.40 62.10 62.00 61.91

AdvVP 44.87 85.47 30.23 25.17 74.20 7.13 56.53 43.17 27.27 41.97 44.60 43.69
AdvVLP 53.23 87.33 33.43 18.37 78.80 10.70 55.80 49.77 38.70 52.81 51.50 48.22
AdvMaPLe 52.93 88.23 30.87 17.60 77.87 11.10 56.67 52.90 36.70 52.53 50.97 48.03
FAP 52.53 87.80 30.93 15.30 78.20 10.70 55.83 51.20 38.70 52.47 51.73 47.76
CBA-FAPT 53.87 86.77 30.33 21.53 81.20 13.43 58.07 53.87 42.63 53.40 51.23 49.67

Rob Acc. ImageNet Caltech
101 DTD Euro

SAT
Oxford

Pets
FGVC
Aircraft

Food
101

Flowers
102

Stanford
Cars SUN397 UCF101 Average

CLIP 1.57 26.23 5.07 0.03 3.27 0.00 5.03 1.73 0.30 1.20 2.47 4.26

AdvVP 11.67 48.07 12.93 4.57 19.03 0.83 9.70 16.20 2.90 12.77 10.47 13.56
AdvVLP 22.10 62.97 18.60 10.67 40.83 2.73 17.83 25.23 10.97 21.67 22.10 23.25
AdvMaPLe 21.90 64.90 17.50 10.53 42.83 2.73 18.54 28.73 10.43 21.90 23.20 23.93
FAP 22.90 65.43 16.93 9.97 43.77 2.77 19.60 27.23 11.80 22.40 23.77 24.23
CBA-FAPT 23.43 63.70 18.33 11.47 45.57 3.03 19.80 27.43 13.17 22.43 23.27 24.69

Table 1: Cross-dataset generalization from ImageNet. We report natural and robust (PGD-100) accuracy. Bold and underline
denote the best and second-best results respectively.

Method Base Class New Class

Base Nat Base Adv New Nat New Adv

AdvVP 31.68 14.43 30.39 13.36
AdvVLP 58.95 32.37 46.92 21.61
AdvVLP 58.95 32.37 46.92 21.61
AdvMaPLe 60.38 30.69 46.18 20.25
FAP 70.52 38.05 49.58 21.86
CBA-FAPT 70.74 38.22 55.74 25.44

Table 2: Base-to-new generalization performance, averaged
over 11 datasets. We report natural and robust accuracy on
both base and new classes.

benchmarks, as it challenges the model to generalize across
two dimensions: adversarial perturbations and the semantic
shift to unseen classes. The results for this challenging setup
are reported in Table 2. The results demonstrate a clear ad-
vantage for our method, which surpasses the state-of-the-art
(SOTA) on both base and new classes. This superiority is
especially pronounced in its generalization performance on
the unseen new classes. Quantitatively, our method boosts
the natural accuracy on new classes by 6.16% and the ro-
bust accuracy by 3.58%, demonstrating that CBA-FAPT has
superior base-to-new generalization capabilities.

Ablation Study
We conduct an ablation study on the base-to-new general-
ization setting to validate the contribution of each compo-
nent in CBA-FAPT. Starting with a baseline of only the ad-
versarial cross-entropy loss, we incrementally add each of
our proposed components to isolate their individual contri-
butions. At each step, we evaluate both natural and robust
accuracy on the base and new classes. As shown in Table
3, incorporating the natural loss term substantially boosts
natural accuracy on both class sets, while also providing a

Loss Base Class New Class

Base Nat Base Adv New Nat New Adv

Ladv 60.38 30.69 46.18 20.25
+Lnat 69.11 35.72 51.74 23.38
+LVAA 69.32 36.45 53.42 24.17
CBA-FAPT 70.74 38.22 55.74 25.44

Table 3: Ablation study of CBA-FAPT components on base-
to-new generalization.

slight improvement to robust accuracy. Finally, incorporat-
ing our cross-modal attribution alignment module further
boosts performance across all four metrics, achieving the
best overall results. These results confirm the effectiveness
of our cross-modal attribution alignment as a regularizer for
enhancing generalization.

Conclusion

We propose CBA-FAPT, a novel framework for robust few-
shot prompt tuning. Its core mechanism is a novel bidirec-
tional attribution map, which fuses forward attention with
backward gradients to faithfully represent the model’s de-
cision logic. By enforcing consistency between the attribu-
tion maps of clean and adversarial examples, our framework
stabilizes the model’s internal logic against attacks, thus en-
hancing its robustness. Extensive experiments on 11 datasets
demonstrate that CBA-FAPT achieves a SOTA robustness-
accuracy trade-off, while also setting a new benchmark in
challenging few-shot, cross-dataset, and base-to-new set-
tings. Ultimately, by shifting the focus from correcting final
outputs to stabilizing the model’s internal logic, our work of-
fers a more principled and interpretable path toward robust
and reliable VLMs.
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