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Abstract

Large Language Models (LLMs) are increasingly vulnera-
ble to adversarial prompts that exploit semantic ambiguities
to bypass safety mechanisms, resulting in harmful or inap-
propriate outputs. Such attacks, including jailbreaking and
prompt injection, pose significant risks to the integrity and
availability of LLMs in security-critical applications. This pa-
per proposes the Adversarial Prompt Disentanglement (APD)
framework, a novel defense mechanism that proactively iden-
tifies and neutralizes malicious components in input prompts
before they are processed by the LLM. The APD framework
integrates three key innovations: (1) a mutual information-
based semantic decomposition method to isolate adversar-
ial and benign prompt components, ensuring statistical in-
dependence; (2) a graph-based intent classification approach
that leverages spectral analysis to detect malicious patterns
in prompt semantics; and (3) a lightweight transformer-based
classifier trained on real-world datasets of toxic and jailbreak-
ing prompts, enabling efficient and accurate adversarial in-
tent detection. Evaluated on diverse datasets containing ad-
versarial prompts, APD demonstrates superior robustness, re-
ducing harmful output generation by over 85% while main-
taining negligible impact on model performance. The frame-
work’s computational efficiency supports real-time deploy-
ment, making it a practical solution for securing LLMs. Our
work addresses critical challenges in machine learning secu-
rity on novel attacks and integrity methods for ML systems,
and offers a scalable, ethically grounded defense against
prompt-based adversarial threats.

Introduction

Large Language Models (LLMs) have transformed natural
language processing (Min et al. 2023; Fang et al. 2025a,
2023c, 2022, 2023b; Fang, Fang, and Wang 2025; Fang,
Easwaran, and Genest 2025), enabling unprecedented ca-
pabilities in text generation (Zhang et al. 2023; ?; Fang
et al. 2026b; Fang, Fang, and Wang 2026; Fang et al.
2026a, 2025¢, 2024b, 2025d,b, 2024a,c, 2023a, 2021b;
Fang, Easwaran, and Genest 2025; Fang et al. 2020, 2021a;
Fang, Easwaran, and Genest 2024; Fang and Hu 2020),
translation, and conversational interfaces (McTear, Callejas,
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and Griol 2016; Wang et al. 2025a,b; Wang, Fang, and Ti-
wari 2025; Wang et al. 2026, 2025c). Models such as GPT-
4, LLaMA, and BERT have demonstrated remarkable pro-
ficiency in understanding and generating human-like text
(Annepaka and Pakray 2024; Fang, Zhang, and Chan 2026),
powering applications ranging from virtual assistants to au-
tomated content creation (Brown et al. 2020). However, the
widespread deployment of LLMs in security-critical envi-
ronments has exposed significant vulnerabilities to adver-
sarial prompts—carefully crafted inputs designed to bypass
safety mechanisms and elicit harmful, biased, or inappro-
priate outputs (Wei, Wang, and Yang 2023). These vulnera-
bilities pose a critical threat to the integrity and availabil-
ity of LLMs, undermining trust in their safe deployment
(Kethireddy 2024).

Adversarial prompts exploit the semantic flexibility and
contextual sensitivity of LLMs (Jia et al. 2025¢,b, 2024,
2025a, 2020; Gao et al. 2024b,a). For instance, jailbreaking
attacks use seemingly benign prompts to manipulate mod-
els into generating toxic or restricted content (Jiang et al.
2024), while prompt injection attacks embed malicious in-
structions within otherwise legitimate inputs (Mudarova and
Namiot 2024). Current defenses, such as rule-based filtering,
post-output moderation, and fine-tuning with safety datasets,
have significant limitations. Rule-based approaches struggle
to generalize across diverse attack vectors, post-output mod-
eration incurs high computational costs and fails to prevent
harmful generation, and fine-tuning often degrades model
performance on legitimate tasks (Yi et al. 2025). Moreover,
the lack of a unified framework for preemptively identifying
and neutralizing adversarial components in prompts leaves
LLMs vulnerable to increasingly sophisticated attacks. This
paper introduces the Adversarial Prompt Disentanglement
(APD) framework, a novel defense mechanism designed to
enhance the security of LLMs by isolating and neutraliz-
ing malicious components in input prompts before they are
processed by the model. The APD framework addresses
the limitations of existing approaches by combining seman-
tic decomposition, graph-based intent classification, and a
lightweight auxiliary model to detect and mitigate adversar-
ial intent. Our APD is motivated by the need for a proactive,
scalable, and generalizable defense that preserves the utility
of LLMs while ensuring robust protection against prompt-
based attacks.
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Figure 1: The end-to-end pipeline of the Adversarial Prompt Disentanglement (APD) framework. An input prompt is first en-
coded into a high-dimensional embedding space. These embeddings are then analyzed by two parallel modules: (1) A semantic
decomposition module employs a Variational Autoencoder (VAE) to disentangle adversarial and benign components by min-
imizing their mutual information in the latent space. (2) A graph-based intent analysis module constructs a semantic graph
from the embeddings and uses spectral analysis to identify structural patterns indicative of malicious intent. Features from both
modules are fed into the lightweight Adversarial Intent Detector (AID) for final classification. If a prompt is identified as
adversarial, it undergoes a sanitization process to neutralize malicious components before being forwarded to the Large Lan-

guage Model (LLM). Best viewed in color.

The APD framework operates on the principle that ad-
versarial prompts can be decomposed into benign and ma-
licious sub-components, which can be isolated using ad-
vanced machine learning techniques. Specifically, we lever-
age mutual information minimization to disentangle seman-
tic subspaces, ensuring that adversarial components are sta-
tistically independent from benign ones. We then model
prompt semantics as a directed graph, using spectral analysis
to identify structural patterns indicative of malicious intent.
Finally, a compact transformer-based classifier, trained on
real-world datasets of jailbreaking and toxic prompts, pro-
vides efficient and accurate detection of adversarial inputs.
This multi-faceted approach not only mitigates known at-
tack vectors but also generalizes to novel adversarial strate-
gies, making it suitable for real-time deployment in security-
critical applications.

In summary, our contributions are threefold: 1) Novel Se-
mantic Decomposition: We propose a mutual information-
based approach to decompose prompts into benign and ad-
versarial components, enabling preemptive neutralization of
malicious intent. 2) Graph-Based Intent Analysis: We in-
troduce a graph-based method to model prompt semantics,
using spectral properties to detect adversarial patterns with
high robustness. 3) Efficient Detection Mechanism: We de-
velop a lightweight auxiliary model that achieves high accu-
racy in adversarial intent classification with minimal com-
putational overhead, facilitating real-time LLM protection.

Related Work

Existing defenses against adversarial prompts can be
broadly categorized into rule-based filtering, post-output
moderation, and model hardening. Rule-based filtering, as
explored in (Yi et al. 2025), employs predefined patterns
or keyword lists to block malicious prompts. While compu-

3877

tationally lightweight, these methods struggle to generalize
across novel attack vectors and are easily bypassed by para-
phrasing or obfuscation (Mu et al. 2024). Post-output mod-
eration, such as content classifiers used in (Achiam et al.
2023), scans generated outputs for harmful content before
release. However, this approach incurs significant computa-
tional overhead and fails to prevent the model from process-
ing malicious inputs, risking unintended side effects during
generation.

Model hardening techniques aim to enhance LLM robust-
ness through fine-tuning or adversarial training. For exam-
ple, (Bai et al. 2024) proposes fine-tuning LLMs on curated
safety datasets to reduce susceptibility to jailbreaking. While
effective in controlled settings, fine-tuning often degrades
performance on legitimate tasks and requires extensive re-
training to adapt to new attack types. Adversarial training,
as explored in (Kim et al. 2023), incorporates adversarial
prompts into the training process, but its scalability is lim-
ited by the need for large, diverse adversarial datasets. More-
over, these methods focus on post-processing or model-level
modifications, neglecting the potential for preemptive input
analysis.

Method

Motivation and Innovation

Adversarial prompts exploit the semantic ambiguity and
contextual flexibility of LLMs to elicit harmful or inappro-
priate outputs, undermining safety mechanisms. Existing de-
fenses, such as rule-based filtering or post-output modera-
tion, often fail to generalize across diverse attack vectors or
incur significant computational overhead.

Our motivation is to develop a preemptive defense that
disentangles adversarial intent from benign prompt compo-
nents before model processing, preserving the LLM’s util-



ity while enhancing security. The innovation of our APD
lies in three key contributions: 1) Semantic Decompo-
sition via Mutual Information: We introduce a mutual
information-based approach to decompose prompts into se-
mantic subspaces, isolating potentially malicious compo-
nents. 2) Graph-Based Intent Classification: We model
prompt semantics as a directed graph, enabling robust de-
tection of adversarial intent through spectral analysis. 3)
Lightweight Auxiliary Model: A compact transformer-
based classifier is trained to identify adversarial patterns, en-
suring minimal latency in real-time applications.

These components collectively address the limitations of
prior work by providing a mathematically grounded, scal-
able solution that generalizes across attack types, including
jailbreaking and toxic prompt injection.

Prompt Representation & Semantic Decomposition

Let a prompt p € P be a sequence of tokens p
{t1,ta,...,t,}, where each token ¢; € V belongs to the vo-
cabulary of the LLM. We represent p in a high-dimensional
embedding space using a pre-trained encoder (e.g., BERT),
yielding a sequence of embeddings E, = {e;,es,...,€,},
where e; € R,

To disentangle adversarial components, we hypothesize
that a prompt can be partitioned into benign (p;) and adver-
sarial (p,) sub-sequences, such that p = p, Up,. The goal is
to minimize the mutual information between the adversarial
and benign components to ensure their semantic indepen-
dence. Thus, we define the mutual information I (p,; ps) as:

I(pa;pv) = H(pa) + H(ps) — H(pa, pv), (D

where H(-) denotes the entropy of the respective distribu-
tions. To approximate this, we model the joint distribution of
prompt embeddings using a variational autoencoder (VAE).
The VAE encoder maps E,, to a latent space z € R*, where
k < d, and we optimize the following objective:

ﬁVAE = IE‘:q(z\Ep) [1ng(EP|Z)] - ﬂDKL(q(Z|Ep)Hp(Z))7 (2)

where Dy is the Kullback-Leibler divergence, and 5 con-
trols the trade-off between reconstruction accuracy and la-
tent space regularization. By minimizing I(p,; ps), we en-
sure that the latent representations of adversarial and benign
components are disentangled.

Graph-Based Intent Classification

To detect adversarial intent, we construct a semantic graph
G = (V, E), where vertices V represent tokens or phrases
in the prompt, and edges E capture semantic relationships
derived from co-occurrence and contextual similarity. Each
vertex v; € V is associated with an embedding e;, and edges
are weighted by cosine similarity: w;; = % We hy-
pothesize that adversarial prompts exhibit distinct structural
patterns in G, such as high connectivity among malicious
tokens. To quantify this, we compute the Laplacian matrix
of the graph, L = D — A, where A is the adjacency matrix
and D is the degree matrix. The eigenvalues of L, denoted
A< A < < )‘\VI’ provide insights into the graph’s
connectivity.
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By Cheeger’s inequality, the second smallest eigenvalue
A2 (the algebraic connectivity) bounds the graph’s expan-
sion properties, indicating how easily the graph can be par-
titioned into adversarial and benign subgraphs:

ha < V22, 3)

where hg is the Cheeger constant. We train a classifier
to predict adversarial intent based on spectral features ex-
tracted from L, such as A5 and the corresponding eigenvec-
tor (Fiedler vector). This approach is robust to variations in
prompt structure, as it captures global semantic relationships
rather than relying on local patterns.

Lightweight Auxiliary Model

To enable real-time deployment, we design a lightweight
transformer-based classifier, termed the Adversarial Intent
Detector (AID). The AID takes as input the latent repre-
sentations z from the VAE and the spectral features from
the semantic graph. The model architecture consists of: 1)
A transformer encoder with 4 layers, 8 attention heads, and
a hidden dimension of 256. 2) A feed-forward network that
maps the concatenated features to a binary classification out-
put (adversarial vs. benign).

The AID is trained on a dataset of labeled prompts, in-
cluding jailbreaking attempts and toxic prompts, using a bi-
nary cross-entropy loss:

N

[yilog(9:) + (1 —yi)log(1 — %:)], (4

ACAID = _N .
i=1

where y; € {0, 1} is the ground-truth label, and §; is the pre-
dicted probability. To ensure computational efficiency, we
apply knowledge distillation, transferring knowledge from a
larger pre-trained LLM to the AID, reducing inference time
while maintaining high accuracy.

Integration and Workflow

Our APD operates as follows: 1) Prompt Encoding: The
input prompt is encoded into embeddings E,, using a pre-
trained encoder. 2) Semantic Decomposition: The VAE
decomposes E,, into latent representations, minimizing
I(pa;py). 3) Graph Construction: A semantic graph G
is constructed, and spectral features are extracted. 4) In-
tent Classification: The AID classifies the prompt as ad-
versarial or benign based on latent and spectral features. 5)
Prompt Filtering: If the prompt is classified as adversarial,
the identified malicious components p, are neutralized (e.g.,
removed or rephrased), and the sanitized prompt p, is passed
to the LLM. This workflow ensures that only safe prompts
are processed by the LLM, mitigating risks from adversarial
inputs while preserving the model’s generative capabilities.

Theoretical Guarantees

To provide robustness guarantees, we analyze the error
bounds of the APD framework. Let € denote the probabil-
ity of misclassifying an adversarial prompt. Using the Prob-
ably Approximately Correct (PAC) learning framework, we
bound € as: ¢ < L (In|H|+1In}), where m is the num-
ber of training samples, H is the hypothesis space of the



AID, and § is the confidence parameter. By constraining the
complexity of H (e.g., via regularization in the transformer),
we ensure that € decreases with sufficient training data. The
mutual information minimization ensures that the disentan-
gled representations are statistically independent, reducing
the risk of adversarial components influencing the LLM’s
output. This is formalized by the Data Processing Inequality,
which guarantees that processing p, and p; independently
does not increase their mutual information.

Mathematical Proofs and Derivations

This section provides detailed mathematical proofs and
derivations supporting the theoretical foundations of the
APD framework. We include derivations for the variational
autoencoder (VAE) objective used in semantic decomposi-
tion, the application of Cheeger’s inequality in graph-based
intent classification, the Probably Approximately Correct
(PAC) learning bound for the Adversarial Intent Detector
(AID), and the data processing inequality ensuring indepen-
dence of disentangled prompt components. These deriva-
tions validate the framework’s ability to detect and neutral-
ize adversarial prompts on rigorous theoretical analysis (Dit-
trich and Kenneally 2011).

Mutual Information Minimization in VAE

The semantic decomposition module uses a VAE to disen-
tangle adversarial (p,) and benign (p;) prompt components
by minimizing their mutual information I(p,; py). Here, we
derive the VAE objective and show how it approximates mu-
tual information minimization.

Problem Setup: Given a prompt embedding E, €
R"™*768 the VAE maps it to a latent representation z € R128,
aiming to separate z into components encoding p, and py.
The mutual information is defined as:

I(pa;pv) = H(pa) + H(ps) — H(pa, pv), )

where H (-) is the entropy, and H (p,, pp) is the joint entropy.
Direct minimization of I(p,; pp) is intractable, so we use the
VAE’s Evidence Lower Bound (ELBO) to approximate it.

VAE Objective: The VAE optimizes the ELBO, which
lower-bounds the log-likelihood log p(E,):

logp(Ep) > Eqg(zjk,) [log p(Eyp|2)] — Dxi(q(z|Ep)|Ip(2)), (6)

where ¢(z|E,) is the encoder distribution, p(E,|z) is the
decoder distribution, and p(z) = A(0, ) is the prior. The
loss function is:

—Eq(z,) log p(Ep|2)] + 8Dk (q(2|Ep)|p(2)), (7)

where [ controls the regularization strength (set to 0.5 in our
implementation).

Relation to Mutual Information: Assume z = [z, z),
where z, and z; encode p, and py, respectively. We aim
for 1(zq;2p) 0. The KL-divergence term can be de-
composed using the chain rule: Dk (¢(z|E,)||p(z)) =
Dx1.(q(Za, 20| Ep)|[p(24)p(21)) + 1(24; 20 |Ep). If p(z) =
p(24)p(2p), minimizing the KL-divergence encourages in-
dependence between z, and z;. The 5-VAE objective pe-
nalizes I(z,; z;|E,), ensuring disentangled representations.

['VAE =

~
~
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For 8 = 0.5, the regularization is balanced, as validated in
the ablation study.
Derivation of ELBO: Starting from the log-likelihood:

log p(Ep) = Eq(ajm,) [l0g p(Ep, 2) — log q(z[Ep)].  (8)
Rewrite log p(E,, z) = log p(E,|z) + log p(z), yielding:
log p(Ep) = Eq(z/k,)[log p(Ep|z) + log p(2) — log q(z[Ep)].

Add and subtract log p(z) inside the expectation:

q(ZIEp)].
p(2)

log p(Ep) = Ey(zi,) [log p(Ep|2z)] — Eq(sr,,) [log

The second term is the KL-divergence:

Q(Z‘Ep)]_

p(z) ©

Dx1(q(zEp)||p(2)) = Eq(ajr,) [log
Thus, the ELBO is:

ELBO = Eq(;k,)[log p(Ey|2)] — Dxi(q(z|Ep)||p(2)).

Eq. (10) confirms that optimizing the ELBO maximizes a
lower bound on log p(E, ), facilitating disentanglement.

(10)

Cheeger’s Inequality in Graph-Based Classification

The graph-based intent classifier uses spectral features (e.g.,
second eigenvalue \y) of the semantic graph’s Laplacian
to detect adversarial patterns. We derive the application of
Cheeger’s inequality to bound the graph’s expansion proper-
ties.

Graph Setup: Let G = (V, E) be the semantic graph,
with vertices V' = {vy,...,v,} representing prompt to-
kens and edges E weighted by cosine similarity w;;. The
Laplacian matrix is L = D — A, where A;; = w;; if
(vi,v;) € E,else 0,and D;; = Zj A;;. The eigenvalues of
LareO:/\l S)\Q SS/\n

Cheeger’s Inequality: The Cheeger constant hg mea-
sures the graph’s connectivity:

05|

hg = min — A o o
scv,|s|< ¥l min(|S],[V'\ 51)

an
where 9S = {(u,v) € E : uw € S,v ¢ S} is the edge
boundary. Cheeger’s inequality bounds hg using As: )‘72 <
he < V2Xs.

Derivation of Lower Bound: Consider the Rayleigh quo-
tient for L: Ay = ming | 1 2o % where f is the eigenvec-
tor corresponding to \o. For a set .S, define an indicator vec-

tor fs such that fs(i) = 1if i € S, else —1. The numerator
is:

fLEs = > wi(fs(i) — £5(5))” = 409,
(3,5)€EE

since (fs (i) — f5(j))? = 4 for edges crossing S and V' \ S.
The denominator is: fZfs = [S| + [V \ S| = |V| Thus,

12)

T
ffglés = 4;%”?'. Adjusting for the Cheeger constant, we ap-
proximate:
|0S]| A2
N —— > . 13
min([S], [V 8]) = 2 9



Upper Bound: Using the spectral partitioning algorithm,
construct a set S by thresholding the Fiedler vector (eigen-
vector of Ay). The boundary size |0S| satisfies:

|0S] < vV2A2 min([S], [V \ S1), (14)

yielding hg < +/2X2. This bound ensures that Ay reflects
the graph’s ability to separate adversarial and benign com-
ponents, as validated in the ablation study.

PAC Learning Bound for AID

The AID is a transformer-based classifier trained to predict
adversarial intent. We derive a PAC learning bound to quan-
tify its generalization error.

Setup: Let H be the hypothesis space of AID models,
with h € H mapping input features (VAE latent vector,
graph features) to binary labels § € {0,1}. The true error
is €(h) = Ex,y)~p[l(h(x),y)], where £ is the 0-1 loss, and
D is the data distribution. The empirical error on a sample
of size mis é(h) = = 3" O(h(x;),y:).

PAC Bound: For any § € (0, 1), with probability at least
1 — 9, the generalization error is bounded by:

1 Ini
e(h)ge(h)ﬂ/%_

Derivation: Using Hoeffding’s inequality for a single hy-
pothesis h:

15)

P(le(h) — é(h)| > t) < 2exp(—2mt?). (16)

For the entire hypothesis space H, apply the union bound:

P (3h € H : |e(h) — é(h)| > t) < 2|H|exp(—2mt?). (17)
Set the right-hand side to ¢:
In|H|+1n2
20H| exp(—2mt®) =6 = t= \/w. (18)
2m
Thus, with probability 1 — d, we have:
) /In|H|+1n 2
< _—.

e(h) < éh)+ o 19

Adjusting for In2 ~ In %, we obtain the standard PAC
bound. For AID, || is finite but large due to the trans-
former’s parameter space (4 layers, 256-dimensional). As-
suming a discretized parameter space, In|#| is approxi-
mated via VC-dimension bounds, and with m = 14,700
(training set size), the bound ensures low generalization er-
ror, as observed (94.2% validation accuracy).

Data Processing Inequality

The data processing inequality (DPI) ensures that the VAE’s
transformation preserves independence between adversarial
and benign components. We derive its application.

Setup: Let E,, be the prompt embedding, and z = f(E,)
be the VAE’s latent representation, where f is the encoder.
Assume E, = [E,, E;], with E, and E; encoding adver-
sarial and benign components. We aim to show 1(z,; z;) <
I(Eg; Ey).
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Dataset Adversarial Benign Split (Train/Val/Test)
JailBreakBench 2,500 2,500 70%/15%/15%
ToxicPrompts 4,000 6,000 70%/15%/15%
AdvPromptGen 3,000 3,000 70%/15%/15%
Novel Attack 1,000 1,000 0%/0%/100%

Table 1: Summary of datasets used in APD evaluation.
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Figure 2: Performance comparison across datasets for APD
and baselines (Rule-Based Filtering, Embedding Clustering)
on JailBreakBench, ToxicPrompts, and AdvPromptGen.

DPI Statement: For random variables X, Y, Z forming a
Markov chain X — Y — Z, the DPI states: [(X;Z) <
I(X;Y).

Application: Define z, = f,(E,), z, = fo(Ep), where
fa, f» are encoder sub-functions. The Markov chain is:

E,—-E, — z,. (20)

By DPL we have I(E,;;z,) < I(E,;E,). Similarly, for
zy, I(Ep;z) < I(Ey;E,). For joint mutual informa-
tion, assume z,,z; are conditionally independent given
E,. The VAE’s objective minimizes I(z,;z,|E,), ensur-
ing I(z4;2,) < I(Ey;Ep). This confirms that the VAE
reduces dependency between adversarial and benign com-
ponents, enabling effective disentanglement, as validated by
the 87.4% HOR in experiments.

Experiments
Experimental Setup

Datasets We evaluate APD on three real-world datasets
containing adversarial and benign prompts, ensuring a
diverse range of attack types and complexities: Jail-
BreakBench (Wei, Wang, and Yang 2023), ToxicPrompts
(Gehman et al. 2020) and AdvPromptGen (Zhou, Li, and
Wang 2024). Table 1 reports the dataset details.

Baselines We compare APD against state-of-the-art de-
fense works: 1) Rule-Based Filtering (Yi et al. 2025): A
keyword-based approach to block prompts matching pre-
defined malicious patterns. 2) Post-Output Moderation



Method JailBreakBench ToxicPrompts AdvPromptGen Mean
ADA(%)

Rule-Based 62.1 67.8 66.2 65.4
Post-Output 82.5 85.3 84.4 84.1
AT 85.2 87.9 87.0 86.7
EC 76.4 79.8 79.5 78.6
APD (Ours) 91.2 93.5 92.3 92.3
FPR(%)

Rule-Based 83 7.1 7.8 7.7
Post-Output 5.2 4.8 5.0 5.0
AT 6.1 5.9 6.0 6.0
EC 49 5.3 5.1 5.1
APD (Ours) 3.8 35 3.7 3.7

Table 2: ADA and FPR across datasets, where “EC” means
“Embedding Clustering” and “AT” means “Adv. Training”.

Method JailBreakBench ToxicPrompts AdvPromptGen Mean
Rule-Based 10.5 11.0 10.9 10.8
Post-Output 44.8 46.2 45.7 45.6
AT 37.5 389 38.3 38.2
EC 15.2 16.0 15.7 15.6
APD (Ours) 12.1 12.5 124 12.3

Table 3: IL in milliseconds per prompt, where “EC” is “Em-
bedding Clustering” and “AT” is “Adv. Training”.

(Achiam et al. 2023): A classifier to flag harmful outputs
after generation by a fine-tuned RoBERTa model. 3) Adver-
sarial Training (Kim et al. 2023): An LLM fine-tuned on
a mix of adversarial and benign prompts to enhance robust-
ness. 4) Embedding Clustering (Xu et al. 2024): A prepro-
cessing method to cluster prompt embeddings for anomaly
detection.

Evaluation Metrics We use the following metrics to
assess performance: Adversarial Detection Accuracy
(ADA), False Positive Rate (FPR), Harmful Output Re-
duction (HOR), Inference Latency (IL) and Perplexity
Impact (PI).

Experimental Results

Adversarial Detection Performance Figure 2 and Table
2 summarize the adversarial detection performance across
datasets. APD achieves an average ADA of 92.3%, signifi-
cantly outperforming baselines. Rule-based filtering strug-
gles with low ADA (65.4%) due to its reliance on static
patterns, while embedding clustering (78.6%) fails to cap-
ture semantic nuances. Post-output moderation (84.1%) and
adversarial training (86.7%) perform better but are limited
by reactive processing and model degradation, respectively.
APD’s high ADA is attributed to its mutual information-
based decomposition and graph-based analysis, which effec-
tively isolate adversarial components.

Harmful Output Reduction (HOR) Figure 3 illustrates
the HOR across datasets. APD achieves an average HOR
of 87.4%, reducing harmful outputs by filtering adversarial
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Figure 3: Comparison of HOR, showing APD’s superior
performance in reducing harmful outputs. (a) is JailBreak-
Bench, (b) is ToxicPrompts, (c) is AdvPromptGen, and (d)
is Novel Attack.
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Figure 4: 2D scatter plot of latent representations, show-
ing separation of adversarial (red) and benign (blue) com-
ponents.

Dataset ADA(%) FPR(%) HOR(%)

Train Val Test Train Val Test Train Val Test

JailBreakBench 91.8 90.991.2 3.6 3.9 3.8 879 86.587.2
ToxicPrompts  94.1 93.3 935 34 3.6 3.5 88.6 87.8 88.2
AdvPromptGen 92.7 92.1 923 3.5 3.8 3.7 87.1 86.4 86.8

Table 4: Per-dataset performance breakdown for APD across
training, validation, and test splits.

components before LLM processing. Post-output modera-
tion (72.3%) and adversarial training (75.8%) show lower
HOR due to their reactive nature, while rule-based filter-



Configuration ADA(%) FPR(%) HOR(%) IL(ms)
Full APD 92.34+1.2 3.840.3 87.4+1.3 12.3
w/o VAE 82.7+1.5 6.01+0.5 74.1+1.7 12.1
w/o GF 853+14 5.5+04 78.6+1.6 11.5
w/o AID-D 92.5+1.1 3.74+0.3 87.7+1.2 28.4
w/o HOW 90.0+1.3 4.01+0.4 85.0+1.4 12.0

Table 5: Ablation results. Detailed performance metrics for
APD configurations with mean 4 standard deviation. “GF”
means “Graph Features”; “AID-D” means “AID Distilla-
tion”; “HOE” means “Higher-Order Eigenvalues”.

Configuration ADA(%) HOR(%) IL(ms)
Full APD (8 = 0.5) 92.3 87.4 12.3
B = 0.1 (Weaker Regularization) 90.1 84.8 12.1
B = 1.0 (Stronger Regularization) 89.7 83.9 124
Without Higher-Order Eigenvalues 90.8 85.6 11.8
Without Fiedler Vector 89.4 84.2 11.5
Larger AID (6 Layers, 512 Dim) 92.6 87.7 18.7
Smaller AID (2 Layers, 128 Dim) 88.9 83.1 9.4

Table 6: Ablation study results (averaged across test sets).

Attack Variant ADA(%) HOR(%) FPR(%)
Role-Playing Scenarios (n=400)  90.5 85.3 3.6
Code Injection Prompts (n=300)  88.7 83.9 3.8
Multilingual Prompts (n=300) 89.3 84.5 3.7

Table 7: APD performance on novel attack variants.

ing (58.9%) and embedding clustering (65.2%) are less ef-
fective against sophisticated attacks. APD’s proactive ap-
proach, leveraging graph-based intent classification, ensures
robust mitigation across diverse attack types.

Separation of Adversarial Components To illustrate the
separation of adversarial (z,) and benign (z;) prompt com-
ponents in the VAE’s latent space, we visualize the latent
representations of 100 sample prompts (50 adversarial, 50
benign) in our APD framework. Figure 4 visually confirms
the VAE’s design goal of minimizing mutual information be-
tween z, and z, as the clusters show minimal overlap.

Computational Efficiency Table 3 reports inference la-
tency (IL). APD introduces an average latency of 12.3 ms
per prompt, comparable to rule-based filtering (10.8 ms) and
significantly lower than post-output moderation (45.6 ms)
and adversarial training (38.2 ms). The lightweight AID, op-
timized via knowledge distillation, ensures real-time appli-
cability, making APD suitable for deployment in resource-
constrained environments.

Per-Dataset Performance Breakdown As shown in Ta-
ble 4, to demonstrate consistency across dataset splits, we
report detailed performance metrics—Adversarial Detection
Accuracy (ADA), False Positive Rate (FPR), and Harmful
Output Reduction (HOR)—for the training, validation, and
test sets of JailBreakBench (Wei, Wang, and Yang 2023),
ToxicPrompts (Gehman et al. 2020), and AdvPromptGen
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(Zhou, Li, and Wang 2024). APD maintains high ADA
(91.2-93.5% on test sets) and HOR (86.8-88.2% on test
sets) across all datasets, with low FPR (3.5-3.8% on test
sets), indicating robust detection of adversarial prompts
without misclassifying benign ones.

Ablation Study

To validate the contributions of each APD component, we
conduct an ablation study by disabling individual modules:
1) Removing the VAE-based decomposition reduces ADA
to 82.7% and HOR to 74.1%, as the framework struggles to
isolate adversarial components. 2) Excluding spectral anal-
ysis lowers ADA to 85.3% and HOR to 78.6%, indicating
the importance of structural features for detecting sophis-
ticated attacks. 3) Using a larger AID model increases IL
to 28.4 ms without significant gains in ADA (92.5%), con-
firming the efficiency benefits of distillation. These results
in Table 5 underscore the synergistic role of APD’s compo-
nents in achieving high detection accuracy and efficiency. In
addition, we tested variations in the VAE’s [ parameter, al-
ternative graph feature sets, and AID model sizes. Table 6
reports the results of averaged across test sets.

These results reinforce the necessity of each component
and the chosen hyperparameters, supporting APD’s design
as a synergistic framework.

Robustness to Novel Attacks

To test generalization, we evaluate APD on a custom dataset
of 1,000 novel adversarial prompts crafted using paraphras-
ing and obfuscation techniques not present in the training
data in Table 7. To assess APD’s generalization to spe-
cific attack types, we evaluated performance on subsets
of the Novel Attack Dataset (1,000 adversarial prompts)
categorized by attack variant: role-playing scenarios, code
injection prompts, and multilingual prompts. APD main-
tains an ADA of 89.7% and HOR of 84.2%, outperform-
ing baselines (e.g., rule-based: 55.3%, embedding cluster-
ing: 70.8%). This robustness is attributed to the graph-based
classifier’s ability to capture global semantic patterns and the
VAE’s generalization to unseen prompt structures.

These results demonstrate APD’s ability to generalize
across diverse and novel attack types, outperforming base-
lines like rule-based filtering (ADA 55.3%) and embedding
clustering (ADA 70.1%) reported in the main paper, validat-
ing its robustness for real-world deployment.

Conclusion

The increasing deployment of Large Language Models
(LLMs) in security-critical applications has heightened the
urgency to address vulnerabilities to adversarial prompts,
which exploit semantic ambiguities to bypass safety mecha-
nisms. In this paper, we introduced the Adversarial Prompt
Disentanglement (APD) framework, a novel and proactive
defense mechanism designed to enhance the security and
integrity of LLMs. Our experimental evaluation on diverse
datasets, demonstrates APD’s superior performance.
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